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Abstract. Recently [7], we presented an automatic technique for prov-
ing secrecy and authentication properties for security protocols that ma-
nipulate lists of unbounded length, for an unbounded number of ses-
sions. That work relies on an extension of Horn clauses, generalized Horn
clauses, designed to support unbounded lists, and on a resolution algo-
rithm on these clauses. However, in that previous work, we had to model
protocols manually with generalized Horn clauses, which is unpractical.
In this work, we present an extension of the input language of ProVerif,
a variant of the applied pi calculus, to model protocols with lists of un-
bounded length, give its formal semantics, and translate it automatically
to generalized Horn clauses. We prove that this translation is sound.

1 Introduction

Security protocols rely on cryptography for securing communication on insecure
networks such as Internet. However, attacks are often found against protocols
that were thought correct. Furthermore, security flaws cannot be detected by
testing since they appear only in the presence of an attacker. Formal verification
can then be used to increase the confidence in these protocols. To ease formal
verification, one often uses the symbolic, so-called Dolev-Yao model [11], which
considers cryptographic primitives as black boxes and messages as terms on these
primitives. In this work, we also rely on this model.

The formal verification of security protocols with fixed-size data structures
has been extensively studied. However, some protocols, for instance XML proto-
cols of web services or some group protocols, use more complex data structures,
such as lists. The verification of protocols that manipulate such data structures
has been less studied and presents additional difficulties, since these complex
data structures add another cause of undecidability.

Recently [7], we started to extend the automatic verifier ProVerif [5] to pro-
tocols with lists of unbounded length. ProVerif takes as input a protocol written
in a variant of the applied pi calculus [1], translates it into a representation
in Horn clauses, and uses a resolution algorithm to determine whether a fact is
derivable from the clauses. One can then infer security properties of the protocol.
For instance, ProVerif uses a fact att(M) to mean that the attacker may have
the message M. If att(s) is not derivable from the clauses, then s is secret. The



2 Miriam Paiola and Bruno Blanchet

main goal of this approach is to prove security properties of protocols without
bounding the number of sessions of the protocol.

In [7], we introduced generalized Horn clauses, to be able to represent lists
of any length, and we adapted the resolution algorithm of ProVerif to deal with
these new clauses. Using this algorithm, we can prove secrecy and authentication
properties of protocols with lists of any length, without bounding the number
of sessions of the protocol. However, to use this algorithm, one has to write the
generalized Horn clauses that model the protocol manually, which is delicate and
error-prone. In this paper, our goal is to solve this problem by providing a more
convenient input language for protocols. More precisely, we extend the input
language of ProVerif to model protocols with lists of unbounded length. We give
a formal semantics to the new process calculus, and an automatic translation to
generalized Horn clauses. We prove that this translation is sound. One can apply
the resolution algorithm of [7] to the generalized Horn clauses obtained by our
translation, to prove secrecy and authentication properties of the initial protocol.
We illustrate our work on a small protocol that relies on XML signatures; it could
obviously be applied to other protocols such as those considered in [7]. This work
is only theoretical: the implementation is planned for future work.

Related Work The first approach considered for proving protocols with recur-
sive data structures was interactive theorem proving: a recursive authentica-
tion protocol was studied for an unbounded number of participants, using Is-
abelle/HOL [15], and using rank functions and PVS [9]. However, this approach
requires considerable human effort.

Truderung [17] showed a decidability result (in NEXPTIME) for secrecy
in recursive protocols, which include transformations of lists, for a bounded
number of sessions. This result was extended to a class of recursive protocols
with XOR [13] in 3-NEXPTIME. Chridi et al [10] present an extension of the
constraint-based approach in symbolic protocol verification to handle a class of
protocols (Well-Tagged protocols with Autonomous keys) with unbounded lists
in messages. They prove that the insecurity problem for Well-Tagged protocols
with Autonomous keys is decidable for a bounded number of sessions.

Several approaches were considered for verifying XML protocols [4,16,12,3],
by translating them to the input format of a standard protocol verifier: the tool
TulaFale [4] uses ProVerif as back-end; Kleiner and Roscoe [16,12] translate WS-
Security protocols to FDR; Backes et al [3] use AVISPA. All these approaches
have little or no support for lists of unbounded length. For instance, TulaFale
has support for list membership with unbounded lists, but does not go further.

In [14], we showed that, for a certain class of Horn clauses, if secrecy is proved
by ProVerif for lists of length one, then secrecy also holds for lists of unbounded
length. However, this work is limited to secrecy and to protocols that treat all
elements of lists uniformly. When this reduction result does not apply, a different
approach is needed: in our previous work [7], we proposed such an approach.

Outline In the next section, we recall the process calculus used by ProVerif and
we extend it with the non-deterministic choice. We also adapt its translation



From the Applied Pi Calculus to Horn Clauses 3

into Horn clauses. In Section 3, we recall the syntax of generalized Horn clauses
and their translation into Horn clauses. Section 5 defines the new process cal-
culus and its semantics. Section 6 gives the automatic translation of generalized
processes into generalized Horn clauses. In Section 7, we prove that this trans-
lation is sound. Because of space constraints, the proofs and additional details
are postponed to the appendix.

2 ProVerif

ProVerif [5] takes as input a process written in a variant of the applied pi calcu-
lus [1]. ProVerif then translates this process into an abstract representation by
Horn clauses. It uses a resolution algorithm to determine whether some facts are
derivable from these clauses, and infer security properties on the initial process.

2.1 The Process Calculus: Syntax and Semantics

The syntax of the process calculus assumes an infinite set of names a, b, ¢, k, s, to
be used for representing atomic data items, such as keys or nonces, and an infinite
set of variables x,y, z. There is also a set of function symbols for constructors
(f) and destructors (g), each with an arity. Constructors build new terms of
the form f(Mjy,..., M,). Therefore, messages are represented by terms M, N,
which can be a variable, a name, or a constructor application f(Mj,...,M,).
Destructors manipulate terms in processes; they are defined by rewrite rules as
detailed below.
Protocols are represented by processes P, @, of the following forms:

— The output process out(M, N).P outputs the message N on the channel M
and then executes P.

— The input process in(M, x).P inputs a message on the channel M and then
executes P with z bound to the input message.

— The nil process 0 does nothing.

— The process P | @ is the parallel composition of P and Q.

— The replication ! P represents an infinite number of copies of P in parallel.

— The restriction (va)P creates a new name a and then executes P.

— The destructor application let © = g(Mj,...,M,) in P else @ tries to eval-
uate g(My, ..., M,); if this succeeds, then z is bound to the result and P
is executed, else () is executed. More precisely, a destructor g is defined
by a set def(g) of rewrite rules of the form g¢(M;i,...,M,) — M where
My, ..., M,, M are terms without free names, and the variables of M also
occur in My,..., M,. Then g(M,...,M,) evaluates to M if and only if it
reduces to M by a rewrite rule of def(g). Using constructors and destructors,
one can represent data structures and cryptographic operations:

e The constructor pk builds a new public key pk(M) from a secret key M.
The constructor sign is such that sign(M, N) represents the signature of
M under the key N. It has one corresponding destructor:

checksign(sign(z,y), pk(y),x) —
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Hence, checksign(sign(M, N), pk(N), M) checks if sign(M,N) is a cor-
rect signature of message M under the secret key N; if yes, it returns
the message M; otherwise, it fails.
e A data constructor is a constructor f of arity n that comes with n as-
sociated destructors f; ' (1 <i < n), defined by rewrite rules f;*(f (1,
., Tp)) = T, so that the arguments of f can be recovered. Data con-
structors are typically used to represent data structures.

— The pattern-matching let pat = M in P else Q matches M with the pattern
pat, and executes P when the matching succeeds and ) when it fails. The
pattern pat can be a variable x or a data constructor application f(paty, ...,
pat,, ). Patterns pat are linear, that is, they never contain several occurrences
of the same variable. Pattern-matching can be encoded using destructor
application: let z = M in P else @ is an abbreviation for let z = id(M) in P
else @, where the destructor id is defined by id(z) — = and let f(patq, ...,
pat,,) = M in P else () is an abbreviation for

let z; = f{{(M)in ... let x, = f, (M) in

let pat, = x1 in ... let pat,, = x, in Pelse Q ... else
else @ ... else @
where the variables 1, ..., z, are fresh and the variables of pat,,..., pat,

do not occur in Q.

— ProVerif models authentication as correspondence assertions, such as “if
event e(z) has been executed, then event e’(x) has been executed”. The pro-
cess calculus provides an instruction for executing such events: the process
event(e(M)).P executes the event e(M), then executes P.

— We add a construct for internal choice, which was not present in [5]: the pro-
cess P+ @ behaves either as P or as (0, non-deterministically. This construct
will be helpful for defining our extension to lists.

The conditional if M = N then P else () can be encoded as the destructor ap-
plication let z = equal(M, N) in P else Q where z does not occur in P and the
destructor equal, defined by equal(x,z) — =, succeeds if and only if its two
arguments are equal. We often omit a trailing O.

The name a is bound in P in the process (va)P. The variable z is bound
in P in the processes in(M,z).P and let x = g(M;,...,M,) in P else Q. The
variables of pat are bound in P in the process let pat = M in P else Q). A process
is closed if it has no free variables; it may have free names. We denote by fn(P)
the free names of P.

The formal semantics of this calculus can be defined either by a structural
equivalence and a reduction relations, in the style of [1], or by a reduction relation
on semantic configurations, as in [5]. These semantics can easily be extended with
the internal choice, by adding rules such that the process P + ) reduces into P
and also into Q.
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2.2 Horn Clauses

ProVerif translates a protocol written in the process calculus into a set of Horn
clauses. The syntax of these clauses is defined as follows.

The terms, named clause terms to distinguish them from the terms that
occur in processes, represent the messages of the protocol. A term p can be a
variable z, a name a[py,...,py], or a constructor application f(pi,...,pn). A
variable can represent any term. Instead of representing each fresh name by
a different symbol in the clauses, the fresh names are considered as functions
represented by the clause term a[py, ..., p,]. These functions take as arguments
the messages previously received by the principal that creates the name as well
as session identifiers, which are variables that take a different value at each run
of the protocol, to distinguish names created in different runs. As shown in, e.g.,
[5], this representation of names is a sound approximation.

A fact F = pred(pi,...,pn) can be of the following forms: message(p,p’)
means that the message p’ may appear on channel p; att(p) means that the
attacker may have the message p; m-event(p) represents that the event p must
have been executed; event(p) represents that the event p may have been executed.

A clause F} A --- A F,, = F means that, if all facts F; are true, then the
conclusion F is also true. We use R for a clause, H for its hypothesis, and C for
its conclusion. The hypothesis of a clause is considered as a multiset of facts. A
clause with no hypothesis = F' is written simply F'.

2.3 Translation from the Process Calculus to Horn Clauses
As explained in [5], ProVerif uses two sets of clauses: the clauses for the attacker

and the clauses for the protocol.

Clauses for the Attacker. Initially the attacker has all the names in a set .S,
hence the clauses att(a[]) for each a € S. Moreover, the abilities of the attacker
are represented by the following clauses:

att(b[z]) (Rn)

for each constructor f of arity n,

att(x1) A -+ Aatt(z,) = att(f(z1,...25)) (Rf)
for each destructor g, for each rule g(M,..., M,) — M in def(g), (Re)
att(Mq) A -+ Aatt(M,) = att(M)
message(x,y) A att(z) = att(y) (RI1)
att(z) A att(y) = message(x,y) (Rs)

Clause (Rn) represents the ability of the attacker to create fresh names: all fresh
names that the attacker may create are represented by the names b[z] for any
x. Clauses (Rf) and (Rg) mean that if the attacker has some terms, than he
can apply constructors and destructors to them. Clause (R1) means that if the
attacker has a channel = then he can listen on it and clause (Rs) means that the
attacker can send messages in all the channels he has.
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Clauses for the Protocol. The protocol is represented by a closed process Py. To
compute the clauses, we first rename the bound names of Py so that they are
pairwise distinct and distinct from free names of Py. This renaming is important
because bound names are also used as function symbols in terms in the generated
clauses. We make an exception for the new construct P+ Q: the bound names in
P need not be distinct from those in Q. Using the same symbols for both names
in P and @ does not cause problems because P and @) cannot be both executed.
We say that the renamed process, denoted Py, is a suitable renaming of Py.

Next, we instrument the process P} by labeling each replication ! P with a dis-
tinct session identifier s, so that it becomes ! P, and labeling each restriction (va)
with the clause term that corresponds to the fresh name a, af[z1,...,Zy, $1,. ..,
Sns], where x1, . .., x, are the variables that store the messages received in inputs
above (va) in Pj and s1,..., s, are the session identifiers that label replications
above (va) in the instrumentation of P). We denote the instrumentation of P}
by instr(FP).

Then we compute the clauses as follows. Let p be a function that associates
a clause term with each name and variable. We extend p as a substitution by
p(f(My,..., M) = f(p(M),...,p(My)) if f is a constructor.

The translation [P]pH of an instrumented process P is a set of clauses, where
the environment p is a function defined as above and H is a sequence of facts
message(-, -) and m-event(-). The empty sequence is () and the concatenation of a
fact F' to the sequence H is denoted by H A F. The translation [P]pH is defined
as follows, and explained below.

[out(M, N).P]pH = [P]pH U {H = message(p(M), p(N))}.
[in(M, x) PlpH = [P](p[z — =])(H A message(p(M), x)).
[0]pH =
17 QI  [PIoH U (It

[

I*PlpH = [P](p[s — s])H.
(va:d[z1,...,Tn,81,--.,5w])P]pH =
[PI(pla s @[p(@1) - s @) p(51)s - (s D E.

llet & = g(My,..., M) in Pelse QIpH = U{IP]((op)lz — o'p))(oH) |
g(py,...,pl) — p' isin def(g) and (o,0’) is a most general pair of substitu-
tions such that op(My) = o'pl, ..., op(M,) = o'pl} U[Q]ph.
— [event(e(M)).P]pH = [P]p(HAm-event(e(p(M))))U{H = event(e(p(M)))}.
- [P+ QlpH = [P]lpH U [Q]pH.

The translation of an output out(M, N).P adds a clause, meaning that the recep-
tion of the messages in H can produce the output in question. The translation
of an input in(M,z).P is the translation of P with the concatenation of the
input to H. The translation of 0 is empty, as this process does nothing. The
translation of the parallel composition P | @ is the union of the translation of P
and . The translation of the replication adds the session identifier to p; as the
clauses can be applied many times, replication is otherwise ignored. The trans-
lation of a restriction (va)P is the translation of P in which a is replaced with
the corresponding clause term that depends on previously received messages and
on session identifiers of replications above the restriction. The translation of a
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destructor application is the union of the translation for the case where the de-
structor succeeds and that for the case where it fails, so the translation does
not have to determine whether the destructor succeeds or not, but considers
both the possibilities. We consider that the else branch may always be executed,
which overapproximates the possible behaviors of the process. The translation
of an event adds the hypothesis m-event(e(p(M))) to H, meaning that P can be
executed only if the event e(M) has been executed first. Furthermore, it adds a
clause that concludes event(e(p(M)), meaning that the event e(M) is triggered
when all conditions in H are true. The translation of the choice P + @ is the
union of the translation of P and @, since P + @ behaves either as P or as
Q. The choice was not included in [5]; we have easily extended the proofs of
the results of [5] to the internal choice. (It is also possible to encode P + Q
as (va)(a{a) | a(z).P | a(z).QQ) where a and = do not occur in P and Q. This
encoding leads to more complex clauses so we preferred defining P+ Q) as a new
construct.)

Summary and correctness. Let pg = {a — al] | a € fn(Py)}. The set of the
clauses corresponding to the closed process P, is defined as:

Rpy.s = [instr(Py)]pod U {att(al]) | a € S} U {(Rn), (Rf), (Rg), (RI), (Rs)}

where PJ is a suitable renaming of Py and S is the set of names initially known
by the attacker.

By testing derivability of facts from these clauses, we can prove security
properties of the protocol Py, as shown by the following two results. These results
are applications of [5, Theorem 1] to the particular properties of secrecy and
authentication modeled as non-injective agreement. The formal definitions of
these properties can be found in [5]. For this paper, it is sufficient to know that
the following results hold. Let F,. be any set of facts of the form m-event(p);
this set corresponds to the set of allowed events. As explained in [5], this set
is useful to prove the desired correspondence for authentication. We refer the
reader to [5, Section 4] for further details.

Theorem 1 (Secrecy). Let P be a suitable renaming of Py. Let M be a term.
Let p be the clause term obtained by replacing names a with a[] in M. If att(p)
is not deriwable from Rp; s U Fime for any Fume, then Py preserves the secrecy of
M from adversaries with initial knowledge S.

Theorem 2 (Authentication). Let P} be a suitable renaming of Py. Suppose
that, for all Fue, for all p, if event(e(p)) is derivable from Rp; s U Fue, then
m-event(e'(p)) € Fme. Then Py satisfies the correspondence “if e(x) has been
executed, then e'(x) has been executed” against adversaries with initial knowledge

S.

3 Generalized Horn Clauses

This section recalls the syntax and semantics of generalized Horn Clauses, which
extend Horn clauses to lists and were introduced in [7].
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L= index terms
i index variable
&1y, Ln) function application

pC = clause terms
Tr,oin variable (h > 0)
fo8, ..., p%) function application
ant i s, s indexed names
list(i < L,p%) list constructor

C .= /\(il,...ih)e[l,Ll]xmx[l,Lh] conjunctions

FC =Cpred(pf,...,p%) facts

E :=Cp® =p°© equations

Euw={E,...,E,} set of equations

RE :=FFAN---ANEF ANE = pred(pf,...,pf) generalized Horn clauses

Fig. 1. Syntax of generalized Horn clauses

3.1 Syntax

The syntax of these clauses is defined in Figure 1. Clause terms p© represent
messages: variables may have indices z,, .. ,,; these indices ¢ are build from
index variables and application of functions on indices. The term f(p$,...,p%)
represents constructor application. For each integer n, we introduce a new data
constructor (p, ..., p%), which represents lists of fixed length n. The clause term
alrLufp . pS] represents a fresh name a indexed by v1,...,u4 in [1, Ly],
..., [1, Ly,] respectively. The construct list(i < L, p%) represents lists of variable
length L: list(i < L, p®) represents intuitively the list (p“{1/i},...,p“{L/i}).
Facts are represented by /\(7;1,--471.h)e[17L1]X“'X[17L}L] pred(p§, ..., p%). The sym-
bol [1, L] represents the set {1, ..., L}. The set of equations £ serves to remember
equalities between terms. Keeping equations is especially useful when they can-
not be immediately used to infer the value of some variables and substitute
them in the rest of clause. For instance, the equation z; = p& does not deter-
mine the value of all instances of x,, because the equation holds for a single
index ¢ and not for all indices, so the equation remains for future use. The clause
FEN-- NEGNE = pred(pf,...,pf) means that, if the facts F¥, ..., F¢ and
the equations in £ hold, then the fact pred(p§, ... ,plG) also holds. The conclu-
sion of a clause does not contain a conjunction C: we can simply leave the indices
of pred(p§, ..., p{) free to mean that pred(pf,...,p{") can be concluded for any
value of these indices. We use HS for hypothesis and C“ for conclusions.
These clauses are simplified with respect to [7]: in [7], we considered conjunc-
tions over arbitrary subsets of [1,L;] X -+ x [1, L] and equations on indices.
These two features appear during the resolution algorithm on generalized Horn
clauses, but are not needed in the initial clauses, so we omit them here. We
still introduce two minor extensions with respect to [7]: we consider names with
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any number of indices instead of just 0 or 1 index, and predicates of any arity
instead of just arity 1. (The predicate message has arity 2.) It is straightforward
to extend the resolution algorithm of [7] to this more general situation.

3.2 Translation from Generalized Horn Clauses to Horn Clauses

A generalized Horn clause represents several Horn clauses: for each value of
the bounds L, functions ¢, and free indices 7 that occur in a generalized Horn
clause R%, R corresponds to a certain Horn clause. This section defines this
correspondence, which gives the formal semantics of the generalized Horn clauses.

As in [7], we can define a type system for generalized Horn clauses, to guar-
antee that the indices of all variables vary in the appropriate interval. The judg-
ment I" - R means that the clause R is well-typed in the type environment I’
which is a sequence of type declarations of the following forms: i : [1, L] means
that index i can vary between 1 and L; ¢ : [1,Lq] X ... X [1, L] — [1, L] means

that function ¢ expects as arguments h indices of types [1,L;| for j = 1,...,h,
and returns an index of type [1,L]; «_ : [1,L1] x ... X [1, L] means that the
variable x expects indices of types [1, L;] for j =1,...,h.

Definition 1 Given a well-typed generalized Horn clause I' = RS, an environ-
ment T for I' = RS is a function that associates:

— to each bound L that appears in R® or I' an integer LT ;

— to each index i such thati:[1,L] € ', an inder i’ € {1,...,LT};

— to each index function ¢ such that ¢ : [1,L1] X --- x [1,Ly] = [1,L] € T, a
function ¢T 2 {1,..., LT} x - x {1,..., LT} = {1,..., LT}

Given an environment T and values vy, ..., vy, we write T[i1 — vy,..., 15 —
vy] for the environment that associates to indices i1, ..., @5 the values vy, ...,
vp, respectively and that maps all other values like T'.

Given an environment T for I' F R®, the generalized Horn clause R® is
translated into the standard Horn clause RET defined as follows. We denote
respectively p&T  ET ... the translation of p©, E, ... using the environment 7.

The translation of an index term ¢ such that I" - ¢ : [1,L] is an integer
I e{1,..., LT} defined as follows:

T il ife=1
T =
ST, ) i e=(t,. )
The translation of a clause term p© is defined as follows:

T _
(xle---th) *xblT,...,L{

fof, . o) = fogT, ST

LiyeoiLp [ G LY.Ly GT

Ayl [p1 7"'7p§]T :ahTwwLZ [p1 ""7prCL;T]

list(i < L,p@)T = (pOTlimll  pCTli=LT])y
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T T
The symbol LT LT is considered as a variable z; the symbol aLLT1 ;’L is consid-
,,,,, 15olbp
ered as a name function symbol a. (There is a different symbol for each value of
the indices .7, ..., I and bounds LT, ..., LT.) The translation of list(i < L,p%)

is a list of length L7
Given a conjunction C = /\(i1 in)E[L L] XX [1,L0] and an environment T,

we define the set of environments T¢ = {T[i1 — vi,...,in = vp] | v; €
{1,..., LJT} for j =1,...,h}: these environments map the indices i; of the con-
junction to all their possible values in {1, ... ,Lf}, and map all other values like
T.

The translation of a fact F¢ = C pred(p{, ...,p{) is
(C pred(p§, ... ,plG))T =R AN NFy

where {Fy,..., Fi} = {pred ST ,...,pST) | T' € T¢} and (FE A---ANFS)T =
FET AN NFET.

The translation of a set of equations £ is the set £7 obtained by translating
the equations as follows:

_ (CpG - p/G)T _ {pGT’ _ p/GT’ | T € TC}.

- &= Upgee ET.
Given a set of equations {p1 = p},...,pn = p,} over standard clause terms,
we define as usual its most general unifier MGU ({p1 = p},...,pn = D), }) as a
most general substitution o such that op; = op} for all i € {1,...,n}, dom(o)U

fu(im(o)) C fu(p1,p),- - 0n,Phn), and dom(c) N fu(im(c)) = (O, where fu(p)
designates the (free) variables of p, dom(o) is the domain of o: dom (o) = {x |
ox # z}, and im(o) is the image of o: im(o) = {ox | oz # x}. We denote by
{z1— p1,...,2n —> py} the substitution that maps x; to p; for alli =1,... n.

Finally, we define the translation of the generalized Horn clause R® = HE A
E = pred(p§,...,p{) as follows. If the unification of €T fails, then RET is
undefined. Otherwise, RET = maU (ET)HT = mau (ET)pred (pf7, ..., pcT).

When R is a set of well-typed generalized Horn clauses (i.e., a set of pairs
of a type environment I" and a clause R® such that I' - RY), we define RE7 =
{RET | I' - R® € R®, T is an environment for I' = RY and RET is defined},
the set of all Horn clauses corresponding to clauses in RY.

4 Motivation

4.1 Running Example

As a running example, we consider a simple protocol based on the SOAP ex-
tension to XML signatures [8]. SOAP envelopes are XML documents with a
mandatory Body together with an optional Header. The Body may contain a
request, response or a fault message. The Header contains information about the
message: in particular, the SOAP header can carry a digital signature, as follows:
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<Envelope>
<Header>
<Signature>
<SignedInfo>
<Reference URI="#theBody">
<DigestValue> hash of the body </DigestValue>
< /Reference>
<Reference URI="+#x1">
<DigestValue> hash of the content of x1
< /DigestValue>
< /Reference>

< /SignedInfo>
<SignatureValue>
signature of SignedInfo with key skc
< /SignatureValue>
< /Signature>
< /Header>
<Body Id="#theBody"> request </Body>
< /Envelope>

The Signature header contains two components. The first component is a
SignedInfo element: it contains a list of references to the elements of the mes-
sage that are signed. Each reference is designated by its identifier and carries a
DigestValue, a hash of the corresponding content. This hash may be computed
with the hash function SHA-1. The second component of the Signature header
is the signature of the SignedInfo element with a secret key sk¢.

We consider a simple protocol in which a client C' sends such a document to
a server S. The server processes the document and checks the signature before
authorizing the request given in the Body: if the SignedInfo contains a Reference
to an element with tag Body and the content of this element is the request, then
he will authorize the request.

4.2 Need for a New Process Calculus

In order to model this protocol, we suppose that the XML parser parses the
SOAP envelope as a pair. The first component is a list of triplets (tag, id, corre-
sponding content) and the second component is the content of the body (that is,
the request). The list in the first component is useful to retrieve the content of
an element from its id by looking up the list. The content of the Signature header
is modeled as a pair (SignedInfo, SignatureValue). SignedInfo is a list of pairs
containing an id and the hash of the corresponding content. Signature Value is
the signature of SignedInfo with a secret key sk¢.

We would like to model this running example with the process calculus in-
troduced in Section 2.1. However since the length of the header and the length
of the list of references of the signature can be different from a document to
another, we encounter several problems.
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First, since the receiver of the SOAP envelope accepts messages containing
any number of headers, we need lists of variable length in order to model the
expected message. We solve this problem by adding a new construct to the
syntax of terms: list(i < L, M;) for the list of elements M; with index ¢ in the
set {1,...,L}.

Suppose now to have the following process let list(i < L,y;) = = in P else 0:
we would like to bind y; (i < L) to the element of the list z, without knowing
the length of the list in advance. To do this, we introduce a new construct
choose L in P that chooses non-deterministically a bound L and then executes
P.

Hence the beginning of the process Pg, that describes the receiver of the
SOAP envelope, will be:

Pg := in(c,x).choose L in

let (list(j < L, (tag;,1id;, cont;)), w) =z in

Next, the server has to check the signature, before authorizing the request he
receives. He has to verify that the list contains a tag tag;, equal to Signature and
that cont contains a correct signature. In other words, the server has to choose
a k and test whether tag, is equal to Signature and conty contains a correct
signature. We introduce a new process choose k¥ < L in P that chooses non-
deterministically an index k € {1,...,L} and then executes P. This construct
allows us to handle protocols that treat elements of lists non-uniformly: we can
in fact perform a look-up in a list.

Hence, we can represent the beginning of the check of the signature as:

choose k < L in
if tag, = Signature then
let (sinfo, sinfosign) = conty, in

We will give the final representation of this protocol with the new process
calculus in Section 5.2.

Suppose now, that we want to model the following simple message between
L participants A;, with 4 =1,..., L and a chair of the communication C:

A, —C:a;

Since we have L participants we would like to describe each participant with a
process A; and replicate A; L times. Moreover we may need to create L identifiers
a;, each for one participant A;. We solve these two issues by introducing two new
constructs: II,<r P and (for all i < L,va;)P. The first represents L copies of P
running in parallel; the second creates L names ai,...,a; and then executes
P. Such components appears when modeling of groups protocols, such as the
Asokan-Ginzboorg protocol [2].

Finally, suppose to apply a destructor g(r;, s;) to each element y; of a list
list(i < L,y;). Since L is not fixed we cannot model this destructor application
as let y; = g(r1,s1)in ...letyr = g(rp,sr) in Pelse Q... else Q. Hence we
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introduce a new destructor application let for all iy < Lq,...,ip < Ly, 4y, 5, =
g(My,..., M,) in P else Q: it tries to evaluate g(M;, ..., M,) for each i; € {1,
oL}, oin € {1,..., Ly}; if this succeeds, then x;, . ; is bound to the
result and P is executed, else @ is executed. This construct allows us to perform
a map on the list: the destructor g is in fact applied to all the elements of the
list.

5 Generalized Process Calculus

This section formally defines the syntax and the semantics of the new process
calculus that we introduce to represent protocols with lists of unbounded lengths.
We will refer to this new process calculus as generalized process calculus.

5.1 Syntax and Type System

The syntax of the generalized process calculus is described in Figure 2. Terms
are enriched with several new constructs. Variables may have indices x,, .. ,,,
and so do names a,. We use the construct list(i < L, M%) to represent lists
of variable length L. Lists of fixed length are represented by a data construc-
tor (ME,..., M) for each length n. We use i to represent a tuple of indices
i1,...,ip, and we use the notation x; for z; . ; and lz'st(g < E,MG) for
liSt(il S L1, list(iz S LQ, ceey list(ih S Lh, MG) e ))

Processes are also enriched with new constructs:

— The indexed replication IT;< P represents L copies of P¢ in parallel. Tt
may represent L participants of a group protocol, where L is not fixed.

— The restriction (for all ¢ < L,I/ai)PG creates L names aq,...,ay; and then
executes PC. The names a1, ...,ar may for instance be a secret key for each
member of a group of L participants.

— The destructor application let for all 3y < Lq,...,i5 < Ly, %4y, 5, = g(MlG,

o, ME) in PY else QF tries to evaluate g(ME, ..., MS) for each i; € {1,
ooy La},oayin € {1, ..., Ly} if this succeeds, then z;, . ;, is bound to the
result and P% is executed, else Q% is executed.

— The pattern matching let for all i1 < Lq,...,i, < L;“patG = ME in PC else
Q% matches M with the pattern pat® for each i; € {1,...,Li},... i €
{1,..., L} and executes P“ when the matching succeeds, Q¢ otherwise.

The pattern pat® can be a variable Ziy ..., & data constructor application
f(pat$, ... pat$), or a list of variable length list(i < L,pat®); the latter
pattern is essential to be able to decompose lists without fixing their length,
since we do not have destructors to perform this decomposition. When a

variable occurs in the pattern pat® in the process let for all iy < Ly, ..., iy <
Ly, list(ipr 41 < Liig1, .. list(in < Ly, pat®)...) = M® in P9 else Q7 its
indices must be i1, ...,4,. Patterns are linear.

— The bound choice choose L in P¢ chooses non-deterministically a bound L
and then executes P“. For example, in the process choose L in let list(i <
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index terms
index variable
function application

terms
variable (h > 0)
function application
name
indexed name
list constructor

patterns
variable
data constructor
list pattern

processes
output
input
nil
parallel composition
replication
indexed replication
restriction
restriction

let for all i1 < La,...,in < L, @iy,..0, = 9g(ME, ..., MS) in PC else Q¢
destructor application

let for all 41 < L1,...,in < Ln, pat® = M in P else QF pattern matching
event(e(M%)).P% event

choose L in P¢ bound choice
choose k < L in P¢ index choice
choose ¢ : [1,L1] x --- x [1,Ly] = [1, L] in P¢ function choice

Fig. 2. Syntax of the generalized process calculus

L,y;) = x in PY else 0, the non-deterministic choice of the bound L allows
us to bind y; (¢ < L) to the elements of the list z, without knowing the
length of the list in advance.

— The index choice choose k < L in P¢ chooses non-deterministically an in-
dex k € {1,...,L} and then executes P“. In particular, this construct al-
lows us to perform a lookup in a list. For example, let list(i < L,z;) =
z in choose k < L in if f(xx) = M then P% else 0 looks for an element
of the list z such that f(z) = MY.

— The function choice choose ¢ : [1, L1] x --- x [1, L] — [1, L] in P¢ chooses
non-deterministically an index function ¢ : {1,..., L1} x---x{1,..., Ly} —
{1,...,L} and then executes PY. For instance, this construct allows us to
verify that the elements of a list are a subset of the elements of another list,
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by non-deterministically choosing the mapping between the indices of the
two lists, as we do in Section 5.2.

We will use the notation for all i < L instead of for all i1 < Ly,...,ip < Ly,
and simply omit “for all” when h = 0. As for the process calculus of Sec-
tion 2.1, we can encode the process if for all i, < Lq,...,ip < Lh7MG~:
N€ then P% else Q¢ in the generalized process calculus as let z = equal (list(i <
L, M), list(i < L,N)) in P else Q¢, where x does not occur in P. The
“else” branches can be omitted when they are “else 0”.

We also define a simple type system for the generalized process calculus, to
guarantee that the indices of all variables vary in the appropriate interval. In
the type system, the type environment I is a list of type declarations:

— ¢:[1, L] means that i is of type [1, L], that is, intuitively, the value of index
i can vary between 1 and the value of the bound L;

— ¢ :[1,L1] x---x[1,Ly] — [1, L] means that the function ¢ expects as input
h indices of types [1,L;], for j = 1,...,h and computes an index of type
[1, L];

x :[1,L1] x -+ x [1, L] means that the variable z expects indices of types
[1,L1],...,[1, Ly]; we write  : [] when x expects no index (that is, h = 0);
a :[1,L] means that the name a expects an index of type [1, L], and a : []
means that the name a expects no index. B

The type system defines the judgment I" F P¢, which means that PS¢ is well-
typed in the type environment I'. The type rules are detailed in Appendix A.

We have notions of bound indices 4, functions ¢, variables x, names a, and
bounds L. For example, the index % is bound in P¢ in the process choose k <
L in PS. In the pattern matching let for all iy < Ly,...,i, < Ly, pat® = MC
in PS¢ else QF, the indices i1, ..., are bound in pat® = M, but not in P%
or Q%. The bound L is bound in P in the process choose L in P¢. A closed
process has no free bounds, indices, functions, and variables. It may have free
names.

We suppose that all processes are well-typed. A closed process PS is well-
typed as follows: Iy - PE where I'y = {a :[]|a € fn(P%)}.

5.2 Example

The representation of the protocol introduced in Section 4.1 in our process cal-
culus is given in Figure 3. As explained in Section 4.2, we represent an XML
message as a pair, containing as first component a list of triplets (tag, identi-
fier, corresponding content) and as second component the content of the body.
The client process Po first executes an event b(Req), meaning that he starts
the protocol with a request Req. Then he builds his message and sends it on
the public channel c¢. We suppose that the only element signed by the client
is the Body. Since the receiver of the SOAP envelope accepts messages con-
taining any number of headers, we need lists of variable length in order to
model the expected message. This is why we model a generic XML message
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Pc := event(b(Req)).out(c, ({(Signature, ids, ({(idb, sha! (Req))),
sign(({(idb, shal (Req))),skc)))), (Body, idb, Req)), Req)))

Ps := in(c,z).choose L in

let (list(j < L, (tag;, id;, cont;)),w) = z in

choose k£ < L in

if tag, = Signature then

let (sinfo, sinfosign) = conty, in

let z = checksign(sinfosign, pk, sinfo) in

choose L' in choose ¢ : [1,L'] = [1, L] in

if sinfo = list(l < L', (idyqy, shal (contsy))) then

choose d < L in

if tag, 4 = Body then if conty) = w then event(e(w))
P := (vske)let pk = pk(ske) in out(c, pke).(IPc |!Ps)

Fig. 3. Representation of our running example

as (list(j < L,(tag;,id;, cont;)),w), where tag;, id;, and cont; are variables
representing tags, identifiers, and contents respectively and w is the variable for
the body. Therefore, the server process Ps receives on channel ¢ the document
x consisting of list(j < L, (tag;, id;, cont;)) together with the body w. Then he
looks for an element with tag tag, = Signature and tries to match the corre-
sponding content conty to (sinfo, sinfosign), where sinfosign is the signature of
sinfo under the secret key skco. He checks that sinfo is a list of references to
elements of the message list(l < L', (id 4y, shal (contg(y))), and that in this list,
there is an element with tag tag 4 = Body and with content contyq) equal to
the content of the body w. When all checks succeed, he authorizes the request
w, which is modeled by the event e(w). Our goal is to show that, if the server
authorizes a request w, then the client has sent this request, that is, if event
e(w) is executed, then event b(w) has been executed.

5.3 Semantics

We define the semantics of a generalized process by translating it into a corre-
sponding standard process. To define this translation, we need an environment
that gives a value to each free bound, index, and index function of the process.

Definition 2 Given a generalized process I' = PS, an environment T for I' -
PC is a function that associates:

— to each bound L free in P or that appears in I" an integer L™;

— to each index i such thati:[1,L] € ', an index i’ € {1,...,LT};

— to each index function ¢ such that ¢ : [1,L1] X --- x [1,Ly] = [1,L] € T, a
function ¢T 2 {1,..., LT} x - x{1,...,LT} = {1,...,LT}.

In order to abbreviate notations, we write:

— Ti — o] instead of T[iy +— v1,...,%n — vg);
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— Ti+ 1] instead of T[iy — 1,...,ip — 1];

— T[i — L") instead of T[iy = LT, ... iy — LT];

— 9 < L7 instead of Vj € {1,...,h},v; € {1,..., LT}
— % : L instead of 4y : 1, L], ... in : [1, Lp);

— & : L instead of v 1, L] x oo x [1, Ly);

— «Z«GZ instead of /\(ila-“vih)e[l’Ll]X"‘X[l,L;L]'

Given an environment T for I" - P%, the generalized process P is translated
into the standard process P¢T defined as follows. The translation ¢” of an index
term ¢ is defined exactly as in Section 3.2. The translation M7 of a term M
is defined as follows:

(wbl,m,bh)T = leT,...,L,?

FOMT, . M) = f(MET, . M)

aT:a

(IT

, —ar

list(i < L, MC)T = (MGTl=1 pyGTl—L"])

The translation of list(i < L, M%) is a list of length L”. Patterns pat® are
translated exactly in the same way as terms M.

Finally the translation of a generalized process is defined as follows and
explained below.

— (out(MS NG).PG)T = out(MCT NGT).pCT.
— (in(M%,2).PS)T = in(MCT, z).PCT.

_ OT =0.

— (P | Q%)T = PGT | QCT.

— (!PG)T — |pGT.

— (ITi<, PE)T = pETl=1 || PGTliLT]

— ((va)P)T = (va)PCT.

— ((for all i < L, 1/~ai)PG)T = (yalLT) o (Vaéz;)PGT_

— (let for all i < Loa; = g(M{,...ME) in P% else QY)T = let Ey in ... let
B in PT else QT ... else QT, where {Ey,... B} = {27 = g(MET,...,
METY | T =T[i — 9,0 < LT}.

— (let for all i < L, pat® = M in P else Q%)T = let By in ... let E; in PT
else QT ... else QT, where {Ey,... E;} = {pat®T = MCT" | T' = T[i —
v],0 < LT}

— (event(e(M%)).PE)T = event(e(MCT)).PCT.
— (choose L in PG)T = pCTIL=1 ... 4 pGTILon] 4oL
— (choose k < L in PG)T = pGTk=1] 4 ... 4 pGTlk—L"]
— (choose ¢ : [1,L1] x --- x [1,Ly] — [1,L]] in PE)T = pCTle—é] 4 ... 4
fGT[¢H¢i,};vhere {op1,....0={o|od:{1,... . LT} x-- x{1,...,LT} —
1,..., LTV
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In most cases, a construct of the generalized process calculus is translated into
the corresponding construct of the standard process calculus. The translation
of (for all i < L,va;)P® creates LT names and then executes P”. The trans-
lation of the process let i < Z,w; = g(ME,...,M%) in P% else Q¢ computes
g(ME, ..., M,?) and stores it in z7, for all values of the indices i . We define the
translation of the pattern matching similarly. The choice processes are trans-
lated into a non-deterministic choice between all the values that L, i, or ¢ can
assume. The translation of the process choose L in P% is an infinite process: this
translation cannot be handled by ProVerif and our work solves this problem.

When P€ is a closed process, it can be translated in the empty environment,
which we denote by Tj.

6 Translation into Generalized Horn Clauses

As for the standard process calculus, we define the translation of the generalized
process calculus into generalized Horn clauses, by giving the clauses for the
attacker and those for the protocol.

Clauses for the Attacker. The clauses for the attacker are the same as in ProVerif,
that is, the clauses att(a[]) for each a € S and the clauses (Rn), (Rf), (Rg), (R1),
(Rs), except that the following two clauses for lists are added:

Niep a att(zi) = att(list(j < M, x;)) (Rf-list)
att(list(j < M, x;)) = att(x;) (Rg-list)

and the clauses (Rf) and (Rg) for lists of fixed length (---) are removed. (The
two clauses above are sufficient for all lists.)

Clauses for the Protocol. The protocol is represented by a closed process POG . To
compute the clauses, we assume that the bound names in POG have been renamed
so that they are pairwise distinct and distinct from free names of PS.

Next, we instrument the process P§’ by labeling each replication !P¢ with a
distinct session identifier s, so that it becomes !* P“, and labeling each restriction

(for all i < L,va;) with the clause term that corresponds to the fresh name a;,
L,Ly,....Ln

PR, [€1,. ., TnyS1,. .., 8], where xq,..., 2, are the variables that store
the messages received in inputs above (for all i < L,va;) in POG, S1y+..,Sp are
the session identifiers that label replications above (for all i < L,va;) in the
instrumentation of P and iy,...,i, and Ly,..., L, are the indices that label
indexed replications above (for all i < L,va;) in P{. The construct (va) is in-
strumented in the same way, so that it becomes (va : aiLll_’f::;;fh [Z1,...,Zn, 51,

..., 5y]). We denote the instrumentation of P& by instr®(PF).

The translation [[PG]] pCHCEET of a well-typed instrumented process I'p F
P% is a set of clauses, where the environment p® is a mapping that associates
each name and variable, possibly with indices, to a clause term, H is a sequence
of facts message(-,-) and m-event(-), £ is a set of equations, and I' is a type
environment for generalized Horn clauses such that:
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- '+ HE;

-TI'r¢; B B

— I'p,I' F pC: for each mapping Ty pY in p%, if I'p F x L then I'i:
L+ p@, for each mapping a — p© in p&, then I' F p&, for each mapping
a; +— p®,if I'pFa :[1,L] then I'ji: [1,L] F p©, and for each declaration
i:[1,L] € I'p (vesp. ¢ : [1,L1] x --- x [1,L,] — [1,L] € I'p) we have
i:[1,L] €T (resp. ¢: [1,Lq] x --- x [1, L] = [1,L] € I').

The mapping p© is then extended into a substitution that maps terms M
to clause terms p& = p% (M%), by replacing each name and variable with the
corresponding clause term, as follows:

pG(%) = p{/i} if p%(a;) = p°
PEFMY . M) = F(p (M), p (Mf))

PG(GL) = p®{u/i} if p©(a;) = p©
p% (list(i < L, M9)) = list(i < L, p%(M%)) if i ¢ fi(im(p®))

The side condition ¢ ¢ fi(im(p)) in the last formula can be guaranteed by re-
naming 7 if needed; it avoids the capture of bound indices.

— [out(MY, N&).PC|p“HEED =
[PCIpY HEET U{I' = HY A € = message(p® (M), p&(N))}.
— [[in(MG,o:).PG]]pGHGSF:
[[PG]]( [z — 2])(HC A message(p® (MY),z))E(Lx :[]).
— [0]p¢HEETD = 0.
— [P9 | QClpCHSEr = [PO]pO HOET U [QF)p  HOET.
— [ PC)pYHEET = [P (p%[s + s])HEET.
-1 Z<LPG]]pGHGSF [PC1p“HEE(L,i - [1, L)).
-1

(va : aley,... 0,51, 50 ))PCIpCHOED = [PCY(pCla > ak[pC (1),
(@) pC (1), P (sw)| DHEET.
— [(for all i < L,va, : aLiL [T1,. s T, 8150y 80 )PE]pCHEED =

[P91(0% s = a7 (6% (1), 09 (), 9 (51), .- 0O (500 )] DHOET.

— [let for all i < L, a5 = g(ME,... M%) in PC else QF]pC HEET =

[Q¥Ip“HEED U [PE)(pC a7 — p'“]) HE(E L ENTY,

where p'?, &£, and I are defined as follows. Let g(pi,...,pn) — p be the
rewrite rule in def(g). The rewrite rule g(pi®,...,p/¢) — p'¢ is obtained
from g(p1,...,pn) — p by replacing all variables y of this rule with fresh
variables with indices ¢: y£. Then £’ = {/\Z<L P& = pG(ME), .. S NicE Pl =
pC(ME)} and I'" is I' extended with = : :Land y : L for each variable Y
inpi&, ..., pl% p'¢ - -

— [let for all i < L,pat® = M in P% else QC)pCHOED = [QCpC HEET U
[PC](p% 5 — 25 | x5 occurs in patG])HG(SU{/\KLpatG = pG(MHYI,
where IV is I’ extended for the variables in pat©.
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— [event(e(M%)).PC)pC HCED = [PY]p%(HE A m-event(e(p®(M)))ET U
{I'+ HE A E = event(e(p®(MS)))}.
— [choose L in PY|p“HEED = [PC)p“HEET.
— [choose k < L in PY|p“HCYED = [PY)p“HEE(T K : [1, L]).
— [choose ¢ : [1,L1] x -+ x [1, L] — [1,L'] in P€|pYHCET =
[PCIpCHEE(L, ¢ : [1,L1] X --- x [1, Ln] = [1, I']).

In most cases, the translation is similar to the one of the st~andard process cal-
culus. The translation of the process (for all i < L,va; : aLLL [T1, .y Ty 81y - ey

snu/])PY extends p© to the name a; for all possible values of ie{l,...,L}. The
translation of the destructor application let for all 7 < L, Ty = g(M1 yoo . MS) in
PG else Q% is the union of the clauses for the case Where the destructor suc-
ceeds and for the case where it fails. In particular, when the destructor succeeds,
1nstead of performing unification, we add the equations p(M; &) = G for every
i < L to & and extend p% to the variable x7. We define the translatlon of the
pattern matching similarly. Finally, the type env1ronment I' is extended with the
chosen index or function in the choice processes and in the indexed replication;
this is sufficient since the chosen bound, index, or function can take any value
in the generalized Horn clauses.

Summary. Let py = {a — a[] | a € fn(P§)}. The set of generalized Horn clauses
corresponding to the closed process Py is defined as:

Rgg,s = [instr% (PE) ] pod0 1o U {att(a[]) | a € S}
U{(Rn), (Rf), (Rg), (R1), (Rs), (RH-list), (Re-list) }
where S is the set of names initially known by the attacker.
For example, by translating the process Ps of our running example, we obtain
the following clause:
message(c, ) A {s = pk(ske), pko = s, (list(j < L, (tagj, idj, contj)), w) = x,
tag, = Signature, conty, = (sinfo, sinfosign), sinfosign = sign(v,y),
sinfo = v, pko = pk(y), sinfo = list(l < L', (id gy, shal (contyy))),
tags(q) = Body, conty(q) = w} = event(e(w))
which means that the server process Pg executes event e(w) when it has received

a message = that satisfies all the checks. This clause will be simplified by the
resolution algorithm presented in [7].

7 Soundness of the Generalized Horn Clauses

In this section, we relate the generalized Horn clauses generated from a closed
well-typed generalized process [y F POG , to the Horn clauses generated from
POG To o show that our generated Horn clauses are correct. The proofs of the
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Fig. 4. Basic idea of Theorem 3

results of this section can be found in Appendix B. We assume that the bound
names in POG have been renamed so that they are pairwise distinct and distinct
from free names of P§".

The bound names in POG 7o need not be pairwise distinct, so we first need to
rename them, before generating the Horn clauses. Hence, we define a function
Tren that combines the translation P¢T with that renaming of bound names.

Definition 3 Given a well-typed generalized process I' - P%, an environment
T for I' = P, and a list of indices i < L, let Tren be defined by:

— Tren(Il;<PY .1 < L) = Tren(P%, T[i = 1], (z,z) < (L,L)) | -+ | Tren(PY,

Tli L7, () < (LL):
— Tren((va)P%,T,i < L) = (val )Tren(P T,i < L){ /a}
- Tren((for aII i < L,va;)P%, T i<L)= (ValLNTL )(V L )
T

2<L){a - /ah... aprs T/aLT}
In all other cases, Tren(PG T, < L) is defined like PCT except that it re-
cursively calls Tren(P'¢, T, < L) mstead of P'ST on the subprocesses. For

instance, Tren(choose k < L in PY T,i < L) = Tren(P®, Tk — 1],i <
)+ -+ Tren(PC, Tlk s LT],7 < L).

Tren(PY, T,

Lemma 1. Tren(PS, Ty, 0 < 0) is a suitable renaming of PS0.

We say that R; subsumes R, when Ry can be obtained by adding hypotheses
to an instance of R;. In this case, all facts derivable using Rs can also be derived
by Ri, so Ry can be eliminated. Formally, subsumption is defined by:

Definition 4 (Subsumption) We say that Ry = Hy = C; subsumes Ry =
Hy; = Cs, and we write Ry J Ro, if and only if there exists a substitution o
such that 0Cy = Cy and cHy C Hy (multiset inclusion).

We extend subsumption to sets of clauses as follows. Let Rq,R2 be two sets of
Horn clauses. We say that Rq O R if for every clause Ry € R, there exists a
clause Ry € R1 such that R; 3 Rs.

The following theorem shows the soundness of our generalized Horn clauses.
Its main idea is summarized in Figure 4.
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Theorem 3. Let Iy = P be a closed well-typed generalized process, and S be
a set of names. Let P) = Tren(PS, Ty, 0 < 0). We have Rgg;’s JIRpys-

Furthermore, if Ry 2 R, and a fact F' is derivable from R, then it is also
derivable from Ry. So, by Theorems 1, 2, and 3 and Lemma 1, we obtain the
following results.

Corollary 1 (Secrecy). Let MY be a term. Let p© be the clause term obtained
by replacing names a with al] and names a; with a;[] in MY. If for all envi-

ronments T, att(p©T) is not derivable from RIGDOZ;—,S U Fume for any Fue, then for

all environments T, POGT0 preserves the secrecy of MCET from adversaries with
initial knowledge S.

Corollary 2 (Authentication). Suppose that, for all Fye, for all p, if

event(e(p)) is derivable from R%?S U Fne, then m-event(e'(p)) € Fme. Then

PET satisfies the correspondence “if e(x) has been executed, then ¢’ (x) has been
executed” against adversaries with initial knowledge S.

The hypotheses of these two corollaries are precisely those that can be proved
using the resolution algorithm we developed in [7], as shown by [7, Corollaries 3
and 4]. In particular, in [7] we prove the soundness of the resolution algorithm
for generalized Horn clauses by considering their translation into Horn clauses.
So by combining the results of this paper with [7], we can prove secrecy and
authentication for protocols that use lists of any length.

For example, after translating our running example into generalized Horn
clauses, we can run the tool developed in [7] and obtain that the hypothesis of
Corollary 2 holds for events e and b. Therefore, by Corollary 2, the process of
Section 5.2 satisfies the desired correspondence: if e(z) is executed, then b(x)
has been executed.

8 Conclusion

We have proposed a new process calculus, useful to represent protocols that ma-
nipulate lists of unbounded length. We have defined its semantics and provided
an automatic translation from this calculus into generalized Horn clauses. We
have proved that this translation is sound. By combining these results with [7],
we obtain an automatic technique for proving secrecy and authentication prop-
erties of protocols that manipulate unbounded lists, for an unbounded number
of sessions, represented in a process calculus. Implementing the translation into
generalized Horn clauses is planned for future work. We also plan to adapt to the
generalized process calculus the result presented in [6] on observational equiva-
lences between processes.
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Appendix

A Type System

The type rules are given in Figure 5. The type system defines the following
judgments:
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ii[l,L]er

I'+i:[L,L]

¢:[L L)% x[LLy] = [LLlel IFu:[,L]...0F (1L
't o(er,... ) [1, L]

x [, Li] x---x[I,Ly] €T 't [, L1)... 0 F s [1, La)

T (Var)
r'v+ME... '+ MS
rEfMy, ... MS)
a :[lerl a :[1,Llel’ TI'ke:[1,1L] Lyi:[1, L]+ MC
I'kFa I'ta, '+ list(i < L, MG)
r-mM¢ r+~nN¢ I+P°¢
I'+out(M% NG).PG
r-mM¢ Iz :[]FP°
I'Fin(MG, x).PG
G G G
ko r~p rQ r+p
'+ PG| Q% I'+F1pG
Ii:[1,L]F P¢ La :[]FP° Ia :[1,L]F P¢
't ;i< PC I't (va) PG I't (for all i < L,va;)PC

iy :[1,La],. .. 40 : [1,Ly) - ME Fiw [ Ia] % o x [1, L] - PS

Tyiy:[1,La], .. i [1, Lp] - MS Q¢
let for all ¢1 < Ly, ..., in < Lp, Tiy,...ip, = g(MlG,M,?) in PS else QG

i1 [1,L1]7 .. ,ih[l,Lh] = Tiq,...ip ~ (.ZE_ : [1,L1] X oo X [1,Lh])(PatVar)
for all j <n, we have 41 : [1, L1],...,in : [1,Lp] - patJG ~ I
i1: [, L], .. in o [1, L) = f(pat$, ..., patS) ~ I',..., Ty

(PatData)

i1 [1, L], ... in : [1,Lal,i: [1, L) F pat® ~ T
i1:[1, L], ... 4n 2 [1, Lp) & list(i < L, pat®) ~ T

(PatList)

i1 : [1,L1), ... in : [1, L] F pat® ~ I '+ pe¢
Lyiy:[1,La],... 00 : [1,Ly] - M€ I+ Q¢
let for all i1 < L1,...,in < Ln, pat® = MY in P9 else QF

=M TI'vPpP© I+ p¢
I' - event(e(MG)). P& I' - choose L in PG
Ik:[1,L)+F P¢ Ig: [, L] x---x[1,Ly] = [1,L] +P¢
I' + choose k < L in P¢ I't choose ¢ : [1,L1] X -+ % [1,Ly] — [1, L] in PC

Fig. 5. Type system for the generalized process calculus
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— I'+ ¢ : [1, L], which means that ¢ has type [1, L] in the type environment I';

— I' MY, I' - P€, which mean that M€, P, respectively, are well-typed in
the type environment I'.

— iy o [1, L], ... in : [1, Ly] F pat® ~ ', which means that the pattern pat®
has free indices i1, ...,4, of types [1,L1],...,[1, Ly] respectively, and binds
the variables in I'.

Most type rules are straightforward. For instance, the rule (Var) means that
Ziy,...q, is well-typed when the types expected by x for its indices match the
types of 41,...,4,. The rules (PatVar), (PatData), and (PatList) deal with the
patterns x;, 4, f(pat¥,..., patS), and list(i < L,pat®), respectively. They
build the type environment that gives types to the variables bound in the pattern.

B Proofs

We write P =, Q when the process P is equal to () up to renaming of bound
names: in an instrumented process (va : a/[z1,..., %y, S1,. .., Sy/]) P, the name a
can be renamed, but the function symbol a’ remains unchanged. This is why we
may end up with instrumented processes in which the name « is different from
the function symbol a’.

B.1 Proof of Lemma 1
Lemma 1 is an immediate consequence of the following lemma.

Lemma 2. Let I' - PC be a well-typed generalized process, such that the bound
names of PY are pairwise distinct and distinct from free names of P%. Given
an environment T for I' - PS, and a list of indices i < L, we have:

Tren(P%,T,i < L) =, P°T.
Furthermore, we have the following two properties:

P1. The bound names in Tren(PG,T,g < Z) are pairwise distinct and distinct
from free names, except that in processes P+ Q, the bound names in P need
not be distinct from those in Q.

P2. All bound names in Tren(P%, T,i < E) are of the form az;ETT"“ when they come

T 7T
from (va) in P¢ and of the form aigf " when they come from (for all i <
L,va;) in PC.
Proof. The property Tren(P%, T i< Z) =, P%T is proved by an easy induction
on the syntax of PC.

Properties P1 and P2 are proved by simultaneous induction on the syntax of
PG,
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— Case II;< L PC: for each v < LT, by induction hypothesis, the bound names
in Tren(P%, T[i — v],(i,i) < (L, L)) are pairwise distinct (except that in
processes P + @, the bound names in P need not be distinct from those
in @) and distinct from free names. Furthermore, they are of the form

ZT LT . a LIT ZT LT
a-,’” " when they come from (va) in P“ and of the form o~ -2~ % =
i v, v 3T v,...

when they come from (for all i’ < L’ va;) in P%, so P2 holds. Hence the
names Tren(PC, T[i — v],(i,i) < (L,L)) are distinct from the names in
Tren(PC, T[i — v'], (i,i) < (L, L)) when v # v/, so P1 holds.

— Case (for all i < L,va;)P%: by induction hypothesis, the bound names in
Tren(P¢, T,i< E) are pairwise distinct (except that in processes P+ @, the
bound names in P need not be distinct from those in @) and distinct from free

yen

T
names. Furthermore, they are of the form a’;LT “ when they come from (va’)

T 57T o
in PS and of the form a’"~;"" " when they come from (for all i < L, vay)

PY PP
in PY. The new bound names af;LT
so P2 holds. They are distinct from the free names and from the bound names
of Tren(P%,T,i < L), since the bound names in (for all i < L,va;)P® are
pairwise distinct and distinct from free names, so they do not use the same
symbol a. So P1 holds.

— The case (va)P¢ is similar to the previous one. All other cases follow easily
using the induction hypothesis. We use the property that the bound names
of PC are pairwise distinct and distinct from free names of P%. In the cases
“choose”, we also use that in processes P+ (@, the bound names in P need not
be distinct from those in @, so the induction hypothesis already guarantees

that names are distinct when desired. O

for v < LT are of the required form,

B.2 Proof of Theorem 3

Theorem 3 comes from the combination of two different results. The first result
(Lemma 4) shows that the translation from generalized processes to processes
commutes with the instrumentation (provided the translation is suitably re-
named using Tren). The second result (Lemma 10) shows the soundness of the
translation from instrumented processes to generalized Horn clauses.

Instrumentation Before proving the first result, we define the instrumentation
of processes and generalized processes more formally by induction on the syntax
of the processes, as follows.

Definition 5 Given a process P, a list of variables Vars = x1,...,x,, and a
list of session identifiers Sessld = s1, ..., Sy, we define the instrumented process
as follows:

— instr(in(M, z).P, Vars, Sessld) = in(M, z).instr(P, ( Vars, x), SessId);
— instr(!P, Vars, Sessld) = *instr(P, Vars, (Sessld, s));
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— instr((va)P, Vars, Sessld) = (va : a[ Vars, SessId))instr(P, Vars, Sessld);

— In all other cases, the same instrumentation is applied recursively on the sub-
processes. For instance, instr(P | Q, Vars, Sessld) = instr(P, Vars, SessId) |
instr(Q, Vars, SessId).

We let instr(P) = instr(P, 0, 0).

Definition 6 Given a generalized process PG, a list of variables Vars = z,. . .,
Ty, 6 list of session identifiers Sessld = s1,...,8y, and a list of indices i < L
we define the instrumented generalized process as follows:

— instrG(in(MG,x).PG, Vars, Sessld,i < E) =
in(M¢, J:).instrG(PG, (Vars, x), Sessld,i < E),
— instr®(1PC, Vars, Sessld,i < f) = instr?(PC, Vars, (SessId, s)Eg Z),
- instrG(HiSLPG, Vars, Sessld, i < E) =
HiSLinstrG(PG, Vars, SessId, (Z,z < Z,L));
— instrG((for all ¢ < L,Vai)NPG, Vars, Sessld,i < E) =
(for all i < L,va; : af%L[Vars, Sessld])instrG(P, Vars, Sessld, i < E),
— instr®((va) P9, Vars, Sessld,i < L) =
(va: &E[Vars SessId))instr®(PC, Vars, SessId,i < L);
— Inall other cases, the same instrumentation is applied recursively on the sub-
processes. For instance, instr®(PY | QC, Vars, Sessld, i < L) = instr® (P,
Vars, Sessld,i < L) | instr®(QS, Vars, Sessld,i < L).

We let instr® (P%) = instr® (P, 0,0,0 < 0).

The translation P¢T on instrumented processes is defined similarly to the
translation on non-instrumented processes; the cases that differ are as follows:

('SPG) _|sPGT
ZT
- ((va : [wl,...,xn,sl,...,sn/])PG)T = (va : a5 (21, 20,81,
Sn ])PGT
T 7T
— ((forall i < L,va; : a’L~L[x1,...7:En,sl,...,sn/])PG)T = (vay : a'lL;T’L [x1,
T 7T
Ty 81,y Snr]) - (Var, :a’éT’;LT [T1,. .. Tn, 81,00, 80])PET

Lemma 3. Given a well-typed generalized process I' - PY, an environment T
for I' = PY, a list of variables Vars = T1,...%p, a list of session identifiers
Sessld = s1,...,8y, and a list of indices i < L we have:

(instr® (P, Vars, Sessld,i < L))" =, instr(Tren(P®,T,i < L), Vars, Sessld) .

Proof. This proof is done by structural induction on the process P%. We detail
here the most interesting cases.
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— Case in(M%, x).P¢:
(instr® (in(M S, 2). P, Vars, Sessld,i < L))"
= (in(MS, z).instr® (P, (Vars, z), Sessld,i < L))T
= in(MCT z).(instr (PC, (Vars, z), Sessld,i < L))"

=, in(MST z).instr(Tren(P%, T,i < L), (Vars, z), SessId)
by induction hypothesis

=, instr(in(MET, m).Tren(PG,Tjg E), Vars, SessId)
=, instr(Tren(in(M%, z).P¢ T,i < L), Vars, Sessld)
— Case |PY:
(instr® (1P, Vars, Sessld,i < L))"
= (*instr® (PY, Vars, (SessId, s),i < L))"
= 15(instr® (P9, Vars, (SessId, s),i < L))"

=, 1*instr(Tren(P%,T,i < L), Vars, (Sessld, s))
by induction hypothesis

=, instr(ITren(P%,T,i < L), Vars, Sessld)
=, instr(Tren(!P%,T,i < L), Vars, Sessld)

— Case ILSLPG:
(instrG(HKLPG Vars, Sessld,i < L))T
= ;< (instr® (P, Vars, SessId ,(i,i) < (L, L))"
= (instr® (PC, Vars, Sessld, (i,i) < (L, L))~ | .|
(instr® (P, Vars, Sessld, (i,i) < (L, L))) )Tl L]
For each v < LT, we have by induction hypothesis:
instr® (P%, Vars, Sessld, (i,i) < (L, L))~ =
instr(Tren(PY, T[i — v, (i,i) < (L, L)), Vars, SessId).
Hence:

(instrG(HKLPG Vars, SessId, 1 < L))
( , L)), Vars, SessId) | - - - |
i,1) < ( L)), Vars, SessId)
=, instr(Tren PG,Ti»—> 1, (i) < (L, L)) | --- |
s ( i) < (E L)), Vars, SessId)
=, instr(Tren(Il;<;, P¢,T,7 < L), Vars, SessId)
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— Case (for all i < L,va;)PC:

(instr® ((for all i < L,va;) P, Vars, Sessld,i < L))T
ek [Vars, Sessld)])

= ((foralli < L,va; : a
instr® (P9, Vars, Sessld,i < L))"

= (vay : affTZ [Vars, SessId]) ... (varr : a [Vars Sessld))

(instr® (PC, Vars, SessId,i < L))"

LT
LTT

Moreover, by induction hypothesis, (instr® (PC, Vars, Sessld,i < L)T =,
instr(Tren(PS,T,i < L), Vars, SessId). Therefore,

(instr® ((for all i < L,va;)P%, Vars, Sessld, i < E))T

=, (va; : afiTZ [Vars, Sessld]) ... (vapr : a

[Vars Sessld])

LT ST
instr(Tren(P%,T,i < L), Vars, SessId)

= (VaLf LT aLf’LT[Vars, SessId]) ... (uaLT’i:T

LT 0 LT -l [Vars SessId])

1,47 14T
(instr(Tren(P¢,T,7 < L), Vars, Sessld){a®” ;’ /al,..., Iy T’ /CLLT})
by renamlng bound names

=, instr((l/alLZT’ZT) . (VaLT )Tren(PG T,i< L) /al7 R

LT LT/aLT} Vars, SessId)

= instr(Tren((for all i < L,va;)P%,T,i < L), Vars, Sessld)

— The case (va)PY can be handled similarly to the previous case. All other
cases follow easily from the induction hypothesis. O

Lemma 4. Given a well-typed generalized process Iy P()C;, we have:
(instr® (PE)) T =, instr(Tren(PS, Ty, 0 < 0)).

Proof. This result comes immediately from Lemma 3 applied to instrG(POG )
instrC’Y(POG7 0,0,0 <0).

o

Translation from Instrumented Processes to Clauses We use the follow-
ing standard result.

Lemma 5. Let &, & be two sets of equations over standard clause terms. Then
MGU (1 U&E,) is defined if and only if MGU (MGU (E2)E1)MGU (&) is defined, and
MGU (€1 U &) = MGU (MGU (&3)E1)MGU (&2).
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Lemma 6. Let P be an instrumented process, p a function that associates a
clause term with each name and variable, and H a sequence of facts. Given a
substitution o over the variables in p, we have that:

[Pl(op) (o H) C [PlpH .
Proof. The proof of this lemma is done by structural induction on the process
P. We detail here the most interesting cases.
— Case M(z).P:
[M(z).P)(op)(cH)
P]((op)x + z])(c H N message(ap(M),z))

I
P)(o (plz = 2]))(0" (H A message(p(M), z)))
where we define the substitution ¢’ = o[z — x|

[P](plz — «])(H A message(p(M),x)) by induction hypothesis
[M(z).P]pH
— Case let x = g(My,...,M,) in P else Q:
[let z = g(My,...,M,) in P else Q](cp)(cH)
= [QUop) ) U {IPNo100(z = o0 ) (0r0H) | 9Bl 8) = &

is in def(g) and (01,07]) is a most general pair of substitutions

x)
[
[

C
C

such that o1op(M;) = o p;,for each i =1,...n}

By induction hypothesis, we have [Q](cp)(cH) C [Q]pH. Let g(pi,...,
pl,) — p' be a rule in def(g), and (o1,01) be a most general pair of sub-
stitutions such that oyop(M;) = oip,, for each i = 1,...n. Let 09 = 010
and o = of. For each i = 1,...,n, we have oop(M;) = obpl. Let (03,0%)
be a most general pair of substitutions such that for each i = 1,...,n:
osp(M;) = o4pl. As (02,0%) is such a pair (but maybe not a most general
one), there exists a substitution o4 such that oo = o403 and o = o40%.
Hence we have that
[Pl(o1oplz — o1p']) (010 H)

= [P)(o403p[x > o40%p]) (04030 H)

= [P)(oa(osplz = o3p]))(04(030 H))

C [Pl(osplz = o3p']) (050 H)

by induction hypothesis. Therefore,
llet = g(My,...,M,) in P else Q](cp)(cH)
C [QlpH U H{[P)(osplz — o5p') (030 H) | g(p), -, p)) = P’
is in def(g) and (03, 0%) is a most general pair of substitutions

such that o3p(M;) = o4p), for each i =1,...n}
C let x = g(Mjy,...,M,) in P else Q]pH.



From the Applied Pi Calculus to Horn Clauses 31

— The other cases are straightforward using the induction hypothesis. O
Lemma 7. We have

[let Eyin ... let E; in Pelse Q ... else Q]pH
C [QlpH U [Pl(mcU (€)(plz1 = Pl .., 20 = pi]))(MGU (E)H)

where

— foreachi <I, E;is x; = ¢g;(M;1,..., Min,);

— for each i <1, z; does not occur in ) nor in My ; for allk =1,...,1 and
=1 ... ng;

— for each i < I, gi(p?’l,...,p?’ni) — pl¥ is the rewriting rule of g; and
Dils---sDims, P are obtained by renaming p?,u . 71927”,]);0 with fresh vari-
ables;

—E={p(My;)=prlk=1,...., and j=1,...,ni}.

When the equations in £ cannot be unified, MGU (£) is not defined, and the second
component of the union is omitted.

Proof. The proof is done by induction on .
— Base case: [ = 1.
[let Ey in P else Q]pH = [Q]pH U [P](oplx1 — op}])(cH)

where o is a most general substitution such that op(M; ;) = op1; for each
j = 1,...,n1, assuming that o exists. (Finding such a o is equivalent to
finding a most general pair of substitutions (o', 0”) such that o’p(M; ;) =
o"p? ;: we can define o by ox = ¢”a” 'z where a is the renaming of p ;
into p; ; and x is a fresh variable introduced by this renaming, and oz = o'z
otherwise.) Hence o = MGU (£) where &€ = {p(M1;) =p1; |j=1,...,m}
and we can conclude that

[let By in P else QIpH = [Q]pH U [P](MaU (€)(plz1 — p,]))(MGU (€)H)

When MGU () is not defined, that is, o does not exist, the second component
of the union is omitted.
— Inductive step. We have

[let Eyinlet Eyin ... let E; in Pelse Q ... else Q else Q]pH
=[QlpH U[let Esin ... let E; in Pelse Q ... else Q]p1H
where p; = MGU (&) (p[z1 — pi]), H1 = McU (£1)H, and
& ={p(Mij;)=pi;|j=1,...,n1}, by the base case
C [QlpH U [Q]p1H1 U
[PI(MGU (&) (pr[w2 = P, .y 1 = pi])) (MGU (E2) 1)
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where & = {p1(My,;) = pr,; | k =2,...,land j = 1,...,n4}, by induc-
tion hypothesis, assuming that MGU (£1) and MGU (€;) are defined. We have
[Qlp1H1 = [Q](MaU (€1)p)(MaU (€1)H) since x1 does not occur in Q, so
[Qlp1H: C [Q]pH by Lemma 6.

Let & = {p(Mx;) = prj | k =2,...,land j = 1,...,ng}. The variables
of pr; (k > 2) are fresh, so they are untouched by MGU (&), so we have
Ey =MGU (£1)€) and € = & U EL, so

MGU (E)MGU (€1) = MGU (MGU (£1)E5)MGU (&1) = MGU (£1 UES) = MGU (€)

by Lemma 5. Moreover, the variables of p),...,p] are fresh, so they are
untouched by MGU (£1). Hence

MGU (82)(p1[x2 — pl27 R 1 p;])
= MGU (E2)MGU (&1)(plz1 = P, 22 = Py sz = 1))
= MGU (&) (plz1 — P, 21— pp))

and MGU (&) Hy = MGU (&)MGU (&1)H = MaU (€)H. Therefore,

[let Ey inlet Exin ... let Ejin Pelse Q... else Q else Q]pH
C [QIoH U [PI(MGU (€)(pfo1 = .., 21 = B (MG (E) )

As before, when MGU (€) is not defined, that is, MGU (£2)MGU (&) is not
defined, the second component of the union is omitted. O

From this lemma, we obtain the following result for the special case of the
decomposition of data constructors.

Corollary 3. Let f be a data constructor of arity n and fl_l, ooy fL be its
associated destructors.

flet z1 = fr5 (M) in ... let 2, = £, ' (M) in Pelse Q ... else Q[pH
C [QIpH U[P](MGU (E)(plz1 > v1, ..., 2n — vy,]))(MCU (E)H)

where x1,...,x, do not occur in Q nor in M, and € = {f(v1,...,v,) = p(M)}.
When MGU (€) is not defined, the second component of the union is omitted.

Proof. By Lemma 7, we obtain

flet z1 = fy Y (M) in ... let x, = £, ' (M) in Pelse Q ... else Q]pH

n

C [Q]pH U [P](MGU (&) (p[x1 v 011, - -+ 0 — vnn]))(MGU (€' H)

where & = {p(M) = f(vg1,...,Vkn) | & = 1,...,n} and the variables vy ;
(k=1,...,n,j=1,...,n) are fresh. We have MGU (£")vy; = MGU (£')vy ; for
all k, k', j, so for all j =1,...,n, we can rename the variables vy ; for all k into
the same variable v;. After this renaming, we obtain the announced result. [
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Lemma 8. Suppose that the variables of pat,, ..., pat, are pairwise distinct and
fresh (that is, they do not occur in p, H, My, ..., M, and Q).

llet paty = My in ... let pat, = M, in P else Q ... else Q]pH
C [QlpH U [P](MGU (&) (plx +— x | © occurs in paty,...,pat,]))(MGU (E)H)

where € = {pat, = p(M;) |i=1,...,n}.

Proof. The proof is done by induction on the total size of the patterns patq, ...,
pat,, .

— Case 1: there is a single pattern pat = x.

[let z = M in P else Q)pH
= [let x = id(M) in P else Q]pH

= [QlpH U [P](mcU ({p(M) = y})(plz = y]))(MGU ({p(M) = y}) H)

where y is a fresh variable and the rewrite rule for destructor
id is renamed into id(y) — y (see the base case of Lemma 7).

C [QlpH U [Pl(McU ({p(M) = x})(plx — z]))(McU ({p(M) = })H)
bydreﬁaming 2 into y since x and y do not occur in p, p(M),

— Case 2: there is a single pattern pat = f(patq,..., pat,).

[let f(patq,...,pat,) = M in P else Q]pH
=[let zy = fyY(M)in ... let x, = £, (M) in
let pat; = x1 in ... let pat, =z, in Pelse @ ... else Q
else Q ... else Q|pH

where x4, ..., x, are fresh variables
C [QlpH U[let pat; = x1 in ... let pat, =z, in Pelse Q ... else Q]
(MGU (&) (plz1 = v1y. .., xn = vy]))(MGU (E)H)
where €& = {f(v1,...,v,) = p(M)}, by Corollary 3
C [QloH U [l H' U
[P](mcu (E")(p [z + x |  occurs in paty, ..., pat,]))(MGU (E')H")

where p' = MGU (£)(p[z1 — v1,..., 25 = vp]), H = MGU(E)H, and &' =
{paty = p'(x1),...,pat,, = p'(xz,)}, by induction hypothesis (since the total
size of paty,...,pat, is less than the size of f(paty,...,pat,)
As x1,...,2, do not appear in Q, [Q]p'H' = [Q](MGU (€)p)
[Q]pH, by Lemma 6.

We have & = {pat; = MGU (E)v; | i = 1,...,n} = MGU(E){pat; = v; |
i =1,...,n}, so by Lemma 5, MGU (£')MGU (§) = MGU ({f(v1,...,v,) =
p(M)}U{pat; = v | i=1,....n}) = McU({f(paty,...,pat,) = p(M)} U
{pat, = v; | i = 1,...,n}). Let & = {f(patq,...,pat,,) = p(M)}. Then

).
(MGU (E)H)

Im1
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we have MGU (£/)MGU (£) = (MGU (£”))[v; — MGU (£")pat;]. Therefore we
obtain that:

[let f(patq,...,pat,,) = M in P else Q]pH C [Q]pH
U [P](mcu (") (plx — 2 | « occurs in paty, ..., pat,]))(McU (E")H)

since the variables vy, ..., v, do not occur in p and H, and the variables z,
..., xn can be removed from the environment since they do not occur in P.
— Case 3: there are several patterns.
[let pat, = My in ... let pat,, = M, in P else Q ... else Q]pH
C [QlpH U [let paty = My in ... let pat, = M, in Pelse Q ... else Q]
(MGU (&1)(p[x — x | « occurs in patq]))(MGU (&) H)
where & = {pat; = p(M1)}, by induction hypothesis applied to pat,
= [QIpH U Qo H' U

[Pl(mGU (&) (p'[x + @ | © occurs in paty, ..., pat,]))(MCU (E2)H')
where p’ = MGU (&1)(p[x — x | x occurs in pat,]), H = MGU (£;)H, and
Ey ={pat;, = p'(M;) | i = 2,...,n}, by induction hypothesis applied to pats,
.., pat,,.
Since the variables of pat; do not occur in the process @, we have [Q]p'H' =
[Q](MaU (&1)p)(MaU (€1)H) C [Q]pH by Lemma 6.
Let & = {pat; = p(M;) | i = 2,...,n} and & = {pat, = p(M;) | i =
1,...,n}. Since the variables of pat; for i > 2 do not occur in &, we have
MGU (£2)MGU (£1) = MGU (MGU (&1)E5)MaU (&) = MGU (1 UEYL) = MGU (€)
by Lemma 5. So

MGU (&) (p'[z + = | x occurs in paty, ..., pat,])
= MGU (&)MGU (&) (plx — x| © occurs in patq, ..., pat,])
= MGU (§)(p|z — = | z occurs in patq, ..., pat,])

and MGU (&)H' = MaU (E)MaU (&€1)H = MGU (£)H. Therefore,
[let pat, = My in ... let pat,, = M, in Pelse Q ... else Q]pH C [Q]pH
U [P](McU (€)(plx — x|  occurs in paty, ..., pat,]))(MGU (E)H)
O

Lemma 9. Let I'p = MS be a well-typed pattern, p© a function that associates
a clause term with each name and variable, possibly with indices, and I" an envi-
ronment for generalized Horn clauses such that I'p, I' = p&. Then I' = p& (M)

Proof. We detail here the three interesting cases.
— Case MY = z;. Since I'p types x7, we have two judgments T Le I'p
and I'p F 7 : L. From the definition of I'p, I F p%, if {os — p9} € p%,

then F,g Lk va. Moreover, as I'p F 7 : E, we have I + 7 : L. Hence
PG (M) = pO{i/i} and I'+ p&(MO),
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— Case MY = a. From the definition of I' - p%, if {a — p“} € p®, then
I'tp% = p& (M.

— Case MY = qa,. Since I'p types a,, we have two judgments a :[1,L] € I'p
and I'p & i : [1,L]. From the definition of I'p,I" F p&, if {a; — p&} € p©,
then I',4 : [1, L] F p©. Moreover, as I'p i : [1, L], we have I' F i : [1,L].
Hence p& (M%) = p©{1/i} and I" - p&(M%).

We write T" ext T to mean that T” is an extension of the environment T'. Given

a type environment I'p for processes and a type environment I for generahzed
Horn clauses, we define {zz — p©}7 = {z5 — pCTlE=7l |v < L} when z : L e
I, {a— p“}T = {a > p°T}, and {a; — p©}T = {a, — pCTl~" | v < L} when
a_:[1,L] € I'p. We extend this definition naturally to p7".
Lemma 10. Let I'p - PC be a well-typed instrumented generalized process, p& a
function that associates a clause term with each name and variable, possibly with
indices, H® a sequence of facts, £ a set of equations, and I" is an environment
for generalized Horn clauses such that:

— ' HY;

- I'rEé&;

— I'p, T+ pC.
Then

[P meu (€M) ) (meu (€N H) E | (IPC1p“HED)”
T'extT

and the clauses in the right hand side are well-typed.

Proof. The proof is done by structural induction on the process P¢. Let p
MGU (ET)p%T and H = mcu (ET)HCET, and let us show that [PET]pH
UT’eth([[PG]]pGHcgp)T

— Case out(M% N¢).P¢:

1

[(out(M%, N%).PTpH

= [out(MCT, NCT)) . PST]pH

= [PYT]pH U {(Mmcu (ET)HET

= message(MGU (E7)p%T (MT), mcu (ET)p“T (NET))}
= [PYT]pH U ({I' + HE A £ = message(p® (M), p%(N)HNHT
U P1°H en™ u
T extT
U (IF HY A€ = message(p® (M), p%(NODH"
T extT

by induction hypothesis and using that T is an extension of itself
C | (lout(m® N%).P9)pHEED)T

T extT

1
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— Case in(M%, x).P¢:

[(in(MY 2).PT]pH = [in(MT, 2).PST]pH
= [P"](pl — «])(H A message(p(MT), x))

The right-hand side of the theorem develops in

U (in(MC,2).PLCHEEDT = | (IPC1pS HEED)T
T extT T extT

where p§' = pC[z — ], HY = H® A message(p®(MY),z), and It = Iz :
[]. We show that plz + 2] = MGU (ET)pfT:

MGU (ET)pFT = mau (ET)p%T [z + 2] = pla — 7]
and H A message(p(MYT), x) = mcu (ET)HET:

McU (ETYHET = meu (ET)(HE A message(p® (M), z))T
= McU (ETYHYT Amcu (ET)(message(pST (MYT), x)
= H A message(MGU (E1)p¢T (MCT), z)
= H A message(p(MST), x)

Let '), the environment that types PY, I', = I'p,x : []. Before applying
the induction hypothesis we need to show that I'p, Iy - p§ and I + HE
(clearly, Iy - &). Since I'p, I' = p%, we have I's, I'y I p©. For the new map
[z +— ] € p§’ we have that * :[] € I'p and Iy - 2. Hence I'p, Iy - p§.
Since I' - H®, we have It + H®. From Lemma 9 we have that I'
pC (M%), as I'p,I" = p% and I'p = M. Finally Il F . Hence I F
message(p® (M%), z), and thus I = HY. Therefore, we can apply the in-
duction hypothesis and conclude.

— Case 0: [0T]pH =0 = Uqp o,y 7 ([0]pC HEED)T .

— Case P¢ | Q%:

(P91 QY TpH = [POT | Q¥T1pH = [PCTpH U [Q“"TpH
c J #pucen™u |J (1Q°1°H%en”

T extT T extT
C J (P91Q )"
T'extT

— Case 1*PC:
[P )ph = [P ]pH = [P ](pls — s)) H

U ar16:°s = shaer)™
U ([[!sPG]]pGHGgF)T/

M

1M
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— Case HigLP:

(i<t P)TJpH = [PETE || POTEE N pp
= [[PGT[iHl]]]pH U---U [[PGT[iHLT]]]pH

By induction hypothesis, [PETlI]pH C UT,eItT[iHU]([[PG]]pGHGg(F,i :
[1,L))T" for each v € {1,...,LT}. Therefore

(TP lpHE | ([POlpSHEET i [1,L)" U=+ U
T’ ext Tir—>1]

U AP H e 1, )"
T’ ext T[i—~LT]

C | (apepuCe(ri: 1, L))"

B T extT
C U (<P HED)"

T extT

since T'[i + v] is an extension of T for each v € {1,..., LT}.

. L,L
— Case (forall i < L,va; : a’ [T1,...,Tn,51,...,80])PC:

[((for all i < L,vaj; : aiL%L[xl, Ty 81, S ) PO | pH
T 7T
= [(vay : asz’L [T1, .0y Tny 81,y Snr]) -
T 7T
(vapr : aiT’gLT [T1,. Ty S1se s S0 ) PET ] pH
— [[PGT]]le

where
LT LT
pr = plas = @l o). o), pls1); ()]

LT LT
apr a’LT:{T [,0(1'1)7 s ,P(fﬂn),p(sl), s 7p(sn’)H .

The right-hand side of the theorem develops in

([(for all i < L,va; : af%i[asl, Ty 81, s ) PO S HEED)T

T extT
= U (PClfH EDT
T extT
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where p§ = p@la; — aiLjL [ (z1), ..., p%(xn), p%(51), ..., p%(5ns)]]- We show
that p; = MGU (E7)p$T:
T 7T

LT L
p1 = plag — a5 [p(x1), ...y p(xn), p(s1)y- - s p(8n)]s - -,

LT ZT
apr — aLT:;T [p(x1), .. p(xn), p(51), .- -, p(snr)]]
=wMmau (ET)
T 7T
(W“lar = a5 (0T (@), @), 07T (1), T ()
T 7T
<o apT a’iT:;-LT [pGT(x1)7 s 7pGT(xn)7 pGT(Sl)a s 7PGT(3n’)H)
— MU (ET)p¢T

Let I'p the environment that types PY, I';, = I'p,a_ : [1,L]. Before ap-

plying the induction hypothesis we need to show that I, I" = pf. Since

I'p, I+ p%, we have I'h, I' b p©. For the new map [a; — aiL%L[pG(xl), cey
G (2n), p%(51), ..., p%(sn)]] € p§ we have that a :[l,L] € I'c and I'
aiL%L[pG(ajl), oy 9 (@), p%(51), .., p%(sn) by Lemma 9. Hence I'p, I' +
0. We can then apply the induction hypothesis and conclude.

— Case (va)P%: this case is similar to the previous one.

— Case let foralli < Loy = g(ME, ... M%) in PY else Q: let g(py,...,
pn) — p’ be the rewrite rule for the destructor g. We suppose that the tuples

of indices ¥ < LT are indexed by 1,...,[, that is, we define {01,...,0;} =

{1,..., LT} We let T}, =T[i > vy for k=1,...,1L.

[(let for all 7 < L,z = g(ME, ..., MF) in P else Q)T pH
=[let By in ... let By in P97 else Q€T ... else Q°T]pH
where Ej, is ng’; :g(MlGT’;,...,MET’;) fork=1,...,L
C [Q“"]pH U [PET](MaU (&) (plaz, = Py -z = pi])) (MGU (€1)H)

by Lemma 7, where pg 1, ..., Pk n, P} are the patterns pi,...,p,,p" renamed
with distinct fresh variables for each k = 1,...,l and & = {p(MJGT") =
pr; | k=1,...,land j = 1,...,n}, assuming that MGU (&) exists. (When
MGU (&1) does not exist, the second component of the union is omitted, and
the rest of the proof can easily be adapted.) The right-hand side of the

theorem develops in

Y in PC else Q)p“HE D)™

U (Jlet for all 7 < E,x;:g(MlG,...,MG

T ext T
= U (@ H%n" v |J (Pl ;= pDHE(E W ENT)"
T ext T T extT
where £ and I are defined as follows. The rewrite rule g(p)®,...,p/%) —

p'¢ is obtained from g(p,...,p,) — p’ by replacing all variables y of this
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rule with fresh variables with indices i: 4. Then & is the set of equations

K3

{/\;eép’lG = pG~(M1G),..., sei P = ME} and I is I' extended with

x :Landy’ :L for each variable yf in pi&,...pl% p'C“.

We analyze now the relation between MGU (&;) and 7. We have &7 =
aT 2 GT[i—7) IGT[ir7)

{r (Mj ) p;

tion of py ;, P}, p}G, p'C, there is a renaming « such that, for all k = 1,...,1,

/GTy,

| v < LT and j =1,...n}. Given the construc-

IGTY, .
we have apy ; =p; " foreach j=1,...,nand ap;, =p . Hence we have

Meu (ET)ET = {mau (E7)p%T (METT) = gy (€7)p/CT I
|9<LT and j=1,...n}

= {p(MjGTﬁHm) :p;GTﬁHm |5<LT and j=1,...n}
since the variables of p;-GT[le

so they are not touched by MmGu (£7)
:{p(MjGT’é) =apr; | k=1,...,land j=1,...n}
aEl

are fresh,

So, by Lemma 5,
MGU (a&1)MGU (ET) = mcu (Mcu (ET)ET)MaU (ET) = mcu ((EUENT)
Hence

MGU (&) (plzz, — apl, ... x5 — ap)])

= MGU (a&)MGU (ET) (p°T (27 — p/CTE=1] /GTﬁHET]])

= mcu (EUE)T)(pC s — p))T

c X P

Similarly, MGU (a&;)H = MGU (a&)MGU (ET)HET = mcu (U ENT)HET.
Let I'p, the environment that types P%: by the typing rules we have that
I'b=TIp,z : L. Before applying induction we need to show that I'p, I+
pG[xg — p'®l and I" F £ U E'. At first, notice that piC,...,p/% p'C are
obtained from p1,...,p,,p" by replacing all variables y with fresh variables
with indices ygv and that I types each variable y’ with type L. Hence all
variables in pi®, ..., p/% p'¢ are typed by I".
We have that I, I'" = p© because I extends I', I'p extends I'p, and I'p, I' -
p© by hypothesis. Since = : Le I'; and I')i: L+ p'¢ (all variables in p/¢
are typed by I"), we have I'p, I p%[zs — p/©].
For each equation A;_; p;-G = pG(MjG), j=1,...n we have that:

o I"i:LF pG(MjG): this comes from Lemma 9 applied to I'p,i: L F M]-G

and (Ip,i: L), '+ p© and from the fact that I" extends I".
o I"i:LF p;-G: all variables in p;-G are typed in I".
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This means that each equation in £’ is well typed in I'’; moreover I &
because I'” extends I and I' F &€ by hypothesis. Thus I - £ UE’.
We can then apply the induction hypothesis, which yields

[PET)(mcU (a&1)(plas, — aph, ..., x5 — apj]))(Mcu (o) H)

C U P9z~ pODHC (L EN )T
T extT

and [QTpH E Ugs oy r([Q9)0  HOED) ™.
Moreover,

[P (MG (&1)(plas, = DY, - w5, = pf]))(MGU (E1)H)
C [PET] (MU (a&y)(plzs, — ap}, ... ,T5, — apy]))(MGU (a&1)H)

(These two sets of clauses are in fact equal up to renaming of variables, by
construction.)
Hence we can conclude that:

[(let for all 7 < L,z = g(ME, ..., ME) in PE else Q¥)T]pH C

U (et forall i < L,a; = g(M,..., ME) in PY else Q€]p° HEED)T

T extT

Case let for all i < E, pat® = MC in Pg else QC: as in the previous case, we
suppose that the tuples of indices v < LT are indexed by 1,...,[, that is, we
define {vy,..., 0} = {1,...,LT}.

[(let for all 7§ z,patG = MS% in PC else QG)T]]PH
=[let Eyin ... let E;in P9T else Q€T ... else Q°T]pH

where FE; is the equation patGTﬁHm — MCTE=w],

C [QlpH U [P]p H'

by Lemma 8, where & = {pat®T" = p(MCT") | T” = T[i — 7],0 <
LTY, p' = MaU (&)(p[z — z | @ occurs in patSTli=? & < L)), and H' =
MGU (&) H, assuming that MGU (€;) exists. (When MGU (£;) does not exist,
the second component of the union is omitted, and the rest of the proof can
easily be adapted.)

The right-hand side of the theorem develops in:

U ([let for all i < L, pat® = MS in PY else Q%]p¢HEET)T
T extT
= U (qQuuen™u
T extT
[P1(pC[a5, + a5 | @3 occurs in pat®])HE (€U ENT)T
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where & = \-_; pat® = p&(MC) and I'" is I extended for the variables oc-

curring in pat®. More precisely, if the typing rule for the process let for all i<
L,pat® = M in P% else Q¢ has iy : [1,L1],...,i ¢ [1,Ly] F pat® ~ I
as a premise, then I” = I', I". Hence &7 = {patT" = pCT(MCT") | T" =
T[i — 9],V < LT}. Hence we have that:

mcu (ET)ET
= {mau (E7)patCTl=7 = pau (E7)pCT (METE=T) | vy < L7}

— {patGTﬁr—ﬁﬂ — p(MGTﬁHm) |V6 < ET}

By Lemma 5,
MGU (E1)MGU (ET) = mcu (Mcu (ET)ET)Mau (ET) = mcu ((EUENT)
SO

o' =MaU (&) (p[x — = | x occurs in patGTﬁHT”'],ﬁi <L™)
= McU (E)McU (ET)(p¢T [z + x| x occurs in patGTﬁHm],ﬁi <I™)

=McU ((EUENT)(p% x5 = x5 | 25 occurs in pat®])”
Similarly,
H' = wmcU (£)H = mcu (&)Mmcu (EYHYT = mcu (EUENTYHET .

Let I'b the environment that types PC: by the typing rules we have that
I't = I'p, I', where i L+ pat® ~ I'Y. Before applying induction we need
to show that I'p, I = p%[z5, — 7 | 23 occwrs in pat®] and I FEUE'.
We have that I, I'" = p© because I extends I', I'p extends I'p, and I'p, I' -
p© by hypothesis. Clearly T Le I'p (that is x_ : Le I't) and I'i:
L+ z7 (all variables in pat® are typed by I") then I'p, I & pClzs, — x5 |
7 occurs in pat®].
For the equation A; 7z pat® = p% (M) we have that:

o I"i:LF p%(ME): this comes from Lemma 9 applied to I'p,i: L+ MC%

and (I'p,i: L), "+ p€ and from the fact that I"" extends I'.

o I".7: L+ pat@: all variables in pat'C are typed in I".
This means that the equation in &’ is well typed in I'’; moreover I/ &
because I extends I" and I' F &€ by hypothesis. Thus I - £ UE’.

We can then apply the induction hypothesis:

[PET]pH' T U [P)(pC a5 + a5, | 23 occurs in pat®])HE (€ UENT)T
T extT

and [QCTNpH C Uy ([Q%1pF HEED)T . Therefore we can conclude.
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— Case choose L in P&:
[(choose L in PS)T]pH
_ [[PGT[LHI] et PGT[L'—W] + .. -]]pH
= [PETE=UpH U - U [PETE=MpH U - -

c U qpépfEen™u--u | ([PCl“HEED)T U
T’ ext T[L+1] T’ ext T[L—n]

C U ([choose L in PE)p¢HEETT)
T extT

— Case choose k < L in P%:

[(choose k < L in PE)T[pH
_ [[PGT[Iw—)l] 4o PGT[Im—)LT]]]pH
_ [[PGT[k»—)l]]]pH U---U [[PGT[kHLT]]]pH
U ([Pl HC ek [1,L])" U U
T’ ext T[k—1]
U Pl E ek 1, 1])"
T’ ext Tk—LT)

I

C U ([choose k < L in PS]pSHEEDT)
T extT
— Case choose ¢ : Ly x -+ x L, — L’ in PG this case is similar to previous
one. O

Combining the results From the previous results, we easily obtain Theorem 3.

Proof (of Theorem 3). By Lemma 10, ([PF]po001%)" = U ([P pod01n)T 2
[PE™]pol, where PE = instr®(PS). By Lemma 4, instr(P}) = instr(Tren(PE,
To,0 < 0)) =4 instr®(PF)To = PET0 5o we have ([instr® (PS)]po@010)7 3
[instr(P§)]pod since the translation to Horn clauses [-] is invariant by renaming
of bound names.

Moreover, for each clause R in {att(a[]) | @ € S} U{(Rn), (Rf), (Rg), (R]),
(Rs)} except the clauses (Rf) and (Rg) for lists of fixed length, R is also a
generalized Horn clause and we have {R}7 = {R}. The clauses (Rf) for lists
of fixed length are in {RC}7 = {att(w1) A --- Aatt(z,) = att({z1,...,7,)) |
n € N}, where RY = (Rf-list). The clauses (Rg) for lists of fixed length are in
{REYT = {att({x1,...,7,)) = att(z,) | n € N,v < n} where RY = (Rg-list).

So we obtain R}G)Ug,s I Rpys- O



