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Summary

As the aviation industry integrates an expanding number of software components
in airplanes, it is becoming increasingly difficult to reason about the security of the
software. This thesis addresses aspects of this issue in the context of an abstract
model of avionics systems as a distributed system using synchronous communication
channels. The security of a system can then be related to the information flows and
whether these are allowed by a set of policies, thus, using well-established theory from
decentralised label model (DLM).

The security properties are verified using a combined type system and Hoare
logic, which certifies that the defined policies are not violated by the execution of the
distributed system as a whole.

In addition, the thesis describes a concrete implementation of parts of the type
system, including tests on a use case from the avionics industry. The testing reveals a
false positive, in which a secure system is erroneously declared non-secure. Therefore,
the type system needs further adjustments.
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CHAPTER -l
INnfroduction

Airplanes have an increasing number of sensors and units that interact and exchange
information [But07]. Some of the information flows between these units have different
security levels, such as airplane controls and personal information. To ensure a safe
flight it is therefore necessary to track which units can influence or read information
to guarantee the integrity and confidentiality level of the information flow.

The fault-tolerance mechanisms used to develop airplanes have mostly dealt with
hardware faults and general software bugs. Faults due to an intruder and malicious
code have therefore not been considered in the software for airplanes [DD12].

The U.S. Federal Aviation Administration (FAA) certifies if an airplane is safe
and operational also in terms of software. In a report by the U.S. Government
Accountability Office (GAO) they warn FAA that they need a better approach to
address cybersecurity [SL15; GAO15]. In recent news this is support by a security
researcher that found vulnerabilities in the inflight entertainment system, claiming
to be able to monitor traffic in the cockpit and even control the airplane [WIR15;
Hurl5]. FAA claims no vulnerability, so whether the researcher is speaking the truth
(or perhaps exaggerating) is still an open question.

In the rest of the introduction we will see a case study concerning the avionics
industry, how their problems can be solved, and the scientific contributions of this
thesis.

1.1 Case study: Avionics industry

The aviation electronics (avionics) industry has developed safety-critical and reliable
hardware and software for decades. In classical avionics each function was put in
a separate avionics controller following a “federated architecture”, to ensure a high
independence and reliability of each controller. In the mid-1990s, growth in commu-
nication and signal interfaces led to the weight, volume and power consumption of all
the different controllers reaching airplane limits. Meanwhile, to keep maintaining all
the controllers, the number of spare parts also kept growing, thereby increasing the
ongoing cost of maintenance [But07].

The avionics industry therefore developed the Integrated Modular Avionics (IMA)
architecture, where software with different security domains is integrated on shared
commercial off-the-shelf components. This indeed lowered the weight, volume, power
consumption, and hardware maintenance costs. Central to IMA is the idea of an
operating system which can handle multiple applications separately (a separation
kernel), guaranteeing that altering or adding applications has minimal or no effect on
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Information type Confidentiality Integrity Availability
Aircraft control information Low High High
Airline operational information High Medium  Medium
Airline administrative information High Medium  Medium
Airline passenger information High High Medium

Table 1.1: Security level of different information types [A81105, Table 3-4].

the other applications. IMA thus moved module costs from the separate hardware
components to the development and certification of the separation kernel [But07].

The Multiple Independent Levels of Security (MILS) approach is a guideline on
how to design, construct, integrate and evaluate secure systems. This approach de-
composes components and locates the vulnerable parts, and suggests strict separation
and information flow control, hence achieving the IMA safety and security require-
ments.

Aeronautical Radio, Incorporated (ARINC) is a major manufacturer of communica-
tion solutions for the aviation industry, among others. Among their many standards
is ARINC report 811 [A81105], which provides security concepts for airborne networks.
The ARINC report 811 also prescribes the decomposition of a system into several do-
mains, with an actual example as shown in Figure 1.1 with four different domains,
Aircraft Control (AC), Airline Information Service (AIS), Passenger Information and
Entertainment Service (PIES), and Passenger-owned Devices (POD). These domains
are only a minimal subset, where e.g. the Aircraft Control Domain could be split up
into several domains, some for navigation and others for ground communication. AR-
INC report 811 also provides an “aircraft security process framework”, which more or
less is the Common Criteria (CC) [CC12a; CC12b; CC12¢] in avionics terminology.

Although Figure 1.1 is a simplification, it still shows many of the different sys-
tems on an airplane which should be able to communicate across different security
domains. For example, some systems in the AC domain should not be influenced
by the passengers and yet there is a link between the PIES and AC through AIS.
ARINC report 811 also suggests integrity, confidentiality and availability levels for
different types of information, shown in Table 1.1. Aircraft control information could
typically be a sensor, e.g. a GPS, where everyone is allowed to know the location
(hence the confidentiality level is low), but on the other hand, no one must alter the
GPS sensor reports (hence the integrity level must be high). Finally, it is always
necessary to have the location (hence the availability level must also be high).

The primary example of a separation kernel used by the avionics industry is
PikeOS by SYSGO, which fulfils and implements IMA and the MILS architecture
[SYSGO]. The kernel is certified to the highest Safety Integrity Level, SIL 4.

The separate controllers of the federated architecture are therefore virtualised as
applications on top of PikeOS. All these application can be part of different security
domains, and the separation kernel then ensures that the information flow is secure
across these domains at run time. The separation kernel hence specifies some common
ground for defining policies, and either block or allow information flows.
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Depending on the complexity of the system, the many security checks and policy
lookups could take up much time and can therefore become a bottleneck in a real-
time setting. Such a bottleneck can quickly have fatal consequences, e.g. if the main
engine is not working properly and the separation kernel is spending time verifying
the information flow from the engine sensor. This scenario could be even worse if the
separation kernel is handling a queue of flows from non-operational applications such
as the entertainment system and the flow from the engine is waiting to be verified.

Implementing an application to the separation kernel then raises questions about
what to do if the information flow is not allowed by the policies. The execution
could simply stop, which could result in a system not working as intended. Another
approach is to keep a log of the illegal information flows for later investigation and
possibly adjustment of policies, and continue running the application with the leaked
information. In avionics, either approach could have fatal consequences.

1.2 Decentralised label model

The Decentralised Label Model (DLM) can be used to ensure confidentiality and in-
tegrity of data in a software system [ML97; MLO00]. Inside the software system,
principals are authorities representing the different software components and users,
for whom information is owned, updated and affected by. Whenever there is an in-
formation flow from one set of variables to another there are corresponding integrity
labels and confidentiality labels.
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An integrity label is denoted {o < 5} where o is the owner principal and s is a set
of principals. A variable x can therefore be associated with such a label denoted as
an influencer policy {o < s} x, meaning that o is the owner of z, and o allows all the
principals in s to influence x. The integrity label thus describes who can influence
the information. Example:

{01 < 81,82} x;

{01 — 81,53} Y;
{01 — 81782,53} Z;

Zi=x+;

As x can be influenced by s; and so, and y can be influenced by s; and s3, the value
of x + y would altogether be influenced by s, so and s3. The resulting label for the
value would then be {01 < s1, 82, s3}. The variable z may be influenced by s1, s2 and
s3 and the assignment z := x + y does therefore follow the policies. As the labels use
the same owner for all variables, the owner is irrelevant to this example.

Similarly, a confidentiality label is denoted {o — s} where o is the owner, and s
is a set of principals. A variable x can be associated with a label denoted as a reader
policy {o — §} =, meaning that o is the owner of x, and o allows the principals 5 to
read x. The confidentiality label therefore describes who can read the information.
Example:

{01 = $1,82} x;

{o1 = 51,83} u;
{01 = 1} z;
Zi=x+Y;

Here x may be read by s; and sg, and y can be read by s; and s3. The value of
2 + y must then only be readable by s1, in order not to violate the confidentiality of
x and y. As z only allows s; as reader, the assignment z := x + y follows the policies.
Again, as the owner is the same for all variables, it is irrelevant to this example.

Just these two examples demonstrates a duality between influencer policies and
reader policies. Integrity uses the union of the principals, while confidentiality uses
the intersection. Formalising one part therefore reveals the other by swapping the
operators. This is also one of realisations in [ML00]. Furthermore, the examples
clearly shows that there is an information flow from z and y to z.

As an aside, note that a DLM label can have multiple owners e.g. {{o1 —
s1,82}; {02 — s1, 83} } where the effective reader set of the label here gives the single-
ton {s1}, because that is the only principal the two owners agree on. Conversely an
effective influencer set can be established for influencer policies.

In the two examples, it was easy to deduce that the assignment obeyed the policies,
and static analysis of such a program could easily confirm this conclusion, thereby
guaranteeing that the system is secure according to its policies, before it is even
executed [VSI09].

DLM also provide a mechanism to endorse information (weakening its integrity)
and declassify information (weakening its confidentiality), allowing information flows
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not otherwise permitted by the policies. Example:

{01 + 81,82} x;

{o1 <51}y

{o1 « s1} 2

endorse {01 < s1, 82} to {01 « s1} in
2= +Y;

end;

Here the label {01 + s1, 2} is endorsed to {01 < s1}. This allows z to influence z
as they now have the same label. Conversely, a declassify statement exists allowing
more to read the information.

Useful as endorse and declassify may be, their use should be strongly discouraged,
as they weaken the security policies. If they are used, proper code review is therefore
needed to ensure that there are no unintentional information leakages.

1.3 Gateway

In the separation kernel from the avionics case, it is sometimes impossible to establish
the strict separation of resources suggested by MILS. An example is presented in
[Miil+12] where a gateway is used to connect multiple domains, as shown in Figure 1.2
where p; wants to send information to ¢c; and ps sends information to cs, but they both
have to use the same channel ch where m represents a multiplexer and d represents a
demultiplexer. In this system we want a guarantee that the information from p; does
not flow to co and vice versa from po to cy.

P1 iny outy €il

ch

P2 inz outz Co

Figure 1.2: Gateway [NNL15].

Let z be the variable containing the value the demultiplexer is receiving though
the channel ch. The upper part of the gateway says that z may only be influenced by
p1 and the lower part says that z only may be influenced by p, yielding the following
two DLM policies

{d < p1,m,d} z (1.1)
{d < p2,m,d} z (1.2)

As the variable z will also be used to send the information to c; and co, the resulting
label for z will be {d + p1, p2, m,d} which does not suit ¢; as the value can then be
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influenced by p2, and vice versa for co. The two policies are therefore dependent on
the content they are handling.

Clearly m knows where the information comes from, and sends 1 or 2 to d along
with the information to indicate the origin. Then d can use this as a trigger to endorse
the proper label for z before it is sent to ¢; or co. This constellation though uses the
endorsement from DLM and time consuming code review have to be done.

1.4 Contributions

In avionics, the most critical parts are checked using formal methods and verifications
[DD12], for example using the Astrée static analyzer [Asta; Astb]. It is clear that
some of the integrity and confidentiality issues from the avionics case can be directly
solved using DLM, and the tools for static analysis can then be extended to verify
DLM polices. The run-time checks performed by the separation kernel can therefore
be minimised. This gives the overall system more available processing time, which
is useful in a real-time setting. In this particular case, more applications can then
be stacked in the separation kernel, leading to fewer controllers and lower power
consumption.

In the gateway example, regular DLM is insufficient to eliminate time consuming
(and possible erroneous) code review. In [NNL15] some of the features from DLM
are presented and extended with “content dependent policies”, which solves these
problems, though the resulting type system is complicated and could potentially have
some errors.

This thesis is mainly built upon the draft paper [NNd] where a more DLM-
comparable notion of policies are used. Furthermore, the type system is simpler
and thus more clear than [NNL15].

In [NNd], the first part only covers influencer policies, only listing ideas for the
reader policies. As we will see later, the policies and type system will be fully de-
scribed and proven here for both influencer and reader polices. Furthermore, the
implementation of the type system raises a question on how to compare policies, and
a neat result is derived on how to do this.

Overall this thesis therefore contributes to the correctness of the type system in
[NNd] and details how it works and how some of the implementation challenges can
be met.

1.5 Thesis overview

Chapter 2 contains the design of an abstract language for distributed systems which
amounts to an instrumented semantics that enables monitoring of information flows,
along with a rich language for defining security policies against which the information
flows can be verified. Taken together, this leads to a formal definition of when a system
is secure. In relation to the case study, the result can be used to model applications
in a separation kernel and verify overall system security at run-time.
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A type system is constructed in Chapter 3. Using the type system on a well
defined distributed system (including policies), the distributed system can be verified
for all executions of the system. In the end this leads to a correctness result ensuring
the type system is sound according to the instrumented semantics.

Chapter 4 shows some of the difficulties that comes with implementing the type
system. First, an analysis on how to simplify the comparison of the security policies.
Second, a syntax-directed type system in the form of the actual type checker, to be
proved sound according to the type system. Third, a short description of the software
developed for this thesis.

Chapter 5 presents the gateway scenario and another fictive but realistic scenario
from the avionics industry. Proper policies for the gateway scenario are described
and then verified using the developed type checker.

All this amounts to a discussion in Chapter 6 of other, similar tools for verifying
information flows, together with observations, further improvements, and extensions.

At last Chapter 7 presents the conclusion for this thesis.

Throughout the thesis, facts, lemmas and theorems are presented, with most
proven formally. These proofs are not relevant for reading this thesis but can help
in understanding some of the results. Most of the proofs have therefore been moved
to the appendix, leaving just an annotation like for this paragraph. Some facts have
not been proven, leaving only a proof idea. (proofs in Appendix A)






CHAPTER 2

Distributed systems

This chapter contains the formal definition of a distributed system and how to specify
policies. This leads to a definition of when a system is secure according to its policies.

It begins by describing the syntax for distributed system and its statements along
with the instrumented semantics which records the information flow throughout the
system. Next, the syntax for the policies are formalised, enabling us to describe
allowed information flows in the system. From this a full system can be defined,
finally allowing us to verify that the system follows its policies, making it secure in
relation to information flow.

In terms of security a covert channel is an information flow can be detected by
observing the surroundings of a system, such as running time, power usage, noise and
electromagnetic radiation [DD77]. As it is difficult to reason about these flows they
will not be considered in this thesis.

2.1 Syntax
The system consists of a finite set of processes running in parallel
Sys m== 11 :S1 || | ln:Sn

Each process £ : S has a label ¢ and a top-level statement S. The label is an unique
identifier £ € Lab = {l,...,1,} to distinguish each process, and the statement defines
all the computational steps for the process.

A security principal is an authority that in the policies will be used to denote who
owns, who can influence and who can read the information. A system has a finite
set of security principals Pr, and each process is statically assigned to a security
principal in the mapping S : Lab — Pr. In addition, S is required to not be
surjective, meaning that there must be at least one security principal not mapping
to any process. This principal will be able to monitor all information flows in the
system, and for that reason is typically denoted NSA. Security principals are generally
denoted o, q, s € Pr, and a set of security principals are denoted 5 C Pr. An empty
5 is denoted e.

Each process has its own set of variables Var,, emphasising the strict memory
separation between processes. The disjoint union of all the variables for the processes
is denoted Var = |#,.y,., Var.

Processes communicate only via synchronous channels from the set Chan. These
channels are polyadic, meaning that in one synchronous action multiple variables
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can be transferred; the arity of a channel is the number of variables the channel can
transfer. An analogue to this is individual wires making up a full cable. Channels
are typically denoted ch € Chan. The ith variable in a channel is denoted #; and all
channel variables are denoted Vary = {#1,...,#,,} where m is the maximal arity
of all the channels Chan.

All the variables in the system for both processes and channels are denoted
Var™ = Var U Vary. Single variables are denoted z,y € Var, variables or chan-
nel variables are denoted u, 2 € Var' and unspecified constants are denoted n. A set
of variables is denoted Z C Var and @ C Var™', where the empty set is denoted e.

The set of states State = Var — Val denotes a mapping from process variables
in Var to corresponding values in Val (e.g. 1,2,..., or just v for arbitrary values).
Including channel variables this is denoted State™ = Var™ — Val. A state is
denoted o € State or o € State™. The value for 2 in ¢ is then o(z), and assigning =
to a new value v in o is denoted o[z — v]. Multiple assignments are annotated using
the following shorthand notation

ol(z; = vi)i<k] = o[r1 = V1,22 > Vo, ..., TR > V]

2.1.1 Statements S

The syntax for a statement S, arithmetic expressions a and boolean expressions b is:

S u= skip | z:=a | z:=Ta | S1;8 | ifbthen S; else Ss fi
| whilebdo Sod | chl(ay,...,ar) | ch!T(ay,... a)
| a) | (S @(S2) | [a]S

a == mn | x | ayopasy

b u= true | false | —b | biAby | biVby | ajrelas

This makes up a simple “while” language greatly inspired by [NNL15; NNd]. The
statement skip simply does nothing, x := a assigns a to the variable z, and S7;S55
is the sequential composition of statements S; and Ss. In the conditional statement
if b then Sy else S fi the condition b determines whether the execution continues on
S1 or Ss. For loops while b do S od as long the condition b holds, S is executed. The
conditional and loop statement will be referred to as statements with tests.
Different from a simple “while” language is the inter-process communication which

is achieved using the input and output statement. The output statement ch!(a1, ..., ax)
send the values ay,...,ax using the channel ch € Chan (of arity k), and the input

statement ch?(xq,...,x) receives values from the channel ch, storing them in the

variables x1,...,x. For arity kK = 1, the parentheses can be left out, e.g. chla and

ch?zx.

The assignment and output statements also have a corresponding bypass version
denoted with T, which circumvents the policies. These statement is useful when the
programmer intentionally want to leak information, such that the confidentiality and
integrity of the information is preserved by other means than the software itself. As
we have seen for DLM that is typically denoted endorse for integrity and declassify
for confidentiality.
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The ((S1) @ (S2)) statement makes a non-deterministic choice between Sy and Sa,
only executing one of the nested statements.

The statement [Z].S will in the semantics be used to keep track of implicit flows
from the variables z. This statement is therefore intended only to be used internally.

In arithmetic expressions, op is an arithmetic operator (e.g. 4+, —,...). In boolean
expressions, rel is a relational operator (e.g. =,<,<,...). The boolean operators
-, A,V are defined the usual way, where the boolean constants true is denoted true
or tt and false is denoted false or ff. The set of all the free variables in an arithmetic
or a boolean expression are denoted @ and b respectively.

For arithmetics and boolean expressions the semantics is given by [a]o and [b]o,
which given an expression a or b and a state o € State returns the value from Val or
a truth value true or false as appropriate. As an example let o(x) =4 and o(y) =5
then

[x+1]o=[z]o+[llo=0(x)+1=4+1=5
[x < y]o =[z]o < [y]o =o(x) < o(y) =4 <5 = true

The rest of the semantics is presented in the next section.

2.2 Instrumented semantics

The semantics for system and processes is defined by instrumented operational se-
mantics, describing how each individual transition makes up the whole computation.
In general, a transition relation in the operational semantics has the form

premises

- — conditions
configuration — configuration

judgement

If there are no premises, the transition relation is called an aziom and the line is
omitted.

The idea of the semantics is to record the information flow for each computational
step (transition) in a system. Take e.g. the process [ : y := x with the security
principal S(I) = s. Here there clearly are an information flow from the variable z
to the variable y. Recall that the security principals Pr are used in the policies to
denote who owns, who can influence and who can read information. All the security
principals must therefore monitor this flow to verify whether y is allowed to influenced
by x or if = is allowed to be read. In this example at least the security principal s
observes the assignment of the value of variable x to the variable y, a fact recorded
as the flow (z,s,y).

To capture this the semantics is split in two, with one part recording information
flows on the system level and the other recording information flows on the process
level. The system flows are information flows from one process variable to another,
possibly across different processes via a channel. The process level flows, or extended
flows, describe process-local flows from a local variable, or constant to a local variable
or channel variable.
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In the semantics for systems the configurations are denoted
(St |l : Snyo)

which is a finite system of n parallel processes with statements S;, and with a state
o € State mapping all variables Var to their current values. The special case where
S; = skip for all i < n is called the terminal configuration.

The fact that all process variables are disjoint ensures that any inter-process infor-
mation flow can only occur using channels. In other words, since a variable x always
belongs to exactly one process, its value o(z) stays local to that process.

The judgement for a distributed system in the transition relation has the form

F
{81 - ln:Sn,U>TD><l1:Si =l ln 2 Sy, 0"

In the transition relation the process I; : S; becomes I; : Si, and ¢ becomes o”.

The transition records three sets F* C Var x Pr x Var, U C Var, D C Var. A
triple (x, s,y) € F denotes a system flow, which records that there is a flow from the
variable z to y monitored by the security principal s. A variable € U records that
the variable x is used in the transition relation. A variable y € D records at that the
variable y is defined in the transition relation.

As an example, take the system

Iy :y:=mx¢chly || la: ch?z

where the processes share a security principal S(I;) = S(l2) = s. The system flows
are {(z,s,y), (x,NSA,y)} and {(y,s,2), (y,NSA, z)} where it can be seen that the
special principal NSA also monitors the flow. Looking only at the first execution the
variable x is used, and y is defined. The other execution where [y sends y to Iy over
ch to z, the variable y is used and z is defined. The fact that U only records all used
variables, and D only records all (re)defined variables are formalised in Section 2.2.3.
The functions fst(F') and trd(F') denotes the first and third element of the flows

fst(zxsxy)=2x trd(z xsxy)=y
Here fst(F') C U, but not necessarily that fst(F) = U. This is seen in the case where
a test is passed, e.g. for this particular instance

[:if x > 3 then S else S5 fi (2.1)

then = ¢ fst(F') but x is clearly used in the condition and therefore z € U, yielding
fst(F) # U. Of course there is an implicit flow from z to S;, but this will first be
recorded in the next transition relation. Implicit flows are covered more carefully in
Section 2.2.2. Furthermore it is the case that trd(F) C D, and again not necessarily
that trd(F') = D. This is seen in assignments of constants

l:zx:=3 (2.2)

where z ¢ trd(F) but x is defined and therefore z € D.
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Let e € Var] = Var™ U {o} denote an exstended variable, and E C Var] x Pr x
Var] denote a set of extended flows. It can record the same flows as system flows,
but also from variables to channel variables and vice versa. The special element ¢
will be used to ensure non-empty flows. If a variable is modified by constants then
we must record that change and say that ¢ € fst(E) (the variable is influenced in the
process). Furthermore if a variable is used in a test it does not directly effect any
values, but to record that the variable is read by the process we say that ¢ € trd(E).

The judgement for a process in a transition relation has the form

Fe (Si0) =5 (S'50)
Here S and S’ denotes the statements for the process ¢, together with the states
o',o € State, and the action a has the form

a =171 | chl(v,...,vr) | ch?(v,...,vx)

The action « is given by the statement: If S is an output statement, the action
is chl(vy,...,vx), and similarly for input statements. Otherwise « is 7, denoting no
inter-process communication.

The semantics ensures that flows inside the process from constants and variables
to variables and channel variables are captured. The following process contains an
example of each:

l:x:=y; x:=4; chld; chlz; ch?y; while z > 4 do skip od; while true do skip od;

Let S(I) = s, the extended flows are then (y,s,x), (¢,s,x), (¢,8,#1), (z,8,#1),
(#1,,9), (z,5,9), (¢, 8,0) plus the corresponding NSA flows.

From the extended flows E, the set of used variables can be extracted as fst(E) N
Var, and likewise the set of defined variables as trd(E) N Var. The system flows for
the local process are E N (Var x Pr x Var).

2.2.1 Instrumented semantics for systems

The instrumented semantics for systems are shown in Rule Collection 2.1, which
includes two transition relations. The first transition relation [sys],] contains the one
transition of process [; with the action 7. The system flows F', used U and defined D
variables are then filtered from the extended flows E;, by using the approach described
just before, removing all the flows, used and defined variables containing <.

The second transition relation [sys$?] contains transitions for two distinct pro-
cesses [; and [;, where process I; sends variables to I; using a k-ary channel ch. The
extended flows for process [; and [; would then be

E; D {(elys(li)a #1)7 BERE) (617S(li)7 #k)}
E; D {(#1,8(;),21), ..., (#x,S;), zx)}

If s = S(l;) = S(1;), the pairwise combined flows of E; and E;

{(e1,8,21),...,(ex, 8,25)}
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would tell that there is an information flow from the variables in process [; to the
variables in process [;, observed by security principal s. The flows for this transition
relation therefore uses the following combiner function, yielding the desired pairwise
set:

(Fi: (e, s,

E\||Ey = {(e, 8, ) (2.3)

i) € E1 A (#i,s,x) S Ez)
V ((e,s,z) € E3 Ae € Var)

The combined flow FEj || E5 could still contain o, in the cases when a constant is sent
instead of the value of a variable e.g. ch!4, and the appropriate intersection is used to
remove invalid system flows in the transition relation. The other part of the combiner
function ensures that all previously flows from process [; is preserved.

o, (Siyo) 25 (Sh o)

T

[sysi] F
(=Sl -l li=Sill- | ln: Sn,0) ﬁ
(s Sll-- [ LzSill - n s Snso”)
where F = FE; N (Var x Pr x Var)
U = fst(E;) N Var
D = trd(E;) N Var
1 (Si0) o P (Sh) F (8507) o (S0
ch!(v1,...,v% ch?(vy,...,vk
[syssl] -
e Sulle e Sall - M = Syl [ s Sny0) ==
(s Sl Spll - =S5l s Sny0”)

where F = E;||E; N (Var x Pr x Var)
U = fst(E; || E;) N Var
D =trd(E; || Ej) N Var

and i # j

Rule Collection 2.1: Instrumented semantics for systems.

2.2.2 Instrumented semantics for processes

The instrumented semantics for processes is given in Rule Collection 2.2. The sets
of flows are denoted using a simplified notation (juxtapositioning), such that {z} is
simply x, {¢} is simply ¢, and aU{o} is denoted ao. As a reminder, a denotes the set
of free variables in the arithmetic expression a and b denotes the set of free variables
in the boolean expression b.

For all statements the information flow is observed by all security principals, unless
the statement is one that bypasses the security restrictions. In statements with the
bypass operation (1), the information flow should be observed by all security principals
except the principal for the current process £, i.e. Pr\ S(¢), or simply Pr\,. The
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general form of the extended flows for the statements are therefore

exPrxeé exPr\ZXe'

In [asss), [ass],], [outis], [out] ], [in] there are explicit flows, where it is clear
that the information is transferred from one variable to another. Furthermore there
can also be implicit flows, where there indirectly is a data flow. Example:

x = 0;if b then z := 1 else skip fi (2.4)

Depending on whether b is true or false,  becomes 1 or 0 respectively, and the value

of x is therefore dependent on variable b, i.e. an implicit flow. The transitions rules

for test statements ([if%], [if], [loopt]) gives rise to implicit flows into their inner

statements. These flows are handled using the special statement [z]S, where Z is

the set of implicit flow source variables. The rule [loopf] does therefore not use [%]S

statement as the execution does not continue in the inner statement of the loop.
The implicit flows are appended to the extended flows in the following way

[Z1E = {(y,s,€') | Ae,s,€') € E:y € Te} (2.5)

where it is seen that flows from E are preserved, and flows from variables in T are
added. The extended flows for the assignment inside the conditional branch in (2.4)
will therefore be bo xPr x z.

As a reminder to ensure non-empty flows, ¢ is added to first component of an
extended flow when constants are used. In test statements ¢ is added as a third
component to reflect that variables are used. When there are no free variables in the
test the first component of the extended flows also includes ¢ (e.g. if the test only
contains compositions of true and false).

2.2.3 Properties of the defined and used variables

The defined variables D in a system judgement only contains the variables that are
(re)defined. All other variables x € Var \ D stays the same in the transition relation.
More formally this is specified as

Fact 2.1. Assume (I, : S1 ||« || In t Spy0) == (11 2 S || - || ln : S, 07), then

U,D
o(z) = o'(z) for all x € Var\ D.

Proof idea. By induction on the instrumented semantic, using similar results for pro-
cesses. O

The used variables U in a system judgement only contains the variables that are
used. All other variables © € Var \ U are therefore not in any statement of .S; and
can hence not effect any variable, e.g. x does not influence the variables in D. This
is formalised using the same system twice with two different states o, and o, where
only the used variables are equivalent in the states. The conclusion is then that all
the defined and used variables U U D are equivalent in o, and o;. More formally



16 2 Distributed systems
[skipis] by (skip; o) N (skip; o) if E=0oxPrxo
lassis] by (x :=a;0) N (skip; o[z — [a]o]) ifE=aoxPrxuz
lass!] b (z:=1a;0) EEN (skip; o[z — [a]o]) if B =aoxPryxux
o (Si;0) =5 (5507 o (S1;0) 25 (skip; o
4< 1’U>_>< 17U> f< 1,0’>—><Sklp,0’>
(comp},] = if Sf  skip  [compi.] —
Fo (S1;S2;0) = (S1; Sa;0") Fo (S1; S2;0) = (Sa;0”)
(03 (03
] by (if bthen Sy else Sy fiyo) 2 ([6]S1;0) if [b]o = true
! and E =bo xPr x o
lirf,]  Fg (if b then Sy else Sy fi; o) N ([b]Sz; 0) if [b]o = false
! and £ =bo xPr x o
ltoop,] k¢ (while b do S od; o) EEN ([b]S; while b do S od; o) if [b]o = true
T and F=bo xPr xo
oort] 4 (while b do S od; o) = (skip; o) if [b]o = false
T and F =bo xPr x o
loutis] by (ch!(a1,...,ax);0) % (skip;o) if Vi <k :v; =[a;]o
chi(vievk) and E = |J a; o xPr x #;
i<k
lout! 1t (ch\T(ay, ..., a1);0) 'L) (skip;o) it Vi <k:v = [a]o
ehl(v1,... vx) and E = |J a; 0 xPryy x #;
i<k
linis] ko <Ch?(x1, ce ,Ik); 0'> ﬁ <Skip; 0[(3,] — Ui)igkb
S if E= U #; x Prxu;
i<k
Fe (Si;0) EEN (Si;07)
[chojs] - fori=1,2
F (S0 @ (S2)0) B (S0)
Fo (S;0) EEN (S";0") ke (S;0) EN skip; o)
limpll,] T’CTYE if S’ # skip [limpiZ,] CF’]E
e ([2]S50) —= ([2]5";07) e ([2]S50) —— (skip; o)

Rule Collection 2.2: Instrumented semantics for processes.
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a

Fact 2.2. Assume (11 : Sy || -+ || ln : S, 0a) U:F; Ay S| - ||t SY o) and

oq(z) = op(z) for all x € U. Then there exist o; such that

(Sl Son) == 0z Syl -+ [l L S)s00)

and furthermore o/, (y) = o,(y) for ally € UU D.

Proof idea. By induction on the instrumented semantic, using similar results for pro-
cesses and Fact 2.1. O

2.3 Policies

Policies are used to describe the security restrictions for a system. They therefore
includes information about who owns the information and who is allowed to influence
or read it.

2.3.1 Syntax
The syntax for the policies P € Pol is

P = {u:0+5} | {u:0—5 | (p=P) | PleP?
p u= true | false | = | @i1Ap2 | @1V
| af relag | (Fu:(p)
at wv=n | x| # | af opad

Here @ C Var™ is a set of variables or channel variables, and 6,5 C Pr is sets of secu-
rity principals. The policy {@ : 0 < §} is an influencer policy, specifying the variables,
owners and influencers. The owners, specified as o, allows the security principals s
to influence the values of the variables in @. In the policy {z,y : s1 < s1, 82}, the
principal s is the owner of the variables x and y, and s; allows s; and s to influence
the value of x and y. The influencer policies therefore concerns the integrity of the
information.

The policy {@: 0 — s} is a reader policy, which specifies variables, owners and
readers. The owners o allows the security principals s to read the values of the
variables in . In the policy {z,y : s1 — s1,s2}, the principal s; is the owner of z,y
and specifies that only s; and so can read the value of  and y. The reader policies
therefore concerns the confidentiality of the information.

If the sets u, 0 and s from influencer and reader policies are empty these are
denoted with €, e.g. if 0 allows that no one may read the variables & this is denoted
{Z : 0 — €}. Conversely, x can be used in u, 0 and § to describe the full set. For the
variables or channel variables x = Var™, and for security principals x = Pr. For the
variables local to a process ¢ the full set is denoted x, = Vary, and for all channel
variables likewise x4 = Vary. The policy {Z : 0 — x} therefore denotes that o allows
all security principals to read the variables in z.
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The policy (¢ = P) is a conditional policy and only if the predicate ¢ holds, P is
imposed. Just as b denotes the free variables in a boolean expression, @ denotes the
free variables in a predicate. The operators rel and op are the same as in boolean
and arithmetic expressions. The predicate ¢ is an extension of the boolean predicate
where the arithmetic expressions are replaced with an extended arithmetic expressions
a™ which also includes channel variables # € Vary. Moreover it is extended with
the existential quantifier (3u : (p)) denoting that there exists values for the variables
U = Uq,.., U, such that ¢ holds. The variables u are therefore bound to ¢, and are
thus no longer part of the free variables of . Substituting the variable x in ¢ with
an arithmetic expression a is denoted @[a/x]. All the free occurrences of the variable
x in ¢ is then replaced with the arithmetic expression a.

At last the policy P! e P2 is the combination of policy P! and P2, and expresses
that both policies should be considered.

Satisfaction of predicates

In a state o € State™ the satisfaction of ¢ is denoted o |= ¢ (o models ¢). All the
free variables of ¢ is looked up in o, and the condition can then be evaluated. If o(x)
is not defined and = € @ then o }~= .

This leads to the following fact, that new mappings in o, reflect substitutions in
¢ and vice versa.

Fact 2.3. o[z — [a]o] E ¢ iff 0 E pla/x]. (informal proof in Appendix A.1)

2.3.2 Variables and owners

The free variables for policies fv(P) are defined as

f({a:64 5)) =a
fv{z:0—3s}) =u
fl(p= P)) = pUR(P)
fv(P! o P?) = fv(P') U fv(P?)

The influencer variables iv(P) are all the variables that are used in influencer policies
in P and defined as
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and likewise the reader variables rv(P) for the reader policies

rv({u:0+ s})=c¢
rv{u:0—5s}) =u

(¢ = P)) =rv(P)

rv(P' e P?) = rv(P') U rv(P?)

Furthermore the influencer owners io( P, y) are the owners from influencer policies for
the variable y and defined as

io({ii: 6 5},y) = {0 ifyeu
io({u:0—s},y)=¢

io((¢ = P),y) = io(P,y)

io(P! @ P2 5) = io(P',y) Uio(P?,y)

€ otherwise

and likewise for reader owners ro(P,y)

ro({u: 0+ s},y) =¢
o ifyeu

ro({u:0— s},y) = {

ro((p = P),y) = ro(P,y)
ro(P1 ° P2,y) = ro(Pl, y)U ro(Pz,y)

€ otherwise

All these definitions are used in Section 2.3.7 to describe proper policies for the system.

2.3.3 Influencers and readers

For a policy P and a state o € State™ the set Infl (P, 0,q,y) denotes the set of security
principals who can influence the variable y € Var', where ¢ € Pr is an owner for
y. Likewise the set Read (P,o,q,y) the set of security principals who can read the
variable y where ¢ is owns y. These sets are denoted respectively as the influencer set
and the reader set or shortly as influencers and readers. The influencer set is defined
as

s fyeuAnNgeo
Infl ({a@: 6 < 5},0,q,y) = {S nysungEoe (2.6)
€ otherwise
Infl({u:0— s},0,q,y) =€ (2.7)
Infl (P, 0,q, if
Inﬂ((w:m,a,q,y):{” (Poay) oo 23)
otherwise

Infl (P1 . P27J,q,y) = Infl (P17U7q,y) U Infl (PQ,U,q7y) (2.9)



20 2 Distributed systems

Similar is the definition for the reader set, which is the dual of the influencer set.
Here intersection is used instead of union and the full set of security principals Pr
instead of €

Read ({u: 0 < s},0,q,y) = Pr (2.10)

o S ifyeungeo
Read ({u: 0 — s},0,q,y) = {Pr otherwise (2.11)

Read (P, 0, q, if

Read (9 = P) . 0.q,y) = 4 o0 (o aw) iTo=e (212)
Pr otherwise

Read (P! e P?,0,q,y) = Read (P',0,q,y) N Read (P?,0,q,y) (2.13)

Consider the following influencer policies
P=1{s1:81,8 < y}e{s:s1,83 < y}
The influencers for the variable y according to s; is

Infl (P, 0, s1,y) = {s1,52} U{s1,83} = {51, 52,83}

Despite that the first policy only allows s; and s to influence y s3 is also allowed as
an influencer. It is therefore only necessary to an influencer in one influencer policy
to count as an influencer for the whole policy. Consider the following reader policies

P={sy:81,80 = yte{s1:s1,83 >y}
The readers for the variable y according to s is then
Read (P, 0, s1,y) = {s1,s2} N {s1, 83} = {s1}

Conversely all reader policies in a policy must agree on who may read the information
and are thereby considered a reader.

It can here be seen that the influencers and readers represents some of the same
ideas from DLM as shown in Section 1.2, and that they are dual of each others.

2.3.4 Preorder

For the influencer and reader sets we can now define the ordering C between two
policies
P C P?iff Vo,q,y : Infl (Pl,o,q,y) C Infl (PQ,a,q,y) A

9.14
Vo,q,y : Read (P',0,q,y) 2 Read (P?,0,q,y) @)

Fact 2.4. The ordering C is a preorder, because it is reflexive and transitive.
(proven by looking at influencers and readers in Appendiz A.2)

A partial order is a preorder which is also antisymmetric. This is not the case
for the preorder C. Having P! = {e¢: 0+ 5} and P? = {u: e + 5}, it holds that



2.3 Policies 21

P! C P? and P? C P!, but the policies are different e.g. P! # P2. C is therefore not
antisymmetric.
For the preorder an equivalence relation = is established instead

P'=P?if PPC PPAP?C P! (2.15)

By using the example from before, the policies P* = {e: 6 + 5} and P? = {u : € < 5},
are equivalent i.e. P! = P2, because the influencer sets are the same for both policies,
and the reader set are the same for both policies.

2.3.5 Bottom and top policy

The bottom element of Pol is denoted {_L} and has the property that { L} C P for all
P € Pol. The top element of Pol is denoted {T} and has the property that P C {T}
for all P € Pol.

Due to (2.14) the policy {1} should represent a policy where no one is allowed
as influencers and all security principals are allowed as readers. Consider therefore
following

{e:e<¢€lo{x:x—>*x}C P (2.16)

On the left-hand side the influencers are always € and the readers are x; the order is
therefore true for all policies P, and the left-hand side is equivalent to {L}. In fact
using the equivalence relation it can be seen that there are multiple ways of denoting
the bottom element. Let e Cu C x, e C 0 C %, € C 5§ C % then

{L}={e:0+ s}t ={e:0— s} (2.17)
={u:e«s}={u:e— s} (2.18)
={u:0+« ¢} (2.19)
= {x:% =} (2.20)

At last it is seen that {1} # {u:0— €} if 4,0 # €, which makes sense looking
at the reader policy for {T} defined below. The last inequality together with all the
equivalences are proven in Appendix A.3, by looking at the influencer set Infl (P, o, ¢, y)
and reader set Read (P, 0, q,y) for all possible values for o, ¢ and y.

Conversely, for {T}, all security principals should be allowed to influence and no
security principal should be allowed to read. Consider therefore following

PC{x:%x<x}o{x:%— €} (2.21)

On the right-hand side the influencers are x and the readers are €, which makes the
right-hand side equivalent to {T}. There is no other way of writing the top element
because non of the elements in (2.21) can be changed and still have the same property
for all P.

From here on {1} will simply be denoted {} and {T} will explicitly be denoted
{*: % %} o {x:%— ¢}
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2.3.6 Bounded join-semilattice

Definition 2.1. Let L be a set with a partial ordering <, and LI be an upper bound
operator with respect to =<; i.e. having ly,l € L then I; <[y Uls and lo <1 Uls. If
for all 1,15 € L there exists a least upper bound I3 € L such that [; LI Iy < I3, then
(L,U, <) is a join-semilattice. A join-semilattice is called bounded if it contains an
identity element | € L, i.e. the least element, such that [U L =1 for all [ € L.

Fact 2.5. (Pol,e,C=) is a bounded join-semilattice.

Proof. The ordering C is a preorder, and using = as the equivalence relation for C
(denoted C=) yields a partial ordering, because it then is reflexive, transitive and
antisymmetric. The operator e is an upper bound operator on Pol seen by the
following

P'C P'eP? P?C PleP? (2.22)
verified by the influencer and reader sets for ¢ € 1,2, and all o, g and y:
Infl (Pi,o,q,y) C Infl (Pl,cr,q,y) U Infl (Pz,a,q,y)
Read (Pi, U,q,y) O Read (Pl,o, q, y) N Read (Pz, U,q,y)
Furthermore if P! C P? and P2 C P3 then it follows for all o, ¢ and y that
Infl (Pl,o,q,y) C Infl (PB,U,q,y) A Infl (]32,07 q, y) C Infl (P3,a,q,y)
< Infl (P17J,q,y) U Infl (P2,07q,y) C Infl (P?’,a,q7y)
Read (Pl,a, q,y) DO Read (PS,J, q,y) A Read (P27J, q,y) O Read (PS,J, q,y)
& Read (P',0,¢,y) NRead (P?,0,q,y) 2 Read (P?,0,q,y)
which gives that
PeP,C Py iff PCPsAP,C Ps (2.23)

verifying that e is a least upper bound operator, and that (Pol,e,C=) is a join-
semilattice.

By definition of the e operator the policies are closed VP!, P2 € Pol: P' e P? ¢
Pol. Furthermore for e the policies are idempotent, commutative and associative:

PeP=P (2.24)
PleP?=P?e P! (2.25)
(P'eP?) e PP = P! e (P?eP? (2.26)

Appendix A.4 shows these equivalences, exploiting that the influencer and reader
sets uses basic set operations U and N, which also are idempotent, commutative and
associative.

The policy {} is the bottom element of Pol and the top element is {x : x < %} o
{* : x — €}. We therefore have that

{(yeP=P (2.27)
{(kixe*jo{xix—ecfoP={x:*xxto{x:%— ¢} (2.28)

making the join-semilattice bounded. O
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Equivalences

Influencer and reader policies underly some distributive laws, as seen in the following
equivalences:

{tiytin 1 6 5} = {tiy : 0« 5} @ {tin : 0 < 5} (2.29)
{a1ag: 0 — s} ={uy:0— st e{uy:0— 5} (2.30)
{t:0109 + s} ={u:01 < s}e{u:09 < 5} (2.31)
(@:6160 — 5} ={a:6, — 5} e {i:0p — 5} (2.32)
{a:0+ 5182} ={u:0 51te{u:0+ 33} (2.33)

The missing distribution law for reader policies does not hold {@: 06 — 5182} #
{2:0— 51} ®{u:0— 32}. This is seen in the reader set where there for one y € u,
q € o and all sq, s

Read ({ﬂ 10— §1§2}, o, q,y) = 5182
Read ({w:0— 51} e{u:0— 352},0,q,9)
=Read ({z:0— $1},0,¢,y) NRead ({t: 0 — $2},0,¢,y)
=51 M 59
Indeed 5152 O §; N S2 but 51 N5y 2 515 for all s, so, this equivalence does not hold.
For conditional policies there are the following equivalencies

(p=P'eP?) = (p=P') e (p=P?)

(2.34)

(pr A pa = P) = (1= (p2 = P)) (2.35)
== (2.36)
(true=P)=P (2.37)
(false = P) = {} (2.38)

Correctness of all the equivalences are shown in Appendix A.5.

2.3.7 Localised policies and system policies

All the policies for a distributed system Sys =11 : S1 || -+ || In : S, which contains
m channels is denoted

PSys:-Pll."'.-Pln. ch, @ ®L¢ch .

where Py is a process policy for the process with label £ and P.j, is a channel policy
for the channel named ch. All the process policies in the system are denoted

P.=P,e:eP,
All the process policies P, and channel policies P,; must be localised.

Definition 2.2. A process policy Py is localised if
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o fv(P;) C Vary,
o (Vu € iv(Py): (S¥) €io(Pp,u))), and
o (VYuerv(Py):(S¥) € ro(Py,u))).

First, the process policies may only contain variables from their own domain, such
that P, only contains variables from Var,. For the system I3 : x :=4 || Iy : y := 2
where S(I;) = s; for i € 1,2 the policy (y > 4= {z : 51 - s1}) is not localised to Iy
because it uses the variable y which belongs to [s.

Intuitively it makes sense that the process owns its own variables, here formalised
in the requirement that it must be explicitly defined. For all variables in the process
policy P, which are used in influencer policies, i.e. iv(P), the security domain for the
process S(¢) must be in the influencer owners for that variable, i.e. S(¢) € io(Pp,u).
Similar rules apply to the reader policies in the process policy, before they can be
considered localised.

Definition 2.3. A channel policy P,y is localised if fv(P.;) C Vary.

A channel has no security principal like the processes and a localised channel
policy must therefore only contain channel variables.

2.4 Fully defined system

To summarise, a fully defined system is the tuple (Sys,S,NSA, Ps,s) where Sys is a
system of processes
Sys=11:S1 || || ln:Sn

which have m channels of arity (at most) k. The security principals
S{) € Pr

should be defined for all £ € Lab = {l;,...,1,}, with a special security principal
NSA # S(¢)

for all ¢, making S non-surjective.
With these definitions, the following sets can be derived:

Lab = {lla---7ln}

Var = H—J Var;
leLab

Var# = {#lu T 7#]6}
Var® = Var U Vary
Pr={S(l)}U---U{S(l,)} UNSA = %
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Finally, the system must specify the policies for all processes and channels
PSySZIDll."'.F)ln.Pchl."'.Pchm (239)

where all the process policies and channel policies must be localised. If there are no
policies defined for the channel, process or system it amounts to {}.

2.5 Security predicates

Given all processes policies for a system P, = Pj, ®--- P, the security predicate for
systems takes the form

secp, (03U, F, D;0') =
V(u,s,u’) € F :Infl(Py,0,5,u) C Infl (Py,0,s,u") A
Read (P,, 0, s,u) D Read (P,, 0’ s,u’)
Vs :Vu € Var\ D : Infl (Ps,0,5,u) C Infl (P, 0’, s,u) A
Read (P,, 0, s,u) 2 Read (P,, 0", s,u)

A secure system is considered secure if none of the policies are violated in the single
transition relation. Here o and o’ represents the states before and after the flow
F takes place, and U and D are the used and defined variables in the state. The
system flow F' records the information flow from one set of variables u to another
set of variables 4’ by a set of observers 5. The security predicate for systems ensures
that there are more or the same influencers for the variables in @’ than @, to ensure
integrity. Conversely, there should be less or the same readers for the variables in @’
than u, to ensure confidentiality.

The other part of the security predicate for systems ensures that all previously
existing variables preserve their integrity and confidentiality during the transition
from one state to another. The description of the security predicate leads to the
following definition of a secure system.

Definition 2.4. The transition relation (Iy : Sy || -+ -1y, : Sp,0) B TSy

U,D
I, : Sl 0') is secure if secp, (o; U, F, D; ') holds.
A similar result can be shown for processes. Given two policies P, P’ € Pol, two

states 0,0’ € State’ and an extended flow E € Var] x Pr x Var/, the security
predicate for processes is defined by

sec(P,o; E;0', P') =
Y(u,s,u’) € EN(Var® x Pr x Var™) : Infl (P, 0,s,u) C Infl (P, o', 5,u') A
Read (P, 0,s,u) D Read (P, 0’,5,u')
Vs :Vu € Var \ trd(E) : Infl (P, 0, s,u) C Infl (P', o', s,u) A
Read (P, 0,s,u) 2 Read (P, o', s,u)
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The two parts are similar to the security predicate for systems. The extended flows
are filtered such that they only describes flows from variables and channel variables.
The policy P then describes the policy which should be enforced before the flow and
P’ is the policy that should be enforced after the flow. The other part of the security
predicate for processes ensures that all the previously existing variables preserve their
integrity and confidentiality, just as in the security predicate for systems.

Definition 2.5. The transition relation F, (S; o) N (8’0" is secure if
[e3%

o a =7 and sec(Py,0; E;0’, Py) holds, or
o a=chl(vy,...,v;) and sec(Py,0; E; 0’ [(#: > vi)i<k], Pe ® Pep,) holds, or
o a=ch?(vy,...,v;) then sec(Py ® Py, o[(#: — vi)i<k); E; o', P) holds.

It is now seen for the output statement that the policy P, is enforced before the
flow, and the policy P, e P., is enforced after the flow, such that the integrity and
confidentiality is preserved in the information flow from the variables to the channel
variables, and vice versa for the input statement.

The fully defined system enables runtime verification of whether the system and
process is secure, using the two security predicates secp, (o; U, F, D;c’) and sec(P, o;
E;o’, P'). Implementing such a system then raises questions about what to do if
the security predicates do not hold. The execution could simply stop, which could
result in a system not working as intended. Another approach is to log the wrong
information flow and continue the running the system with the leaked information.
A further investigation can then be done and thereby make adjustment of policies
or the program. Chapter 3 describes a type system where all possible flows for the
system can be examined before run time. On the basis of that result, a distributed
system can then be declared secure according to its policies.

2.6 Examples

2.6.1 Assignments
Consider the fully defined system (Sys,S,NSA, Ps,s) where
Sys=l:x:=4y:==x (2.40)
and S(I) = s. Given the policy
Pgys =Py = P, ={zy: s+ s} (2.41)

where s allows z and y to be influenced by s. Because S(I) = s, there is no problem.
All the flows in the system can now be determined. Using [ass;s] and [comp?,] we
have

o (o= 45 0) 2P0 g ol o [4]0])
(l:7:=4y :=1x,0) == (l:y = x,0[x — [4]0]) (2.42)

e.{=}



2.6 Examples 27

Let o/ = o[z + [4]o]. Using [ass;s] and [compL,], we have

Feo (y :=x;0") roxPrxy (skip; o'y — [x]o’])
(l:y:=mz,0") ZX%X} (1 : skip, o’y — [z]o']) (2.43)

Let 0" = o'[y — [z]o’]. The only system flows are therefore (x x Pr x y). The
security predicate gives

SeC(yy.ses} (05 €, €, {x};07)
=Vs € {s,NSA} : Vu € Var \ {z} :
Infl ({zy : s + s},0,8",u) CInfl ({zy : s + s},0’, 8", u) A
Read ({zy : s + s},0,5",u) D Read ({zy : s + s},0’, 8", u)
Since the system flow in the first execution is €, the first part of the security predicate
is left out. The rest of the predicate is true as the only difference is 0 and ¢’ which

does not change the influencers and readers for this simple policy. For the other
execution

SeCluyses) (0’3 {2}, 2 X Pr x gy, {y};0")
=V(z,s',y) € F:
Infl ({xy : s < s},0’, 8", 2) CInfl ({zy : s < s},0”,8",9)
Read ({zy : s + s},0',s',2) C Read ({ay : s + s}, 0", 5", y)
Vs' € {s,NSA} : Vu € Var \ {y} :

Infl ({zy : s + s},0', 8", u) CInfl ({zy : s + s}, 0", 8", u) A

Read ({xy : s < s},0’, 5" ,u) D Read ({zy : s < s},0”",5 ,u)
The first part is true as x and y have the same policy. The second part is also true
using same augmenting as before. All the system flows are hence secure according to

the policy in (2.41) as expected.
Next, consider another policy

Psys =P ={z:s< ste(z>5={y:s+« s}) (2.44)

Here x may be influenced by s but y may only be influenced by s if > 5. The first
statement in (2.40) truly ensures that @ = 4 thereby making x > 5 false. The flow
from x to y is therefore illegal and the system is not secure according to this policy.
Again this can be seen in the security predicate

sec{a::ses}o(m>5:>{y:s<—s})(0; € 6 {z}; U’)
=Vs € {s,NSA} : Vu € Var \ {z} :
Infl({z: s+ s}e(z>5={y:s« s}),0,s,u)
Cinfl{z: s« ste(z>5={y:s« s}),0',s u)
Read({z : s+ s}e(z>5={y:s+ s}),o0, 5 u)
DRead({z:s« ste(z>5={y:s+ s}),0',s",u)
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Just as before the first part of the security predicate is left out. The relation can be
false when v = y and s’ = s which for influencers gives

Infl({x: s« s}e(x >5={y:s<+ s}),0,s,y) C
Infl({z: s+ ste(z>5={y:s+ s}),0',sy)
=eUlnfl((z >5={y:s« s}),0,5,9) Celnfl((z >5={y: s+ s}),0",s,v)

_{s ifoEx>5 C{S ifo'=ax>5

€ otherwise € otherwise

if 5
:{s ifolEx> Ce

€ otherwise

We have not specified the value for o(z) and we therefore have that o = = > 5.
This also makes sense as y may not be influenced unless x is explicitly defined in the
system. Hence the security predicate does not hold.

For completeness let us look at the security predicate for the second execution.

S e apa(oons (e ety (07 {2} x P x 4, {y}:0")
=V(z,s',y) € F:
Infl({z:s+ s}e(z>5={y:s« s}),0’,s z)
Clhnfl({z: s+ s}e(z>5={y:s« s}),0",s,y)
Read ({z:s+«+ ste(z>5={y:s« s}),0',s,z)
CRead({z:s+ ste(z>b5={y:s« s}),0",s
Vs' € {s,NSA} : Vu € Var \ {y} :
Infl({z : s« s}e(x>5={y:s+ s}),0',s,u)
Chnfl({z: s+ s}e(z>5={y:s« s}),0", s, u)A
Read({z: s« s}e(z>5={y:s« s}),0',s u)
DRead({z:s+ ste(z>5={y:s« s}),0",s

/

»Y)

/’u)

For the first part the influencers for z is clearly s on the left-hand side. On the right-
hand side y becomes € as ¢” }= x > 5 because ¢”(z) = 4. The security predicate does
not hold for this execution either.

The distributed system (Sys,S,NSA, Pgy) is therefore not secure according to
the system policies in (2.44).

2.6.2 Variable influenced by itself

Take the following system
lix=x—-4 Sl)y=s Py, =P ={x:5s3 4 s2} Pr = {s, s2, NSA}

where s # s5. The policy says that x is owned by s and may only be influenced by ss.
Intuitively this system should not be secure, because clearly « is influenced by S(I) = s
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in the assignment. But the policy is not localised, and the system is not defined
properly. Looking at the flows gives (x x Pr x z) = {(z, s, z), (z, s2, x), (x, NSA, z) }.

Fi(x =2 —4;0) ZoxPrxe, (skip; o[z > [z — 4]o])

zXPrxzg
b

l:x:=x—4,0
< ) {z} {=}

(I : skip, o[z +— [z — 4]o])

Now let ¢/ = o[x — [z — 4]o] and let Var = {z}. The security predicate concerning
integrity for the system is then

secp, (o;{z}, (x x Pr x x), {z};0')
=V(u,s,u") € (x x Pr x ) : Infl(Ps,0,s,u) C Infl(P,,0”,s,u")
Vs :Vu € Var \ {z} : Infl(P,,0,s,u) C Infl (Ps, 0, 5,u)

making the first part is true. The second part

Infl ({z : 52 < s2},0,8,2) CInfl({z: 53 < s2},0',8,7) =eCe
Infl ({x : 52 < s2},0,82,2) C Infl({z: 53 < s2},07, 82, 7) =39 C 59
Infl ({z : sg < s2},0,NSA,z) C Infl ({2 : 52 + s3},0",NSA, z) =eCe

is also true as there are no variables u € Var \ {z} =e.
The system is therefore secure but the policies are not defined properly.

2.6.3 Multiple uses of same channel
When having multiple processes it is allowed to use the same channel such that
ly:chlx || la:ch?y ||l : ch?z

This systems will though never reach the terminal configuration, as one of the pro-
cesses will wait for receiving input, but never receive anything. This is of course also
allowed the other way around with multiple senders and one receiver

Iy :ehlz ||l chly || I3 : ch?z

2.6.4 Bypass

Consider the following system:
lca:="y;chlz || Iy : ch?u;v =" u (2.45)

which contains three executions, first one bypass assignment, then one channel trans-
fer (input and output statement), and last a bypass assignment. It is assumed that
Pr = {s1, 592,83} and S(I;) = s; for i = 1,2, leaving s3 as the special principal. The
flows can be determined using the instrumented semantics for systems and processes.
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It is assumed that o(y) is defined. In the first execution using o1 = oz — [y]o] the
semantics gives

Ayobxtonsa b e, qpin: ol v [y]o])

{y,0} x{s2,s3} x{=}
T
{y}x{s2,83} x{z} (
{v}{=}

b, (z =1y, o)

b, (z =t y;chlz; o) (chlz; o1)

(I :z =T y;chla || Iy : ch?u;v =T u,0) Iy s chlz || Iz : ch?uyv =t u,0q)

In the second execution let n = [z]o; and o9 = o1[u +— n], which yields

{#1}x{s1,52,83} x{u}

ch?n

Fi, (ch?u;o1) (skip; o1[u — n])

b1, (chlz;or) % (skip;o1)  Fi, {ch?u;v =t u;0q) M (v =" u;05)
(Iy s chlz || 1y : ch?ujv :=T u, 0q) (e} xdonoa,ea) (Iy s skip || Iz : v :=T u, 00)

{z},{u}
In the last and third execution let o3 = o3[v — [u]os], which gives:

2> {u,0}x{s1,83}x{v} <

T

(Iy : skip || lg : v =" u, 09) fudxfon,ea) i (Iy : skip || Iz : skip, o3)

{u},{v}

skip; o2[v — [u]oz])

F, (o s v =T u;o

In Table 2.1 the overall flows for the system is expanded for each of the security
principal.

Assume we have a policy such that nobody may influence x. Because of the
bypass this is ok for s; as there will not be observed any flow to x. The process only
bypasses the policies for its own security principal, and ss will therefore observe this
flow. Hence with such a policy the system will not be secure.

Execution S1 S9 S3
1 (ya 827‘7:) (y753,$>
2 (Z‘,Sl,u) (.13,327’(,6) (J},S3,U)
3 (u75131}) (U,Sg,’l})

Table 2.1: System flows for (2.45) distributed on security domains.



CHAPTER 3

Type system

This chapter describes an inference system, combining a type system and a Hoare logic.
The system can statically check if a fully defined system complies its policies before
actually running the system. The programmer can therefore modify the policies
and system until the type system yields a secure system. For the type system, a
correctness result is then presented, mapping each execution from the type system to
a legal execution in the instrumented semantics, according to the specified policies.

The type system springs from a classical Hoare logic, where the essential is the
Hoare triple

{o}5{¢'}

where ¢ is the precondition, ¢’ is the postcondition (collectively known as assertions),

with both formulated using predicate logic. A triple {¢}S{¢’} specifies that if the

precondition ¢ holds in the initial state, and if the execution of the statement S

terminates, then the postcondition ¢’ will hold in the state at which S halts [NNO7].
The provability of the Hoare triple is denoted

env b {¢}5{¢'}

where env is the type environments. A typing rule has the general form

premises
env - {¢}S{¢'}
—————

typing judgement

side conditions

When there are no premises, the typing rule is called an aziom and the line is omitted.
The type environments are used in the side conditions and the premises containing
declarations, labels, etc.

The system is assumed to be fully defined, as described in Section 2.4. A typing
judgement for distributed systems takes the form

F{1& &bt 1Sy || || Lt S (3.1)

where ¢; are the precondition for process I; in the form of a predicate only containing
variables from Var;,. There is only one typing rule for a system

ety {d1}S1{true} -+ ek, {dn}Sn{true}
F{1& - &pn} li:S1 |- || ln: Sn (3.2)

[sys¢s)
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All the individual processes should therefore end with true as their postcondition. For
this reason, the typing judgement for systems does not have any postcondition, since
this would be on the form of {true& --- & true}.

From (3.2) it is seen that the typing judgement for processes takes the form

yte{o}s{e'} (3.3)

where {¢}S{¢'} is a classical Hoare triple. The label ¢ denotes the process in question
and y the set of variables that indirectly influences the statement S through implicit
flows. The label ¢ and set of variables y are therefore type environments, for the
judgement.

All typing rules and axioms for processes are specified in Rule Collection 3.1 and
will be explained in more details in Section 3.4. First the notation for the assertions,
side conditions and substitutions are described.

3.1 Assertions

The predicate logic for preconditions and postconditions is restricted to

¢ w= true | false | —¢ | 91A@2 | é1Vé2
| af relag | (Fu:(9))

making it syntactically equivalent to the policy conditions ¢ from Section 2.3.1. The
assertions can therefore be used as conditions for policies e.g. (¢ = P).

3.2 Substitutions in policies

Let a be an arithmetic operation and z a variable or channel variable, then Pla/z] is
defined as

{u:0+ 5}a/z] ={u:0+ s}

la/2] = {
(@:6— 8Ya/2] = {a:6— 5}

la/z] = (

[a/2]

This substitution therefore only has an effect in the conditions for the policies, and
the notion of p[a/z] is already covered in Section 2.3.1, meaning that all occurrences
of z in ¢ are replaced with a.

To determine the influencers and readers recall from (2.8) and (2.12) that o = ¢
should hold for conditional policies. A substitution of the variables in the policies
Pla/z] can therefore be reflected in a change to the state o.

Fact 3.1. Infl (Pla/z],0,q,2) = Infl (P, oz — [a]o],q, 2)
(proven by structural induction on P in Appendiz A.6)
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[skipes] § o {P}skip{e®'} if (¢ = ¢')
oeeid e {8} = afd) if (6 = ¢/lo/2)) A (6= Pelap/a)) C Plaa]
lassf,) o {o}a =1 a{ed'} if (¢ = ¢'la/z]) A

(¢ = Pylay/x)) C Pilajx] e {x : S() < x} ¢ {x : S({) — €}

,Y Fo{o}Si{¢"} yre{¢"}52{¢'}
‘ Y e {¢}S1; S2{0"}

gbte{oAb}S1{¢'} bte{pA-b}S2{e'}
g Fo {¢}if b then Sy else Sy fi{¢'}

[comby

[ifts]

gb e {6 A D}S{o}
g Fe¢ {¢}while b do S od{¢ A —b}

[loopts]

louts] 3 ¢ {@p}ehl(ay, ..., ap){¢'} if (= ¢') A
(¢ = Pelaiy/#i)i<k) T Penlai/#ili<), @ {xe 1 x ¢ x} o {5 1 % — €}

out].] i kg {oreh!(ay,. .., ap){d'} if (¢ = &) A
(¢ = Pelaiy/#i)i<k) T Penlai/#ili<), @ {xs 1 S(0) < x} o {xp : S({) — €}
o {xp:x ko {xp:x— e}

lines] Yo {Pp}ch?(zy, ..., xp){d'} 1

? Vit (B, ..z : (@) = @) A
(¢ = Pu(y/zi)i<k) ® Pen(#i/xi

>i§k C Pg[#l/‘rlhgk o {*# Lk *}
o {xy ik =€}

pory L AOFSHYY g {6)15:{9'}
T g {eH(S) @ (S2)) {4}

yr o {o}5{'}
yFe{o}2]15{¢'}

y o {9 }S{y'} ) Y
[ Mm if (6= )N (W = ¢')

[implts]

Rule Collection 3.1: Type system for processes.
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Fact 3.2. Read (P[a/z],0,q,2) = Read (P, o[z — [a]o],q, 2)
(proven by structural induction on P in Appendiz A.6)

The other substitution rule uses a set of variables or channel variables y, and a
variable or channel variable z, and are defined by

{uz:0+ 5} funy#e

—_-
N

m«wxwa={

{u:0+ 5} otherwise

{uz:0— 35} faunyg#e

—_
N

wwxwa{

(o= P)(5/z) = (¢ = P(y/2))
(P' e P?)(y/z) = P'(y/z) » P*(y/2)

The substitution has an effect on the owners, influencer and readers of the variable
z in the policies. For P(y/z) we can say that z is extended with policies for g in P.
This results in the following facts, where the influencers are simply the influencers of
all policies concerning y U {z}, and the readers are the intersection of all the readers
for the variables y U {z}.

{u:0— 5} otherwise

_Infl(P,o,q,u) ifx==z2
Fact 3.3, Infl(P(g/x).0.q.2) = 4 Jvews M (Do) if
Infl (P, 0,q, z) otherwise

(proven by structural induction on P in Appendiz A.7)

muemg Read (P7 0,4, U) fo =z

Read (P, 0,q, z) otherwise
(proven by structural induction on P in Appendiz A.7)

Fact 3.4. Read (P(y/x),0,q,2) = {

At last, a shorthand notation is used for making multiple substitutions at once

Peplai/ui);<p = (- (Penlar/ua])]az/uz]) - - ) lan /uk]
Pern(@i/wi)i<k = (- - (Pen(@1/u1))(Z2/u2)) - - )(Tn/u)

which is used in [out;s] and [ing].

3.3 Side conditions

The side conditions in the type system are an extension of the assertions

¢ == true | false | —¢ | c1Ace | a1Ve
| afrelaf | Fu:(c)) | ec1=c | P'C P?

Different from the assertions is the implication ¢; = ¢z, defined the usual way (short-
hand for —¢; V ¢g2). Intuitively it means that ¢; is stronger than co.
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The side conditions are also extended with the preorder C as defined in (2.14),
determining whether or not P! C P2 Tt is difficult to determine P! = P2 due to
the complexity of the policies and the fact that the influencers and readers must be
determined for all inputs. The result would therefore not be simply true or false but
interdependent on the policy conditions, variables, channel variables, and security
principals for the two policies. In Section 4.2 it is fully covered how to determine
these interdependencies.

3.4 Type system for processes

Most of the rules in the type system look similar to a standard type system [NNO7],
and most of the axioms have extended side conditions which ensures that the infor-
mation flow is secure. Each rule will be described here.

The [skip:s) Tule is

y e {o}skip{d’} if (¢ = ¢')

It is clear that skip does nothing and always terminates, thus if the postcondition
¢ holds in the initial state before skip is executed, and ¢’ is constructed such that
¢ = ¢', then ¢’ will hold in the state where skip halts.

The [asss] rule is

() (b)

—~~
yre{o}e:=a{¢'} if (¢ = ¢'[a/z]) A (¢ = Pelay/x)) C Pila/x]
1) (2)

Part (1) is similar to the skip statement, but because the assignment updates the
value for x, these changes needs to reflect the postcondition ¢’. If ¢ holds, and if the
execution of @ := x terminates (which it always does), and ¢’ is constructed in such
a way that ¢ = ¢'[a/z], then ¢’ will hold in the state where x := a halts.

Looking back at the security predicate for processes sec(P, o; E; o/, P’), the policies
P should apply in the state o before the flow, and the policy P’ should apply to the
system in the state ¢’ after the flow. In the type system there is no direct record of
the state of the system, which is instead reflected in the postcondition. The changes
made by z := a are thus made directly in policies such that they reflect the changes
between o and ¢’. Part (2) of the side condition for [ass;s] therefore concerns the
policies. There needs to be a relation between the policies in the state before and
after the assignment x := a, such that the policies concerning x are not violated by
the update of . The relation is two modified versions of the local policy Py, described
here.

(a) Considerer (¢ = Py{ay/z)) C P,. In the assignment z := a there is an infor-
mation flow from the free variables inside a (denoted a) to x. The local policy
should therefore ensure that all the policies concerning the variables a are trans-
ferred to z (i.e. extending x with the policies for y in Py). Now the original
policy P, should allow more or the same influencers for integrity, and fewer or
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the same readers for confidentiality than (¢ = Py(ay/x)). The variables implic-
itly affecting the statement gy are also included here, all yielding Py(ay/x).

¢ is the precondition holding before the execution of the assignment. The
condition could therefore contain information regarding z, and the policy is
therefore bound to this.

(b) Considerer Py C Py[a/z]. The local policy P, could contain conditional policies
where the condition ¢ contains x, i.e. z € . In the statement z := a it is
clear that * = a, and all the occurrences of x can therefore be replaced by a.
For symmetry one could argue that this part also should be bound by ¢’, but
that is not necessary, because the first part (1) ensures that the postcondition
is implied by the precondition.

We now have (¢ = Py(ay/x)) C P, and P; C Py[a/x] which combined gives (2). The
side condition in [assts] ensures that when x := a terminates no policies are violated
due to the update of x by a.

The [ass],] rule is similar to [assss], only with a change in (2) of the side conditions

(a) (b) ()
(¢ = ¢'[a/z]) A (¢ = Play/x)) C Prla/x]e{x: S(¥) + x} o {x:S() — €}
1) (2)

(¢) In the bypass assignment statement, the policies regarding = should be ignored.
To model this, the policy {z :S(¢) + x} @ {z : S(¢) — ¢} is added. Looking
at the right-hand side of the relation the influencers would then be * and the
readers e for the variable x from the process . The influencers for x would then
yield - C x and readers - O € which is always true.

The [comb:s| rule is simply applying the relevant typing rules for each of the
statements S; and Ss.

ybe{0}S1{¢"} yri{¢"}S2{e'}
Y o {#}51; Sa{e'}

If ¢ holds before the execution of Si;Ss then if the execution terminates, then ¢’
holds in the final state. Furthermore if S; terminates the postcondition ¢ for S;
holds, and serves as precondition for Sy. If Sy terminates then ¢’ holds in the final
state for the execution of Si;S5.

The [ifis] typing rule for conditional branching if b then S; else Sy fi is

gb o {p ABYSI{d'} gbFe {d A —b}S2{g'}
Y o {¢}If b then S; else Sy fl{gﬁ/}

Saying that when if b then S; else S5 fi is executed in a state where ¢ holds and that
if b then Sy else S5 fi terminates then ¢’ will hold in the final state. From this the
precondition is further strengthened for the two branches. If S is executed in a state
where ¢ A b holds and S; terminates, then ¢’ will hold in the final state. Likewise
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for So with the precondition ¢ A —b. Furthermore the implicit flows from the free
variables in b are added to each of the branches.
The [loops] rule for iteration while b do S od is

b e {o AD}S{}
j ¢ {¢}while b do S od{¢ A —b}

which is similar to [if;s]. Here the precondition for S is also strengthened to ¢ A b.

It is furthermore seen that the precondition and postcondition ¢ is the same on both

sides, making ¢ an invariant. This invariant is further discussed in Section 4.4. In

[loop:s] it is furthermore straight forward to see that if the iteration terminates then

—b will be true after the termination, thus gives the postcondition ¢ A =b. Here the

implicit flows from the free variables in b are also added to the typing rule for S.
For the [out:s] rule, the side conditions are

(a) (b) (d)

(0= &' )N (= Pelaiy/#i)ick) E Penlai/#ilic @ {re % x} o {xp:x = ¢}
1 (2) -

In part (1) of the side condition, the output is equivalent to [skip:s], as the output
statement should do nothing.

For a process ¢ with a channel output ch!(ay,...,ar) the type system needs a
relation between the local policy P, and the policy for the channel P.,. The process
may only transfer information to the channel variables if the channel policy allows
more or the same influencers for integrity, and conversely fewer or the same readers
for confidentiality as expressed previously for (2) in [ass:s]. The features for the side
conditions are then

(a) For the statement ch!(aq, ..., ax) there is an information flow from the variables
a; to #; (for all i < k), where a; denotes the free variables in a;. The local
policy Py should therefore ensure that all policies concerning the variables a; is
applied to #; for all ¢ < k. Similar to (a) for [assss|, the precondition is added
for this policy.

(b) Each channel variable #; used as a condition in P, should be related to the
arithmetic expression a; (again for all ¢ < k), and thereby evaluated.

When such a relation is established it is only necessary to look at the policies with
channel variables, since all the relevant policies have been transferred to the channel
variables (which was done in (a)). One last feature is therefore needed

(d) The local policy P; also contains policies for variables not used in any of the
transferred expressions a;. These should not have any effect in this relation, and
top local policy {*;: x < x} @ {xy: x — €} is therefore appended to P.,. The
relation will therefore ensure (2) in relation to influencers and readers.
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If the precondition ¢ holds before the execution of ch!(aq, ..., ax), and if the execution
terminates and the side conditions hold (i.e. no illegal information flows) then the
postcondition ¢’ will hold in the final state.

The side condition for the [out],] rule is a combination of [ass],] and [out,s].
Similar to the [outss] is (1), (a), (b) and (d).

(1)
——

(0= &) N (¢= Pla;y/#i)i<k) C
(a)

(2)
Peplai/#i];cp @ (g 1 S(0) <= *} o {5 1 S(0) — et o {1k = x} o {xp 1% — ¢}

—_———
(b) ©) )

and from [ass],] is

(c) In the bypass output, the policies regarding %4 should be ignored. To model
this, {4 : S(€) <= x} @ {x% : S(¢) — €} is added on the right-hand side of the
relation such that in the relation of the two sides the influencers and readers

for the channels variables for the security domain S(¢) does not have any effect
on the result.

The side conditions the [in:] rule is similar to [ass;s] and a reverse version of
[outys]

1)
((Cz1,... 201 () = @) A

(2)
(0= Po(y/mi)i<k) ® Pen(#i/Ti)i<k T Pol#i/Tilic), @ {xp 1 % < x} o {xp 1 % — €}
(a) (b) (d)

Part (1) is relative to the state after the execution of the statement, where there
exists x1, ..., such that ¢ holds, which implies ¢’.

Part (2) of the side conditions follows a structure similar to [out;s]. The channel
may only transfer the information to the process if the process policy allows more
or the same influencers for integrity, and conversely fewer or the same readers for
confidentiality, on the variables x1, ..., x; used for input.

(a) For the statement ch?(z1,...,z)) there is an information flow from the variable
# to z; (for all ¢ < k). The channel policy P, is therefore modified to reflect
the updates made for the incoming values. Furthermore the implicit variables
y are ensured for all the variables x1,...,z; in the local policy P, and the
precondition ¢ is also made a condition for the policy, as in [asss].

(b) The conditions from the left-hand side of the relation should be matched to the
conditions on the right-hand side. The variables used are therefore replaced
with channel variables.
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(d) All the policies regarding channel variables are transferred to local variables for
the processes by the last part of (a). This part is therefore like (d) from [out;s].

The typing rule [choys] is

yhe{}Si{d'} yre{o}S2{¢'}
y e {o}H(S1) & (S2)){9'}
The rule is similar to [if;s] where the precondition ¢ is equivalent to both typing of

S1 and S5, but here the postconditions should be equivalent too.
The typing rule [implys] is

yz Fe{9}5{¢'}
y e {otz]5{¢"}

which is straight forward, where the flows from the variables in x are transferred.
The last rule [cons;s| is the rule of consequence

y e {¥}3S{y}
yre{o}S{¢'}
which is used to pre-strengthen the precondition and post-weakening the postcondi-

tion in the type system. This rule can of course be implemented in all the other rules,
but having this as a separate rule simplifies the the correctness proof.

if (6= )N (Y = ¢')

3.5 Correctness result

Most papers on information flows shows a non-interference result, in which variables of
high confidentiality and integrity do not interfere with variables of low confidentiality
[Bou09; BHOT7]. In program analysis and especially for type system the correctness
is shown by subject reduction. Here one reduction in the instrumented semantics
together with the relevant instance in the type system yields a new instance in the
type system.

The correctness of the type system is therefore shown by a classical subject reduc-
tion, where the reduction should be secure according to the security predicates we
previously established in Definitions 2.4 and 2.5.

The correctness result for processes therefore amounts to the following lemma
which contributes to the soundness of the type system.

Lemma 3.1. Assume y b¢ {¢p}S{¢'}, 0 = ¢ and ¢ (S;0) TN (S';0"). Then there
exists 1 such that g be {Yp}S{¢'} and o’ = 9, and furthermore

e if a =T then sec(Py,0; [y|E;0', Py),
o if a=chl(vi,...,v) then sec(Py,0; [y E; 0 [(#: — vi)i<k), Pe ® Pep), and
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o if o =ch?(vi,...,v;) then sec(Py o Py, o(#: — vi)i<k); [U|E; 0, Pp).
(proven by induction on the inference of y o {Pp}S{t} in Appendiz A.8)

Similarly, by using Definition 2.4 for secure systems, the correctness for the dis-
tributed systems then amounts to the following theorem.

Theorem 3.1. Assume b {$1& - &dp} li:S1 |- || ln:Snando Ed1 A Ny
and (I + Sy || -+ ln © Sn,o) ?Fj:; Iy = ST =+ |l n = S),0")y. Then there exist
Wi, ...,y such that - {1/)1&:@51/1”} LoST |- 1l S, and o' =1 A Ay
and secp, (o; U, F, D; o). (proven

by the induction on the inference system and using Lemma 3.1 in Appendiz A.9)

These correctness results now finally show that with a fully defined system (Sys, S,
NSA, Pgy,) and if - {¢1& - - - &} 11 : S1 || -+ - || ln : Sy, holds, then (Sys, S, NSA, Ps,;)

is secure.

3.6 Simple assignment example
Consider again (Sys,S,NSA, Psy;) from Section 2.6.1 where
l:x:=4y:=x (2.40)
and S(I) = s. First consider the policy
Psys = Pi={ay: s s} (2.41)
Using the type system then yields

ek {otr =4{¢"}if 1 ek {¢"}y :=a{d'} if co

ebi{d}r =4y = x{d}

e {o}r =4,y .= x{tt}
F{o}l:x:=4y:==x

¢ = tt

where
¢ = (¢ = ¢"[4/x]) A (¢ = Pr(dé/x)) E Prl4/x]
= (¢ = ¢"[4/x]) A (¢ = Py) E Py[4/x]
ca = (¢" = ¢'[x/y]) A (¢" = Pu(TE/y)) E Pula/y]
= (¢ 1) A

"= ¢'[z/y]) A" = Pula/y)) T Pilz/y]

Let ¢ =tt, ¢” =2 =4 and ¢’ = x = 4 Ay = x and see that all the postconditions
hold if the side conditions ¢; and ¢y holds and if the statement terminates. For this
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policy the side conditions are

a=({t= (zr=4)[4/z]) A (tt={zy: s+ s}) C {zy: s + s}[4/z]
=tt=>4=4N{zy: s s} C{zy:s< s}
=tt
ca=@=4=c=4Nc=0)N(z=4={ay: s+ sHZ/y)) C {ay : s + s}[z/y]
= (x=4={zy:s s} z/y)) Clry: s < stz/y]
=(x=4={zy:s< s}) C{zy:s<+ s}

This last condition is also true as the restriction x = 4 leaves less influencers on the
left-hand side.

Next consider the other policy
Psys=P ={x:s<sle(x>5={y:s+ s}) (2.44)
which yields the same inference tree as before. The side conditions can now be verified

a={tt=(xz=44/z)A(tt={zx: s+ ste(x>5={y: s+ s}))
C{z:s+ ste(x>5={y:s+ s})4/x]
={tt={r:s+ste(x>5={y:s5+ s}))
C{z:s«ste(z>5={y:s+ s})4/x]
=tt={z:s<ste(z>5={y:s+ s}))
C{r:s<ste(d>5={y:s+ s})
={z:s«sle(z>b={y:s«s})C{r:s s}e{y:s+ s}
=tt
e =(z=4=(z=4Ny=a)z/y)) A (x=4= Piz/y)) C Pilx/y]
=(x=4={zr:s<ste(z>5={y:s+ s}))(z/y))
CH{z:s«ste(z>5={y:s+ s}))z/y]
=(z=4={zy:s<ste(x>5={y:s< s})))

E({x:ses}O(m>5¥>{y:s<—s}))

Pright
For all o, ¢, and w it therefore must hold that

Infl (Hefty g,4, ’U,) g Infl (Prighta 0,4, ’lL)

(3.4)
A Read (Piet, 0, ¢, 1) 2 Read (Pight, 0, ¢, u)

In a particular case look at the influencers for an instance where ¢ = s, u = y and a
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o such that o E o =4

Infl (Plefta g,s, y) g Infl (Pright; ag,s, y)

:{5 ifoE(@=4)V(@=4Nz>5) C{S ifoEz>5

€ otherwise € otherwise

=sCe€

Because of this instance (3.4) does not hold for all &, the side condition ¢y is not
true. All this therefore makes the system insecure according to (2.44) matching the
result found by looking at the instrumented semantics and the security predicate in
Section 2.6.1.



CHAPTER 4
Implementation

Implementing the type system requires ideas on how to determine the postconditions
¢’ and how to determine the preorder P E P’ in the side conditions. The policies can
be complex, contain many embedded conditions, sequences and so on, and the relation
between to policies can therefore be difficult to establish, because the influencer and
reader sets should hold for all ¢ € State™, ¢ € Pr and y € Var™. The first section
hence introduces a notion of basic policies, which is used in Section 4.2 to determine
the preorder. The rest of the chapter is about how to implement the type system and
how to verify the distributed system.

Most of the strategies presented in this chapter covers how to do implement the
type system for influencer and reader policies, but in the concrete implementation
developed for this thesis only influencer policies are considered. Section 4.5 briefly
covers the prototype developed throughout this thesis.

4.1 Basic policies and implication normal form

A basic policy B, is denoted as a conditional policy with an influencer policy or
a reader policy. The influencer policy has exactly one variable, one owner and one
influencer. The reader policy has exactly one variable, one owner and a set of readers.

B = (¢=>{u:0<s}) | (p={u:0—5})

Therefore u # €, 0 # €, s # €. The reader variables § can be everything from € to *
as usual.

A policy is in implication normal form (INF) if it only contains a sequence of basic
policies:

Bie---eBp, (4.1)

for all cases m > 0, where if m = 0 the INF is simply {}.

Take the policy {; : 0; < S}, which has a set of variables or channels @; of size
1, a set of owners 0; of size j, and a set of influencers s; of size k. By using the
distributive laws for influencer policies (2.29), (2.31) and (2.33) and an equivalence
for conditional policies (2.37) we get

{t; :0; st ={ur:01 < s1}e...0{u;:0j < si}
= (true= {uy : 01 < s1})®... @ (true={u; : 0; < si})
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and sees that the policy has an equivalent policy in INF.

To establish an algorithm to find the INF of a policy, Algorithm 4.1 to 4.3 are
used. Algorithm 4.1 defines a recursive function dist(P) which uses the distribution
laws to distribute integrity and reader policies for any P. Furthermore all sub-policies
in dist(P) which are confidentiality or influencer policies equivalent to {} are reduced
to {}. Algorithm 4.2 defines cIn(P) which cleans the policies such that all policies
equivalent to {} are removed. Lastly, Algorithm 4.3 defines cnd(P) which distributes
conditions on sequences and collects conditions on succeeding conditional policies. All
the algorithms use the equivalences from Section 2.3.6 and each rule is accounted for.

Fact 4.1. The function inf(P) = cnd(cIn(dist(P))) converts any policy P into INF
and P = inf(P).
(informally proven by the structure of P for each function in Appendiz A.10)

dist(P) ={} if P ={} from (2.17) to (2.20)

dist({u: 0+ s}) ={u:0+ s}

dist({u: 0+ s5'}) =dist({u: 0+ s}) edist({u: 0+« §'}) using (2.33)
dist({u : 00" +— s}) = dist({u : 0 + s}) e dist({ti: 0’ + s}) using (2.31)
dist({ut' : 0 +— s}) = dist({u : 0 + s}) edist({&' : 0 + s}) using (2.29)
dist({u:0—s§})={u:0— 5}

dist({u : 00’ — 5}) =dist({u: 0 — 5}) e dist({u: 0’ — 5}) wusing (2.32)
dist({ut' : 0 — 5}) = dist({u : 0 — s}) ist({@' : 0 — 5}) using (2.30)
dist((¢ = P)) = (¢ = dist(P))

dist(P; e Py) = dist(Py) e dist(P)

Algorithm 4.1: Recursive function dist(P), distributing all confidentiality and in-
fluencer policies.

4.1.1 Sorted implication normal form

A policy is in sorted implication normal form (SINF) when all the basic influencer
policies come first and are followed by all the basic reader policies.

Bie---eB, eB, 1e---eB, (4.2)

basic influencer policy  basic reader policy

The policies By, ..., B, therefore have the form (o = {u: 0+ s}) and Bp41,...,Bn
have the form (¢ = {u:0— 5}). The function sinf(P) denotes the conversion of
any policy P into SINF, and can be constructed using inf(P) and the fact that e is
communicative (2.25).
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cn(P)={} if P={} from (2.17) to (2.20)

cn({uz:0+ s}) ={u:0+ s}
cdn{a:0—s})={u:0— s}
{} if ' = false using (2.38)
cn((¢’=P)) =2 {} if cIn(P’) ={} wusing (2.36)
(¢ = cIn(P’)) otherwise
o cn(Pr) ={} A .
{} if ( cl)n(Pg{)}: (y using (2.27)
cIn(P, e P) = { cIn(P) if cIn(P) = {} using (2.27)
cIn(Py) if cn(Py) = {} using (2.27)

cin(Py) ecIn(P;) otherwise

Algorithm 4.2: Recursive function cIn(P), cleaning up all empty policies from P,
except if all policies are empty.

cnd(P) ={} if P ={} from (2.17) to (2.20)
cnd({@: 0« §5}) = (true={u: 0+« 5}) using (2.37)
cnd({z: 0 — 8}) = (true={u:0— 5}) using (2.37)

(¢ =P if PP={u:0+ 5}
(¢ =P if PP={u:0— s}
end((¢' = P')) = ¢ cnd((¢' A@” = P")) if P/ = (¢” = P")  using (2.35)
cnd((¢’ = Py)) e . .
((cﬁd((go/ 1:>))P2)) otherwise using (2.34)

cnd(Py o Py) = cnd(Py) e cnd(FP2)

Algorithm 4.3: Recursive function cnd(P), distributing conditions on sequences
and collecting conditions on succeeding conditional policies.

Fact 4.2. If B is a basic influencer policy of the form (¢ = {u: 0 < s}), then

BC Bie---eB,eBy,1e---eB,, iff BCBie---eB, (4.3)
else if B is a basic reader policy with the form (¢ = {u: 0 — s}) then

BC Bie---eB,eBy 1e---eBy, iff BC Bpyie--- B, (4.4)

where By, is the last basic influencer policy and Byy1 is the first basic reader policy.
(proven by looking at the influencers and readers in Appendiz A.11)

4.1.2 Properties of basic policies

The basic influencer policies have a special property which is the reverse of one of the
features of the join-semilattice in (2.23).
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Fact 4.3. (¢p={u:04s}) C Py e Py if and only if (p=>{u:0+s}) C P,V
(p={u:o0+s}) C P
(proven by looking at the influencers and readers in Appendiz A.12)

Unfortunately, a similar result does mot hold for basic reader policies, if either
conjunction or disjunction is used.

Fact 4.4. (p=>{u:0—35}) L P, e P if and only if (p={u:0—3}) C P A
(p={u:0—35})C P

(proven by looking at the influencers and readers in Appendiz A.13)
Fact 4.5. (¢p={u:0—35}) L Py e Py if and only if (p=>{u:0—35}) T P,V
(p={u:0— 35} C P

(proven by looking at the influencers and readers in Appendiz A.13)

4.2 Preorder

The preorder C is used in the side conditions for the type system. Recall the definition
of the preorder

PC P iffVo,q,y: Infl(P,o,q,y) C Infl(P',0,q,y) A

2.14
Vo,q,y : Read (P,0,q,y) 2 Read (P',0,q,y) (2.14)

It can be difficult to explore all o € State™, ¢ € Pr and y € Var™ manually, because

policies can be complicated and the state space is large as all variables can have all

values. To figure out if P C P’, the policies can first be converted into SINF
P=sinf(P)=Bje---eB,eB,,1e---eDB,,
P’ =sinf(P')=Bje---e B/, OB;L/_,’_l o --eB,

Where By, B;, is the last basic influencer policy and B, 41, B, is the first basic
reader policy. Furthermore, it is assumed that m > 0. It therefore comes down to
determining

Bie.---eB,0B, 10---085, EB{.---.B;,.B;,L,+1.~-~.B;n, (4.5)
Using that (Pol, e, C=) is a join-semilattice (see Section 2.3.6) then
P]'PQEPB iff Plgpg/\PQE.Pg (223)

The left-hand side of (4.5) can therefore be expanded to two predicates recursively
until there is one policy on the left. A similar approach can be taken on the right-
hand side with Fact 4.3, though only with the basic influencer policies. Together with
(4.3) and (4.4) the ordering can be restated as

Bl..".BTL.B7L+1."..BTTLEBQ.'.'.B;".B;L’-‘,-l."..B;n’

it [ A \/ BEBj|A /\ BiC B e--eB, (4.6)

1<i<n 1<j<n’ n+1<i<m

The analysis then amounts to determining the relations of the basic policies.



4.2 Preorder 47

Fact 4.6. (p={u:0<sH C (¢ ={uv:0 ¢} ifo=(dAu=uNo=0Ns=
s') is a tautology.

Proof. First we look at the influencers for all o, ¢, and y:

Infl ((p = {u:0¢s}),0,q,9) CInfl((¢" = {u': 0"+ '}),0,4,9)
{s ifopEoANg=0Ny=u C{s’ ifo'EoAg=0dNy=1u

€ otherwise € otherwise

Take a single o, and look at the following four cases.

Case o [£ ¢ Ao £ ¢'. The influencers are € on both sides, such that e C e. This case
is always true for all ¢, and y.

Case o [£ ¢ Ao = ¢'. The influencers on the left-hand side is always e such that
€ C -. This case is always true for all ¢, and y.

Case o = ¢ Ao £ ¢'. The influencers on the right-hand side are always e. For this
case to be true, there should for all ¢,y hold that ¢ # o or all y # u. Taking
q = o and y = y this would not be true, and the case is therefore always false.

Case 0 = ¢ Ao = ¢'. This case have two subcases. Firstly, if ¢ = o Ay = v and
g =0 ANy = then s C s, which is only true if s = s’. Secondly, if ¢ # o or
y # u then the left-hand side will become € such that € C - which is always true.
The whole case is therefore true if u=u' Ao =0 As =g for all g and .

For all o we therefore have

(cEdNaES)V(oEINcEY)V(oEINTEY Au=urNo=0 Ns=15)

(cE—¢ANoE=) V(PN =)V
(cEdNc =P ANu=uNo=0 As=¢)

leaving out o = ¢ A o £ ¢ because this case is false. Looking at all o in o | ¢”
means that ¢” should be a tautology. The predicate can therefore be further reduced
to the desired result

= (gAY (—pA)V (AP ANu=1u No=0 Ns=15")
d= (g ANu=uNo=0d Ns=5)

The other part is to verify the reader set for all o, ¢, and y

Read ((p = {u: 0+ s}),0,q,y) C Read ((¢' = {u' : 0’ +~5}),0,q,9)
= Pr O Pr = true

which finalises the proof. O
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Simplifying the part with the basic reader policy is not covered in this thesis,
partly because of the result in Fact 4.4, and that this relation now covers quantities
with intersections because of the sets 5 and 8. Furthermore s can also be empty
leaving some special cases.

Conjecture 4.1. (p={u:0—35})C(p)={u]:0] =5\ })e
ol ={u), o), — 3, }) can be simplified.

Proof idea. Making a similar cases analysis like in Fact 4.6. O

The implication normal can be just {} (when m = 0), which leads six cases, the
proofs of which are not covered here.

Conjecture 4.2.

{}C{} if true is a tautology
(@ ={u:0 + 5} if true is a tautology
(@ ={u:0 =35} if true is a tautology
(p={u:0+s}) C{} if =¢ is a tautology
(p={u:0—3}) C{} if = is a tautology

Proof idea. Simply by looking at the influencer and reader set, and similar cases
analysis like in Fact 4.6. O

Because of the sorted implication normal form, the two last cases with a mixed
basic influencer policy and basic reader policy are not used.

Fact 4.7. (p={u:0+4s}) C (¢ ={u : 0 — §}) if ¢ is unsatisfiable.
(proven by looking at the influencers and readers in Appendiz A.14)

Fact 4.8. (9= {u:0—35}) C (¢ ={u :0 « §'}) if ¢ is unsatisfiable or 5§ = *.
(proven by looking at the influencers and readers in Appendiz A.15)

4.2.1 Simple assignment example
Let us continue with the example from Section 3.6. When we used the policy
Pgys=P ={zx:s< ste(x>5=>{y:s+ s}) (2.44)

the system was not secure. With that policy the type system amounted to verify the
following side condition

Piet

(x=4={zy:s+ste(z>5=>{y:s+s})))C
{x:s«sle(x>b={y:s+< s}))

Pright
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Converting each side to INF gives

inf(Pegt) =(x =4={x: s+ s})
e(z=4={y:s+ s})
e(z=4Nz>5={y:s+ s})

inf(Pright) = (tt = {x : s < s})
e(x>5={y:s+ s}

and because it only contains influencer policies it is also in SINF. This leaves six
comparisons

(r=4={z:s5+ s})C (tt={x: s+ s})

=x=4)=(t)A(z=2)A(s=35)A(s=3)) = ttusing z = 4 = tt
(r=4={z:s<shHC(x>5={y:s+ s})
=@=4)=((z>5)A(x=y)A(s=35)N(s=25)) = ff using z # y
(r=4={y:s+ s}) C(tt={z:s+ s})
=x=4)=(tHY)A(y=z)A(s=8)A(s=23)) = ffusing y # =
(x=4={y: s+ s} C(x>5={y:s+« s})
=@=4)=((z>5)ANy=y)A(s=35)A(s=5)) =ffusingz =44 2>5
(x=4Nzx>5=>{y:s+ s} C(tt={x:s+ s})
=x=4n2>0) = (t)Ay=2)A(s=38)A(s=3)) = ttusing ff = ff

(r=4d4Nz>5={y:s< s} C(x>5={y:s< s}
=(@=4Ax>5)=((z>5)A(y=y)A(s=s)A(s=s)) =ffusingff Az >5

leaving the result (tt V ff) A (ff V ff) A (tt V ff) = ff. The side condition therefore does
not hold, making the system with this policy insecure, equivalent to the result in
Section 3.6.

4.3 Loop invariants

Recall [loop;s] from the type system

Jb ¢ {¢ A }S{0}
y b {¢}while b do S od{¢ A —b}

where ¢ is an invariant (as it must hold before and after each iteration of the loop).
Invariants are not easy to generate as they require deep understanding of the state-
ments in S. Generating invariants are therefore not considered in this thesis. To ease
the implementation, the invariants are introduced in the semantics for loops such
that

while b do S od = while b do {¢}.S od
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where ¢ is an invariant, syntactical equivalent to a boolean expression b. This gives
the programmer the ability to specify an invariant ¢ for the iteration statement. With
this change [loops] then becomes

ybe {¢ Ab}S{o}
7 ¢ {¢while b do {:}S od{o A —b} (4.7)

[loopys]

4.4 Type checker

The implementation of the type system leads to a type checker. The type system does
not aid in determining the postconditions ¢’. Furthermore the rule of consequence
[consis] can be applied at any statement S, and it is therefore not deterministic when
to use this rule. To cope with this, the rule of consequence is incorporated into the
relevant rules which then gives a syntax-directed type system.

Algorithm 4.4 defines the function chk(y, ¢, ¢, S) for each statement S, which leads
to the following soundness property for processes.

Lemma 4.1. If chk(y,¢,¢,5) = (¢',¢) and ¢ is a tautology then y o {$p}S{d'}.

Proof. The proof is done by induction on the structure of S. All the axioms in the
type system yields a base case and the induction hypothesis gives the desired result
for the other inferences rules in the type system.

Case chk(y, ¢, ¢,skip) = (¢, true). It is clear that true is always a tautology. The
side conditions for [skip;s] are then ¢ = ¢ which is also true, and therefore

yte{o}s{e}.

Case chk(y, 4, 0,2 :=a) = (¢',¢). Let ¢ = (T2’ : ((¢[z'/x]) A (x = a[z'/x]))) and
¢ = (¢ = Pilay/z)) C Pyla/z]. The side conditions for [ass;s] then amount to

(6= (32" : ((¢[2"/2]) A (z = al2’/a])))[a/]) A e
= (¢ = (T2’ : (¢]2'/x] Na = alz'/x]))) Ac using x & fv(d[z'/z])Ufv(alz’/x])
=(p=¢)Ac using 2’ = x

If ¢ is a tautology then § b, {¢}z := a{¢'}.

Case chk(i,4, ¢,z :=" a) = (¢, ¢c). Let ¢' be the same as for chk(y, £, ¢,z := a), and
¢ = (¢= Pilay/z)) C Prla/x] ® {x: S({) < x} @ {x : S({) — €}. The side con-
ditions for [assls] then amount to ¢ as they did for chk(y, ¢, ¢,z :==a). If cis a
tautology then i, {¢}x =1 a{¢'}.

Case chk(y, ¢, ¢, S1;52) = (¢',¢1 Aca). Let (¢”,¢1) = chk(y, £, ¢,51) and (¢',c2) =
chk(y, £, ", S2). Assuming c; Acy is a tautology, the induction hypothesis gives
g ke {0}S1{¢"} and y bp {¢"}S2{¢'} which is the premise [comb], and we
have that § ¢ {¢}S1; So{d'}.
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Case chk(y, 4, ¢,if b then S; else Sy fi) = (¢1 V ¢2,c1 A ca). Let (¢1,¢1) = chk(ib, ¢,
¢ Ab,S1) and (¢2,c2) = chk(yb, £, ¢ A —b, S3). Assuming c; A ¢y is a tautology,
the induction hypothesis gives gbty {¢ Ab}S1{¢1} and gb 'ty {p A —b}S2{2}.

Let ¢/ = ¢1 V ¢2, and see that ¢ = ¢’ and ¢o = ¢’ is a tautology. Using

[consts] we can now get the premises for [ifis]

Prelon-bSlos) o

y:lz Fe {p A b}51{¢1} ity =@ /
yb e {¢ A D}S1{e'} yb e {¢ A b} S {d'}
Y ) {¢}If b then S else Sy fl{(b/}

which finalises this case.

Case chk(y, ¢, ¢,while b do {t}S od) = (L A=b,c A (¢' = 1) AN (¢ = 1)). Let (¢',c) =
chk(yb, £,¢ A b, S). Assuming c is a tautology, the induction hypothesis gives
gFe {t AND}S{¢'}. Using [consss| we can now get the premises for [loop:s]

géFe {t ANB}YS{o'} (6= )
yb o {e NbYS{e}
y ko {¢}while b do {¢}S od{c A b} |
g Fe¢ {¢}while b do {¢}S od{c A -} if (¢ =)

Assuming that ¢ = ¢ and ¢’ = ¢ are also tautologies, the case is done and we
have that y k¢ {¢}while b do {¢}S od{¢ A —b}.

Case chk(y,(,¢,chl(ay, ..., ax)) = (¢,c). Let c = (¢ = Pr(a:iy/#i)i<k) E Penlai/#i];<y,
o {kp: % < x}o{x; : x — €}. The side conditions for [out;s] are then (¢ = ¢) Ac.
If ¢ is a tautology then the side conditions hold and gy k¢ {¢}chl(aq,. .., ar){o}.

Case Chk(g7€a ¢7 Ch!t(ala ceey a’k‘)) = (¢3 C)‘ Letc = ((]S = P€<alg/#l>sz) L [ai/#l]zgk.
{Hp : S() < x} o {xp : S(0) — €} @ {xp : x <= x} ® {xp : x = €}. The side condi-
tions for [outls} are then (¢ = ¢) Ac. If ¢ is a tautology then the side conditions
hold and 3 F, {¢}ch!T(ay,. .., ar){d}.

Case chk(y, (,¢,ch?(z1,...,zx)) = (¢',¢). Let ¢’ = (I}, ..., 2} : (¢[2}/7i];<;)) and
c= (9= Pu(y/i)i<i)®Pen(#i/Ti)i<k T Pol#i/Tilcp 0xp % < *fo{xg 1 x — €}
The side conditions for [in:s] are then
(a1, 2k 1 (9) = (F2h, . @+ (Dlai/wi] <)) N e
=c using z} = z; for all i

If ¢ is a tautology then y by {¢}ch?(x1, ..., z5){d'}.

Case Chk(g7£a ¢ﬂ ((Sl) S5 (SQ))) = ((rbl \ ¢27 GWA 02)' Let (¢1a Cl) = Chk(ga ga ¢a Sl) and
(¢2, ca) = chk(y, £, ¢, S2). Assuming c¢; Acq is a tautology, the induction hypoth-
esis gives that g by {¢}S1{¢1} and § ¢ {#}Sa{p2}. Let ¢’ = ¢1 V ¢o and see
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that ¢1 = ¢’ and ¢2 = ¢’ is a tautology. Using [cons;s| we can now get the
premises for [choys]

Yo {o}Si{o1} | , U {9} Sa{d2}
T 0)5le) LN T G ()50
7 e {9}((S) & (S2){9'}

which finalises this case.

if ¢2 = d)/

Case chk(y, ¢, ¢, [z]S) = (¢, ¢). Let (¢,c) = chk(yz, ¢, $,.5). Assuming c is a tautol-
ogy, the induction hypothesis gives yz by {¢}S{¢'} which are the premises for
[tmplss] and we have that y by {¢}[2]S{¢'}.

O
A similar soundness property can be found for systems.

Theorem 4.1. If chk(e,l;, ¢, S:) = (¢5,¢i) for all i < n and (c1 A ... Nep) is a
tautology then b {d1& -+ - &dp} 11 : S1 || -+ || ln : Sn-
(proven using directly by using Lemma 4.1 Appendiz A.16)

Let ®(¢) = ¢ be a function mapping each label ¢ in a distributed system Sys
to its initial precondition. Recall a fully defined system (Sys, S, NSA, Pg,,) and the
function for verifying it is then

verify(Sys, S,NSA, Psys,®) =ci A--- Ac; A+ A ¢, where
(¢}, ¢;) = chk(e, l;, ®(1;),S;) for each label I; in Sys

If the result of verify(Sys, S, NSA, Pg,,, ®) is a tautology, the distributed system Sys
is secure according to the policies Pgy, and the initial preconditions ®. Otherwise it
is not secure and there is an illegal information flow.

When a predicate is satisfiable it is true under at least one configuration, and
therefore a tautology if the negated predicate is unsatisfiable. Using the verifier
function ¢ = verify(Sys, S, NSA, Ps, s, ®) where ¢ should be a tautology and thus it is
to figure out if —c is unsatisfiable. As we have seen in some of the previous examples
such a side condition can look like

c=(x=3)=(>2NFy: (y<x))) (4.8)

and a regular SAT solver can hence not be used, because this is not a regular boolean
predicate. Instead a STM solver is needed to determine if —c is unsatisfiable, as it
can determine relations on structures such as integers.

Together with the soundness of the type checker is also the completeness result
(in sense of Cook). The proof is not shown here, as it can be difficult to establish.

Conjecture 4.3. Ify o {¢}S{¢'} then there exists ¢" and ¢ such that chk(y,{, ¢, S) =
(¢,¢), and ¢" = ¢’ and E c.

Proof idea. Proof by induction on the inference system, in relation to the restrictions
of ¢ and c. O
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Chk(gv ga d)v Sklp) = (¢7 true)

Chk(yag ¢,.T - ):( /,C
where ¢ =

chk(y, £, ¢, 2 :=t a) = (¢',¢)
where ¢' = (32" : ((¢[2'/z]) A (z = a[2'/2])))
¢ = (¢= Play/z)) C Pla/z] e {z : S(€) + *} o {z: S({) — €}

Chk(ga €7 ¢a Sl; 52) = (¢/7 C1 A 02)
where (925/1701) = Chk(ga€a¢a Sl)
((725/7 02) = Chk(ga f’ ¢”7 SQ)

Chk(g, £,¢,if b then Sy el§e Sy fl) = (¢1 V o, c1 A CQ)
where (¢1,c1) = chk(yb, £, ¢ A b, S1)
((]527 CQ) = Chk(gb, £, ¢ N b, SQ)

chk(y, ¢, ¢, while b do{t}S od) = (¢t A=b,c A (¢ = 1) A (¢ = 1))
where (¢/,c) = chk(yb, £, A b, S)

chk(y, £, ¢, chl(aq,...,ax)) = (¢, ¢)
where ¢ = (¢ = Polaiy/#i)i<k) T Penlai/#il;<), @ {xe 1% < x} o {5 1 x — €}

chk(y, £, ¢, ch!(ay,...,ax)) = (¢,c)
where c = (9= Polaiy/#i)i<k) Clai/#ilicp, @ {xp : SU) + *}
o {xy :S(0) > e} o {xp:x<—x}o{xp:x €}

Chk(@? g? d)? Ch?(‘r'[’l? MR ‘rk)) = (¢I7 C)
where ¢ = (3,7 (Pl /ilicy)
¢ = (0= Pu(y/xi)i<k) ® Pen(#i/wi)i<k © Pol#i/wi];<),
o {hy k< K} o{xy:k— e}

chk(y, £, ¢, ((S1) & (52))) = (¢1 V d2,c1 A c2)
where (¢1,c1) = chk(g, £, ¢, S1)
(¢2,c2) = chk(y, 4, ¢, S2)

chk(y, 4, ¢, [2]5) = (¢, )
where (¢, c¢) = chk(yz, ¢, ¢,5)

Algorithm 4.4: Recursive function chk(y, ¢, ¢, S) for type checking.



54 4 Implementation

4.5 Concrete implementation

All the algorithms and auxiliary functions such as substitutions use matching on the
structure, and a functional programming language is a good choice for the concrete im-
plementation. The functional programming language Standard ML (SML) [Mil+97]
which is compiled and executed with the Standard ML of New Jersey compiler [SM-
L/NJ] has therefore been used.

An actual lexer or parser for the presented language has not been developed, and
S, a, b, P, ¢, a™, and c are therefore datatypes used to build up an abstract syntax
tree. This is only a proof-of-concept implementation and only influencer policies are
considered, which fits well with the poorly defined Conjecture 4.1 for simplifying the
part with the basic reader policies in the preorder. With this restriction the final
algorithms for deciding the preorder P C P’ are defined in Algorithm 4.5.

Z3 is a STM solver supporting arithmetic expressions and quantifiers [Z3]. This
solver is therefore used to verify if the result ¢ = verify(Sys,S,NSA, Pgys, @) is a
tautology and thereby whether —c is unsatisfiable. Verifying ¢ from (4.8) in Z3 is
written as

1 (declare-const x Int)

2 (assert (not

3 (implies (= x 3) (and (> x 2) (exists ((y Int)) (< y x))))
4))
5 (check-sat)

which gives the result unsat for unsatisfied.

As seen in Algorithm 4.5 the preorder P C P’ is simplified to only contain the
assertions ¢, variable equalities © = v’ and equality of security principals o = o’ and
s = s'. In implemented syntax for the side conditions ¢ therefore gives

¢ uw= true | false | —¢ | c1Ace | ca1Ve

| afrela; | Fu:(c)) | c1=>ca | s1=s9

only changing P' C P? to equality of security predicates s; = s, as this is the only
extra predicates needed for the simplification.

A more through description of the development of the type checker and how to
use it can be found in Appendix B.
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order(Bye...e B, ,Bje...eB,) = /\ \/ order(B;, B})
1<i<n 1<j<n’
e={uio+s}),(f={u: 0« s)) == (@ Au=uro=0d ANs=5)
}:{}) = true
b = {u 0 + §'})) = true
o= {uzoc s}, {}) = ¢
P’) = order(inf(P),inf(P"))

order

order

N A A~

order

(
(
order(
(
(P,

order

Algorithm 4.5: Function order(P, P’) for deciding the preorder P C P’. In all cases
B and B’ are basic influencer policies.
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CHAPTER 5
Avionics scenarios

sing the implementation, it is now possible to type check non-trivial systems which
spring from the avionics industry. The first scenario is the gateway presented previ-
ously.

The other scenario is of great relevance to the avionics industry and constructed
with help from PhD student Ximeng Li from DTU Compute. The scenario is fictive
and yet realistic according to some of the security problems in the airplanes. This is
a much more complex example than the gateway and have therefore not been type
checked, but yet it reveals a more plausible case from the industry and the description
of the system is therefore included motivating further usage of the type checker.

5.1 Gateway

Recall the gateway example from Section 1.3 which are shown again in Figure 5.1.
Here there are two producers p; and ps sending data to the multiplexer m using the
channels in; and iny. The multiplexer m then send it to the demultiplexer d using
only ch. Then d demultiplex the data and send it the the consumers c; and ¢y, while
respecting that the data from p; only reach c; and respectively for co.
The code for all the processes are:
Sys = p1 : while true do {true}in;!1 od
|| p2: while true do {true}ins!2 od
I m: while true do {true}((iny?x1;ch!(1, 1)) & (inx?xq; ch!(2,22))) od
I d: while true do {true}ch?(y, z);if y = 1 then out;!z else out,!z fi od
I c1: while true do {true}out; 7wy od
I c2 : while true do {true}outs?wy od

It is noted that each process has its own set of variables Var,.

P1 ing outy €1

ch

P2 ing outy Co

Figure 5.1: Gateway [NNL15].
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As the processes p; and ¢y will communicate with each other, it makes sense that
they belong to the same security principal, and vice versa for ps and cy. The security
principals for all the processes are then

S(p1)=s1 S(p2) =52 Sm)=m S(d)=d S(c1)=s1 S(c2) =52

where our special security principal is NSA € Pr as usual.
We are now ready to define all the policies for the system. The two producers do
not contain any variables and thus have a simple policy.

P, ={}
szz{}

The incoming values from p; may only be influenced by s; and conversely for ps.

P ={x1:m,s1 + s1}

o {22 :m, 89 < $2}

As y is the determining value for the destination in the demultiplexer, this must only
be influenced by m. We now use the conditional policies to have two different policies
for z.

Py={y:m,d+ m}
e(y=1={z:m,d,s; < m,d,s1})
o(y=2={z:m,d,s2 < m,d, s2})

The final process policy is for the consumers, that ensure that w; only is influenced
by s1, m and d, and likewise for ws which can be influenced by ss, m and d.

P, ={wy :m,d,s1 + m,d,s1}
P, ={ws :m,d, s2 4 m,d, s}

The channel policies are defined in a similar fashion where in; and ins respectively
are influenced by s; and ss.

Pn, = {*g :m,s1 < 51}
Py, = {*4 :m,s2 < s2}
The main channel have two different policies for the second channel variable which

depends on the value for the first channel variable, and the conditional policies are
thus used again.

Py ={#1:m,d + m}
.<#1 = 1:{#2:m7d781 <_81})
o (#1=2={#2:m,d,s2 < s2})
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At last is the policies for the output channel, which are equivalent to the policies for
wi and wa.

Pout, = {*% :m,d, s1 < m,d, s1}
Pout, = {*% : m,d, s3 < m,d, s2}

It is seen that all the policies are localised, and the full system policy amounts to
Psys =F,, e F,,e P ,ePje P eF e, eF, eFP el eF,,
which results in a fully defined system (Sys, S, NSA, Pgys).

5.1.1 Type checking the gateway

Let ®(¢) = true for all processes ¢ in Sys. By using the implemented type checker
the systems is not considered secure

verify(Sys, S, NSA, Pg, s, ®) # Tautology (5.1)

A further investigation reveals that it is the process d which are not secure.

chk(e, p1, true, Sp, ) = (¢p,, @p,) where ¢, = Tautology
chk(e, pz, true, Sp,) = (cpz,qu) where ¢, = Tautology
chk(e, m, true, Sp) = (¢m, &h,) where ¢, = Tautology

chk(e, d, true, Sq) = (cd, ¢y) where c¢q # Tautology
chk(e, ¢y, true, Sc,) = (¢c,, ¢L,) where ¢, = Tautology
chk(e, ca, true, Se,) = (e, ¢r,) where ¢., = Tautology

The first execution in d is ch?(y, z) where the type checker makes the following
caparison of policies

(true/\true:> {y:m,d<m}e(y=1={z:m.d s1 < m,d, s1}) )

o(y=2={z:m,d,sg < m,d, sa2})
o {#1,y:m,d+ m}
o (#1=1={#2,2:m,d,s1 + s1})
o (#1 =2={#2,2:m,d, s2 < s2})
C
{y:m,d < m}
o (#1 =1={z:m,d,s; < m,d,s1})
o (#1=2={z:m,d, sy + m,d, s2})
o {#1,#2 : 81,82, m,d,NSA < s1, s3,m,d, NSA}
This comparison fails because of the policies concerning z. Some policies on the
left-hand side have conditions including y and on the right-hand side the conditions
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includes only #;. Using Algorithm 4.5 gives among others the following basic policy
relation

(y=1={z:51+81}) C(#1=1={z:81 < 51})
=y=1)=((#1=1DA(2=2)A(s1=151) A (51 = 51))
:y:1:>#1:1

Intuitively this is true as y is assigned in the first channel variable but the type system
have no notion that these two variables are equivalent. It therefore seems to be a
false positive.

Recall the policy part of the side condition for [ing]

(0= Pu(y/xi)i<k) ® Pen(#i/xi)i<k T Pol#i/Til;cp @ {p : % x} o {5y 1k — €}

N————’
(a), (a), (b) (d)

If £ =d and ¢ = true A true we see that this is indeed is the policy the type checker
also found. Here the variables used in conditions for the conditional policies in (a);
are from Vary, and conditions in (a)s are from Vary, and conditions in (b) are from
Vary. If there are conditional policies in P, and P, the problem we have encountered
will thus be there again.

The solution of this false positive is then to modify the underlying type system,
where all the conditions should be substituted to either process variables or channel
variables, where the former is exemplified here

(0= Pu(y/zi)i<k) ® (Pen(#i/i)i<i)[wi/#ili<p E \Pie_/. (g i x =} @ {hy i % — €}
(a) (a)), (®) (d)

A quick-fix in the concrete implementation reveals that this indeed works and that
d becomes secure. Left is though to proof Lemma 3.1 with this change, which is not
easy and have thus not revealed any profitable results. It is therefore still an open
question whether the suggested change actually follows Lemma 3.1, or if something
other have to be done.

5.2 Electronic flight bag

When the airplane is on ground, map and charts for the current flight is loaded into
an electronic flight bag which is then positioned in the AIS domain. Obviously these
maps are used for navigation in the cockpit (AC domain) but they are also used by
the passengers in the entertainment system (PIES domain) to show the location of
the flight.

The actual position is measured using satellite-based systems (e.g. GPS) and
ground-based systems (e.g. long range radio navigation). The input from these sensors
is in the AC domain which is the most restrictive domain.

The information flow for the maps and position information is sketched in Fig-
ure 5.2. Here there are processes in all of the five security domains, with their corre-
sponding channels. Obviously the positioning and map information should be view-
able for both the passenger and the pilot, but the passenger should not be allowed



5.2 Electronic flight bag 61

Passenger Information and

Aircraft Control Airline Information Service . — Passenger-owned Devices
Entertainment Service
Cockpit display
Cd Cabin system
Passenger display
cab 4
cdisp “Sockpit system Entertainment system  PAiSP p
Cabloc eloc
cp ent
cmap emap
cloc FElectronic flight bag req o h
efb
Passenger handle
pPos
Positioning sensors load {
Ground gr

Ground map database

Figure 5.2: Involved processes in the distribution of location and map data.

to influence what is on the pilots screen. The challenge is therefore to annotate the
different data sources with strong policies and still ensure that the passenger can not
influence the cockpit display.

The processes gr, ph and pos are simple producers which sends map data, passen-
ger requests, and the position of the flight respectively. The processes cd and ph are
displays (consumers), only showing whatever they receive from their channels. The
cockpit system cp continuously request the position from the sensors, and either com-
bine it with the map and sent it to the cockpit display cd, or only sends the position
to the cabin system cab. The electronic flight back efb either sends the map to the
cockpit system or the entertainment system ent. The cabin system simply forwards
all positioning information to the entertainment system. At last the entertainment
system gets requests from the passenger handle ph, and relatively to the request either
shows the combined map and position information or something else like a movie.
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CHAPTER é
Discussion

During the design and implementation different observations, errors and opportunities
for improvements were found. This chapter illuminates and discusses these findings,
together with alternative methods and possible extensions for different parts.

6.1 Predicates

There are multiple predicates used in the design with the following syntactic categories

b € BExp boolean expressions

¢ € Invar invariants

¢ € PolCond policy conditions

¢ € Asser assertions (preconditions and postconditions)
c € Cond side conditions

and the following syntax

a = n | ay Op G2
at = n | # | af opad

b u= true false | —b | biAby | b1 Vb
| ap rel as

L o= b

p = true false | —¢ | @1 Ap2 | ©1Ve
| af relaf | (3 ()

¢ = true false | =9 | o1 Ads | D1V o
| ay relay | (Bu:(9))

c = true false | —¢ | caANes | e Ve
| afrelaf | Gu:(c) | e1=>co | P'CP?

It can be seen that BExp = Invar and PolCond = Asser, i.e. they respectively
express the same language. Furthermore,

BExp C PolCond C Cond (6.1)
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illustrating that there is an increased complexity in the predicates going from boolean
expressions to side conditions. This emphasises that boolean expressions and invari-
ants can be used in assertions, and that assertions can be used as policy conditions.
Furthermore, if we want to increase the complexity of the assertion language ¢, we
must likewise increase it for policy conditions ¢.

6.2 Blowup in policy predicates

Using Algorithm 4.5 on large policies results in a huge predicate due to the distribution
of the predicates and the comparison of the basic policies. Let |P| denote the number
of policies inside P. Take a policy P = (¢ = {Zj : 05, + Sm}), where the size of Ty,
is k, 0, is n and S,,, is m, and |P| = 1. Then |inf(P)| = k& x n x m, which gives that
inf(P) contains knm basic influencer policies.

Assume P’ is a slightly modified version of P, like some of the orderings P C P’
from the side conditions in the type system, then |inf(P)| = |inf(P’)|. Recalling (4.6),
the comparison of the basic policies then gives

Bye---eBy,,CBje---eB, = /\ \/ BiEB;' (6.2)

1<i<knm 1<j<knm’

which amounts to ~ (knm)? comparisons for this single example. The simplification
of B C B’ from Fact 4.6 amounts to the predicate

d= (@ Nu=urNo=0d Ns=5)
Q

where @) can be determined right away because it just contains single variables and
security predicates. Therefore, the final analysis amounts to ~ (knm)? predicates of
the type ¢ = ¢’ A Q when type checking with the policy (¢ = {Z : 0, < S;m}). All
these small predicates can be verified in parallel before taking the proper disjunction
and conjunction of the individual results building up (6.2). Thus, the overall running
time to verify a large system can be minimised drastically.

6.3 Tracing insecure systems

Let (Sys,S,NSA, Pgy,) and ® be defined such that ¢ = verify(Sys, S, NSA, Pgy,, ®)
is mot a tautology, meaning the system is not secure.

To get a more useful result the programmer needs some more feedback and a
trace can be established to find the reason that ¢ is not a tautology. Recall that
c=c1 AN N+ Ny, and a tautological ¢ therefore implies for each process that
¢; is a tautology. Conversely, if ¢ is not a tautology, neither is ¢; for one or more
processes.

All the side conditions for the statements are present in ¢; = ¢;; A .... Assume
¢; is not a tautology; then at least one of the side conditions for the statement c;;
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is not a tautology. This side condition is violated either by an inconsistency in the
invariants from a loop statement or by a comparison of two policies.

Assume there is a problem with comparison of the policies as we first saw in the
simple assignment example in Section 4.2.1. The problem could be further traced
back to the origin, which leads to

(x=4={y:s< s} Z(x>5=>{y:s+ s} (6.3)

From here a further study reveals that x is assigned to 4 and y is influenced by x
which is not allowed by the original policy (x > 5= {y: s + s}).

When the programmer encounters an insecure system it is therefore possible to
get an idea of why the distributed system is not secure and uses this to change the
policies, invariants or the statements such that the system becomes secure. The
trace functionality is cumbersome to implement, however, because each step in the
algorithms should be annotated such that a backtrace can be established. Hence,
backtraces are not considered in the concrete implementation, which only reveals the
two resulting policies used in the policy comparison.

6.4 Implicit flow in nondeterministic choice

Take the system

Sys=4L:2:=0;((x:=2;y :=1) ® (skip)); chlzx (6.4)
where S(¢) = s and
Pr={r:x<x}e{y:s<+ s} P, = {#1 : % < x} (6.5)

Looking at the first branch statement in the choice operator, a change in x is accom-
panied by a change in y. When z leaves the process its value can then be used to
determine whether y was changed, thus entangling knowledge of y with knowledge of
x. Hence, it looks like there is a flow from y to z. Take ®(¢) = true and by using the
concrete implementation verify(Sys,S,NSA, Py e P.,, ®) gives a tautology. The type
system does therefore not cover such a flow, which could possibly be described as a
covert channel.
A similar problem is also found in conditional branching

£:x:=0;if bthen z :=2;y := 1 else skip fi; chlz

where there again is an entangling knowledge of y with knowledge of x. Whether
these two examples can give any practical problems is left as an open question.

6.5 Cryptography

The policies enforce that all channels only can be read and influenced by those who
are specified in the policies. Consider therefore an unprotected channel where every-
one can influence and read the information, and we still want a secure transfer of
information from one security principal to another.
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First we introduced a public key infrastructure such that each security principals
s € Pr has a private key kj,;, and a public key kj ;. A variable z encrypted with &
is denoted enc(k,x). Conversely decrypting a variable y with k is denoted dec(k,y).
Consider now a distributed system where the security principals s; want to send
Z to o using an unprotected channel and still want to ensure the confidentiality and
integrity of the information. To guarantee confidentiality of = the message s encrypts
the information z’ = enc(k;Zb, x) such that only sy can decrypt the information. For
integrity, s; can create a signature on z’ (e.g. a hash function denoted H(z')) and
encrypt this with its private key y' = enc(k,,,,, H(z')), and sent it along with 2’.
The security principal s now receives (z/,y’) and can calculate

a” = dec(ky?;,,x") y" = dec(ky;, y)
If H(z') = y” then 2” = z and nobody could have influenced or read the secret
information on the transferrer except s; and so (assuming H is a collision-free hash
function and the keys are large enough).

All this concludes that s, must be allowed to read x in the first place. Furthermore,
2" must be allowed to be influenced by z. Thus, the variable 2’/ needs to get the
same readers and influencers as x have for s;. Based on this, additional notation is
required to ensure this before the actual assignment.

When H(z') # y” someone has either tampered with 2’ or the signature y’, and
the integrity of x is not preserved. The message can therefore be discarded because
a2 # x, and the assignment should not be allowed. Considering that s; and sy use an
unprotected channel, handling information loss is therefore considered good practices
when implementing such a system.

Adding cryptography could therefore simplify some parts of a distributed system
due to the less restrictive channels. However, it does increase the complexity of the
processes as they must handle data loss, encryption, and decryption. Furthermore,
having a public key infrastructure also requires some setup as all public keys must
be available for all processes. Further investigation is needed to verify if the above
scheme is secure, and further examples are needed to determine to what extent adding
cryptography helps making a system more secure.

6.6 Asynchronous communication

From the instrumented semantics for systems, it is clear that this thesis only covers
synchronous communication. Asynchronous communication requires some sort of
buffer to store the information, here termed a buffer channel. Using syntax inspired
by KLAIM [DFP98], the statement out(a)@ch puts the value of a on the buffer
channel ch and continues execution, while the statement in(z)Qch gets a value from
the buffer channel ch and stores it in .

Consider now the following two systems

Sync =1y : chy!3;chpg?z Il l2 : chp!8;chaly
Async =1 : out(3)Qchy;in(xz)Qchp I I2 : out(8)Qchp;in(y)Qch 4
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First, it is seen that Sync will never terminate because l; waits for someone to receive
the message on ch 4. The Async system will clearly terminate because of the channel
buffers.

No structure for the buffer is proposed and there are therefore no guarantee of the
ordering of the buffer. Consider the following

Asyncg = 1y : out(4)Qch;out(8)Qch ||= Iz : in(z)Qch (6.6)

Here there will be no guarantee whether the value for z will be 4 or 8.

Looking back at the avionics case it could be useful to reason about the security
using asynchronous communication, as this could be used by some transport protocols
such as UDP, where there likewise are no guarantee for the ordering of the data.
Some security considerations have been made in [HNNOQ9] for a distributed system
concerning using asynchronous communication.

6.7 Greatest lower bound operator

In Section 2.3.6 it was shown that e was a least upper bound operator according to
the defined preorder C. Consider now an extension of the policies

P:= .. | PloP?
with the influencers and readers are defined as the reverse of e.
Infl (P! o P?,0,q,y) = Infl (P, 0,q,y) NInfl (P?,0,q,y) (6.7)
Read (P' o P?,0,q,y) = Read (P',0,q,y) URead (P?,0,q,y) (6.8)
The operator is then dual of e and therefore a lower bound on the policies.
Conjecture 6.1. The operator o is a greatest lower bound operator on Pol.

Proof idea. Using same reasoning where e was shown to be a least upper bound in
Fact 2.5. O

Consider influencers and readers for the policies similar to those presented in the
end of Section 2.3.3

Infl ({s1: 81,82 <=y} o{si:s1,83 < y},0,51,9) = {51,852} N {s1,83} = {51}
Read ({s1: 1,82 > y}o{s1:81,83 =2 y},0,81,y) = {s1,82} U{s1,s3} = {51, 52, 83}

Only the security principals who are in all influencer policies are allowed as influencers.
Conversely, a security principal need only be allowed by one policy to be allowed as
a reader.

Looking at the readers for a single variable, its confidentiality level decreases as
more readers are allowed to read the information. In some sense the information gets
declassified. Conversely, for the influencers for a variable, its integrity level decreases
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Alice Bob Charlie

/ \

Stewardess Auto pilot Pilot Passenger

\ N

Cabin crew Airplane control

Figure 6.1: A principal hierarchy for avionics.

as we say that less principals may influence the information. The result using the
operator is therefore an endorsement of the two policies.

Adding this operator to the policies therefore gives the programmer even more
complex ways of specifying policies. Though it seems unclear if there are any advan-
tages, as it gets more complex to verify if the policies have their intended meaning
according to relevant specifications and regulations.

6.8 Principal hierarchy

DLM principals are used to denote programs, users, and groups in a principal hierar-
chy [ML97] like the one presented in Figure 6.1. Here the user Alice can act for the
group stewardess and passenger, where the the stewardess also can act for the cabin
crew. Bob is a pilot, and can therefore act for the passenger, cabin crew and pilot
group where the latter can act for the program airplane control.

In this thesis the security principals have no connections. Multiple processes can
use the same security principal to group processes together, but we can not assign a
process to multiple security principals.

To take advantage of a principal hierarchy, some more notation is needed, such that
a user can make a procedure call to another program (e.g. Bob can call the airplane
control program). The program can then check if the caller have the appropriate
authority to run the program (e.g. that Bob can act for the pilot group).

6.9 Related languages protecting information flow

Some existing programming languages provides information flow control similar to
what is presented in this thesis.

The main example is Jif [Jif] which was proposed with DLM in [MLO00]. Jif is an
extension to the Java programming language enabling the programmer to initialise
variables with DLM labels as we have seen in Section 1.2. The Jif compiler then stat-
ically checks that the integrity and confidentiality of the information holds according
to the specified labels, thereby producing a secure executable Java program. The
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policies {u : 0 + s}, {u: 0 — s}, Py ® P, and P; o P, from this thesis can be specified
directly in Jif.

A slightly different approach is used in Jeeves, presented in [YYS12]. The au-
thors consider the GPS system, which until 2000 provided different precision levels
depending on the context (military or civilian). They show policies which are similar
to the conditional policies (¢ = P) from this thesis. Their main implementation is
in Python, using Z3 as a STM solver [Yan|. As they only do runtime checks of the
policies they have a delay of the evaluation for the runtime execution.

Lastly, [Miil+14] presents Cif which is a verifier for the C language. The paper
uses an extended version of DLM with policies very similar to those presented in this
thesis, with influencer and reader policies and conditional policies. The C program is
first checked with Cif and then translated into a regular C program for compiling and
execution of the secure program. The authors also relate their work to the avionics
scenario and security gateway described in Sections 1.3 and 5.1.
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CHAPTER 7
Conclusion

This thesis shows that it is possible to build a tool to verify security policies for
systems similar to those used in the avionics industry. The abstract model have
the same properties as the current system running on airplanes where information
flows can be checked for each execution. Furthermore, it has also been made possible
to type check a system against its policies such that any execution path leads to a
secure system (according to our definition of a secure system). Thus, the systems in
airplanes can be made more secure than they are today.

The definition of the policies leads to a neat join-semilattice (Pol, e, C=). Further
examinations reveal that all the policies can be unified and described using the same
basic policy through the implication normal form. The comparison of basic influencer
policies leads to a simple result, while leaving a simplification of basic reader policies
for future work.

In spite of all their careful separation, the avionics industry reveals a case where
they still have multiple security domains using the same resource. This case represents
a gateway connecting multiple domains using a single channel. This can not be
efficiently solved with standard policies from DLM and an extension is described.
Here the policies can depend on their content such that information securely can
reach its destination over the shared channel.

The type checking of this gateway, though, reveals a false positive, in which a
secure system is erroneously declared non-secure. Suggestions are made on how to
modify the type system but is left unresolved.

Further analogies between DLM and the described policies have been illuminated
in form of the the greatest lower bound operator and the principal hierarchy. The
discussion also covers how non-secure systems can be traced back to the core problem
of why it is non-secure. At last opportunities and problems by adding cryptography
and asynchronous communication to the syntax was coverd.
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APPENDIX A
Proofs

This appendix contains all the proofs which are not directly relevant to have in the
main thesis.

A.1 Fact 2.3

Assume o[z — [a]o] = ¢, then in the evaluation of the satisfaction the variable x
will be looked up in o. If x ¢ @ then all occurrences of the variable x can the be
substituted directly into ¢ by ¢[a/z] and the value of x in o is therefore not needed,
thus gives o = pla/z]. If x € a, the evaluation of [a]o will be related to an old value
of z denoted z’. Likewise after the substitution ¢ could contain x which should be
related to z’, which is available by looking up z in o i.e. o(z).

For the other side, a similar deduction can be used when assuming o | ¢[a/z] to
get o[z — [a]o] | ¢.

A2 Fact2.4

The ordering C is reflexive because for all P, o, ¢, and y it holds that P C P

(Infl (P, 0,q,y) C Infl(P,0,q,y)) A (Read (P,0,q,y) 2 Read (P, 0,q,y))
= (Infl(P,0,q,y) = Infl (P,0,q,y)) A (Read (P,0,q,y) = Read (P, 0,q,v))
= true

The ordering C is transitive because if P T P? and P? C P3 then P! C P3. For all
0, q, and y the influencers are

Infl (Pl,a,q7y) C Infl (P27J,q,y) C Infl (P3,a, q, y)
= Infl (Pl,a,q,y) C Infl (PS,U7 q, y)

Similar for readers this also holds

Read (P',0,q,y) 2 Read (P?,0,q,y) 2 Read (P?,0,q,y)
= Read (P',0,9,y) 2 Read (P®,0,4,y)
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A.3 Bottom elements

For all the equivalences (2.17) to (2.20) the influencers must be € and the readers
must be x for values of o, ¢ and y, which they are using the definition of influencers
and readers directly

Infl({e: 0+ 5},0,q,y) =€ Read ({e: 0+ s},0,q,y) = % (A1)
Infl({e: 0 — s},0,q,y) =€ Read ({e¢: 0 — 5},0,q,y) = * (A.2)
Infl ({@: e« 5},0,q,y) =€ Read ({u: € + §},0,q,y) = * (A.3)
Infl({z:e— 5},0,q,y) =€ Read ({u: e — §},0,¢,y) = * (A4)
Infl({@: 0+ €},0,q,y) =¢ Read ({a: 0« €},0,q,y) =* (A.5)
Infl ({x: % = x},0,q,y) =€ Read ({* : x = x},0,q,y) = % (A.6)

It is here assumed that u, s, and o can be any set from € to *.

For the inequality {} # {4 : 6 — €}, there exist one ¢ € 6, and y € «, such that
Infl({a:0— €},0,q,y) =€ Read ({u:0 — €},0,q,y) = ¢ (A7)

The influencer set is € as required, but the reader sets not *.

A.4 Semilaftice

Using the definition of the influencer set and reader set, it can easily be seen that for
all o, ¢ and y that e on Pol is idempotent (from (2.24))

Infl (P e P,o,q,y) = Infl (P,0,q,y) UInfl (P,0,q,y) = Infl (P,0,q,y)
Read (P e P,0,q,y) = Read (P, 0,¢,y) N Read (P,0,q,y) = Read (P, 0, ¢, )

commutative (from (2.25))

Infl (P1 . PQ,J,q,y) = Infl (Pl,a,q,y) U Infl (PQ,o,q,y)
= Infl (P?,0,q,y) Ulnfl (P, 0,q,y)
nfl (P2 o Pl o, q,y)
Read (P! e P?,0,q,y) = Read (P',0,q,y) N Read (P?,0,q,y)
= Read (P?,0,q,y) NRead (P',0,q,y)
= Read (P? e P',0,q,y)
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and associative (from (2.26))

Infl ((P1 e P?)e P30, q,y)
= (Infl (Pl,a,q,y) U Infl (P2,a,q,y)) U Infl (Pg,a,q,y)
= Infl (Pl,a, q, y) U Infl (P27a,q7y) U Infl (P37U7q,y)
= Infl (Pl,cr, q, y) U (Inﬂ (PQ,U,q,y) U Infl (P3,cr, q, y))
= Infl (P1 o (P2e P?), mq,y)

Read ((P1 e P?) e P3 0,q, y)
= (Read (P',0,q,y) NRead (P*,0,q,y)) NRead (P*,0,q,y)
= Read (P',0,q,y) NRead (P?,0,q,y) NRead (P?,0,q,y)
= Read (P',0,¢,y) N (Read (P?,0,q,y) NRead (P?,0,q,y))
= Read (P! o (P? ¢ P?),0,q,y)

A.5 Equivalences

A.5.1 Distribution laws

For all uy, us, 0, 5, 0, ¢ and y the influencers are the same on both sides of the
{1]1122:5(—5}5{@115(—5}.{12215(—5}
Infl ({t1usz : 0 < $},0,q,9)
5 ifyemUisAgeED
~ le otherwise
s ifyeuy ANgeo U s ifycecusNgeo
~ |e otherwise € otherwise
= Infl ({u1 : 0 < 5},0,q,y) Ulnfl ({uz : 0 < 5},0,q,y)
=Infl({u; : 0+ s} e{uy: 0+ 5},0,q,9)

and for readers

Read ({u1uq : 0 < $},0,q,y)
=Pr
=PrnNPr
= Read ({1 : 0 + §},0,¢,y) NRead ({us : 6 < s},0,q,y)
=Read ({u1 : 0+ 5} ®{uy : 0+ §},0,¢,9)

For all uy, us, 0, 5, 0, ¢ and y the influencers are the same on both sides of
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{amug:0—> 5} ={uy:0— st e{uy:0— 5}

Infl ({yitz : 0 — 5},0,q,y)

=ecUe
= Infl {a; : 0 = §},0,q,y) Ulnfl ({uz : 0 — 5},0,q,9)
=Infl({ay: 06— 5} 8 {ii2:6— 5},0,q,y)
and for readers
Read ({uiyiiz : 6 — 5}, 0,¢,y)
B S ifyealLJ’l_LQ/\an
Pr otherwise

s fycuy ANycus ANqg€eo
s ifyeupNhygusNgeo
)5 fyduAycetusAqgeo

Pr otherwise
{s ify€u1/\q€0m{s ifycusAgeo

Pr otherwise Pr otherwise

= Read ({1 : 0 — §},0,¢,y) NRead ({uz : 0 — 5},0,q,y)
= Read ({u; : 0 — s} e {uz : 0 — s},0,q,y)

For all w, 01, 02, s, 0, ¢ and y the influencers are the same on both sides of
{a:0100 + s} ={u:01 < s}t e{u:09 < 5}
Infl ({@ : 0102 < $},0,q,9)
s ifyeunqgeoUos
~ Je otherwise

€ otherwise € otherwise

_{s ifyciuAgeo U{s if y €iAqE oy
=Infl({u: 01 < 5},0,q,y) UlInfl ({u: 02 < 5},0,q,y)
= Infl({w: 01 < s} e {u:02 « 5},0,q,9)

and readders

Read ({u : 0102 + 5},0,q,)
=Pr
=PrNnPr
= Read ({u: 01 + $},0,¢,y) NRead ({@: 02 «+ 5},0,q,y)
= Read ({t: 0y « 5} @ {u: 0y « 5},0,q,9)
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For all u, 01, 02, s, 0, ¢ and y the influencers are the same on both sides of
{:0100« 5} ={:0, < 5} e{ii:0y ¢ 5}
Infl ({@: 0102 — s}, 0,q,9)
=€
=eUe
=Infl({u:01 = s},0,q,y) UInfl ({u : 02 — s},0,q,y)
=Infl({u:01 > s} e{u:02 — 5},0,q,v)

and for readers

Read ({@ : 6102 — 5}, 0,¢,y)

|

ifyeﬂ/\qeélLJég

FUQIJI
-

otherwise

VA

ifycuNnqgeor Nq€ os
ifyeungeorNqg&os
s ifyeunggor Nqe€os

@]

Pr otherwise
{s ifycuigeo {s ifycuAqe o

Pr otherwise Pr otherwise

= Read ({@: 01 — §},0,¢,y) NRead ({u : 02 — 5},0,q,y)
=Read ({:0; = s} e{u:00 — 5},0,q,9)
For all u, 0, 1, S2, 0, ¢ and y the influencers are the same on both sides of
{ti:0 5.5} ={t:0« 51} e{u:0+ 5}
Infl ({@: 0+ 5182},0,q,9)
_[s1Usy ifyeungeo
e otherwise
K ifyeungeo U sy ifyeunqgeo
~ |e otherwise €  otherwise
=Infl({a:0+ 51},0,q,y) UInfl({@: 0« 52},0,q,9)
=Infl({u:0+ 5} e{u:0+ 52},0,q,v)
and for readers
Read ({@: 0 + 8182},0,4,9)
=Pr
=PrnNPr
=Read ({@: 0+ 51},0,q,y) NRead ({u : 0 + 52},0,q,y)
=Read({z:0+ 51} e{u:0+ 352},0,q,9)
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A.5.2 Conditional policies

For all ¢, P!, P?, o, g and y the influencers are the same on both sides of (¢ = P e P?) =
(o= P') o (p=P?)

Infl ((<p = Ple P2) 7cr,q,y)

] Infl (Pl e P2 0,q, y) ifoEe
) e otherwise

_ | Infl (Pl,o,q,y) U Infl (P{o,q,y) ifolEg
e otherwise

_{mﬂ(Pl,o,q,y) if o= U{lnﬂ(zﬂ,a,q,y) if o=

€ otherwise € otherwise

= Infl ((¢:>P1) ,a,q7y) U Infl ((cp:> P2) 7U,q,y)
= Infl ((p= P') o (9= P?),0,q,9)

and for readers

Read ((ga =Ple Pz) ,o,q,y)

) Read (P1 OPQ,J,q,y) ifolEp
| Pr otherwise

| Read (P',0,q,y) NRead (P?,0,q,y) ifol=o
- | Pr otherwise

_{Read(Pl,a,q,y) ifol=e m{Read(PQ,a,q,y) ifol=o

| Pr otherwise Pr otherwise
= Read (((p = Pl) ,U,q,y) N Read (((p = PQ) ,U,q,y)

= Read ((p = P') o (¢ = P?) ,0,q,y)

For all ¢1, 2, P, 0, g and y the influencers are the same on both sides (¢1 A @2 = P) =
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(1= (2= P))

Infl ((p1 A 2 = P),0,q,y)

. Infl (Pvaaq,y) if o ’: (@1/\@2)
) e otherwise

) Infl(P,o,q,y) ifolEpiNoE e
T )e otherwise

{Infl (Pyo,q,y) folEes .
. if o =1
= € otherwise
€ otherwise
| Infl((p2=P),0,q,y) ifo ¢
T ) e otherwise

= Infl ((p1 = (2= P)),0,¢,y)
and for readers

Read ((@1 N @2 :>P) 7UaQ>y)

| Read (P,o,q,y) if ok (p1Aps)
T ) Pr otherwise

_ JRead(Po,q,y) if o Epi Ao e
T ) Pr otherwise

Read (P,o,q,y) ifoEws .
k if o =1
= Pr otherwise
Pr otherwise
_ |Read((p2 = P),0,q,y) ifol= ¢
Pr otherwise

= Read ((¢1 = (p2 = P)),0,q,y)

For all ¢, o, ¢ and y the influencers are the same on both sides of (p = {}) = {}

Infl (¢ = {}),0,q,9)
_ {Inﬂ {hoay) ifobe

€ otherwise

B {e ifoEe
€ otherwise

=€

= Infl ({},0,q,v)
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and for readers

Read (¢ = {}),0,q,v)
— {Read ({}7UaQ7y) lf ag ’: Qp

Pr otherwise

{Pr ifolEg
Pr otherwise
=Pr
= Read ({},0,4,y)
For all P, o, ¢ and y the influencers are the same on both sides of (true = P) = P
Infl ((true = P),0,q,y)
B {Infl (P,o,q,y) if o = true
€ otherwise
= Infl (P, 0,q,y)

and for readers
Read ((true = P),0,q,y)
_ {Read (P,o,q,y) if o = true

Pr otherwise
= Read (P7 0,4, y)

For all P, 0, ¢ and y the influencers are the same on both sides of (false = P) = {}
Infl ((false = P),0,q,y)

| Infl(Po,q,y) if o = false
e otherwise

= Infl({},0,4,9)

and for readers
Read ((false = P),0,q,y)
{Read (P,o,q,y) if o = false

Pr otherwise

= Read ({}707 )

A.6 Fact 3.2 and Fact 3.1

The proof is done by structural induction on P. There are recursion in conditional
policy (¢ = P) and sequential policies P! e P2. First all the base cases are established.
Then the induction step is taken, and the recursion is proven.
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Case P = {Z: 0« s}[a/z]. The influencers hold
Infl ({Z : 0 + 5}[a/x],0,q,2)
=Infl({Z:0+ s},0,¢,2)
s ifyexAhqgeo
e otherwise
= Infl({Z : 0 + 5}, 0lz — [a]o],q 2)
and the readers hold
Read ({Z : 6 < 5}[a/x],0,q,2)
= Read ({Z: 0« 5},0,q,2)
=Pr
= Read ({Z : 0 « 5}, o[z — [a]o], ¢, 2)
Case P = {z: 0 — s}[a/z]. The influencers hold
Infl({Z : 6 — 5}[a/x],0,q,2)
=Infl({Z:6— 5},0,q,2)
=
= Infl({Z : 6 — 5}, 0z — [a]o],q, 2)
and the readers hold
Read ({7 : 0 — 5}[a/x],0,q,2)
=Read ({Z:0 — 5},0,q,2)
s ifyexzNgeo
| Pr otherwise
= Read ({Z : 0 — 5}, 0z — [a]o], q, 2)
Case P = ((p={Z:0+ s}))[a/x] or P = ((p={Z:0— 5}))[a/x]. The influ-
encers hold
Infl (¢ = P')]a/a],0,q, 2)
= Infl ((¢[a/z] = P'la/z]),0,q, 2)
_ JInfi(P'la/z],0,q,2) if o |= pla/x]
T ) e otherwise

€ otherwise

_ {Infl (P’ olx — [a]o],q,2) if o = ¢la/z]

. using Fact 2.3
€ otherwise

:{mwm@H@M@@iM@H@M#¢

=Infl((¢p = P'), oz — [a]o], q, 2)
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and the readers hold

Read (¢ = P')[a/z] ,0,q, 2)
— Read ((pla/x] = P'la/a]) 0,4, 2)
_ {Read (P'la/x],0,q,2) if o= pla/z]

Pr otherwise

_ {Read (P’ o[z [a]o],q,2) if o = pla/a]

Pr otherwise

_ {Read (P’ olx — [a]o],q,2) if olz s [a]o] = ¢ using Fact 2.3

Pr otherwise

= Read ((¢ = P') ,olz + [a]o], ¢, 2)
The induction steps can begin, and it is now assumed that

Infl ((¢ = P)[a/x],0,q,2) = Infl ((p = P) o[z — [a]o], q, 2)
Read ((¢ = P)[a/x],0,q,2) = Read ((¢ = P), oz — [a]o], ¢, 2)

Induction step: P = ((¢= (¢’ = P’)))[a/z]. The influencers hold

Infl (¢ = (¢ = P"))la/2],0,q,2)
=Infl((p A @' = P)a/z],0,q,2)
=Infl((p A¢' = P'), ol v+ [a]o], q,u)
=Infl((¢ = (¢’ = P)),olx — [a]o],q,u)

and the readers hold

Read (¢ = (¢' = P'))[a/2],0,q,2)
= Read ((p A ¢’ = P)]a/x],0,q, 2)
=Read ((p A @' = P'), o[z — [a]o], q,u)
=Read ((¢ = (¢’ = P')),olz > [d]o], q,u)

Induction step: P = ((¢ = P! e P?))[a/z]. The influencers hold

Infl ((¢ = P" @ P*)[a/2],0,q,2)
= Infl (((¢ = P') o (¢ = P?))[a/2],0,q,z)
= Infl ((¢ = P')[a/z] ® (¢ = P?)[a/2],0,q,2)
= Infl (((p:> Pl) [a/x],0,q, z) N Infl ((cp:> PQ)[a/a:] ,a,q,z)
= Infl ((¢ = P'), o[z~ [a]o],q,2) NInfl ((¢ = P?) oz [a]o],q,2)
= Infl ((¢ = P'") o (¢ = P?) o[z + [a]o],q,2)
= Infl ((¢ = P' @ P?) o[z — [a]o],q,2)
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and the readers hold

Read ((¢ = P' o P?)[a/2],0,q,2)

=Read (((¢ = P') o (¢ = P?))[a/a],0,q.2)

= Read ((p = P")[a/z] ® (¢ = P?)[a/2],0,q,2)

= Read ((¢ = P")[a/2],0,q,2) NRead ((p = P?)[a/2],0,q,2)

= Read ((<p:> Pl) ,o[z — [a]ol, ¢,z ) N Read ((<p:> P2) oz — [[a]]a],q,z)
= Read ((p = P') o (¢ = P?) o[z — [da]o],q,2)

= Read ((p = P' o P?) o[z + [a]o],q, 2)

Base case: P = (P'e P?)[a/z] Using all combinations for P* and P? from the cases
above the base case can be established for sequential policies using this template.
First the influencers hold

Infl (P!  P*)[a/z],0,q,z)
= Infl (P'[a/z] ® P*[a/2],0,q,2)
nfl (P'[a/z],0,q,2) Ulnfl (P*[a/2],0,q,2)
= Infl (P!, o[z — [a]o], q,2) UInfl (P?, o[z — [a]o], q, 2)
nfl (P' o P?, o[z + [a]o], q,2)

and the readers hold

Read ((P1 e P?)[a/z],0,q, z)
= Read (P'[a/z] ® P*[a/x],0,q,2)
= Read (P'[a/z],0,q,2) NRead (P?[a/z] ,0,q,2)
= Read (P!, o[z — [a]o],q,2) NRead (P?, o[z + [a]o], q,2)
= Read (P' o P? o[z + [a]o],q, 2)

The last induction step can begin, and it is now assumed that
Read ((P' @ P?)[a/z],0,q,2) = Read (P! @ P? o[z — [a]o],q,2)
Induction step: P = (P! e P2 e P3)[a/z]. First for influencers it holds

Infl ((P1 e P? e P¥a/2],0,q, z)
= Infl (P @ P?) @ P*)[a/z],0,q,z)
((P' o P?)[a/z] ® P?la/a],0,q,2)
((P' e P?)[a/z],0,q,2) Ulnfl (P*[a/z],0,q,2)
= Infl (P! ¢ P? o[z — [a]o],q,2) U Infl (P?, o]z — [a]o],q, 2)
((P' e P?) e P? o[z [d]o],q,2)
((P' o P? e P?), o[z + [d]o],q,2)
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and for readers

Read ((P1 e P? e P¥[a/2],0,q, z)
= Read (((P"' o P?) @ P*)[a/x],0,q,2)
= Read ((P' @ P?)[a/z] @ P*[a/2],0,q, %)
= Read ((P' @ P?)[a/2],0,q,2) NRead (P*[a/z],0,q,2)
= Read (P! ¢ P? o[z + [a]o],q,2) NRead (P?, o[z — [a]o],q, 2)
= Read ((P' o P?) @ P* o[z + [a]o],q, )
= Read ((P' o P? o P?),0[z + [a]o],q, 2)

A~~~ N/~

Which finalises the proof.

A.7 Fact 3.4 and Fact 3.3

Similar to the proof for Fact 3.1 and Fact 3.2. It is done by induction on P.
First note the following

s ifgeon(ynz
| Infl({& : 0« 5},0,0,2) = {s ifgeon(yna e (A.8)
~ € otherwise
zZ€Y
S ifgeon(ynz
(Read({7:0 - sh00q.2) =40 1 ° Nz e (A.9)
o Pr otherwise

If at least one element z € § is also in &, then due to the union/intersections the
influencers/readers are s (if ¢ € 0). If ¢ € 0, then the only way to get ¢/Pr is if
zNxT =€
Shown here is only the proof for the readers, but the proof for influencers follows
the same structure.
Base case: {Z:0— $}(y/x) and z # z.
Read ({z : 0 — s}{y/x),0,q, 2)
| Read ({zZxz:0— 8},0,q,2) fZNyFe
Read ({Z : 0 — s5},0,q,2)  otherwise
s ifzNy#eNzexxANqgeo
Pr ifzny+#e
5 fZNy=eAz2€ETAGED
Pr ifzny=ce
{s ifzezAqeo

Pr otherwise

using x # z

= Read ({Z:0 — 5},0,q,2)
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Base case: {Z:0— §}{(y/z) and z =z

Read ({z : 0 — s}{y/x),0,q, 2)
=Read ({Z: 0 — 5} (y/x),0,q, )

| Read ({zx:0— 8},0,q,2) ifxzNy#e
| Read ({Z:0— s},0,q,2) otherwise

This yields two cases. First case: Ny # €. The readers of the left-hand is then

Read ({Zz : 0 — §},0,q,2)
= Read ({Z: 0 — s},0,q,2) NRead ({z : 0 — §},0,q, )
_{s ifxex/\qEOH{s ifreaxngeo

Pr otherwise Pr otherwise

{s ifrezAged m{s ifgeo

Pr otherwise Pr otherwise

Because T Ny # € then the readers of the right-hand side is

ﬂ Read ({z : 0 — s},0,q,u)
uecry
=Read ({z:0 — 5},0,¢,2) N ﬂ Read ({Z : 0 — 5},0,q,v)
VEY
_{5 if:z:Gi/\qEém{E ifqgeon(ZNy+#e)

Pr otherwise Pr otherwise

T

Pr otherwise r otherwise

{5 ifrezAgeo m{g ifgeo
Which is equal to the left-hand side.

Second case: T Ny = e. Again the value of the left-hand side gives:
s ifrexAgeo

Read ({7 : 0 — 5},0,¢,2) = {Pr otherwise
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Because z Ny = € and 5 C Pr = 5 the readers of the right-hand side is

ﬂ Read ({Z : 0 — 5},0,q,u)

ueTry
=Read ({z:0 — s},0,q,2) N ﬂ Read ({z : 0 — s},0,q,v)
veEY

_{5 ifrezAgeao {5 ifqgeon(TNG+#e)

Pr otherwise Pr otherwise

N Pr

s ifrexANgeo
Pr otherwise

s ifxexANqgeo
Pr otherwise

Which is equal to the left-hand side.

Base case: {z:0 < §}(y/x) and z # z. The readers on both sides are equal.

Read ({Z : 0 + s} (y/x),0,q, 2)
B {Read ({Zz:0 4 5},0,q,2) HTING#e
Read ({Z : 0+ §},0,q,2)  otherwise
=Pr
= Read ({Z : 0+ 5},0,q,2)

Base case: {Z: 0+ $}(y/x) and z = z. The readers on both sides are equal.

Read ({Z : 0 + s}{y/x),0,q,2)
- {Read ({zx: 0+« s8},0,q,2) ifzNy#e
Read ({Z : 0 < 5},0,q9,2)  otherwise
=Pr

:ﬂPr

ueTry

= m Read ({Z : 0 < 5},0,q,u)

uExTy

Base case: (9= {Z:0+ s})(y/z) or (0= {Z:0— 5})(y/x) and x # z. The
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readers on both sides are equal.
Read (¢ = P') (y/x),0,q,2)
= Read (¢ = P'(y/7)) ,0,q,2)

Read (P'(y/z),0,q,z) ifokE=p
Pr otherwise

~ JRead (P',0,9,2) ifolEg
| Pr otherwise

= Read (¢ = P'),0,q,2)

Base case: (¢ = {Z:0+ 5}) or (¢={Z:0— 5}) and = = z. The readers on
both sides are equal.

Read (¢ = P') (§/x),0,, )
= Read ((¢ = P'(y/z)),0,q,z)
_ {Read (P (y/x),0,q,2) ifol=p
Pr otherwise
{nuew Read (P',0,q,u) ifo k¢
Pr otherwise

{nuezy Read (P',0,q,u) ifo k=

ﬂuew Pr otherwise

ﬂ {Read(P’,a,qm) ifolEge

_ | Pr otherwise
uexry
= () Read (¢ = P'),0,q,u)
uexy

Induction hypothesis. All the base cases holds. It is now assumed that

Read ((¢ = P),0,q, 2) ifx+#z

Nucazy Read (¢ = P),0,q,u) otherwise

Read ((p = P) (y/x),0,q,2) = {

Which yields two induction steps.
Induction step: (¢ = (¢’ = P’)) (y/x). The readers on both sides are equal.

Read ((¢ = (¢’ = P)) {a/x),0,q, 2)
= Read ((¢ A ¢’ = P') (a/z),0,q,2)

Read (¢ A @' = P'),0,q,2) if o # 2
a ﬂuEmg Read ((¢ A ¢’ = P’),0,q,u) otherwise

Read (¢ = (¢’ = P')),0,q,2) ifx#2
muexg Read ((¢ = (¢’ = P')),0,q,u) otherwise
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Induction step: (¢ = P! e P?). The readers on both sides are equal.

Read (((p = Ple P2) <a/x>,0,q,z)
= Read (((¢ = P') o (¢ = P?))(a/z),0,q,2)
= Read ((¢ = P') (a/z) o (p = P?) (a/z),0,q,2)
= Read ((gp = Pl) (a/x},a,q&) N Read ((gp = P2) (a/x},a,q7z)

Read ((¢ = P'),0,q,2) Read ((¢ = P?),0,q,2) ifx # 2
- {ﬂuemy Read ((cp = Pl) , 0, q,u) {ﬂuem Read (((p = P2) ,0,q, u) otherwise
Read ((¢ = P'),0,¢,2) NRead ((¢ = P?),0,q,2) if x # 2
- {ﬂuezy Read (((p = Pl) , 0, q,u) N ﬂuezg Read ((ga = P2) ,a,q,u) otherwise
Read ((¢ = P'),0,q,2) NRead ((¢ = P?),0,q,2) if v # 2
- {ﬂuemy Read ((gp = Pl) , 0, q,u) N Read ((90 = PQ) , 0, q,u) otherwise
Read ((¢ = P') o (¢ = P?),0,q,2) ifx# 2
B {ﬂu@y Read ((¢ = P') o (9= P?),0,q,u) otherwise
Read ((¢ = P' e P?) ,0,q,2) if x # 2
- {ﬂuexy Read ((¢ = P' ¢ P?) ,0,q,u) otherwise

Base case: (P!e P?)(jj/x). Using all combinations of base cases for P! and P2,
the following template can be used to prove this last base case

Read ((P' o P?)(y/),0,q, )
= Read (P1<§/a:> . P2<gj/z>,a,q,z)
= Read (P'(y/z),0,q,2) N Read (P*(y/x),0,q,z)

Read (P',0,q, z) ifx # 2 Read (P2,0,q, z) ifx # 2
- {ﬂuemy Read (Pl,a, q,u) otherwise {ﬂuemy Read (P2,U, q,u) otherwise
Read (P',0,q,2) NRead (P?,0,q, 2) if x # 2
- {ﬂuexy Read (Pl,a, q,u) N Read (P270, q,u) otherwise
Read (P1 e P2 5,q, z) ifx £z
- {ﬂuemy Read (P1 o P2, mq,u) otherwise

Induction hypothesis. It is now assumed that the following holds

Read (P! e P%,0,q,2) if x # 2

A.10
ﬂuexg Read (Pl e P2 0,q, u) otherwise ( )

Read ((P' o P?)(y/x),0,q, %) {
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Induction step: ((P'e P?)e P3){j/z). The readers on both sides are equal.

Read ((P' e P? o P?)(a/z),0,q,2)
= Read (((P' o P?) @ P*)(a/z),0,q,%)
= Read ((P' o P?)(a/z) ® P*(a/z),0,q, )
= Read ((P' o P?)(a/z),0,q,2) N Read (P*(a/z),0,q,z)

Read (Pl e P2 g.q, z) if x # 2 Read (P3, 0,q, z) ifx # 2
B {ﬂu@y Read (P1 o P2 0,q, u) otherwise {ﬂu@w Read (P3, g,q, u) otherwise
Read (P! e P?,0,¢,2) NRead (P?,0,q, 2) if o # 2
B {ﬂuew Read (P! @ P?,0,q,u) NRead (P?,0,q,u) otherwise
Read (Pl e P?e P3,0,q,z) ifx # 2
- {ﬂuew Read (P! e P2 e P3,0,q,u) otherwise

which finalises the proof.

A.8 Lemma 3.1

The proof is by induction on the inference of §y F, {¢}S{¢y}. Each case for S is
therefore individually proven.

Let £ = z x Pr x z then the extension with the implicit flows from the set of
variables ¥ is

[JJE=ZxPrxzUyxPrxz=zyxPrxz (A.11)

A.8.1 Case [skip]

Assume gy F, {¢}skip{¢'}. The type system gives that ¢ = ¢'. From the lemma it is
assumed that

o= (A.12)
Fﬂmm®§M&d> (A.13)

The instrumented semantics for the skip statement gives

EF=¢xPrxo

a=r1
S’ = skip
0/:0

Then 1) needs to exists such that g -, {1}5{¢'}. Using ¢» = ¢’ then gy by {1 }skip{¢'}
because ¥ = ¢'.
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Because 0 = ¢ and 0 = ¢’ then ¢’ |= ¢. Because ¢ = ¢’ then o’ = ¢’. Because
1 = ¢ then ¢’ = 1, also required by the lemma.

Because « = 7 then sec(P, o; [§] E; o’, Py) needs to hold. Looking at the relevant
extended flows used in the first part of the security predicate gives

E~ = [y]En (Var™ x Pr x Var") = [¢](¢o x Pr x o) N (Var™ x Pr x Var™) =)

due to the lack of variables in the third part of the extended flow. This part there-
fore holds. Next the variables used in the other part of the security predicate are
determined

u = Var \ trd([y]E) = Var \ trd([y](¢ x Pr x ¢)) = Var \ {¢} = Var
By considering all s € Pr and u € u, it is then clear that

Infl (P, 0,s,u) C Infl (P, 0, 5,u)
Read (P, 0,s,u) 2 Read (P, o', s,u)

because o = o’. The security predicate sec(Py, o; [y|E;0’, Py) therefore holds, final-
ising the case.

A.8.2 Case [assys]

Assume y F; {¢}z := a{¢’}. In the type system the following two side conditions
must hold

¢ = ¢'la/x] (A.14)
(¢ = Pylay/x)) C Pyla/x] (A.15)

and from the lemma, it is assumed that

k¢ (A.16)
Fe (2 :=y;0) -i% (8';0") (A.17)

The instrumented semantics for assignments gives

E=aoxPrxz (A.18)
a=T (A.19)
S’ = skip (A.20)
o' = olz — [a]o] (A.21)

Then v needs to exists such that y by {}S'{¢'}. Taking v = ¢, then § Fy
{t}skip{¢’} holds because ¢ = ¢'. Using that (A.14) holds, then o = ¢ = o |
¢'la/z], and by using Fact 2.3
ok ¢'la/z] = o | Yla/]
= olz = [a]o] ¥
o'y
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which is also required. Because « is 7, then sec(Py,o; [y]|E;0’, Py) needs to hold.
First we determine the extended flows used

E~ =[y]EN (Var™ x Pr x Var™) = ([y]ao xPr x ) N (Var™ x Pr x Var™)
=ay X Pr xzx

Consider (u, s,x) € E~, the influencer set is then

Infl (P, 0, 8,u) C U Infl (P, 0, s,u) using u € ay
u€zay
= Infl (Py{ay/z), 0, s, ) using Fact 3.3
= Infl ((¢p = Pylay/x)),0,s,x) using o = ¢
C Infl (Pla/x], 0,s,x) using (A.15)
= Infl (Py, o[z [ [a]o], s, ) using Fact 3.1
= Infl (P, 0,5, 2) using (A.21)
and the reader set is
Read (P, 0,s,u) 2 ﬂ Read (P, 0, s, u) using u € ay
u€aay
= Read (Py{ay/x), 0, s,x) using Fact 3.4
= Read ((¢ = Pilay/z)),0,s,x) using o = ¢
D Read (Pyla/x] , 0,8, ) using (A.15)
= Read (P, o[z — [a]o], s, x) using Fact 3.2
= Read (P, o', s, ) using (A.21)

Next the variables used in the other part of the security predicate are determined
u= Var \ trd([¢]|F) = Var \ trd([y](a ¢ xPr x z)) = Var \ {z}

By considering all u € u, it is noted that u # x. The influencer set is then found for
all s € Pr

Infl (Pp,0,s,u) = Infl(P{y/x),o,s,u) using Fact 3.3 and u # x
= Infl ((¢ = P(y/z)),0,s,u) using o = ¢
C Infl (Pa/x], 0, s,u) using (A.15)
= Infl (P, o[z = [a]o], s, u) using Fact 3.1
= Infl (P, 0’ 5,u) using (A.21)
and for the reader set
Read (P, 0,s,u) = Read (P(y/x),o,s,u) using Fact 3.4 and u # x
= Read ((¢ = P(y/z)),0,s,u) using o = ¢
D Read (Pyla/z],0,s,u) using (A.15)
= Read (P, o[z — [a]o], s, u) using Fact 3.2
= Read (P, o', s,u) using (A.21)

The two parts in sec(Py, o; [y] E; o', P;) therefore holds, which finalises the case.
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A8.3 Case [ass)y]

Assume § ¢ {¢}x ;=" a{¢'}. In the type system the following two side conditions
must hold

¢ = ¢'[a/x] (A.22)
(¢ = Pilay/x)) C (Pila/x]) o {x: S(¢) + x} o {x : S({) — €}) (A.23)
and from the lemma, it is assumed that
cE® (A.24)
bo (z = y;0) % (8";0") (A.25)

The instrumented semantics for bypass assignments gives

E=aoxPryxux (A.26)
a=r (A.27)
S" = skip (A.28)
o' = olz — [a]o] (A.29)

Then v needs to exists such that y by {¢}S'{¢'}. Taking v = ¢, then § Fy
{t}skip{¢’} holds because ¢ = ¢'. Using that (A.14) holds, then ¢ = ¢ = o E
¢'la/z], and by using Fact 2.3
o= ¢'a/z] =0 | dla/]

=olz [a]o] E ¢

=o'
which is also required. Because « is 7, then sec(Py, o; [1E; o/, P;) needs to hold. First
we determine the extended flows used

E~ 2 [y]EN(Var® x Pr x Var") = ay x Pr\ S(¢) x z

Consider (u, s,z) € E—, and realise that s # S(¢). The influencer set is then

Infl (P, 0, s,u)
- U Infl (P, 0, s,u) using u € ay
= Infl (Py{ay/x), 0, s,x) using Fact 3.4
= Infl ((¢p = Pylay/x)),0,s,x) using o = ¢
Clnfl((Pla/x]) @ {z: S(£) + x} @ {z : S({) = €}),0,8,2)  using (A.23)
= Infl (Psla/z],0,s,2) UeUe using s # S(¢)
= Infl (Ps[a/z],0,s,x)
= Infl (P, o[z = [[a]]a] , ) using Fact 3.2
= Infl (P, 0,5, 2) using (A.29)
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and the reader set is

Read (P, 0, s, u)

D ﬂ Read (P, 0, s,u) using u € ay
u€zag
= Read (Py{ay/x), 0, s,x) using Fact 3.4
= Read ((¢ = Pilay/x)),0,s,x) using o = ¢
D Read (Pyla/z]) o {z : S(£) + x} o {z : S({) — €}),0,s,x) using (A.23)
= Read (Py[a/z],0,s,2) NPrNPr using s # S(¢)
= Read (Py[a/x], 0, s, )
= Read (P, o[z — [a]o], s, x) using Fact 3.2
= Read (P, 0, s, 1) using (A.29)

Next the variables used in the other part of the security predicate are determined
u = Var \ trd([y]E) = Var \ trd([y](a o xPr\, x z)) = Var \ {z}

By considering u € u, it is noted that u # z. The influencer set is then found

Infl (P, 0, s,u)
= Infl(P(y/x),0,s,u) using Fact 3.3
= Infl((¢p = P{y/x)),0,s,u) using o = ¢
ClInfl(Pila/x]) o {z: S({) < x} @ {x : S({) = €}),0,s,u)  using (A.23)
= Infl (Pila/x],0,8,u) UeUe using u # x
= Infl (P[a/x], 0,5, u)
= Infl (Pp, o[z > [a]o], s, u) using Fact 3.1
= Infl (Py, 0’ s,u) using (A.29)
and for the reader set
Read (P, 0, s,u)
= Read (P(y/z), 0, s,u) using Fact 3.4
= Read ((¢ = P(y/x)),0,s,u) using o = ¢
D Read ((Pyla/z] @ {z : S(0) + x} o {x: S(¢) — €}),0,s,u) using (A.23)
= Read (Py[a/z],0,s,u) NPrNPr using u # x
= Read (Py[a/z],0,s,u)
= Read (P, o[z | [a]o], s, u) using Fact 3.2
= Read (P, o', s,u) using (A.29)

The two parts in sec(Py, o; [y] E; o', P;) therefore holds, which finalises the case.
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A.8.4 Case [comb]
Assume gy F; {¢}51;52{¢'}. From the type system the following two holds
yhe{o}Si{e"} ybe {0 }92{¢'}
and from the lemma it is assumed that
ok o
e (S1;.2;50) % (850"

From the instrumented semantic there are two cases for sequential composition. If
Sy # skip then S’ = S7; S and the premises for the rule then yields the assumption

Fe (S130) = (Si50")

thereby defining F,« and ¢’. The induction hypothesis gives that there exists 1
such that y F, {¢}S1{¢"}, ¢/ E ¢ and sec(P,c;[y]E;c’, P'), where P and P’ are
dependent on «. All this then gives gy ko {1}S]; S2{¢’}, which completes the first
case.

If S; = skip then S’ = S and the premises for the rule gives

Fe (S1;0) £, (skip; o)

The induction hypothesis gives that there exists ¢ such that y -, {¢}skip{¢”} and
that ¢’ |= ¢ and therefore sec(P,o; [y]E;c’, P'), where P and P’ are dependent on
a. The previous g F, {¢}skip{¢”} gives that ) = ¢” and therefore g by {¢"”}S2{¢'}
can be written as g F, {¢}S2{¢'}, completing the case.

A.8.5 Case [ifis]

Assume g by {¢}if b then Sp else Sy fi{¢'}. From the type system the following two
holds

yb e {¢ A bYS1{e} yb e {¢ A —b}Sa{e'}
and from the lemma it is assumed that
ol=¢
¢ (if b then S else Ss fi; o) % (S";0")

From the instrumented semantic there are two cases for conditional branching. If
[b]o = true then the semantics gives

E=boxPrxo (A.30)
a=T (A.31)
S = [b]S, (A.32)
o =0 (A.33)
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Set ¥ = ¢ A b and it follows that

yb e {}51{¢'}
g e {9} 0]S1{e'}
as required by the lemma. Because o = ¢, ) = ¢ A b, [b]o =true, o E 1, and o/ = o

then o/ = 1. Because a = 7, then sec(Py,0; [y]F;0’, Py) needs to hold. First the
extended flows are determined

E~ = [y]ENn (Var® x Pr x Var™) = [¢](bo xPr x o) N (Var™ x Pr x Var™) =

(A.34)
and clearly the first part of the security predicate holds, because there are no flows.
The variables used in the other part of the security predicate are determined

@ = Var \ trd([¢]E) = Var \ trd([¢](bo xPr x ¢)) = Var (A.35)
Consider all s € Pr and u € @, and it is then clear that

Infl (P, 0,s,u) C Infl (P, 0, 5,u)
Read (P, 0, s,u) O Read (P, o', s,u)

because o = o', and sec(Py, o; [y F; o', Py) therefore holds.
Similar can be done for the case where [b]o = false. The semantics gives

E=boxPrxo (A.36)
a=rT (A.37)
S = [b]S, (A.38)
o =0 (A.39)
Set ) = ¢ A —b and it follows that
gb e {4}S2{¢'}
g e {w}0]5:{¢'}

as required by the lemma. Because o0 = ¢, ¥ = ¢ A —b, [b]o = false, o = ¥, and
o' = o then ¢’ |= 1. Because a = 7, then sec(P, o; [y] E; o', P;) needs to hold, which
it does because £~ and u are the same as in the first subcase, thereby completing
the whole case.

A.8.6 Case [loop;s)

Assume gy, {¢}while b do S od{¢ A —b}. In the type system the following premises
holds

gb ke {6 Ab}S{o}
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and from the lemma, it is assumed that

ol¢
¢ (while b do S od; o) 2> (S5 0")
T
The instrumented semantics for iteration has two axioms. In the first subcase, where

[b]o = true, the semantics gives

E=boxPrxo

oa=T
S’ = [b].S;while b do S od
o=0

Then there needs to exist a v such that y by {10}S'{¢p A =b}. Let ¢ = ¢ A b, then it
would be accomplished with
gb e {}5{¢}
g e {Y}[01S{¢} yte {p}while b do S od{d A b}
yb k¢ {4}[b].S; while b do S od{¢ A —b}

as required. Clearly ¢’ |= 1, because o = ¢, 0 = ¢/, ) = ¢ Ab and [b]o = true.
The security predicate holds sec(Py, o; [y] E; o', Py), following same structure as from
(A.34) and (A.35).

In the second subcase, where [b]o = false, the semantics give the same E,a, 0
and with

S’ = skip

Then there needs to exists ¢ such that y by {¢}5'{¢ A —b}. Take ¢ = ¢ A —b; then
it is clear that

y Fe {¢)skip{¢ A —b}

because ¢ = ¢ A —b. Furthermore o’ |= 1, because o = ¢, 0 = o/, b = ¢ A =b and
[b]c = false, and the security predicate sec(Py,o; [y F;0’, Pp) follows from (A.34)
and (A.35).

A.8.7 Case [out]
Assume g by {d}chl(a, ..., ar){¢'}. From the type system the following two holds

¢ = (A.40)
((25 = Pg<&ig/#i>igk) [ PCh[ai/#i]igk ° {*g Dk — *} ° {*g Lk — E} (A.41)
and from the lemma, it is assumed that
ok o

Fe (chl(ay, ... ax);0) £, (8";0")
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The semantics for the channel send statement then gives

E = UdiOXPI‘X#i

i<k
a = chl(vy,...,vL)
S’ = skip
o =0
Then 1 needs to exist such that g, {1/}5'{¢'}. Using ) = ¢ then
y e {i}skip{¢'}
holds, because ¢ = ¢'. Clearly o’ =1 because o = ¢, ¢/ = o and ¢ = ¢.
Because a is ch!(vy,...,vg), then

sec(Py,0; [y E;0'[(#i — vi)i<k], Pr ® Pep)

needs to hold.
Firstly the extended flows are determined

E~ =[y]ENn(Var® x Pr x Var™)

= | [¥] U @i o xPr x #; | n(Var® x Pr x Var™)
i<k

Z:IjC_Ll...C_LkXPI‘X#l...#k

Now consider (u,s,#;) € E~, then the influencer set is

Infl (P, 0, s,u)
C U Infl (P, 0,s,u) using u € a;y
u'€#;5a;5y
= Infl (Pe(a;y/#;), 0,5, #;) using Fact 3.3
= Infl (Pe(a;y/#;)){a; y/#j), 0. 8, #;) using Fact 3.3, j’ # j

for all j' # j
= Infl (P[<azg/#l>1§ka g, s, #J)

= Infl (¢ = Pula;y/#i)i<k) .0, S, #;) using o = ¢
C Infl ( Peplai/#i];cp o {0 x < x} o {xp 1% — €}, 0,s #]) using (A.41)
flnﬂ( Poplai /4 ]l<k,a s #J)UeUe using #; & x¢
( ch az/# 'L<k;’0- S #J)
nfl ( ch vz/# 1<kao— S #J) USil’lg Uy = [[aiﬂa
= Infl (Pen, o[(#i — vi)i<k], S, #;) using Fact 3.1
Infl (P.p,, 0 [(#z — Ui)igk]a S, #j) using o’ = o

= Infl (P ® Py, o' [(#i — vi)i<k], 5, #5) since #; ¢ Var,
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and the reader set is

Read (P, 0, s, u)

> ﬂ Read (P, 0, s,u’) using u € a;y
u' €EHja;y
= Read (Py{a;y/#;), 0, S, #;) using Fact 3.4
= Read ((Pe(a;y/#;))(a; y/#;1), 0, 5, %;) using Fact 3.4, j' # j

: for all j' # j
= Read (Py(aiy/#i)i<k, 0, 5, #;)
= Read ((¢ = Pu{aiy/#i)i<k) 0,5, #;) using o |= ¢

O Read (Pch[ai/#i]igk o {xp:x<xto{xp:x— €}, 0,5, #j> using (A.41)

= Read (Pch[ai/#i]igk , 0,8, #j) NPrNPr using #; & ¢

= Read (Punlas/#i] <1 7.5, ;)

= Read <Pch[v,;/#i]igk,o,s,#j> using v; = [a;]o
= Read (P.p,, o[(#i — vi)i<k|, S, #5) using Fact 3.2
= Read (Pep, o' [(#:i > vi)i<k], S, #5) using o’ = o

= Read (P ® P.p, o' [(#:i + vi)i<k], s, #;) since #; ¢ Var,

as required.
Next the variables used in the other part of the security predicate are determined

u = Var \ trd([y] E)
= Var \ trd([y] U a; o XPr x #;)
i<k
= Var \ U #i
i<k
= Var

Next consider all s € Pr and v € %, and notice that u # #; for all j < k. The
influencer and reader set can be determined

Infl (P, 0, s,u)
= Infl (P, o[(#i — vi)i<k], s, w) using #; & fv(P,) for all j < k
= Infl (PZ7O-/[(#i = ’Ui)iﬁk}v S,U) using o'=0o

= Infl (P;  Pop, o' [(#:i — vi)i<k], s, u) using u & fv(Pey)
Read (P, 0, s,u)
= Read (P, o[(#: — vi)i<k), S, u) using #; & fv(P,) for all j < k
= Read (Py, o'[(#: — vi)i<k], 8, u) using o’ = o
= Read (P ® P.p, o'[(#:i — vi)i<k],s,u)  using u & fv(P.p,)



A.8 Lemma 3.1 99

which also holds as required. The security predicate sec(Py, o; [§]1E; o'[(#i — vi)i<k], Pr®
P.;,) therefore holds, concluding the case.

A8.8 Case [out],]

The proof for this case follows as the same pattern as for [out] and [ass],], and is
thus omitted.

A.8.9 Case [ing]
Assume g by {d}ch?(xq, ..., 2,){¢'}. From the type system the following two holds

((Fz1,...,28.0) = ¢') (A.42)
(0= Pe(y/xi)i<k) ® Pen(#i/xi)i<k © Pel#fi/ilic) @ o i x -+ @ Lo i = €}
(A.43)
and from the lemma, it is assumed that
ok o
Fo (ch?(z1,...,2k);0) % (S5 0")

The semantics for the channel receive statement then gives

E:U#iXPI‘X.’ﬂi

i<k
a=ch?(vy,...,vg)
S’ = skip

0'/ = 0'[(-731' — Ui)iglc]
Then v needs to exist such that g -, {¢}S{¢'}. Using ¢ = (Jx1,...,z.¢) then
y Fe {}skip{¢'}

holds, because ¢ = ¢'. Furthermore o = ¢ implies o[(z; — v;)i<k] | 321, .., k.0
(z; is then fixed in o, and therefore there exists values for x; in the satisfaction
relation) and therefore o’ = 4.

Because « is ch?(vy,...,vg), then

sec(Py @ P, o[(#i — vi)i<k); [V E; o', Pp)
needs to hold. Firstly the extended flows are determined
E~ =[y]EN (Var™ x Pr x Var™)
= [v] U #; x Prx z; | n(Var® x Pr x Var™)
i<k

:g#l'”#kXPI‘X.’IJl...mk
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Now consider all (u,s,z;) € E~, and o = o[(#; + v;)i<k] for simplified notation.

It is seen that ot

E ¢ because o | ¢, so having more fixed variables in oT the

satisfaction relation would still hold. The influencer set is then

Infl (Pg o P,

c

- Infl(

o', s7u)

Infl (Pg e Py,

U

+ /
g ,SUu )
u'EZj’y#j

= Infl (P, ® Pen) (#;/5), 0T, 5,25)
= Infl (P ® Pen) Gt /23)) G/ 21),

(( K.PCh y#’t/z >Z<l€7 vaj)
(P (y/x) i<k ® Pen(#: /IZ>Z<ka
nfl (¢ = Pu(y/zi)i<k) ® Pen(#

s,xj) UeUe

S,l‘j)

[(z; = vi)i<k], s xj)

ol(z; — v1)1<k] vaj)

dl
nfl (PK #i/4] i<k O
nf

nfl ( Pe[#: /wz i<k O
= Infl (P
= Infl (P,

and likewise the reader set is then

Read (P, ® Py,

2

D Read (Pg[ i/Ti]icp, @ {xgp 1 x < x} o {xp 1 x> €},

o', s7u)

Read (P; ® Py,

M

+ /
g ,S7U>
U/EZJ"_U#J'

= Read ((P, ® Pon){(y#;/x;), 07, 5,2;)
= Read (P2 & Pen) (U /23)) (Wt /1), 0

= Read ( Py e Py, ) (y# /IZ>Z<ka + Svmj)
= Read (Pé y/xz i<k ® P('h <# /zz>1<k7

= Read ((¢ = Pi(y/xi)i<k) ®

= Read (Pg[# /xz]l<k, s,xj) NeNe
(

#z/xz]lgk >U+7 S, xj)
= Read (P, 0t [(w; = vi)i<k], s, ;)
= Read (P, o[(x; = vi)i<k), s, ;)

i/xi>i<k7

O’+,S,.’L'j)

+ S,,Ij)
0'+, S,aﬁj)

H#i/Tilicp, @ {1 x4 x} o oy * e}, a"

;S

) S xj)

S,l‘j)

Pon(#i/xi)i<k,

o, smcj)

7xj)

using u € y#;

using Fact 3.3

using Fact 3.3, j' # j
for all 5" # j

Vyey:y & tv(Pagp) A
Vi< k:#i & v(P)

using o = ¢
using (A.43)

using

using x; & *x

using Fact 3.1
using #; & fv(P)

using u € y#;

using Fact 3.4

using Fact 3.4, j' # j
for all 5" # j

. NMyey:y & iv(Pe) A
using "y ks (R)
using ot = ¢

ot s, xj>1sing (A.43)

using x; & *x

using Fact 3.2
using #; & fv(P)
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as required.
Next the variables used in the other part of the security predicate are determined

u = Var \ trd([¢]| F)

= Var \ trd([¢] | #: x Pr x x,)
i<k

= Var \ sz

i<k

Next consider all s € Pr and v € @, and notice that u # z; for all j < k. The
influencer and reader sets can be determined

Infl (Pg e P, 0", s,u)

= Infl (Py, 0", s,u) using u ¢ fv(P.) for all j <k
= Infl (Pg@/xi>i§k, ot s,u) using Fact 3.3 and u # z;
= Infl ((gzﬁ = Py(y/z:)i<k) 07, s,u) using ot = ¢
C Infl ((gb = Pp(§/x:)i<k) ® Pen(#i/2:) i<k, 0, s,u)
C Infl (Pg[#i/xi]Kk oy ixxpo{xy:x el 0T, s,u) using (A.43)
|<Pg /asz i<k O +,5,u)UeUe using u & x4
= Infl (P [((zi = vi)i<k], s ) using o (#;) = v; for all i < k
= Infl (P, o[(x; — v;i)i<k), s ) using u & %4

which also holds as required. The security predicate sec(Py, o; [§]E; o' [(#i — vi)i<k], Pre
P.;,) therefore holds, concluding the case.

A.810 Case [choys)

Assume y F¢ {¢}((S1) @ (5)){¢'}. From the type system the following two holds
yre{s}Si{¢'} yre{s}S2{¢'}

and from the lemma it is assumed that

o
E
e (((S1) @ (82));0) — (S'507)
From the instrumented semantic there are two cases for nondeterministic choice. Non-
deterministic then it gives S’ = S};S2 and the premises for the rule then gives the

assumption

e (S1;0) 25 (St 07)
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thereby defining F,a and ¢’. The induction hypothesis gives that there exists
such that y F, {¢}S1{¢"}, o' = ¢ and sec(P,o; [y]|E;0’, P'), where P and P’ are
depended on «. All this then gives § F, {1}S7; S2{¢’'}, which completes the first
case.

If S; = skip then S’ = Sy and the premises for the rule gives

e (S1;0) 2 (skip; o)

The induction hypothesis gives that there exists ¢ such that y -, {¢}skip{¢”} and
that o’ |= ¢ and therefore sec(P,o; [y|E;0’, P'), where P and P’ are depended on .
From previous y k¢ {1 }skip{¢”} gives that ¢ = ¢” and therefore y by {¢"}S2{¢'}
can be written as y F, {¢}S2{¢'} completing the case.

A.8.11 Case [imply]

Assume y o {¢}[Z]S{¢'}. In the type system the following premises holds for
yre{o[z]5{s}

yz o {0} S{0'}

and from the lemma, it is assumed that

oo
Fe ([2]8;0) 2 (S5 0")

The instrumented semantics for this statement have two matching rules. Assuming
that S’ = [z]S” and S” # skip then the premise for the semantic rule is

ke (S;0) EZN (8" 0")

«

which determines «, ¢’ and E = [Z]E’. The induction hypothesis then gives that
there exists ¢ such that gz by {¢}S"{¢'} and that ¢’ |= ¢ and therefore sec(P, o;
[yZ|E;0', P'), where P and P’ are dependent on «. It can now be seen that

yx b {9}S"{¢"}
y e {o3[z]S"{4'}
and thereby that g ¢ {1}S’{¢'} because S’ = [Z]S”. Still o’ |= 9, and the security

predicate becomes sec(P,c; [¢]([Z]E);o’, P') which holds looking at the influencers
and readers as with previous cases.

A.8.12 Case [conss]

The proof is straight forward as in [skip:s] and are thus omitted.
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A.9 Theorem 3.1

The instrumented semantics for systems have two rules and the proof therefore have
two cases

A9.1 Case [sysL]

From the theorem it is assumed that

LS - |G :Si |- || ln: Sh,o N

Sl e Sl | )3 | "
(eSill -l Sill -l ln 2 Snyo’)

F{p1& - &pi&-- - &pn} i S| [ L Sill - I ln: Sn (A.45)
CEGIN NG NNy (A.46)

The rule [sysZ;] gives
Fi, (Si;0) i, (Sl;0") (A.47)

and hence F = E; N (Var x Pr x Var), U = fst(E;) N Var, and D = trd(E;) N Var.
The assumption in (A.45) gives

€ l_li {cﬁi}Si{true} (A48)

and from (A.46) we have 0 = ¢;, which together with (A.47) and (A.48) gives the
assumptions for Lemma 3.1. The lemma gives that there exists 1; such that € -,

{1; }Si{true} and o’ |= ¢; and
sec(P,,0;Ei;0', P,) (A.49)

Now let 9; = ¢; and S} = 8, for all j # 4, and there now exists ¥1,...,%;,...,¥n
such that

& &ile &y s SUI o [l S | S

as required by the theorem. Furthermore because o(z) = o’(x) when = ¢ Var;, then
o EYr A Ay A+ Ay, which is also required.

For the last part we need to prove the security predicate secp, (o; U, F, D;o’). By
using (2.6) and (2.11) it is noted that Infl (P, 0, s,u) = € and Read (P, 0,s,u) = Pr
if u ¢ Vary, and therefore

Infl (P,,0,8,u) = Infl (P, 0,s,u) if u € Vary (A.50)
Read (P,, 0, s,u) = Read (P, 0,s,u) if u € Var, (A.51)
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Take now (u,s,u’) € F, and see that we have that u,u’ € Var;,. The first property
of the security predicate for systems holds for influencers and readers

Infl (Ps, 0, s,u) = Infl (B}, 0,s,u) using (A.50)
DInfl(P,, 0, s,u") using (A.49)

= Infl (P, 0", s,u") using (A.50)

Read (P, 0, s,u) = Read (P}, 0, s, u) using (A.51)
2 Read (Pl o' s,u) using (A.49)

= Read (P,,0’,s,u’) using (A.51)

For the other part of the security predicate take all s and v € Var \ D. There are
now two cases, take first where u € Var;, then

Infl (Ps, 0, s,u) = Infl (B}, 0,s,u) using (A.50)
D Infl (P, o’ s,u) using (A.49)

= Infl (P, 0’, s,u) using (A.50)

Read (P, 0, s,u) = Read (P}, 0, s, u) using (A.51)
D Read (P, U' s,u) using (A.49)

= Read (P.70' s, u) using (A.51)

Secondly, if v ¢ Var, the same result holds, following (A.50) and (A.51) because
that o(z) = o/(x) when x ¢ Var,,.

A9.2 Case [sys¢!]

From the theorem it is assumed that

F
LS| Sl - |85 - || ln i Snyo) =
(oSl [ (RNl R ) 5o (A52)
(Sl b= Sl Nl S5l 2 Sns0™)
F{r&e - &pib&e &b &} by Syl [ L= Sill -+ 1l Si (- | In: S
(A.53)
CEMN-ANGN-- NN Ny (A.54)
The rule [sys¢?] gives
Ei I,
Fi, (Si; A.
L (Si) =B (8530 (A.55)
Fi (85507) —>h7(E > (55:0) (A.56)
C V1, s Vk

and hence F' = E;|| E; N (Var x Pr x Var), U = fst(E; || E;) N Var, and D = trd(E; ||
E;) N Var, where i # j.
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The assumption in (A.53) gives

€ l_li {(bl-}Si{true} (A57)
€ ki, {9515 {true} (A.58)

and from (A.54) we have o |= ¢; which together with (A.55) and (A.57) gives the
assumptions for Lemma 3.1. The lemma gives that there exists 1; such that € -,

{1; }Si{true} and o’ |= ¢; and
sec(Py,, 05 Ei; 0 [(#1 — v )<kl Pi; @ Pep) (A.59)

Furthermore o = ¢; and because i # j then ¢’ |= ¢; because [; only changes its
own values. The lemma therefore also gives that there exists 1; such that e

{¥;}8j{true} and 0" = ¢; and
sec(Plj e P, .o [(#k’ — vk/)k/<;€] Ey; O’”,Plj) (A.60)

Now let ¢, = ¢¢ and S; = S for all £ # i,7, and there now exists ¥1,...,%;,..
Yj, ..., Yy such that

bl

(e Gl &ethyle &b} Ls ) e s L s S | s S

as required by the theorem. Furthermore because o(z) = o’(z) when = ¢ Var;, and
o'(z) = o”(x) when = ¢ Var;, then o” |= ¢y A--- Ay A--- Abj A--- Ay, which
also is required.

For the second part we need to prove the security predicate secp, (o; U, F, D;c").
The flows F' contains the combination of (u, s, #,,) € E; and (#.,,s,v') € E;, con-
siderer therefore such (u,s,u’) € F, and then we have

Infl (Ps, 0, 5, u)
= Infl (P, 0,s,u) using (A.50)
CInfl(P, @ Py, 0 [(#k/ > U )<kl Sy Fm) using (A.59)
nfl (PA oy O [(#rr = Ok )k <k], S, #m) using #,, ¢ Var
C Infl (P, 0", s,u") using (A.60)
= Infl(P,, 0", s,u") using (A.50)

and the same goes for the readers

Read (P,, 0, s, u)

= Read (P, 0, s,u) using (A.51)
2 Read (Pl e Py,o [(#kr = Uk )k <k], S, #m,) using (A.59)
= Read ( ), ® Pen,o "(#rr = vp ) r<k], s #m) using #,, € Var
D Read (P o, s,u') using (A.60)
= Read (P,, 0", s,u') using (A.51)
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Furthermore consider the rest of the flows (u,s,u’) € F, which original is from the
flows (u, s,u’) € E; (from the other part of the combiner function (2.3)), we have

Infl (P, 0, s,u)
= Infl (P}, 0,s, u)

O'SU)

By, 0", s,u')
Inﬂ P.,a s u)

and likewise for readers

Read (P,, 0, s, u)

= Read (Pl , 0,8 u)
= Read (Pl o', s u)
= Read (P, ® Pup, 0

D Read (P, 0", s,u)
= Read (P.,a u')

nfl (P,

=Infl (P, o Pch, N#w = v )<kl s u)
(£,
(

[(#e = ve)w<k), s,u)

using (A.50)

using v ¢ Vary,

using #,, ¢ Var, u € Vary;
using (A.60)

using (A.50)

using (A.51)

using u ¢ Vary,

using #,, ¢ Var, u € Vary,
using (A.60)

using (A.51)

For the other part of the security predicate take now all s and v € Var\ D. There
are now two cases, take first where v € Var;,, which is similar as before

Infl (P, 0, s,u)
= Infl (P}, 0,s, u)

asu)

Pi,,0”,s,u)
Inﬂ P.,a s u)

and for the readers

Read (P,, 0, s, u)
= Read (Pl ,0,8 u)

=Read (P, 0’,s u)
= Read (P, o Pch7

D Read (P, 0", s,u)
= Read (P.,a ,u)

nfl (P,

= Infl (P e Pch, #k/ — 'Uk’)k’<k} S U)
(P,
(

[(#r — Vb )<k, s,u)

using (A.50)

using v ¢ Vary,

using #,, ¢ Var, u € Vary;
using (A.60)

using (A.50)

using (A.51)

using u & Vary,

using #,, ¢ Var, u € Vary,
using (A.60)

using (A.51)
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The last case is where u € Vary and £ # [; and gives

Infl (P, 0, s,u)
= Infl (P, 0, s,u) using (A.50)
= Infl (Py, 0", s,u) using u € Var,
= Infl (Ps, 0", s,u) using (A.50)
Read (P, 0, s, u)
= Read (P, 0, s,u) using (A.51)
= Read (P, 0", s,u) using u € Var,
= Read (P,, 0", s,u) using (A.51)

which all finalises the proof.

A.10 Fact 4.

By looking at the resulting form of the different functions the result can be obtained.
Using dist(P) gives the form P?

Plo={} | {uio<s} | {uto—3s | (p=P") | PlepP)
Using cIn(P) gives the form P7

P u:={} | P°
P i={u:6+35 | {u:o—5 | (p=>P°) | P°eP°

Using cnd(P) gives the form P¢
P {} | (p{aioes) | (p={aioosh) | PLepf
Now consider P? = dist(P). Using cIn(P?) gives the form P’
Pi={ | PY
P i={u:o+s} | {u:o—3s} | (cpéP‘sj | P ep”

Using cnd(P?") gives the form P

P = (o= {uio—s)) | (p={u:o—35)) | Pf”oPg”

It is now seen that P¢" is syntactic equivalent to INF.

All the modifications done by dist(P), cIn(P), cnd(P) is accounted for in the their
respective definitions in Algorithm 4.1 to 4.3. We can therefore state that P = inf(P),
finalising the proof.
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A1l Fact4.?2

For B = (p = {u : 0 + s}), the influencers and readers are

Infl(B,o,q,y) CInfl(Bye---eB,eB, . 1e---eB,.,0,qY)
< Infl (B,0,q,y) C Infl (By,0,q,y) U---Ulnfl (B, 0,4q,y)
< Infl(B,0,q,y) C Infl (B1,0,q,y) U---Ulnfl (B,,0,q,y) UeU---Ue
< Infl(B,0,q,y) C Infl (B1,0,q,y) U---Ulnfl (B, 0,q,y)
Read (B,0,q,y) 2 Read (B; o
< PrDORead(Bje---eB,eB, 108, 0,q,y)
< true
< PrDORead(Bye---eB,,0,q,y)
< Read (B,0,q,y) 2 Read (B ®---¢ B,,,0,q,Y)

~-~.Bn.Bn+1."'.BmaUaQ7y)

Similar for B = (¢ = {u : 0 — 5}) the influencers and readers are
Infl (B,0,q,y) CInfl(Bye---eB,eB, 1e---eB, 0,qY)
< eClInfl(Bye---eB,eB, 1e---0B,, 0,q,y)
< true
S eClnfl(Byi19---0B,,0,q,Y)
< Infl(B,o,q,y) CInfl(Byy10--- 0 Bp,0,q,9y)
Read (B,0,q,y) D Read(B1e---eB,eB,,.1e---0DB,,.0,q,y)
< Read (B, 0,q,y) 2 Read (B1,0,q,y) N ---NRead (B, 0,4,y)
< Read (B,0,q,y) 2 Prn---NPrNRead (By+1,0,q,y) N -+ NRead (B, 0, q,y)
< Read (B, 0,q,y) 2 Read (By11,0,q,y) N---NRead (B, 0,q,y)

A.12 Fact 4.3

Let BT = (¢ = {u: 0+ s}). The influencers for BI C P; o P, for all o, ¢ and y is
then

Infl (BI,U,q,y) ClInfl (P e Py,0,q,y)
< Infl (Bl,a,q,y) CInfl(Py1,0,q,y) Ulnfl (P2, 0,q,y)
< Infl (Bl,a,q,y) C Infl (Py,0,q,y) V Infl (BI,a,q,y) C Infl (Py,0,q,y)
and likewise for the readers
Read (B',0,q,y) 2 Read (P ® P»,0,q,y)
< Pr D Read (P, e P»,0,q,y)

< true
< Pr D Read (Py,0,q,y) VPr 2 Read (P, 0,q,y)

& Read (B',0,q,y) 2 Read (P1,0,q,y) V Read (B',0,q,y) 2 Read (P,0,q,y)
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/D g
Y

Figure A.1: In the left Venn diagram § O s1 N5y but 5 2 5; for ¢ € 1,2. In the right
Venn diagram § O s; for ¢ € 1,2 which makes § D 51 N s5.

Which is the same as finding the influencers and readers for B! C P, v B! C P,.

A.13 Fact4.4and 4.5

Proof by counterexample. Let B = (¢ = {u : 0 — 5}). For readers it does not hold,
here shown by counterexample. Let P; = (p = {u: 0 — §;}) fori € 1,2, where 5§ # §;
but not necessarily disjoint (e.g. § = {s, s3} and 5; = {s;, s3}).

Read (BR,O', Q7y) :_) Read (Pl i P27Ua Q7y)
¢ Read (Bf,0,¢,y) D Read (P1,0,q,y) N Read (Ps, 0, ¢, )

5D 51N 39 ifoEeho=qgAhu=y
Pr O PrNPr otherwise

525 AN5D 39 ifoEeho=qghu=y
Pr D Pr APr D Pr otherwise

In the last equation “=" does not hold, also illustrated in Figure A.1. If a disjunction
was used in the false statement, a similar proof would show the same e.g. 5 O 51N52 %
5§D 51 V5D 89, but “«<=” would hold.



110 A Proofs

A.l14 Fact 4.7

The influencer and reader set is

Infl((¢={u:0<s}),0,q,9) CInfl((¢ = {u :0" = 5}),0,q,9)
=Infl((p={u:0+ s}),0,q,y) Ce

Read (¢ = {u: 0+« s}),0,q,y) D Read ((¢' = {v/ : o' = §'}),0,q,v)
=PrDORead((¢' = {u' : 0 = 5}),0,q,9)

= true

If ¢ is satisfiable then there exists a o, ¢, y such that o = ¢, ¢ = 0 and y = u such
that the influencers becomes s, thereby making {s} C e false. If ¢ is unsatisfiable
then the case becomes true.

A.15 Fact 4.8

The influencer and reader set is

Infl ((p={u:0—35}),0,¢,y) CInfl((¢' = {u' : 0 < 5'}),0,q,9)
=eClnfl((¢' = {u : 0+ §'}),0,q,9)
= true

Read ((p = {u:0—3}),0,q,y) D Read ((¢' = {v/ : o' + 5§'}),0,q,9)
=Read ((¢={u:0—5}),0,¢,y) 2 Pr

If o is satisfiable and s C Pr (e.g. 5§ # ) then there exists a o, ¢, y such that o |= ¢,

q = o and y = u such that the readers becomes 5, thereby making s O Pr = false. If
 is unsatisfiable or s = * = Pr then the whole case becomes true.

A.16 Theorem 4.1

Assume chk(e, l;, ¢i, Si) = (¢}, ¢;) for all i < n and that ¢; is a tautology for all i < n.
Then (c1 A ... A¢,) will be a tautology too. We then have have € b, {¢;}S{#;} for
all i < n from Lemma 4.1. Using the rule of consequence, for all 1 < n we have

e b, {0} S{o5}
e by, {¢:}S{true}

@} = true

Because ¢} = true is always true, the premises for [sys;s| are satisfied and we have
that F {¢1& - &pn}t 11 : S1 || -+ || ln : Sn as required.



APPENDIX B
Type checker manuadl

This appendix describes a brief overview of the code and how to use the developed
type checker to verify a system. The actual code should be available with this thesis.

B.1 Requirements

The following software is required to run and get a result from the type checker:
o Standard ML of New Jersey (SML/NJ) compiler
o Z3 solver (or for small examples use http://rise4fun.com/z3)

o SML Testing library https://github.com/kvalle/sml-testing.git (optional)

B.2 Overview

example_X.sml Some small examples (unit test for the type checker) and some larger
examples. Most generates a file example_X.z3 with the resulting Z3 predicate.

inf.sml Implication normal form inf(P) together with its auxiliary functions cnd(P),
cIn(P), dist(P).

preorder.sml Preorder function order(P, P').
Set.sml Helper functions simulating sets using lists.

substitutions.sml Substitutions used on policies P and conditions ¢ such as Pla/z]
and P(y/z).

syntax.sml Datatypes for S, a, b, P, ¢, a™, and ¢, including converter functions e.g.
from ¢ to ¢ and ¢ to Z3 notation. Furthermore, it contains functions for pretty
printing all the data types and getting free variables for different data types.

tests.sml Unit tests, for printing, substitutions, preorder and type checker. The
SML Testing library should be loaded into sml-testing/.

typechecker.sml The functions for the type checker chk(y, ¢, ¢,S) and for a fully
defined system verify(Sys, S, NSA, Pgys, ®).


http://rise4fun.com/z3
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The type checker does not contain any sanity check in terms of variable separation and
if policies are truly localised. It is therefore assumed that the programmer consider
these when writing examples.

B.3 Usage

Let (Sys,S,NSA, Ps,;) be defined as
Sys=l:o=4y=x|lh:w=4z:=w
P, ={x,y: s+ s}
P,={w:s« s}e(w>5={z:5«s})

where S(I;) = s for i € 1,2 and Psys = P, @ P,. Let ®(l;) = true for i € 1,2.
The result of verify(Sys, S, NSA, Psys, ®) can be found by the following code

1 use "typechecker.sml";
2 val Sys = [
3 ("11", Seq(Assign("x", Int(4)), Assign("y", Var("x")))),
4 ("12", Seq(Assign("w", Int(4)), Assign("z", Var("w"))))
513
6 val SecurityDomains =
, (["11", "12v], "s"
s 1;
9 val NSA = "NSA";
0 val P_Sys = [
1 ("11“, Pol(["X”, ||y||]’ ["S"]’ [||s||]))’

2 ("12", SeqPol( Pol(["w"]l, ["s"1, ["s"1),
13 CondPol(phiGt(a_Var "w", a_Int 5),
4 Pol(["z"]1, ["s"1, ["s"]
15 ))))

6 1;

17 val initPhi = [

8 ("11", phiTrue),

9 ("12", phiTrue)
20 J;
2 val result = verify(Sys,
23 SecurityDomains,

> NSA,
25 P_Sys,
26 initPhi
27 )
28
20 map print (map toZ3tautology result);
30 (* Result

31 11: unsat
32 12: sat
34 Sys: sat

5 %)

The output is Z3 code for verifying if each of the processes is satisfiable or not. [y is
unsatisfiable thereby meaning this process is secure. I is satisfiable and is not secure.
The overall result for verify(Sys,S,NSA, Pgys, ®) is therefore not secure.



APPENDIX C
Thesis formalities

This appendix contains the original project plan, the final project plan, and a brief
auto-evaluation of the project process as required in the program specifications from
DTU for writing a master thesis (http://sdb.dtu.dk).

C.1 Original project plan

The aviation electronic (avionics) industry has developed safety critical and reliable
hardware and software for many years. In classical avionics each function was put
in separate avionics controller following the “federated architecture”, to keep a high
independent reliability. In a combination of more data communication and growth
in signal interfaces the weight, volume and power consumption of all the different
controllers hit the boundaries of the airplane in the mid 1990s. Meanwhile to keep
maintaining all the controllers, the catalog for spare parts for the controllers kept
increasing, and thereby cost more in the ongoing maintenance [But07].

The avionics industry therefore developed Integrated Modular Avionics (IMA),
where software with different security domains is integrated on commercial off-the-
shelf components. This indeed lowered the weight, volume, power consumption, and
hardware maintenance cost. The idea of IMA is to have an operating system which can
handle multiple applications separately (a separation kernel), and if one application
is altered or a new applications is added, this should have minimal or no effect on
the other applications. With IMA the cost for the avionics modules was therefore
moved from the separate hardware components to the development and certification
of the separation kernel and insurance that the separate applications is kept separate
[But07].

The Multiple Independent Levels of Security (MILS) approach gives a guideline
on how to design, construct, integrate and evaluate secure systems. This approach
decomposes components and locates the vulnerable parts, and suggest strict separa-
tion and information flow control [Rus08]. The MILS approach is therefore guidelines
on how to achieve the safe and secure separation mechanisms from the IMA require-
ments.

Aeronautical Radio, Incorporated (ARINC) is a major company producing commu-
nication solutions to the aviation industry, among others. They have a huge number
of standards, and within one is the ARINC report 811 [A81105], which provides se-
curity concepts for airborne networks. This report tells the story again with the
decomposition of a system into several domains. Here they provide an actual exam-
ple as shown in Figure C.1 with four different domains, Aircraft Control Domain,
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Aircraft
[ CLOSED ][ PRIVATE ] PUBLIC
| Control the Aircraft | | Operate the Aircraftl | Inform and Entertain /-0 :- 5 IS
| Aidramer I [ Pessorser ]
| Controlled | Uncontrolled
Aircraft Control Airline Information Passenger Passenger-owned
Domain Services Domain Information and Devices
Entertainment
Services Domain
Flight and Administrative In-Flight
Embedded Support Entenaisment Computing Devices
Control Systems Flight Support Wireless Devices
Cabin Support Gaming Devices
Cabin Systems Maintenance Passenger Internet
= und”
i Network Interface ;
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i
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Datalink Services Broadband Networ

Airline-Approved Passenger-accessed
3'd Party Providers | [BIGNETAZ VL CE

| Air Traffic Service ”
Providers
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Figure C.1: Security domains according to ARINC report 811 [A81105].

Airline Information Service Domain, Passenger Information and Entertainment Ser-
vice, and Passenger-owned Devices. These domains is only a minimal subset, where
e.g. the Aircraft Control Domain could be split up into several domains, some for nav-
igation and others for ground communication. The ARINC report 811 also provides
a “aircraft security process framework”, which more or less is the Common Criteria
(CC) [CC12a; CC12b; CC12c¢] in avionics terminology.

There has been put a lot of effort into develop and certify a separation kernel, one
main example is the PikeOS by SYSGO, which is used in the avionics industry, and
fulfils and implements IMA and the MILS standard [SYSGO]. The applications from
the previous separation is then stacked as virtual machine on top of a separation kernel.
All these application can be part of different security domains, and the separation
kernel then ensures that the information flow is correct across these domains at run
time. The separation kernel therefore specifies some common ground for defining
policies, and either block or allow data flows. Depended on the complexity of the
system all these checks and lookup in policies could take up much time, and can
therefore become a bottleneck in a real time setting.

[Miil+12] presents and discuss the software architecture of an abstraction for a
security gateway, which looks at the flow from two different domains. This security
gateway is further developed in [NNL15], where the Decentralised Label Model (DLM)
[ML97; MLO00] is used. When using this model, static analysis can be used on the
software, to ensure that confidentiality and integrity is preserved in the information
flow. The run-time checks can therefore be minimised.

Internet of Things is a vision that all embedded electronics, sensors, and software



C.1 Original project plan 115

will be connected and exchange information, to achieve better products with inter-
connected services across multiple domains, machines, etc. With the strict separation
and time consuming security checks the aviation industry will not be ready for this
future vision.

Previously the codebase has been developed as separate instances, and the same
code for some common procedures is therefore copied across all applications (e.g. this
could be a sorting procedure). This is not a modern way of programming and the
overall codebase will strictly increase if the same procedures is used across many appli-
cations with different security restrictions. Having a label model like DLM ensuring
secure information flow, functions can have polymorphic labels which is relative to
the context of the caller, and thereby remove duplicated code.

C.1.1 Contributions

Due to the duality between integrity and confidentiality in DLM the policies in
[NNL15] can be simplified to only contain integrity. The policies in [NNL15] also
contains a value range for variables which gives the content-based information flow.
This project will take the underlying basics of [NNL15] and remove the confidentiality
part. Furthermore, the article is not considering the programmer, and this project
will therefore specify the syntax for policies and how they will interact.

Constructs such as “acts for” and “endorse” from DLM not shown in [NNL15] will
also be introduced to see if this gives a more expressiveness language. Furthermore
the language in [NNL15] is only a limited set compared to C which is commonly used
in avionics. This project will therefore look at the complexity issues of adding arrays
and still have to deal with distinct policies and preserve confidentiality and integrity.

Lastly the analysis should be formally proven, to ensure that it actually provides a
secure information flow. This could be further emphasised with a prototype, showing
some not-so-trivial examples.

C.1.2 Bibliography

[A81105] Airlines Electronic Engineering Committee. ARINC report 811: Commer-
cial Aircraft Information Security Concepts of Operation and Process
Framework. Aeronautical Radio, INC., 2005 (cited on pages 113, 114).

[But07] Henning Butz. “The Airbus Approach to Open Integrated Modular Avion-
ics (IMA): Technology, Methods, Processes and Future Road Map”. In:
Workshop on Aircraft System Technologies (2007) (cited on page 113).

[CC12a] Common Criteria. Common Criteria for Information Technology Secu-
rity Evaluation Part 1: Introduction and general model. 2012 (cited on
page 114).

[CC12b] Common Criteria. Common Criteria for Information Technology Secu-

rity Evaluation Part 2: Security functional components. 2012 (cited on
page 114).
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[CC12c] Common Criteria. Common Criteria for Information Technology Secu-
rity Evaluation Part 3: Security assurance components. 2012 (cited on
page 114).

[MLOO] Andrew C. Myers and Barbara Liskov. “Protecting privacy using the

decentralized label model”. In: ACM Transactions on Software Engi-
neering and Methodology (TOSEM) 9.4 (2000), pages 410442 (cited on
page 114).

[ML97] Andrew C. Myers and Barbara Liskov. “A Decentralized Model for In-
formation Flow Control”. In: Proceedings of the 16th ACM Symposium
on Operating Systems Principles (SOSP) (1997) (cited on page 114).

[Miil4+12]  Kevin Miiller et al. “MILS-related information flow control in the avionic
domain: A view on security-enhancing software architectures”. In: Pro-
ceedings of the International Conference on Dependable Systems and
Networks (2012) (cited on page 114).

[NNL15] Hanne R. Nielson, Flemming Nielson, and Ximeng Li. “Disjunctive Infor-
mation Flow”. In: DTU Compute (2015) (cited on pages 114, 115).

[Rus08] John Rushby. “Separation and Integration in MILS (The MILS Consti-
tution)”. In: February (2008) (cited on page 113).

[SYSGO] SYSGO. SYSGO - Embedding innocations. URL: http://www . sysgo .
com/ (visited on January 28, 2015) (cited on page 114).

C.2 Final project plan

The final project plan is a revision of the original project plan, which is rewritten and
extended into Chapter 1.

C.3 Auto-evaluation

This project started with a literature study about the aviation industry and DLM.
From this most of terminology was settled in the rest of the project, and most of the
case study was settled.

From previous work done in [NNL15] it was clear that DLM had some short-
comings and needed to be extended with the conditional policies. Furthermore, I
unsuccessful tried to map DLM work [MLO00] to the new work in [NNL15]. The work
done for this part was therefore discarded.

After the first third of the project period the draft paper [NNd] was presented to
me, and the project took a turnover. The idea was now to verify the many of the
facts, lemmas and proofs in [NNd] and to implement the type system also presented
there.

The goal for the project was clear and a more regular day began. Thus, I used a
much time understanding the type system and its correctness result. Furthermore, I
wrote the case about the electronic flight bag with help from PhD student Ximeng Li
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from DTU Compute. This was good for the project to have another semi realistic
case.

Along the way I took many notes, which have been really helpful in the end phase
where all the smaller parts are merged together to form this thesis.

The overall project process has therefore been a mix of experimental and analytic
approach.
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