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Abstract

Stochastic modeling is widely used for design and analysis of systems in various application domains.
Stochastic model checking is an automatic procedure validating whether a stochastic model satisfies
a given property which is normally expressed by some temporal logics. One of the state of art model
checking tools is PRISM. In the project, Model Checking Real Life, conducted during the spring of
2012, a hypothetic ambulance system has been introduced and some PRISM Discrete-time Markov
Chain (DTMC) models have been developed based on this system. We also attempted to evaluate
some Probabilistic Computation Tree Logic (PCTL) like formulae with path reward properties over
these models. However, PRISM only supports state rewards formulae which validate the expected
rewards based on a certain set of paths start from a specific state. After some further studies, we
believe the concept of path reward properties is also useful to the analyses of other systems.

In order to fulfill this purpose, in this paper, PCTL with state reward formulae is formally extended
with path reward formulae as PCTLR. Base on the concept of dynamic programming, algorithms for
model checking PCTLR probability path reward formulae over both DTMCs and Markov Decision
Processes (MDP) with rewards are developed. Besides, PRISM is extended to support all the above
concepts. While PCTLR is incorporated into the PRISM property specification language, we also
feel the need to grant PRISM with more flexibility, in this project, an extended filter with “cust”
operator is designed and implemented for the extended PRISM. Finally, the extended PRISM is
tested from three aspects: correctness, performance and robustness.

Key Words: Path Reward, PCTL, DTMC, MDP and PRISM
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1 Introduction

Stochastic modeling is widely used for design and analysis of systems in various application domains.
Different probabilities are used to describe the unreliable or unpredictable behaviors of these systems,
e.g. the lost rate of messages in a network communication protocol and the failure rate of a specific
node in a distributed system. Stochastic model checking is an automatic procedure validating
whether a stochastic model satisfies a given property which is normally expressed by some temporal
logics. There are many possible types of models can be used to represent distinguishing features
of the same system. For example, Discrete-time Markov Chainf! (DTMC) are good at extracting
the discrete-time behaviors of a given system while Continues-time Markov Chain! (CTMC) is
a better choice for describing continues-time behaviors, and Markov Decision Process¥ (MDP)
extends DTMC with nondeterminism. To grant more expressiveness to models, a reward / cost
structure is also considered together as a useful extension. In this paper, we will focus on the two
discrete-time model types listed above, DTMC and MDP with reward structures.

1.1 PRISM Model Checker

PRISMH! is a state of art probabilistic model checker and it is an open source software. A simplified
model checking procedure of PRISM is shown in The inputs of the whole procedure are
model and properties files where the model file contains both module and reward definitions. The
syntax of PRISM model and properties files could be found in [5, [6]. To model check the given
properties over the given model, PRISM first parses the model file into the Abstract Syntax Tree
(AST) of modules and the AST of reward structure. Then it parses the properties file into the AST
of properties. After that, the ASTs of modules, the reward structure and properties will be passed to
the core component of PRISM, the computation enginel™, which handles the actual work of model
checking and returns the result. Note that the AST of reward structure is optional and it only be
needed if some of the properties are reward related.

PRISM Parser

Modules
AST

[ »

Model File > Parsing
Reward > Con?putatlon Model
Engine .
Structure — P Checking
AST > Result

Properties
AST

Properties
File

) 4

Parsing

Figure 1: The simplified model checking procedure of PRISM

There are several computation engines available in PRISM, and each engine has its own strengths
and weaknesses which depend on the underlying data structures and the algorithms it uses. Though
the efficiencies of each engine varies toward different types of PRISM properties over different types
of models, if any two engines model check the same property over the same model, the result should
be much the same (they may slightly differ from each other due to the approximations during
the computation). There are three mature computation engines could be used for model checking
DTMCs and MDPs in the main public release (version 4.0.3) of PRISM: the hybrid, the sparse and
the MTBDD. All these three engines are partially implemented in C for efficiency reasons while
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PRISM itself is a tool implemented in JAVA. Therefore, it gives some difficulties while modifying
these three engines.

Reward

Modules Properties
Structure
AST AST AST
|
—— !
A\ 4 \ A 4
Model
E=I] . Explicit Model .
O >
= z%o Constructing Model e i Checking
< c Result
w o

Figure 2: The simplified model checking procedure based on the explicit engine of PRISM

There is another computation engine called the ezplicit which is only published in the development
versiorﬂ (beta version 4.1). The simplified model checking procedure based on it is shown in
The explicit engine mainly includes the data representation of the explicit model and the explicit
model checker. It is implemented in pure JAVA which gives itself the ease of extending desired
features. Though it still has performance problems and functionality shortages, which will be covered
in the following sections, it is still the best option to test the newly developed algorithms among
all these four engines. Therefore, in this paper, all the modifications of PRISM are based on the
explicit engine.

1.2 New Requirements for Stochastic Model Checking

The most important motivation of this paper is from a project, Model Checking Real Life®™ con-
ducted during the spring of 2012, a hypothetic ambulance system has been introduced and a PRISM
DTMC model patterIEI has been developed based on this system. We attempted to evaluate two
types of properties over the models:

e the expected time to resolve an accident once it happens at a given place;

e given a specific time instance during an accident, the probability that the remaining resolution
time is greater than x.

They cannot be expressed and evaluated by the conventional model checking techniques. However,
these types of properties are also helpful to be evaluated for other systems:

e For a leader election protocol based communication system:

— the expected times of communications needed to elect a new leader once there is no leader
for the system;

— the probability that the first leader will be elected with less than 10 times of communi-
cations to initialize the system.

e For a battery-powered system:
— the expected working hours once it is fully charged;

— given a specific time instance of the system, the probability that the energy will run out
within 3 hours.

LA development version is a beta versions of upcoming releases. The newly introduced features on this version
may not be completely implemented, tested or optimized.

2A model pattern is a guideline one can follow while constructing a model of a specific instance of the system.
Instead of redesign and rebuild the whole model, one can easily modify the size (e.g. numbers of ambulances in an
ambulance system) of the given system by adjust the existing model.
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To sum it up, the first type of properties has the structure: “the expected property once some
conditions satisfy”, and the second type of properties has the structure: “given an instance of the
system, the probability that under some conditions to achieve a goal”. Therefore, if there is a way
to express and evaluate properties with these structures, we could get more useful information from
the analysis of a given system.

1.3 Limitations of Prism

In PRISM, Probabilistic Computation Tree Logic®! (PCTL) with state reward formula is used for
specifying properties of DTMCs and MDPs. None of the above two types of DTMC properties can
be expressed and evaluated by the existing PRISM. However, they can be achieved by modifying
the PRISM property syntax and introducing new algorithms.

Recall that a DTMC is a directed graph, each vertex, also called as a state, of the graph is a unique

instance of the modeled system, the formal definition of DTMCs will be found in One

can use the following formula to evaluate “the expected property once some conditions satisfy’:
ZsESat(conditions) Py x property(s)

ZsESat(conditions) Py

3

where Sat(conditions) is a set of states which satisfy the conditions, Ps and property(s) denote the
steady-state probability™ and the evaluated property value of state s respectively.

Though PRISM supports the computation of the steady-state probabilities for all the states in the
model and the evaluated property values for a set of states, it does not provide the possibility to do
any further computation upon these two result sets. In Modifying PRISMI  a project conducted
during the autumn of 2012, an operator of PRISM filters®! has been introduced with the form:

(filter) ::= filter(savg, (prop), (states)),

then the above formula can be expressed as:
filter(savg, property, conditions).

However, as the steady-state probabilities are not applicable to MDPs, the “savg” operator cannot
be used for MDPs, and we also fell the needs to grant PRISM with more flexibilities. In this paper,
a filter operator “cust” (stands for customization) will be introduced with the form:

(filter) ::= filter(cust, (customization), (states)),

then the above “savg” filter specification can be rewritten as:
filter(cust, sum(@ss * @Qv) / sum(@ss); v: property, conditions),

which is quite similar to the original formula. The formal definition of the “cust” operator will be
given in

In PRISM property specifications, only PCTL state reward formulae are supported. A state reward
formula computes the expected rewards for a given state which is not sufficient to express the second
type of properties introduced above. In an ambulance system, a state reward formula can be used to
express the expected remaining resolution time, which may be much less useful than the probability
that the remaining resolution time is greater than z, at a specific time instance during an accident.
Assume if the accident cannot be resolved within 5 minutes, someone will die due to the lateness
of emergency treatments. One can not conclude the ambulance system is satisfied only because the
expected remaining resolution time is 4 minutes, as it may be the case that the accident will be

3The DTMCs and MDPs represented in PRISM includes both state and transition rewards, the extended PCTL
for property specification only contains state reward formulae.



Han Yue Extending Stochastic Model Checking with Path Rewards

resolved in 2 minutes with the probability 50%, and another half chance it will be resolved in 6
minutes. On the other hand, if we can make sure the probability is 0 that the remaining resolution
time is greater than 5, then the system is pretty safe based on the theoretical analysis.

In the project Modifying PRISM, PCTL is extended with reachability path reward formulae with
the form P, R a/trh [F ®]]. Additionally, three different approaches (pure backward traversal, back-
ward traversal with zero strongly connected component and backward traversal with zero connected
component)of model checking have been introduced. In this paper, another two types of path re-
ward formulae (instantaneous and cumulative) will be introduced for PCTL for DTMCs cooperate
with the corresponding model checking algorithms. Also to extend this concept to PCTL for MDPs
is quite straightforward. As MDPs are extended from DTMCs by adding nondeterminism, thus,
instead of evaluate the probability, the second type of property becomes: “given an instance of the
system, the minimal / maximal probability that under some conditions to achieve a goal”. The
extended PCTL and related model checking algorithms will be covered in later sections.

1.4 Dynamic Programming

Dynamic programming™! approach solves problems by combining the solutions of subproblems. It
first divides the original problem into disjoint subproblems, solves the subproblems recursively, and
then uses the solutions of subproblems to solve the original problem. Dynamic programming is
useful when subproblems overlap, that is some solutions of subproblems are used more than once.
For instance, the original problem is divided into sub problem A and B, subproblem A can be
solved based on the solutions of subproblem sy and s; and B can be solved by using the results of sg
and so. If the normal divide-and-conquer®™ method is used, then subproblem sq will be computed
twice during the computation of the original problem. In contrast, if the dynamic programming
approach is applied, the result of sy will be cached once it is computed, then the cached value will
be returned whenever the solution of sg is required again. By using the dynamic programming
approach to implement an algorithm, one can use a reasonable amount of additional memory to
improve the asymptotic running time from exponential to polynomial. Most of the model checking
algorithms introduced in this paper follow the manner of dynamic programming approach and have
the performance bottle-neck of the running time instead of the memory limitation, thereby an
introduced algorithm in later sections will apply the dynamic programming approach if a better
performance can be achieved.

There are two ways to design a dynamic programming algorithm, and they both yield the same
asymptotic running time. The first approach is top-down with memoizationﬂ whose procedure is
written recursively in a natural manner of the recursive definition of the original problem. Whenever
a result of a subproblem is required, it first checks whether it has been solved before, then it
returns the cached value if it does, otherwise it solves the subproblem and caches the solution.
The second approach is the bottom-up method. It requires pre-sorting the subproblems based on
the increasing order of their “sizes” where solving a subproblem only depends on the solutions of
smaller subproblems. To apply this approach, first we find out all the subproblems need to be solved
before solving the original problem, sort them by size and keep solving the current smallest unsolved
subproblem until the original problem is solved.

Though both approaches yield the same asymptotic running time, usually the top-down with memo-
ization approach has a bigger constant due to its overhead of recursive procedure calls. Hence, for a
given problem, if one knows all the subproblems, which need to be solved, sorted by the order of size,
then it is always better to use the bottom-up approach. Yet if all the subproblems can not be found
in an easy manner, the top-down approach may be a better choice as it is always applicable and
easy to use when implementing a dynamic programming algorithm. In this paper, all the algorithms

4 As quoted from [I3]: “This is not a misspelling. The word really is memoization, not memorization. Memoization
comes from memo, since the technique consists of recording a value so that we can look it up later.”
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will be given with the top-down with memoization approach first and also the bottom-up approach
if it is applicable.

1.5 Outline

This paper is structured as follows. First, in we begin with background materials of the
basic concepts of DTMCs and PCTL. Then the PCTL with state reward formulae is extended as
PCTLR. Also two approaches to eliminate transition rewards of a given DTMC is included.
represents algorithms of PCTLR model checking over DTMCRs with corresponding optimizations.
A worklist algorithm is introduced at the end of this section. Start from background
information of MDPs is provided with the extended PCTLR semantics supporting PCTLR model
checking over MDPRs. All related algorithms can be found in [Section 5] [Section 6] describes
the syntax, semantics and performance optimizations of the extended filter property with “cust”
operator. The implementation of the extended PRISM with the concepts represented in this paper
is introduced in [Section 71 In [Section 8| we list some test cases used to verify the extended PRISM.
concludes the paper by comparing the work done in this project with other two papers
containing similar interested research areas.
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2 Extending DTMCs and PCTL with Rewards

We begin with extending the PCTL with path reward formulae for DTMCs, it is based on the
extension of PCTL with state reward formulae introduced in [10, [15]. For the completeness and the
readability, brief introductions of the definition of DTMCs with rewards and the PCTL with state
reward formulae are summarized from these two papers as [Section 2.1] and [Section 2.2 Though
some notations are slightly modified, the basic concepts are the same.

2.1 Discrete-time Markov Chains with Rewards

In this paper, a Discrete-time Markov Chain with Rewards will be abbreviated as DTMCRE| for
simplicity. It is assumed that both of the state rewards and transition rewards for a given DTMCR
are real numbers if no exception is explicitly pointed out. Let AP be a fixed, finite set of atomic
propositions.

Definition 1. A DTMC is a 4-tuple D = (5,3, P, L) where:
e S is a finite set of states;
e 5 € S is an initial state;
e P:S xS —[0,1] is a transition probability matrix such that for all s € S, g P(s,s') = 1;

e L : S — 247 is a labeling function mapping each state s € S to a set of atomic propositions
L(s) which are satisfied in that state.

A DTMCR is a 6-tuple D = (S,3,P, L, rq,7:) where the first four elements are defined the same as
DTMC and:

e 1, : S — R is a state reward function;
e r;: S xS — Ris a transition reward function.

The reward a given DTMCR consumes when it moves from a state s to s’ is the sum of the state
reward of s and the transition reward from s to s’. Let r,_, denotes this reward, and it is defined
as follows:

d
Ts—s’ ;f 7’5(5) + rt(57 5/)' L

Example 1. shows a DTMCR. D = (S,5,P, L,r,,7;) for a hypothetical vending machine.
The machine stands idle when nobody uses it. It shows the menu once a customer C' tries to buy
goods on it. C' may not buy anything with the probability 0.1 if nothing on the menu interests C
and the machine goes back to the idle state. Otherwise C' will choose from chocolate and cola both
with the probability 0.5. The machine releases the chosen stuff, becomes idle again and waits for
the next customer.

For graphical notations used for DTMCRs in this paper, states are drawn as circles with their names
on the center, transitions are represented as arrows with associated probabilities labeled on it and
the initial state is marked by an incoming arrow with no out state. Besides that, if the transition
reward for a specific transition is not 0, it is added after the corresponding transition probability
separated by a colon. Similarly if the state reward for a given state is not 0, it is concatenated after
the state name with an additional colon.

The DTMCR of this vending machine has six states S = (sg, s1, S2, 83, 54, S5) with the initial state

5As we discussed in [Section 9.1| the concepts of DTMCR are roughly the same as DMRM.
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p
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Figure 3: The DTMCR of a hypothetical vending machine

5 = sg. The transition matrix P is given by:

0o 1 0 0 0 O
01 0 09 0 0 O
p_ 0 0 0 05 05 0
o 0 0 0 o0 1
0 0 0 O 1
1 0 0 0 0 O

The labeling functions L maps from S to 2{idle,;menu,chocolate,cola,release},

L(so) = {idle}, L(s1) = {menu}, L(s2) =10, '
L(s3) = {chocolate}, L(s4) = {cola}, L(s5) = {release}

The rewards denotes the profits of the vending machine. The positive state rewards represent the
money earned from selling the corresponding product where for all state s € S:

1 if s = s3
rs(s) =42 ifs=s4 ,

0 otherwise

and the negative transition rewards indicate the average cost (maintenance fee, electricity, etc) for
executing this action , where for all state s,s" € S:

r (8 S/) — —0.01 if (87 S/) € {(51, 32)7 (557 50)}
©ne 0 otherwise ’

The reward D consumes when it transits from state s; to sg is:
Tsy sy = T's(81) + r¢(s1,82) = 0+ (—0.01) = —0.01,
and the reward it consumes by moving from sz to ss is:

Tsarsy = Ts(83) +14(83,84) =14+0=1. |

An infinite path w, which represents an execution of a DTMCR D = (S,3,P, L,rs, ), is a non-
empty sequence sgs183 - -+, where s; € S and P(s;, s,41) > 0 for all 4 > 0. For a (finite or infinite)
path w, we denote the ith state of w by w(¢) and the length (number of transitions) of w by |w|,
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which is always oo for any infinite path. A prefix of an infinite path w is a finite path m = sgs1 - - sy,
that for all 0 < i < |7|, w(i) = 7(¢). For a finite path 7, the last state is denoted as last(r). In this
paper, let Pathp , and Patth”; denote the sets of all infinite and finite paths starting from state s

in D, while Pathp and Patthm represent the sets of all infinite and finite paths starting from any
state in D.

For a finite path © € Pathgz, the total reward consumed along 7 is denoted by r, with the

definition:
|m|—1

def
Tr = E Tr(i)—=m(i+1)s
=0

the probability Pp () is defined as follows:
def 1 if ‘7T| =0
Pp(m) = .
P(7(0),7(1)) - P(xw(1),7(2)) - - - P(w(|7| — 1), last(w)) otherwise
and the probability measure for a cylinder setl®l C(r) C Pathp  is:
Prp(C(r)) = Pp(n),

where:
C(m) = {w € Pathp s | 7 is a prefix of w}.

For an infinite path w € Pathp s, the total reward consumed along w, which is represented by r,,,
is always oo, and there is no probability measure for any single infinite path.

Example 2. For the DTMCR D = (S,5,P, L, rs,r:) shown in let w1 = s3, ™2 = $152 and
T3 = §18283, then:

|| = 0; |mo| = 1; |7s| = 2;

Prp(C(m)) =Pp(m) = 1;

Prp(C(ms)) = Pp(ma) = 0.9;

Prp(C(m)) =Pp(r2) = 0.9 x 0.5 = 0.45.

rr, =71s(s3) =0

Tas = Ts(81) + 7:(81, 82) + rs(s2) + r4(s2, s3) = —0.01 [ |

2.2 PCTL with State Reward Formulae

Probabilistic Computation Tree Logic(PCTL), a probabilistic extension of the Computation Tree
Logicl™ (CTL), can be used to write specifications for DTMCR models. Recall that there are two
kinds of PCTL formulae, state formulae and path formulae. A PCTL formula is a state formula
verifies whether a state satisfies the given condition. To consider the reward properties for a DTMCR,
the PCTL is extended by introducing a new type of state formulae R¥'2*[¢].

Definition 2. The syntax of PCTL with state reward formulae is as follows:

o

true | a | —® | AP | Poyle] | RI[y]
¢ :=X0|0UFD | DU
@ o=T"|CF|Fo

where @ is a state formula, ¢ is a path formula, ¢ is a reward formula, a is an atomic proposition,
~ef{<, > <, >}, pe0,1],r€eRand k € N.
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Note that the superscript ‘state’ of the R*!¢*¢ operator for a state formula is not necessarily needed,
it is only added for a better clarity to distinguish from the R operator for a path formula which will
be introduced in the later section. |

Definition 3. Let D = (5,5,P, L,75,7) be a DTMCR. For all state s € S, the satisfaction relation
k= is defined inductively as:

s | true = ses
sEa & a € L(s)
s =P & s
sE @ APy & sE®PIAsE Dy
s = Ppld] A Prps(¢) ~p
sERG W] & Eapps(Xy)~r

where: )
Pro(¢) Y Prp{w e Pathp , | w = 6},

and Fapp s(X,) denotes the expectation of the random variable X, : Pathp s — R. For any path
w = 508182+ € Pathps:

X (LU) def 0 ifk=0 )
<k = :
< Zf:ol Ts; sy, Otherwise

0 if s =@
XF<1>(CU) d;f o0 if Vi € N.s; l;é D .
ZZ’ZS{] [siEed Ts;—s;., Otherwise

The satisfaction relation = for any valid path w € Pathp, is defined as:
wEX® & w(l) E 9
wEOUSF T o FeN@GE<EAW() ETAY <i(w() = P));

wE®UT & Fi e N(w(i) EVAY) <i(w(y) ED)). |
As path formulae, we allow the F operator and the quantitative form of P operator, where F & is
equivalent to true U &, FS*® is equivalent to true US* & and P_-[®] is evaluated to the probability
value Prp 4(®).
Example 3. Below are some PCTL formulae examples of the DTMCR shown in

e Pojos5 [F<6release] - the probability that the first customer buys a product is greater than
0.95;

e P_[chocolate U release] - the probability of a customer purchasing a product which is not
chocolate. |

2.3 Extended PCTL with Path Reward Formulae

To cover the aspect of the reward properties discussed in [Section 1.2 the PCTL should be extended
by introducing a new type of path formulae. In later sections of this paper, PCTL with both state
reward formulae and path reward formulae will be called as PCTLRF] for simplicity.

6 As we discussed in [Section 9.1] the concepts of PCTLR are roughly the same as PRCTL with different extended
reward properties.
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Definition 4. The syntax of the PCTLR path formulae is defined as follows and the syntax of state
and reward formulae remain the same as [Definition 2

¢ = XO|dUSFD| DU G| Ry

Given a DTMCR D = (S,5,P,L,rs,m), for any state s € S and any path w € Pathp, all the
definitions of satisfaction relation | in are applied when model checking PCTLR over
DTMCRs with an additional definition for reward path formulae:

wERGMY & Xpw) o~ u

As mentioned before for the R¥% operator, the superscript ‘path’ for RP*" operator is not neces-
sarily needed. This is because the RP*" operator can only be used together with the P operator, on
the contrary, the R****¢ operator can not be nested with the P operator. Therefore, the superscript
(state or path) of the R operator will be omitted if there is no potential confusion.

Example 4. Below are some PCTLR formulae with path reward operators of the DTMCR shown
in
e P_2[R-([I7°%]] - the probability that a customer is just purchasing a product (on either state
s3 or s4 whose state rewards are both above the 0) after 6 time steps;

o P_s[R>_5[C=!9]] - the probability that the total cumulative profit gained for the following 10
time step is greater equal than 5;

e P_;[R1[F release]] - the probability that the profit gained for the first sale is less than 1. W

2.4 DTMCR Transition Rewards Elimination

When model checking reward related PCTLR, formulae over DTMCRs, a simpler algorithm may be
derived if the model does not have any transition with non-zero transition reward, and actually we
can eliminate all non-zero transition rewards for a given DTMCR D = (S,s,P, L, r,, ;) without

modifying the behaviors of the model. The procedure is described by

Algorithm 1 REPLACE-NON-ZERO-TRANSITIONS(D)

Input: DTMCR D
Output: D after the modification
: for all state s; € S do
for all s; € S where P(s;,s;) > 0 and r¢(s;,s;) # 0 do
if P(s;,s;) =1 then
rs(8i) = 1s(8:) + (845 85);
r¢(si,85) == 0;
else
D := ADD-INTERMEDIATE-STATE(D, s;, 5;);
end if
end for
: end for
: return D;

O 00 N O Utk W N

—
=

For each transition (s;, s;) with a non-zero transition reward, the transition reward will be merged
to the state reward r,(s;) if P(s;,s;) is 1, otherwise the transition (s;,s;) will be replaced by an
intermediate state s;; with two new transitions (s;, s;;) and (s;;, s;) as shown in where
the atomic proposition auxState stands for Auxiliary State and it is assumed that for all s € S,
auxState ¢ L(s).

10
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Algorithm 2 ADD-INTERMEDIATE-STATE(D, s;, s;)

Input: DTMCR D, state s; and state s;

Output: D after the modification

: 8;j := a newly created state;

: S =5uU {SU}

s P(si, 845) := P(si,85); P(sij,85) :=1; P(s;, s5) :=0;

: L(s;5) == {auxState};

s 1e(8i5) 1= 1i(84,85); e(8i, Si5) = 05 7(845,85) = 0; 74(ss,85) :=0;
: return M;

S Ot W =

,7h,7}) be the DTMCR after applying the transition reward elimination in this
way, the behavior of D is retained in D’. In another words, for any finite path 7’ € Pathg," where

Let D' = (S5, P/, L, 7’

7(0),last(m) € S, there is a ono-to-one mapping between 7’ and a finite path 7 € Pathg". The
probability Pp/(7') is equal to Pp(7) and the total reward consumed along 7’ is also equivalent
to ;. Nevertheless, the model checking results may be affected for some PCTLR formulae. The
advantages of this approach are that it requires no changes to the model checking algorithms and
has the minimum impact to the model, thus it is suitable for the cases we would like to temporarily
modify the model and it is known for sure that the modification will not affect the result.

Example 5. shows the result DTMCR. D’ after applying |Algorithm 1| to the DTMCR D
in

{idle} [ so 1

{chocolate}

. . >
0. 1
S12: Sg @
-0.01 1 g2 - -0.01
0.5 1
>

{menu} {auxState} 3% {release}

{cola}

Figure 4: The simple transition rewards elimination result DTMCR

The transition reward r;(ss, so) is merged to the state reward r5(s5) as P(ss, s0) is 1, the transition
(s1,82) is replaced by an intermediate state sj2, whose state reward equals to r(s1, s2), with two
newly introduced transitions (s1, s12) and (s12, $2). It may affect the model checking result of the
original model. Model checking P_-[F release] and P_;[Rs1[F release]] over both DTMCRs, D
and D', will achieve the same results. However, model checking P—7[Ro[I=?]] over D will result 0
which is different from the result 0.9 for D’. |

In order to not only retain the behaviors of the original DTMCR after eliminating all the non-zero
transition rewards, but also return the same model checking result as the original DTMCR for any
PCTLR formulae. We can replace all the transitions of the original DTMCR with an intermediate
state and two newly introduced transitions as described in

After applying the replacements, the modified model retains the behaviors of the original model as
the previous approach and all the transitions in the original model become two transitions and an
intermediate state. Therefore, the semantics of PCTLR can be modified to ensure model checking
any PCTLR formula will give the same result as for the original model.

11
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Algorithm 3 REPLACE-ALL-TRANSITIONS(D)

Input: DTMCR D

Output: D after the modification
1: for all state s;,s; € S where P(s;,s;) >0 do
2: D := ADD-INTERMEDIATE-STATE(D, s;, 5;);
3: end for
4: return D;

Let D = (S,3,P, L,rs,7¢) be the original DTMCR and D’ = (5,35, P/, L', r.,r;) be the modified

DTMCR. First, for all state s € S’, it does not satisfy any state formulae if s ¢ S. This can be
achieved by adding an additional guard to the state satisfaction relation defined before:

sE® & auxState ¢ L(s) ANs € S
skEa & auzxState ¢ L(s) N a € L(s)
s k=P & auxState ¢ L(s) As =P
sk @ APy & auzrState ¢ L(s) ANs = @1 As |E Dy
s EPplo] = auzxState ¢ L(s) A Prp s(¢) ~p
s = R[] & auzxState ¢ L(s) AN Expp s(Xy) ~ 7.

The modification of the state satisfaction relations also filters out the need to consider the path
satisfaction relation for all the paths starting from a state s € S’ \ S. This is because a path
satisfaction relation will only be considered when model checking a PCTLR state formula with the
P operator. Next, for all path w € Pathp,, where w(0) € S, the modified path satisfaction relation
is defined as follows:

wEX?o = w(2) E o
wkE®USk o = FeN(GE<k ANw(2i) E (V) AVY) <i.(w(2)) E (P)));
wEOUT & Fi e N(w(2i) =P AVY) <i(w(2)) EP)).
Similarly, the modification of the state satisfaction relations filters out the need to define the random

variable X, for all the paths starting from a state s € S’ \ S. Finally, for all path w € Pathp,
where w(0) € S, the modified definitions of X, is defined as follows:

def

Xi=r(w) = re(w(2k));
def 0 ifk=0
Xe< = 3
cx+() {zfﬁgl ry(w(i)) otherwise
0 if S0 ': P
Xro(w) © ifVieNs; 0.

Z?iig{j lsEed=1, (w(i)) otherwise

Example 6. shows the result DTMCR. D’ after applying to the DTMCR D
in And for any PCTLR formula, model checking it over D’ with the modified semantics
will give the same result as model checking it over D with the original semantics. |

In order to cover more general cases, all the algorithms introduced in later sections will consider
both state and transition rewards.

12
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J

{idle} So < 1
\1
1 {auxState} 1
e ° {auxState} {chocolate} {auxState}
{auxState} Stat
0.1 {auxState} 1 1

1
0.5 1
i
{menu} {auxState} 0'11 ' {release}

{auxState} {cola} {auxState}

Figure 5: The general transition rewards elimination result DTMCR
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3 PCTLR Model Checking over DTMCRs

The model checking algorithm for PCTL over DTMCs was first presented in [0, A8, [M9]. It is
extended in [I0] for PCTL with state reward formulae over DTMCRs. The input of the algorithm
area DTMCR D = (5,5, P, L,r,,r;) and a PCTL formula ®. The output is a set of states Sat(®) =
{s € S| s E ®}. Even though in most cases, one is only interested in whether a subset of states
S’ C S (e.g. asubset only contains the initial state {5}) satisfies @, the algorithm works by checking
every states in D. The summarized algorithm is given as follows:

Sat(true) =
Sat(a) = { la € L(s)}
Sat(—®) = S\Sat(P)
Sat(Py A Dy) = Sat(Pq) N Sat(Dsy)
Sat(Pp(¢]) ={s € S| Prps($) ~ p}
Sat(R¥¥[p]) = {s € S | Expp,s(Xy) ~ 7}

The detailed instruction of model checking these formulae can be found in [10] and we will not
include them here. In this paper, the PCTL with state reward formulae is extended with path
reward formulae as PCTLR, which only introduces a new type of path formulae. Therefore, once
we can compute Prp ,(RP%"[¢]) for a given reward formula ¢, the existing algorithm will be able
to model check PCTLR over DTMCRs without any modifications. In this section, we will discuss
how to compute these probabilities given a DTMCR and a path reward formula. The algorithms
introduced in this section will be able to handle negative reward values and compute the accurate
results if it is not particularly stated.

3.1 Computing Prp  (RP*"I7"])

For a given DTMCR D = (5,5, P, L,rs,rt), let :EB&N,, denotes Prp o(RP*"[17¥]), the recursive
definition of x%’swr is:

1 ifk=0Ars(s)~r
kay&N,. =<0 ifk=0A=(rs(s) ~r) (1)
S oesP(s,s) - xl  otherwise

3.1.1 Top-down with Memoization

One way to solve is applying the top-down with memoization approach of dynamic
programming, the algorithm is shown in[Algorithm 4Jand the auxiliary function PR-I-DTMCR-AUX

is shown in

Algorithm 4 MEMOIZED-PR-I-DTMCR(D, ~ r, k)

Input: DTMCR D, reward bound ~ r and step bound k
Output: Prp (RFY"[17F]) for all s € S
: let p be an empty hash table whose key is composed by a state and a step value;
for all state s € S do
x5 := PR-I-DTMCR-AUX(D, s, ~ r, k,p);
end for
return (z4)ses;

Ot W =

14
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Algorithm 5 Pr-I-DTMCR-AuX(D,s,~ r,k,p)

Input: DTMCR D, state s, reward bound ~ r, step bound k and hash table p
Output: PrD)S(RﬂaTth[I:k])

1: if p(s, k) is not defined then

2: if £k =0 then

L ifrg(s) ~r

% pls k)= 0 otherwise

4 else

5: p(s, k) =3, cgP(s,8) - PR-I-DTMCR-AUX(D, s',~ 1,k — 1,p);
6 end if

7: end if

8: return p(s, k);

Example 7. Let us return to the DTMCR D in and compute Prp o, (RPY"[I7%]). Let

x%)swr denotes PTD,S(RZL“:h[I:k]), by applying the top-down with memoization approach, we will

derive the following equations from top to bottom:
xSD,so,>0 = I%,31,>0
D 050 =01%XTh o o+0.9Xap ., o
‘rb,so,>0 = xOD,sl,>0
xOD,sl,>0 =0 rs(s1) =0
1 _ 0 0
Tpsy>0 =05 Xxp o 50+ 0.5X2xp o
TD sy, 50 = Thosy>0 = 1, rs(s4) > rs(s3) >0
and the algorithm will solve these equation from bottom to top, we have that:
Thays0=05x1+05x1=1
x}),so,>0 =0

Th.50=01x0+09x1=09

3 —
D 5,50 = 0.9.

Hence the probability Prp_ ., (RXY"[17%]) is 0.9. [ ]

3.1.2 Bottom-up Method

We can eliminate the recursive calls by applying the bottom-up method approach of dynamic pro-

gramming to solve [Equation (1), the algorithm is shown in [Algorithm 6

Example 8. Consider again the DTMCR. D in and compute Pr D,S(Ri’loth [1=3]) for all state
s €S. Let ok, _ denotes Prp o(RP%"[I7")), the column vector zf, o = {af . o, -, 2% .. So}T
By applying the bottom-up method approach with the base case gOD7>0 =1{0,0,0,1,1,0}*, we have
that:

2hso =P 2% .o =1{0,0,1,0,0,0}"

23 o0 =P-z}p -0 =1{0,0.9,0,0,0,0}"

2} o =Pz} ., =1{09,0,0,0,00}". [
This bottom-up method approach has the same asymptotic running time as the top-down one, the

upside is it has no overheads of caching calculated values and recursive calls, where the downside is
it may compute some unnecessary values.

15
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Algorithm 6 BoTTOM-UP-PR-I-DTMCR(D, ~ r, k)
Input: DTMCR D, reward bound ~ r and step bound k
Output: PrD)S(RﬂaTth[I:k]) forall se S
1: for all state s € S do
1 ifry(s)~r
2: Tg i = H
0 otherwise
end for
fori=1—kdo
for all state s € S do
zl = e P(s,s') x xg;
end for
for all state s € S do z; := z; end for
end for
10: return (zs)secs

OFO T Y.

Figure 6: A linear DTMCR

© w0 N O U W

{target}

Example 9. Consider the DTMCR D shown in It has n states, for all state s; where
i<n—1,P(sysi41) = 1 and P(sp—1,8,-1) = 1. Assume n is 100, and one wants to compute
Prpys(R’;%th[I:gg]) for all the states. By applying the top-down approach, one needs to compute:

PTD,S(RZ;GOth[IZQQD for So 10 S99

PTD,S(RZ;%HL[IZQSD for s to S99

Prp.s (R’;‘loth [IZO]) for sgg,

which is 100 + 98 4 - - - + 1 = 5050 values in total. On the other hand, the bottom-up approach has
to compute 100 * 100 = 10000 values in total. [ |

3.2 Computing Prp ,(RP"[C=))

For a given DTMCR D = (S,5,P,L,7s,1¢), let x%,S’NT denotes PrD,s(Rﬂafh[CSk]), the recursive
definition of x’z,’s,w is:

1 ifk=0A0~7T
xIB,s,NT =<0 ifk=0A=(0~r). (2)
YoesP(s8)- xﬁ/[_’;/w(r_rﬁs,) otherwise

3.2.1 To-down with Memoization

One way to solve [Equation (1)|is applying the top-down with memoization approach of dynamic pro-
gramming, the algorithm is shown in and the auxiliary function PR-C-DTMCR-AUX

is shown in

16
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Algorithm 7 MEMOIZED-PR-C-DTMCR(D, ~ r, k)

Input: DTMCR D, reward bound ~ r and step bound k
Output: Prp (RPY"[C=F]) for all s € S
: let p be an empty hash table whose key is composed by a state, a reward and a step value;
for all state s € S do
x5 := PR-C-DTMCR-AUX(D, s,~ r,k, p);
end for
return (z)scs;

CU o W N =

Algorithm 8 PrR-C-DTMCR-AuX(D,s,~ 1, k,p)
Input: DTMCR D, state s, reward bound ~ r, step bound &k and hash table p
Output: Prp ,(RP2M[C=F])

1: if p(s,r, k) is not defined then

2: if £k =0 then

1 if0~r
5 pls,m k) = 0 otherwise’
4 else
5: p(s,r k) =3 cgP(s,8) - PR-C-DTMCR-AUX(D, 8, ~ (1 — rs50), k — 1,p);
6 end if
7: end if

8: return p(s,r, k);

Example 10. Consider the computation of Prp ., (R%}"[C=*]) and DTMCR D in Let

:E]B“%Nr denotes PrDVS(RT,fh[CSk]), by applying the top-down with memoization approach, we will

derive the following equations from top to bottom:
3 _ 2 2
Tp,sy,>1 = 01X @D 5 51 +0.9 X2, >1.01
2 1
TD,s0,>1 = TD,s1,>1
1 =0.1x 29 +0.9 x 29
TD,s1,>1 = Vet X LD sg,>1 T UI X Tp s, >1.01
0 _
Tpse,>1 =0 ~(0>1)
0 _
TD sy,>1.01 =0 —=(0 > 1.01)
2 _ 1 1
TD,sy,>1.01 = 05X Tp o 5101+ 03X 2Th 4, >1.01
1 _.0
TD s3,>1.01 — LD, s5,>0.01
0 _
TD s5,>0.01 = 0 =(0>0.01)
1 )
TD sy, >1.01 — LD, s5,>-0.99

x%,ss,z—o.gg =1, 0>-0.99

and the algorithm will solve these equation from bottom to top, we have that:

f}:),34721.01 =1

x1D,53,21.01 =0

2] 45101 =05 x 0405 x1=0.5
The>1 =01Xx0+09x0=0
:C%),so,ZI =0

T} 451 =0.1x0+0.9x 0.5 =0.45.

Hence the probability Prp s, (Rg“lth[cg?’]) is 0.45. [ ]
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3.3 Computing Prp (RP"'F @)

Three different approaches of computing this type of probabilities are introduced in [I1], all of them
are based on backward traversal. In this paper, we will discuss how to compute it with dynamic
programming approaches.

For a given DTMCR D = (S,5,P,L,r,,r;) and a state PCTLR formula ®, let zp s ~, denotes
Prp S(Rp“th[F ®]), the recursive definition of xp s ., is:

1 ifsE®PAQ~T
TD,s,~r = 0 if s ):q)/\_\(ONT) . (3)

/ .
>sesP(s:8') @p s nr—r, ) otherwise

The problem of [Equation (3)|is that it cannot always be solved by a dynamic programming algorithm.
This is because after unfolding the recursive definition of any given zp s ~r, the algorithm requires
that there are finite number unfolded equations and no mutual dependenceﬂ among them, which
is not guaranteed by [E For instance, let xp s ., denotes PrD,s(Rmth[F target]) and it
is assumed that 0 ~ rq is satisﬁed. By unfolding the recursive definition of xp s, ~r, based on the

DTMCR shown in (a), we will have:
ID,s1,~r1 = TD,sy,~r1

TD,sy,mry = 1

then we can solve the above equations from bottom to top. However, by unfolding the definition
based on the DTMCR shown in (b), if 72 = 0, the unfolded equations are:

LD,sy,~ry = 0.5 x TD,si,~ory + 0.5 x LD,sy,~ry
ID1527NT1 = 1
where there is a self dependence of xp 5, ~r,, and if ry # 0:
TD,sy,~ry = 0.0 X T gy n(ry—ry) T 0.5 X TD sy oy

TD,s1,~(r1—r2) = 0.5 % TD,sy,~(r1—2r9) T 0.5 x TD,sz,~(r1—r2)

TD,sy,~(r1—2r2) = 0.5 x LD,s1,~(r1—3r2) +0.5 x TD,sa,~(r1—2r2)

where it ends up with infinitely many unfolded equations. All these two scenarios will prevent the
algorithm to define xp s, ~r, With only the base cases zp s, ~r .

oD 0
B

{target} {target}
(a) A DTMCR without loops (b) A DTMCR with a self loop

ﬁS r 1

Figure 7: Potential problems for computing [Equation (3)

In this section, we will discuss how to refine in order to apply dynamic programming
algorithms to compute the probability Prp (R, [F ®]). As we have not found a general approach
handling a DTMCR, which has both positive and negative rewards, therefore, it is assumed that
the DTMCRs considered in this section only have non-negative rewards.

7A mutual dependence exists between x; and x; if and only if the value of x; is needed to compute the value z;
and vice versa. It also includes the case that x; and z; are the same.
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3.3.1 Top-down with Memoization and Zero Strongly Connected Components

To refine [Equation (3)} a set of states S§ C S will be introduced first, where Prp ((F ®) = 0
for all state s € S3. Then it can be derived from the definition of the random variable Xr¢ that
Xra(w) = oo for all path w € Pathp s, where s € Sg. Therefore, two more base cases can be
introduced for the recursive definition of xp 5 ~:

1 ifseSinco~r
TD srr = .
Dronr 0 if s €S A—(co~T)

Algorithm 9| shows one way to find the set S9 for a given DTMCR D and a PCTLR state formula
®. It is similar to apply a breadth-first traversal on the transposed graph of D. First, the initial
set R contains only the states satisfy ®. Then the algorithm adds all the states in S\ R, which can
reach a state in R, to R and repeats this procedure until there are no new states can be added to R.
Finally, R contains all the states which can reach a state satisfies ®, and the algorithm will return

S\R as S3.

Algorithm 9 CoMPUTE-SO-DTMCR(D, @)

Input: DTMCR D and PCTLR state formula ®
Output: S ={s€ S| Prp(F ®) =0}
1: R:= Sat(P);
2: repeat
3: R = R;
4: R:=RU{se S\R|P(s,s) >0}
5
6

;until R = R’
: return S\R;

Example 11. Let us compute SY, for the DTMCR shown in The set R is initial-
ized as {sg}. After the first iteration R = {sg,s1,55}, then R = {sq,s1,83,54,85} and R =
{s0, 81, 82, 83, 84, S5} are the results of the second and the third iteration, respectively. As there
are no more states can be added to R, therefore, we have SY, = S\R = (. |

Next, we will discuss how to resolve the problems of having infinitely many unfolded equations and
with mutual dependences among them. Both of these two types of problems are due to loops contain
only non-base states E| in a DTMCR. A loop of a given DTMCR D = (S5,3,P, L,7,7¢) is a finite
path 7, where 7(0) = last(w) and for all 4, j € [0, |x]),7 # j = () # (j). For instance, the DTMCR
shows in (b) has one self loop m = s; contains only non-base states where the base state
is s when computing Prpys(RﬂaTth[F target]). There are two types of loops contain only non-base
states, 7 > 0 for one type of loops m and r,» = 0 for another type of loops «’. The former one
will cause the unfolding procedure never ends and the later one will introduce mutual dependences
among the unfolded equations.

The infinitely many unfolded equations problem can be resolved with some additional base cases.
As there are no negative rewards exist in a DTMCR, thus a probability 2p ¢~ can only be defined
with some probabilities zp g ~,» where v/ < r, and for each fixed value r’ there are at most |S]
of different xp g ~,s. If there are finitely many possible values of 7/, then there are only finitely
many zp, s~ needed to define xp s ., which means there are finitely many result equations of
unfolding the recursive definition of zp s ~,. By the definition of the random variable Xrq, for all
path w € Pathp s, Xve(w) >= 0. As a result, we can stop unfolding the recursive definition when

8The base states of DTMCR, D, which is based on the computation of PrD,s(RﬁaTth[F ®]), are all states belong to
Sat(®) U 9.
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facing the following cases based on different reward bound operators:

Tp,s,>r =1 ifr<o0
Tp,s,>r = 1 ifr<o0
Tp,s,<r =0 if <0
Tp,s,<r =0 if r <0.

Because there are finite possible reward values in a DTMCR and there are finite combinations of
different reward values. Therefore, there are finitely many possible values 7’ € [0, 7] of probabilities
ZTp s~ used to define xp 5 .

Before move to the solution of the mutual dependences problem, we have to introduce a new concept
of a connected component of a DTMCR.

Definition 5. Let D = (S,s,P, L,r,,7) be a DTMCR. A Zero Strongly Connected Component
(ZSCC) of D based on a state reward formula ® is a subset of states Zp C S satisfying the following
conditions:

o for all state s € Zp, s = ® and rs(s) = 0;

o for every pair of states s;,s; € Zp, where s; can be the same as s;, there is a finite path 7
from s; to s;, where Vi € [0, |7|].(7(i) € Zp) and 7 = 0;

e if |Zp| = 1, then the only state s in Zp must satisfies P(s, s) > 0 and 7(s, s) = 0, this ensures
the algorithm will not use the relatively more complicated way to handle states which do not
have to;

e Zp is a maximal subcomponent of D, i.e. there is no distinct ZSCC Z/, such that if s € Zp,
then s € ZJ,.

In this paper, D.ZSCC(®) denotes a set of all the ZSCCs of D based on ® and ZBS represents the
ZSCC contains s where Zg)s € D.ZSCC(®). To simplify the formulae introduced in the later part
of this paper, a state s belongs to a ZSCC in D.ZSCC(®) is denoted as follows:

s€D.ZSCC(®) <«  3Zpe D.ZSCCO(®).(s € Zp). ]

0.25:1 0.25

{target}

Figure 8: A DTMCR with ZSCCs

Example 12. Based on the PCTLR state formula ® = target, the DTMCR shown in [Figure § has
two ZSCCs: {s1,s2,s3} and {sg}. [ |
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Algorithm 10 DETECT-ZSCC-DTMCR(D, ®)

Input: DTMCR D and PCTL state formula &
Output: D.ZSCC(D)
1: Construct the directed graph G = (V, E), where:
o Vi={s|sEDdArys)=0}
o E:={(si,s;) | si,s; € VAP(si,55) >0Ar(si,55) =0}
D.ZS5CC(®) = 0;
for all SCC found by calling STRONGLY-CONNECTED-COMPONENT(G) do
if it is not the case that [SCC| = 1 and the only state in SCC does not have a self loop then
D.ZSCC(®) := D.ZSCC(®)u{SCCY;
end if
end for

return D.ZSCC(P)

W N O Ot W N

[Algorithm 10| provides one way to calculate D.ZSCC/(®) based on a given DTMCR D and a PCTLR
state formula ®. This algorithms is based on the STRONGLY-CONNECTED-COMPONENT algorithm
from [20]. The algorithm first constructs the directed reduced graph of D based on ® and pass
it as a parameter of STRONG-CONNECTED-COMPONENT. For all the returned strongly connected
components, it selects the ones satisfy the definition of ZSCC for DTMCRs and added them into
the result set D.ZSCC(®).

Figure 9: The directed reduced graph of the DTMCR shown in

Example 13. To calculate D.ZSCC/(target) for the DTMCR D in by calling DETECT-
ZSCC-DTMCR(D, target), the algorithm first constructs the directed reduced graph G which is
shown in The state s4 is not included as it is the target state, s5 is not included due to
its non-zero state reward and the edge (s1,s2) is not included since r(s1,s2) = 1 # 0. Then we
call STRONGLY-CONNECTED-COMPONENT(G) which will return three SCCs: {so}, {s1, $2, 53} and
{s6}. {so} is not a ZSCC because s¢ is the only state of the SCC and it does not have a self loop
in G. Therefore, the result set D.ZSCC/(target) = {{s1, 52,83}, {s6}}- |

For a given DTMCR D = (S,5,P,L,rs,7:) and a ZSCC Zp based on a PCTLR state formula @,
let Zp.Out be a set of states which can be reached directly from Zp:
Zp.Out @ (s € 8|35 € Zp.(P(s',8) > 0) A (ri(s',8) £ 0V s ¢ Zp))}.
In able to ensure that:
e Zp.OutnNZp =
o Vs € ZpNw € Pathp s.(w = F ® = Xpg/(w) =0), where s € &' & s € Zp.Out,

we have to replace all the outgoing transitions from some states in Z,;, which have a non-zero reward,

with an intermediate state and two new transitions. This procedure is shown in Note
that this procedure only modifies Zp.Out but not Zp itself.
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Algorithm 11 ADD-AUX-STATE-DTMCR(D, D.ZSCC(®))

Input: DTMCR D and set D.ZSCC(®)
Output: D after the modification
1: for all Zp € D.ZSCC(®) do

2 for all state s; € Zp do

3 for all state s; € S where P(s;,s;) > 0 and r(s;,s;) # 0 do
4: D := ADD-INTERMEDIATE-STATE(D, s;, 5;);

5 end for

6 end for

7: end for

8: return D;

Example 14. [Figure 10|shows the model in after replacing the transition (si, s3) with an

intermediate state s and two new transitions (s1,s12) and (s12, $2). [ |

{target}

Figure 10: The modified DTMCR of

To sum all the above concepts up, for a given DTMCR D and a PCTLR state formula ®, first we
compute T' = Sat(®), S3 and D.ZSCC(®), then the necessary auxiliary states are added, finally,
the recursive definition of xp s ~, is refined as follows:

(seTANO~T)
V(s€SINoo~T)
V(~is>Ar<0)
V(~is > Ar<0)
(seTA=(0~7))
V(s € 83 A=(c0~T))
V(~is<Ar<0)
V(~is<Ar<o0)

> Prp(Zp,Us) -apen~y ifseD.ZSCC(®) (4c)

s'ezp ,.Out

Z P(s,s') - Tp s c(ror._ ) otherwise (4d)
s'eS

—_

if

TD,s,~r = 0 if

where: .
PT‘D,s(ZBS U S/) éf PTD,S{(I)l U (1)2},
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where for any state s” € S:

s" = @y & s" ez},
s = @y & s =4

Let us take a detailed look at the above recursive definition:

e Case and are the base cases where zp 4 ., can be defined with the fixed value 1 or
0.

e Case is the case when the subscript s of zp s ~, belongs to a ZSCC. It ensures that for
a given xp s ~, Where s € Zg)s, it does not need any xp s ~,, where s’ € Zg,s, to define
it. If it does, then ZBS is not a maximal subcomponent as there is a loop m, where r, = 0
and 3i € [0, |7|].(7 (i) ¢ Zg,s) and we can construct a bigger ZSCC by adding all those states

appeared on 7 to the existing ZSCC Zg,s. This is contradictory to the definition of ZSCCs.
Therefore, this case excludes the possibility of mutual dependence problems.

e Case (4d) is the same as the recursive case of |[Equation (3)|

e Note that there are some cases have intersections. Even though take any of the intersected
cases will not affect the final result, consider the cases with the order from to will give
a better performance. For instance, 2p s~ can satisfy (~is < Ar <0) and s € D.ZSCC(®)
at the same time, and taking the former case requires no further computation while the later
one does.

With the purpose of simplifying the calculations of Equation (dc). All the ZSCCs of a DTMCR
based on a PCTLR state formula can be further split into several disjoint subsets and different
approaches can be applied to each subset for better performances.

Definition 6. For all the ZSCCs Zp € D.ZSCC(®) of a given DTMCR, D and a state formula @,
they can be split into following disjoint subsets:

e if |Zp.Out| =1, then Zp € D.ZSCC*(®) where 1o stands for one out state;

e clse if |Zp| = 1, then Zp € D.ZSCC'*(®) where 1s stands for the ZSCC contains only one
state;

e the rest ZSCCs belong to D.ZSCC™(®).

A ZSCC set with multiple superscripts separated by commas represents the union of the correspond-
ing subsets. For instance, D.ZSCC"(®) = D.ZSCC'(®) U D.ZSCC™(®). [ |

Figure 11: DTMCRs contains special types ZSCCs
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Example 15. Consider the PCTLR state formula ® = target, for the MDPR M in

M.ZSCCY(®) = {{s1,52}}
M.ZSCC*(®) = {{so}},

where |Z%731.Out| = |{s3}| =1 and |Z%,30| ={so} =1. |
For a given DTMCR D and a ZSCC Zf | € D.ZSCC(®):

o If ZBS € D.ZSCCY(®), let {s'} = ZBS.Out. As whenever the model goes into ng, it will

always leave Zg’,,s to s’ with probability 1, therefore, zp s ~, can be defined with the following
formula:

_ P / _
LD,s,~r = PTDys(ZD,s Us ) *ID,s!,~r = TD, s ~r-

o If ZF , € D.ZSCC'*(®), once the model enters the ZSCC, it will leave the ZSCC through one
of the state s’ € Zf ,.Out with the probability:

P(s,s)
Zs’EZ%VS.Out P(S7 S/) ,

thus zp s ~, can be redefined in this case as follows:

ZSIEZ%,S~Out P(S’ Sl) “ID,s! ~or
ES’GZBS.OM P(s,s')

ITD s,~r =

For the above two cases, they both eliminate all computations of Prp (Zf , U s') for all s’ €

Z} ,-Out. The former one introduces no new computations and the only new computations the
latter one introduces are some additions and one division which is faster than using the original
definition.

Now we can apply top-down with memoization approach of dynamic programming to solve

tion (4) the algorithm is shown in |Algorithm 12{and the auxiliary function PR-F-DTMCR-AUX is
shown in

Algorithm 12 MEMOIZED-PR-F-DTMCR/(D, ~ r, D)

Input: DTMC D, reward bound ~ r and PCTLR state formula ®
Output: PrD)S(RﬂaTth[F P]) for all s € S
: T = Sat(P);

S9 := CompUTE-SO-DTMCR(D, ®);
D.Z5CC(®) := DETECT-ZSCC-DTMCR/(D, ?);
D := ADpD-AUX-STATE-DTMCR(D, D.ZSCC(®));
let p be an empty hash table whose key is composed by a state and a reward value;
for all state s € S do

zs := PR-F-DTMCR-AUX(D, 5%, s,~ r,T,p);
end for
return (z4)ses

© 00 N O Ot W N

Example 16. To compute Prp g, (R’;alth [F target]) for the DTMCR. D in [Figure 10, we have:

T = Sat(®) = {sa}

Stoarget = {857 56}
D.ZSCC(®) = {{s1,52,53},{s6}}.
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Algorithm 13 PrR-F-DTMCR-AUX(D, S3,s,~ r,T,p)

Input: DTMCR D, set of states S, state s, reward bound ~ r, set of target states 7' and hash
table p
Output: Prp (RP%F @])
1: if p(s,r) is not defined then
2: if s = ® then

5 (5,7) 1 if0~r
: S, T) = .
b 0 otherwise’
4: else if s € SC% then
1 ifoo~
5: p(s,r) = noo~T

0 otherwise’

6: else if (~€ {>,>} A r <0) then

7: p(s,r) :=1;

8: else if (~is <A r<0)V(~is <Ar<0)then

9: p(s,r) :=0;

10: else if s € D.ZSCC(®) then

11: if s € D.ZSCC'(®) and let {s'} = Z§ _.Out then

12: p(s,r) := PR-F-DTMCR-AUX(D, 83, s, ~ r,T,p);

13: else if s € D.ZSCC'(®) then

Xorezs our P(s,s')-Pr-F-DTMCR-Aux(D,Sg,s’,~7,T,p)

14: p(s,r) = : Soezg on PO 3

15: else

16: p(s,r) = Prp.(Z}, U s')-PR-F-DTMCR-AUX(D, 8,5, ~ r,T,p);
S/GZ([I;‘S.Out

17: end if

18: else

19: p(s,r) = Z P(s,s') - PR-F-DTMCR-AUX(D, 53,5, ~ (r —r5_s), T, p);
s'es

20: end if ©

21: end if

22: return p(s,);
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Let xp s~ denotes Prp ,(RP*"[F target]), by applying the top-down with memoization approach,
we will derive the following equations from top to bottom:

1 1

TD,sg,<1 = §l'D,sl,<1 + ixD’85’<1
£ <1 = Pro s, (ZE70 U s12) % 20 sy 1+ Prio (570 U si) x apacr € 25707
16
= 93¥Ds12,<1 + 537 Dssa<1
TD,s12,<1 = TD,sy,<0
TD,sy,<0 =0 ~is<A0<O0
Tpsy,<1 =1 s, €TAN0<1
Tp,ss,<1 =0 55 € Spypger N (00 < 1)
and the algorithm will solve these equation from bottom to top, we have that:
ZTD,sya,<1 =0
¥ 0+ 16 » 16
x — il -
Drsn<l ™ 93 23 23
1 o 16 1 < 0 8
z 2.2 -2
Do <l ™9 %93 T 23
s th .
Hence the probability Prp s, (REY"[F target]) is 2. [ |

3.3.2 Optimizing Computations of PTD,S(ZBS U ¢)

To compute Prp (Zf , U s') for a given DTMCR D = (S,5,P, L, r,,r;), we can reuse the algo-
rithms for computations of Prp (®1 U ®2) based on the definition of PrD7s(Zg,s U s'). Normally,
the probabilities Prp (®1 U ®3) for all state s € S are obtained as the unique solution of the
following linear equation system:

0 if s €S9,
PTD75(‘I)1 U (DQ) = 1 lfS |: @2 )
YowesP(s,8) - Prp o (®1 U ®3) otherwise

One can either solve it by a direct method (e.g. Gaussian elimination) or an iterative method (e.g.
Jacobi). In practice, an iterative method is more likely to be used as it has a much better scalability
and the accuracy is sufficient in most cases. However, because a ZSCC Zp is normally much
smaller than S, i.e. |Zp| << |S| and only probabilities of states within Zp may change through
each iteration. Thus an iterative method which updates the probabilities for all states through
each iteration, particularly Gauss-Seidel used by PRISM, will end up doing a lot of unnecessary
computations. Therefore, we introduce a faster iterative method which only updates the state
whose probability will be changed to optimize the performances of computing PrD,S(ZgS U s').

The algorithm is shown in It maintains a FIFO queue contains all the states whose
corresponding probabilities should be updated. In each iteration, the algorithm pops a state from the
head of the queue, and updates its corresponding probability. If the value is converged, the algorithm
moves to the next iteration directly, otherwise, all the states whose probabilities are based on the
current value will be added to the queue first. The algorithm keeps running in this manner until
the queue is empty.
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Algorithm 14 CoMPUTE-UNTIL-PROBS-DTMCR(D, Zp, s,, €)

Input: DTMCR D, ZSCC Zp, state s, € Zp.Out and convergence criterion €
Output: approximate Prp ((Zp U sg) for all states s € Zp

1: for all state s € Zp U Zp.Out do =, := 0; end for

2: T, = 1;

3: Let @ be a FIFO queue which disregards insertions of existing elements;
4: Push all the states in Zp into queue Q;

5: while @ is not empty do

6: s := pop the head of Q;

T To = wezpuzy.out B8 8")  Tsr;

8: if |z, — 2/ > € then

9: Push all the states s’ € Zp where P(s',s) > 0 into queue Q;
10: end if

11: xs = al;

12: end while

13: return (zs)sez,

Example 17. Assume we are going to solve the following linear equation system with convergence
criterion € = 0.01:

.’EOZO 1 = T2 Tg = I3
r3 = 0.524 + 0.525 x4 = 0.521 + 0.52¢
Ty = 1 T = 0.

The values of each variables through each iteration until all values are converged by using both
Gauss-Seidel method and the newly introduced method are the same, which is shown in [Table 1
Note that the result is based on the assumption that the FIFO queue for the newly introduced
method is initialized as {z3}. This assumption is reasonable as no matter how to initialize the FIFO
queue, it will at most have 6 more iterations, which do not update any variables, than the result
shown in the table.

Table 1: Solving the above linear equation system via iterative methods

. Values through each iteration
Variables
0O 1 2 3 4 5 ... 13 14 15 16
o 0 0 0 0 0 0 0 0 0 0
1%* 1 1 21 21 85 * 85
1 00 0 5 3 3 3 3 18 1%
1* 1 1 1 21 85 * 85 85
T2 0 0 5 3 3 3 32 128 128 128
o 1 1 1 1 5% 85* 8 8 8
3 2 2 2 2 8 128 128 128 128
1* 1 21 21 21 85 *
T4 0 0 0 0 3 g 6 o4 o4 256
Ts 1 1 1 1 1 1 1 1 1 1
Tg 0 O 0 0 0 0 0 0 0 0

Though they have the same number of iterations, Gauss-Seidel method recomputes and / or updates
each variable for each iteration, while the newly introduced method only computes and updates one
variable for each iteration. The updated variable of each iteration by applying the newly introduced
method is marked with the superscript “x”. |
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3.3.3 Top-down with Memoization and Zero Connected Components

Besides using the concept of ZSCCs, we can use another type of connected components to compute
the probability Prp o(RFYM[F @]).

Definition 7. Let D = (S,5,P, L, rs, 1) be a DTMCR. A Zero Connected Component (ZCC) of D
based on a state reward formula ® is a subset of states Zp C S satisfying the following conditions:
o for all state s € Zp, s £ @, s ¢ SO and r4(s) = 0;

o for every pair of distinct states s; and s;, there is a finite path 7 either from s; to s; or from
s; to s;, where for any state s appears on m, s € Zy; and v, = 0;

e if |Zp| =1, then the only state s in Zp must satisfies P(s,s) > 0 and r(s, s) = 0;

e Zp is a maximal subcomponent of D, i.e. there is no distinct ZCC Z}, such that if s € Zp,

then s € ZJ,.
The notations of ZSCCs can be applied to ZCCs by replacing all the ZSCCs with ZCCs. |
One way to compute D.ZCC(®) based on a given DTMCR D and a PCTLR state formula @ is
shown in The algorithm first constructs the undirected reduced graph. Then for

each state s which does not belong to any ZCC, it finds all the states can reach from s and the
set contains all these states is a new ZCC. The algorithm repeats this procedure until there are no
remaining states.

Algorithm 15 DETECT-ZCC-DTMCR(D, S, ®)

Input: DTMCR D, set of states S§ and PCTL state formula &
Output: D.ZCC(D)
1: Construct the undirected graph G = (V, E), where:
e Vi={seS|sEPAs¢ S Ars(s) =0}
o E:={(si,55) | si,5; € VAP(s4,55) > 0A1(s4,85) = 0};
D.ZCC(®) =0
for all state s € V' do
if s¢ D.ZCC(®) then
Zp :={s' € V| ¢ is reachable from s and s’ ¢ D.ZCC(®)};
end if
D.ZCC(®):=D.ZCC(®)U{Zp};
end for

return D.ZCC(P);

O 00 N O Ul W N

Figure 12: The undirected reduced graph of the DTMCR shown in

Example 18. To compute D.ZCC/(target) for the DTMCR D in by calling DETECT-
ZCC-DTMCR(D, S} target), the algorithm first constructs the undirected reduced graph G

target»
as shown in Then it picks up one state, assume it is sg. All the states reachable from sg
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are s1, s and s3 which gives us a ZCC Zp = {sy, s1, S2, 83} The algorithm terminates from here as
there are no remaining states left. Therefore, the result set D.ZCC (target) = {{so, s1, $2,s3}}. M

For a given DTMCR D and a PCTLR formula ®, once D.ZCC(®) is computed, we can directly
apply [Algorithm 12[to compute Prpys(Rﬂarth[F ®]) by replacing all the ZSCCs with ZCCs. Note that

the definition of ZCC excludes all states in S9 to be part of any ZCCs. This ensures the correctness
of the algorithm.

Figure 13: The problem of including states s € S7,,,; in ZCCs

Example 19. For the DTMCR D in |[Figure 13} in order to compute PTD,SD(R’;“OM[F target]), we
have:

T = Sat(target) = {s1}

S?arget = {82}

Let p o~ denotes Prp o(RFYM[F target]), and the top-down with memoization approach will be
applied. If all states in Sp,,,.; are not excluded from ZCCs, we have D.ZSCC(®) = {{so, s2}} and
the following equation will be derived:

TD,sg,>0 = TD,s1,>0 so € D.ZCC¥(target)

which is obviously incorrect. Even though we apply the derivation rule for general ZCCs (assume
so € D.ZCC™(target)) here:

TD,30,50 = Prp,sg (Z155" U 51) X 2D,y >0 so € Zp5"9¢
1
= ixD»81,>O
1,20 =0 s1€TA=(0>0)

where it is concluded that:

1
TD,sy,>0 = 5 X 0=0,
2
which is still not the correct result. On the other hand, if we exclude all states in Sf,,.,.; from ZCCs,
we have D.ZSCC(®) = ) and:
TD,s9,>0 = P(80,81) X Tp 51,50 + P(s0,82) X TD 55,50
Tp.si,>0 =0 s1 €T A=(0>0)
TD, sy, >0 = 1 So € S?arget ANoo >0
which gives us the correct result:
! x 0+ ! x 1= ! |
"I’.D,505>0 - 2 2 - 2
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Though both approaches with ZSCCs and ZCCs have the similar structure, the performance varies
in different cases. A ZCC can be consisted of some ZSCCs only, some single states (which does not
belong to any ZSCCs) only or both ZSCCs and single states.

o If a ZCC is consisted of single states only, the performance is no better than considering those
single states separately, and this is the downside of the ZCC approach.

e If a ZCC Z is consisted of a set of ZSCCs ZSCCSet and some single states:

— If |Z.Out| = 1, then consider these states as a single ZCC is better than considering these
ZSCCs and single states separately.

— If |Z.0ut| <3, cps00ge |Z'-Out|, then which approach is better relies on each specific
case.

= If |Z.0ut| > ", c 50056 |12'-Out|, then consider these ZSCCs and single states sepa-
rately yield a better performance.

Let zp s <r = PerS(R’th[F target]). The following examples will provide some cases illustrating
the above performance issues.

/y/sl o.s-N‘/

1

0.5 0.5
)* / / {target}
[ so 0.5 \s_z>—1—> \Sj)\
A_N

Figure 14: The downside of the ZCC approach

Example 20. First we will show you a case where a ZCC is consisted with single states only
and provides a worse performance than considering single states separately. In the DTMCR D in
Figure 14] D.ZSCC((target) = 0 and D.ZCC(target) = {{so, s1,52}}. To compute zp s, <1 with
7ZSCCs, we have:

TD,sg,<2 = P(50,51) X Tp s, <2 + P(50,52) X Tp sy <2
TD,sy,<2 = P(81,82) X Tp sy, <2+ P(51,83) X Tp gy,<2
ITD sy,<2 = P(S2, 54) X TP, sy,<2-
Oncezp s, <2 and zp 5, <2 are computed, only three more equations, £p s, <2, Tp,s;,<2 and Tp 5,,<2,

need to be computed in order to achieve the final result. However, if the computation of xp s, <2 is
done with ZCCs, we have
_ target target
TD,so,<2 = Prpso(Zp g U 83) X TD,sy,<2+ Prpsg(Zp 0% U s4) X ¥p,s, <2

TD,sg,<2 = TD,sy,<2 = L. assume they are computed in advance

Algorithm 14|is applied to compute the until probability. First we push all the three states in Zg;f’)et
into the queue with the order {so, s1, s2} and initialize zp 5, <2, Tp,s;,<2 and zp s, <2 with value 0.
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The algorithm updates these variables in the following order with the convergence criteria € = 0.01:

TD,sy,<2 =0 queue => {s1, 52}
TD,s;,<2 = 0.5 queue => {s9,50}
TD,sy,<2 =1 queue => {sq, 51}
TD,sy,<2 = 0.75 queue => {s1}
TD,s;,<2 =1 queue => {so}
TD,so,<2 = 1, queue => {}
this requires computations for 6 equations which is 3 more than the previous approach. |
/& @y*Q\
o 1 {target}
A/ % {target} a
i] St 0.5 N ‘ f i —1
1
0.5
(a) A typical case where ZSCC is better ) A special case where ZCC is better

Figure 15: Performance comparisons between ZSCCs and ZCCs

Example 21. Then two more cases will be shown where a ZCC is consisted with both single
states and ZSCCs. Let us start by considering a typical case where using ZSCCs provides a better
performance. In the DTMCR D; in (a), D1.Z5CC(target) = {Zp, = {s1,s2}} and
D,.ZCC(target) = {Z}, = {s0,51,52}}. To compute zp, s, <1 with ZSCCs, we have:

ID1,50,<1 = xD1,81,<1
TDy,s1,<1 = PTDlgsl(ZDl U 83) X XDy ,s3,<1 T PTDl,Sl (ZDI U 84) X TDy,s4,<1-

While by using the concept of ZCCs, we have:
LD1,s0,<1 = PTDI;SO(Z/Dl U 53) X TDy,s3,<1 + PTDI;SI (ZlDl U 54) X TDy,s4,<1-

Assume both zp, 5, <1 and zp, s, <1 are computed and[Algorithm 14]is used to compute Prp  (Zp U ).
It is easy to see that computing Prp, s, (Zp, U s3) requires less iterations than Prp, s,(Zp, U s3)

as in the latter case, whenever Prp, ,(Z], U s3) is updated through iterations, Prp, s,(Zp, U s3)
will be updated afterwards. Therefore, the approach with ZCCs is slower than the one with ZSCCs

in this case.

Next let us move to a special case where using ZCCs is better. In the DTMCR Ds in [Figure 15| (b),
Dy.ZSCC(target) = {{s0,s1}} and D2.ZCC(target) = {{so, s1,52,s3}}. To compute zp, s,.<1
with ZSCCs, we have:

_ target target
LDy,s0,<1 = PTDQ,SO (ZD2 50 U 82) X TDy,s5,<1 + PrDz,So (ZDg 50 U 83) X X Dy,s3,<1

TDg,s3,<1 = TDgy,s4,<1

L Dg,s3,<1 = LTDy,s4,<1-
While by using the concept of ZCCs, we have:

TDy,s0,<1 = TDy,s4,<1- 50 € Dy.ZCC(target)
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In the former case, after zp, s, <1 is calculated, further computations are required. On the contrary,
the value of zp, s, <1 can be assigned directly to xp, s,,<1 to finish the computation in the later
case. |

As for a given DTMCR and a PCTLR formula, some ZCCs may provide a better performance and
others do not, so it is hard to say which approach is definitely better than the other before we know
the actual conditions. Due to the fact that the discussion of this is beyond the scope of this paper,
we will not go any further and instead will give some test cases in covering two cases

shown in [Example 21

3.3.4 DTMCRs with Negative Rewards

As mentioned before, the algorithm introduced above for computing Prp_ ,(RP**"[F ®]) only supports
non-negative rewards. In this section, we will discuss to what extent we can modify it to support
DTMCRs with negative rewards. For a DTMCR D has only non-positive rewards, we can simply

call [Algorithm 12| with parameters D', = ~ —r and ® to compute Prp (RP%"[F @]), where:

e D’ is the modified DTMCR by replacing both the state and transition rewards in D with their
absolute values, e.g. a reward -5 will be replaced by the value 5;

e > >e < n<s >and <& >,

Next, let us consider DTMCRs with both positive and negative rewards. For a given DTMCR D
and a PCTLR formula ®, by the definition of the random variable Xrg, for all path w € Pathp s,
Xro(w) >= 0 is no longer always true due to the newly introduced negative rewards. However, the
rest properties still hold. Therefore, in order to support these DTMCRs we have to and only have

to modify the following four cases in [Equation (4)| by replacing all the four 0 with 72 (s):
o ~is>A7r<0

e ~is>Ar<o0
o ~is<AT<O0
o ~is< Ar<o,

where r3in(s) is the total rewards consumed along the shortest path start from state s to any state
§' € Sat(®). The formal definition of it is as follows:

i def .
g (s) = min Xpo(w).

The rest of the introduced algorithm for computing Prp ((RP“"[F ®]) will be kept the same as
before. To compute r2il(s), the converted graph of the given DTMCR is constructed first.

Definition 8. The converted graph of a given DTMCR D = (S,5,P,L,rs,7r) is a 3-tuple G =
(V, E,w) where:

e V is a set of vertices where V = S
e F is a set of edges where F = {(u,v) | u,v € S AP(u,v) > 0};
e w:V xV — Ris a weight function where for any u,v € V, w(u,v) = ry_,- |

Once the converted graph is constructed, a shortest path algorithm, which supports negative weights,
can be applied to compute the shortest path from one specific state to all the target states. Let
SD(u,v) denotes the shortest distance between vertex u and v in the converted graph, then:

RN (g) = s/er?i?(@) SD(s,s).
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One well-known shortest path algorithm capable for this job is the Bellman-Ford algorithmml, also
Shortest Path Faster Algorithm (SPFA)E2l is a nice choice as for sparse graphs it has a better
performance than Bellman-Ford. Because if a graph contains negative cycles, the shortest path for
some pairs of vertices are unable to be defined as there is always a path which is shorter than any given
path between these two vertices. Thus, this improved algorithm fails if the input DTMCR, contains
negative loops (i.e. its converted graph contains negative cycles). In fact, the improved algorithm
can also be applied to DTMCRs with only non-negative rewards, though it is not recommended due
to the non-negligible running time consumed by the shortest paths computations.

()

Figure 16: The converted graph of the DTMCR in

Example 22. is the converted graph of the DTMCR in where the weights with
value 0 are omitted, and:

7/.Fmirr‘leleolse(50) =0.99. | |

3.4 Worklist Algorithm

Reconsider the algorithms introduced in this section which use the top-down approach of dynamic
programming, all of them compute the probabilities for all the states in the given DTMCR. However,
not all the value are always needed in practice, we can thus apply a simple performance optimization,
which only computing the probabilities for a subset of all the states. Furthermore, a well-known
performance issue of the algorithms using the top-down approach of dynamic programming is the
overhead (both time and memory consuming) of recursive procedure calls. If we can eliminate them,
even though the asymptotic running time of the algorithms will not change, their performances in
practice might be improved. Note that whether the performances will be improved or not after
eliminating the recursive procedure calls depends on the actual implementation of the modified
algorithms and the original implementation of recursive procedure calls for a specific programming
language. In this section, we will introduce a worklist algorithm with no recursive procedure calls
and its performance (both running time and memory usage) will be analyzed in

To begin with, let us take a closer look at how those algorithms with top-down approaches work:
e a list of values are requested to be computed for a given algorithm first;

e for any value v needs to be computed, if all its dependent values (those used to compute v)
are precomputed, then v will be computed directly. Otherwise, the computation of v will be
postponed and the algorithm will compute all its dependent values which are not precomputed;

e once all the dependent values of v are computed, the algorithm will go back to compute v.

For a specific run of an algorithm, we have a dependent graph of all the values computed during the
whole procedure. For instance, assume an algorithm are requested to compute vy, vy are dependent
on vy, v and vz, v; is dependent on vy, vy is dependent on vz and v3 can be computed directly.
Then we will have a dependent graph of these values as shown in Notice that there should

33



Han Yue Extending Stochastic Model Checking with Path Rewards

not be any loops in a dependent graph, otherwise, the recursive definition an algorithm is based on
must have the potential mutual dependences problem.

Vo \_»QD—} vy [ s

Figure 17: The dependent graph of some values

Therefore, if we first find all the values need to be computed, do a topological sort on them and work
on them in the post topological order. Then there will be no recursive calls any more. To achieve
this, we can use a doubly linked list, add all the requested values in the list. Then start from the
beginning of the list, for each value:

e if it can be computed directly (the base case), nothing happens;

e otherwise, for all the dependent values of the current value:
— if it does not exist in the list, it will be added at the end of the list,
— otherwise, it will be moved to the end from where it is.

Once we reach the end of the list, we have all the values need to be computed in the list in topological
order and they can be computed backward with no recursive calls.

Example 23. Consider the problem described by We start with a list contains only v:

{vo}-

As vg is dependent on vy, v and vz and none of them exists in the list, so they will be added to the
end of the list. Assume the insertion order is vs, v1 and w3, then the list becomes:

{a U2,’U1,’03}.

Next value to be considered is vo which is dependent on v3 which is already at the end of the list,
nothing happens. We move to v; which is dependent on v, which is in the middle of the list, we
thus move vy to the end. We have:

{’Uo, , V3, ’UQ}.

Because v3 is the base case, hence the next value changes the list is vo which moves v3 to the end:

{vo, v1,[v2], v}

Again no changes of the list for v3 and the end of the list is reached, therefore, in order to compute
vo without any recursive procedure calls, one should compute values in the order v, vo,v1,vo. W

Note that in the previous example, vo and vz have been moved several times, to reduce this type of
movements, we can use the doubly linked list as a stack. Then start from adding all the requested
values in the stack, for each value at the top of the stack:

e if it is visited or it is the base case, compute it directly;
e otherwise, mark it as visited and for all the uncomputed dependent values of the current value:
— if it does not exist in the stack, add it to the top of the stack;

— otherwise, it will be moved to the top from where it is.
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Once the stack is empty, all the values are computed with no recursive calls. Notice that if a value
is marked as visited, it will never be moved to the top of the stack otherwise it is a sign of existing
loops in the dependence graph.

Example 24. Let us retry the problem described by with the new method. We start
with a stack contains only vy marked as unvisited (F):

{(vo, F)}ﬂ

v, the unvisited top element, is marked as visited (T) and its dependent values are added into the
stack in the order of vy, v; and w3, the stack becomes:

{(’UO’T)7 (UQ’F)’ (U17F)7 (U37F)}'

Because the top element vz is the base case, it is computed directly. Then comes vy, its dependent
value vo is moved to the top:

{(’Uo,T), (th)’ (U27F)}'

From here, all the elements can be computed directly from the top to the bottom of the stack which
yields less steps compared to the previous method. |

To ensure all the operations of the stack take constant time, a data structure called Linked Hash
Stack will be introduced first.

Definition 9. A Linked Hash Stack (denoted by LHS<K, P>) is a stack coupled with a hash
table and can be customized with K, a type of keys, and P, a type of parameters. The stack is
implemented by a doubly linked list which ensures that it takes constant time to move an element
from the middle of the stack to the top. Each element in the stack is a key-parameter pair with the
form (K, P) and the hash table maps a key to the pointer which points to the element with the same
key in a linked list. Some functions are defined for a given LHS<K, P> as shown in
where stack and ht are the stack and the hash table of LHS.

Algorithm 16 Functions defined for a given LHS<K, P>

1: function ISEMPTY( ) return whether ht is empty; end function

: function pUsH(k, p)
if hit(k) is defined then
ptr = ht(k);
move the element ptr points to the the top of stack;
else
push (k,p) into stack and let ptr points to it;
hi(k) = ptr;
end if

end function

O 00 N O Uk W N

1: function PEAK( ) return the top element (k,p) of stack end function

function poP( )

remove the mapping of k from ht;

return the top element (k,p) of stack and pop it from stack;
end function

=W N =

1: function UPDATE(p’) for the top element (k,p) of stack, p := p’; end function

9 Assume that the right side is the top of the stack.
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It is obvious that ISEMPTY, PEAK, POP and UPDATE take only constant time. For PUSH, it also takes
constant time as check an existing key in the hash table takes constant time, move an element from
the middle of a doubly linked list to the end takes constant time and so does add a key-value pair
into the hash table. |

With the newly introduced linked hash stack and the performance improvements mentioned above,
a worklist algorithm is developed as shown in It only computes the probabilities for
states in the subset S’ C S of DTMCR D. By specifying different key type K, tuple of constants C
and details of method INITIAL-KEY, DEPENDENT-KEYS and PR-R-DTMCR, it can compute the
probabilities for all three types of path reward formulae. The worklist specifications for instantaneous
reward formula I=*, cumulative reward formula C=F and reachability reward formula F & are shown

in to respectively.

Algorithm 17 WORKLIST-PR-DTMCR(D, S’,~ r,C)

Input: DTMCR D, set of states S’ C S, reward bound ~ r and tuple of constants C
Output: Prp (RF“"[¢]) for all s € S’

1: let p be an empty hash table maps a key of type K to a probability value;
2: let W be an empty LHS<K, Boolean>;

3: for all state s € S’ do W.PUSH(INITIAL-KEY(s, ~ 7, C), false); end for
4: while =W.ISEMPTY() do

5: (key, canCompute) := W.PEAK();

6: if canCompute then

7: W.poP();

8: Pr-R-DTMCR(D, key,~ r,C, p);

9: else
10: W .UPDATE(true);
11: for all key’ € DEPENDENT-KEYS(D, key, ~ r,C) do
12: if p(key’) is not defined then W.PUsH(key', false); end if
13: end for
14: end if

15: end while
16: return (p(INITIAL-KEY(s,~ 1,C)))scs/;

Algorithm 18 Worklist specifications for I=*

C'is a 1-tuple (k) where k is a step bound;
A key of type K is a 2-tuple (s, k) where s is a state and & is a step value;

1: function INITIAL-KEY(s, ~ r, C) return (s, C.k); end function

return KeySet;
end function

1: function DEPENDENT-KEYS(D, key, ~ r,C)

2: KeySet := (;

3: if key.k > 0 then

4: for all s € S where P(key.s,s) > 0 do

5: KeySet := KeySet U {(s, key.k — 1)};
6: end for

7 end if

8:

9:

—

function PrR-R-DTMCR(D, key, ~ r,C, p)
2: Pr-I-DTMCR-AUX(D, key.s, ~ r, key.k,p);

3: end function
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Algorithm 19 Worklist specifications for C=F

© 00 N O Ot W N

—_

C'is a 1-tuple (k) where k is a step bound;
A key of type K is a 3-tuple (s, r, k) where s is a state, r is a reward value and k is a step value;

: function INITIAL-KEY (s, ~ r,C) return (s,r, C.k); end function

function DEPENDENT-KEYS(D, key, ~ r,C)
KeySet := ;
if key.k > 0 then
for all s € S where P(key.s,s) > 0 do
KeySet := KeySet U {(s, key.r — riey.s—s, key.k —1)};
end for
end if
return KeySet;
end function

: function PR-R-DTMCR/(D, key, ~ r,C, p)

PrR-C-DTMCR-AUX(D, key.s, ~ key.r, key.k,p);

: end function

Algorithm 20 Worklist specifications for F ®

1:
1:
2
3
4
5:
6
7
8
9

10:
11:
12:
13:
14:
15:

1:
2:
3:

C is a 2-tuple (S$,T) where ® and T are sets of states;
A key of type K is a 2-tuple (s, r) where s is a state and r is a reward value;

function INITIAL-KEY (s, ~ r,C) return (s,7); end function

function DEPENDENT-KEYS(D, key, ~ r,C)
KeySet := ()
if Tp key.s,~key.r does not satisfy any base case conditions of its recursive definition then
if key.s € D.ZSCC(®) then
for all s € Zg,key.s'OUt do
KeySet := KeySet U {(s, key.r)};
end for
else
for all s € S where P(key.s,s) > 0 do
KeySet :== KeySet U {(s, key.r — Tiey.s—s)};
end for
end if
end if
return KeySet;
end function

function PrR-R-DTMCR/(D, key, ~ r,C, p)
PR-F-DTMCR-AUX(D, C.S3, key.s, ~ key.r, C.T, p);

end function
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4 Extending MDPs and PCTL with rewards

Next we will extend the PCTL with path reward formulae for MDPs, it is based on the extension
of PCTL with state reward formulae introduced in [I5, 23]. Brief introductions of the definition
of MDPs with rewards and the PCTL with state reward formulae are summarized from these two
papers as [Section 4.1] and [Section 4.2] for the completeness and the readability. Some notations are
slightly modified for the consistency of notations used in this paper.

4.1 Markov Decision Processes with Rewards

For simplicity, a Markov Decision Process with Rewards will be written as MDPR. It is assumed
that both of the state and action rewards for a given MDPR, are real numbers if it is not stated
explicitly. Let AP be a fixed, finite set of atomic propositions.

Definition 10. An MDP is a 5-tuple M = (S, 3, Act, Steps, L) where:
e S is a finite set of states;

e 5 € S is an initial state;

Act is a finite set of actions;

Steps : S x Act — Distg is a probabilistic transition function, where Distg : S — [0,1] is a
probability distribution, i.e. the probability that a transition from s to s’ by taking action a
occurs is Steps(s,a)(s);

o L : S — 247 is a labeling function mapping each state to a set of atomic propositions the
state satisfies.

An MDPR is a 7-tuple M = (5,3, Act, Steps, L, rs,1,) where the first five elements are defined the
same as MDP and:

e 75 : S — Ris a state reward function;
e r,:S5 x Act — R is an action reward function.

The reward a given MDPR consumes, when it takes action a at state s, is the sum of the state
reward of s and the action reward of a at s. Let r;_,, denotes this reward, and it is defined as
follows:

Tsya def rs(s) + ra(s, a). [ ]

For a given MDPR, if an action a € Act is available at s € S, then Step(s,a) is defined and
Y weg Steps(s,a)(s’) = 1, otherwise Step(s,a) is not defined. The set of available actions for a
given state s is denoted by A(s) = {a € ACT | Steps(s,a)}, and A(s) # 0 as deadlocks are
disallowed.

Example 25. shows an MDPR M = (S,3, Act, Steps, L,rs,r,) for a hypothetical vend-
ing machine which is similar to the one used in The only difference is that after it
shows the menu to the customer C, C will choose between cancel the purchase or select a product
nondeterministically instead of based on certain probabilities.

For graphical notations used of MDPs in this paper, states are drawn as circles with their names
on the center, actions are denoted as a black dot linking to the state it belongs to by a solid line
labeled with the action name. transitions are represented as arrows with associated probabilities on
it and the initial state is marked by an incoming arrow with no out state. Besides that, if the action
reward for a specific action is not 0, it is added after the corresponding action name separated by a
colon. Similarly if the state reward for a given state is not 0, it is concatenated after the state name
with an additional colon.
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Figure 18: The MDPR for a hypothetical vending machine

The MDPR of this vending machine has five states S = (so, s1, S2, s3, s4) with the initial state 5 = sg
and the alphabet of actions Act = {initialize, cancel, select,nofity, release}. The probabilistic
transition function Steps is given by:

Steps(so) = {(initialize, [s1 — 1)) };

Steps(s1) = {(cancel, [so — 1)), (select, [s2 — 0.5, s3 — 0.5])};
Steps(sa) = {(notify,[sa — 1)) };

Steps(ss) = {(notify, [s1 = 1)}

Steps(sa) = {(release, [so — 1])}.

The labeling functions L maps from S to 2{idle;menu,chocolate,cola},

L(so) = {idle}, L(s1) = {menu}, L(s3) = {chocolate}, L(s3) = {cola} and L(s4) =0

The rewards denotes the profits of the vending machine. The positive state rewards represent the
money earned from selling the corresponding product where Vs € S:

1 if s =59
rs(s) =<2 ifs=s3 ,

0 otherwise

and the negative action rewards indicate the average cost (maintenance fee, electricity, etc) for
executing this action , where Vs € S, a € Act:

—0.01 if (s,a) € {(s1,select), (s4,release)}
ro(s,a) = ] )
0 otherwise
The reward D consumes when it choses the action select at s; is:
Tsy—select = T's(S1) + 1r¢(s1, select) = 0+ (—0.01) = —0.01,

and the reward it consumes by choosing the action notify at s is:

Tsz—notify — TS(SS) + ra(SSaHOtify) =140=1 u

39



Han Yue Extending Stochastic Model Checking with Path Rewards

We can achieve a set of paths by unfolding an MDPR M = (S,5, Act, Steps, L,rs,7,). An in-
finite path w through M is a non-empty sequence spagpsia;---, where s; € S, a; € A(s;) and
Steps(s;,a;)(si+1) > 0 for all 4 > 0. A prefix of a infinite path is a finite path 7 = sgags1 - sn
ending in a state. For a (finite or infinite) path w, w*(¢) and w®(7) represent the ith state and the
ith action of a path w respectively and the length (number of actions) of w is denoted by |w|, which
is always oo for any infinite path. The last state of a finite path 7 is denoted by last(w). In this
paper, let Paths s and Pathﬁ?s represent the sets of all infinite and finite paths starting from state
s in M, while Pathy; and Path)y; denote the sets of all infinite and finite paths starting from any
state in M.

For a finite path m € Pathﬁfls, the total reward consumed along it is denoted by 7, which is defined

as follows: -
w|—1

def
Tr = Z Trs (i) —ma (i)
=0

and on the other hand, the total reward consumed along an infinite path w € Pathp s, which is
represented by r,, is always oo.

Example 26. For the MDPR M = (S5, Act, Steps, L,rs,7r,) shown in [Figure 18| let m; = so,

T = 81 select s5 and w3 = s1 select s3 notify sy, then:
1] = 0; e =1 73| = 2;
w1 (0) = s1; w3 (1) = s3;
m5(0) = select; 75 (1) = notify;
Tey = Ts(s2) = 0;
Tmy = Ts5(81) + 74 (51, select) = —0.01;
Ty = T's(81) + ra(s1, select) + 1rs(s3) + ro(ss, notify) = —0.01 + 2 = 1.99. |

To model check probabilistic properties over MDPRs, a probability spacel2# over infinite paths needs
to be built. However, we have to resolve all the nondeterminism before constructing the probability
space. A possible resolution of nondeterminism is denoted by an adversary, also called a policy,
which chooses an action at each state based on the history of its execution.

Definition 11. An adversary of a given MDPR M = (S,53, Act, Steps, L,rs,7,) is a function o :
Pathf™ — Dist g, where Dist 4. : Act — [0, 1] is a probability distribution:

® EaeA(last(ﬂ)) U(?T)(Cl) =1
e and o(m)(a) = 0 for all action a ¢ A(last(r)).

An adversary o is memoryless if the distribution o(7) only depends on last(r) and it is deterministic
if for all © € Pathl!", 3a € A(last(r)).(o(7)(a) = 1). [ |

Let Adv represents the set of all possible adversaries of a given MDPR M. Once an adversary
o € Adv is applied to M, the behavior of M can be captured by an induced DTMCR, whose each
state is a finite path of M.

Definition 12. The induced DTMCR for an MDPR M = (S,3, Act, Steps, L, s, re) and an adver-
sary o is M7 = (Pathﬁ”,E,P,L',r;,rt) where for all 7, 7" € Path{f[":

.« P(r,7) = {0‘(7‘(‘)(@) - Steps(last(r),a)(s) if 7’ = mas

0 otherwise
o I/(m) = L(last(m));
o () = rs(last(m));
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o ry(m, 71—/) =

ro(last(m),a) if 7’ = mas
0 otherwise

Note that there is a one-to-one mapping between Path,; and Pathj;-, which means from the start
state s, the induced DTMCR M? yields a probability space, denoted by Pr{, ., over all the infinite
paths in Pathy;. Though the induced DTMCR constructed in this way has infinite number of
states, if an adversary o’ is memoryless, then the induced DTMCR M,  can be reduced to an
|S|-state DTMCR. |
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(a) The induced DTMCR for a memoryless adversary
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(b) The induced DTMC for a non-memoryless adversary

Figure 19: Two induced DTMCRs of the MDPR shown in |[Figure 18

Example 27. For the MDPR introduced in [Example 25| (shown in [Figure 18) and a memoryless

adversary oy which will choose the action cancel with probability 0.1 and select with probability
0.9 at state s;. The induced DTMCR can be reduced in an |S|-state DTMCR which is shown in
Figure 19| (a). For another non-memoryless adversary oo which will choose the action cancel with
probability 1 —k % 5 x 0.2 and select with probability & % 5 x 0.2 at state s;, where k is the number
of times (includes the current one) it reaches state s;. The induced DTMCR is partialy shown in
Figure 19| (b). |

4.2 PCTLR for MDPRs

The syntax of PCTLR for MDPRs are exactly the same as for DTMCRs introduced in
the main differences are:

o Definitions of the random variable X, where transition rewards are placed by the action
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rewards. For any path w = spapsia; --- € Pathyy,s:

de
Xi=+(w) tef rs(sk);

def |0 ifk=0
Xese(w) = k—1 o
Zz‘:o Ts;—a; Otherwise
qu>(w) déf o0 if Vi € N.g; [7& P .
Z?Z{f{’ g} =1 Ts,—va, Otherwise

e Semantics of the probabilistic operator and the reward operator which require a certain prop-
erty should be satisfied for all possible adversaries. Let:

def

P min v P
TM,s(¢) UTEDI}‘%U{ 7”M s(@)}
max def
P X = P
T]\/[,b (¢) (}22?1{“{ 7ﬁM a(é)}
min def
Bzphys(Xy) = min {Baply (X,)}

max d f o
Bapliis(Xp) = max {Eapfy(X,)},

where Pr{, .(¢) is the probability measure and Expf, ,(X,) is the reward measure, when o is
applied to M. The satisfaction relation |= is defined for these two operators as follows:

Priji(e
Prifs(@

~e {>7 2}
~e {<,<}

sEPylP e {

) ~
@) ~
s ': Rstate[ ] = E{Epﬁg(Xga) r ~€E {>v 2} )
Empmax(X(p) r ~E {<7 S}
Note that it is not as the PCTLR for DTMCRs, the quantitative form of the probabilistic operator

P_»[¢] can not be evaluated to a specific value, instead, we should use the minimum and maximum
quantitative forms of the P operator, P2"[¢] and PmaLX (@]

Example 28. Below are some PCTLR formulae with path reward formulae of the MDPR shown
in
e P_(5[Rx0[I7°]] - the probability that a customer is just purchasing a product (on either state
so or s, the only two states whose rewards are greater than 0) after 6 time steps is less than
0.5;

min

o PR —5[C='0]] - the minimum probability that the total cumulative profit gained for the
following 10 time step is greater equal than 5;

o PR 4[F release]] the maximum probability that the profit gained for the first sale is less
than 1. ]

4.3 MDPR Action Rewards Elimination

Similar to the transition rewards elimination, the non-zero action rewards can be eliminated for
a given MDPR. There are also two approaches, the first approach retains the behaviors of the
original MDPR but may give different results when model checking some PCTLR. formulae over the
modified MDPR. The procedure of eliminating the non-zero action rewards in this way is described
by where the action name auzAct stands for Auxiliary Action.
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Algorithm 21 REPLACE-NON-ZERO-ACTIONS(M)

Input: MDPR M
Output: M after the modification
1: Act := Act U {auxAction}; > Assume that auxAction ¢ Act.
2: for all state s € S do
3: for all action a € A(s) where r4(s,a) # 0 do
if A(s) ={a} then
rs(s) == rs(s) + ra(s,a);
ro(s,a) :==0;
else
M := ADD-INTERMEDIATE-STATE(M, s, a);
end if
10: end for
11: end for
12: return M;

© 0 N O Ot

For each action (s, a) with a non-zero action reward, the action reward will be merged to the state
reward rg(s) if A(s) is {a}, otherwise, the action (s,a) will be replaced by an intermediate state
Sq with the modified action (s,a) and the newly introduced action (s,,auxAct) as illustrated in
where the atomic proposition auxzState stands for Auxiliary State and it is assumed
that for all s € S, auzState ¢ L(s).

Algorithm 22 ADD-INTERMEDIATE-STATE(M, s, a)

Input: MDPR M, state s and action a
Output: M after the modification

1: 84 := a newly created state;

2: S:=SU{sa};

3: Steps(sq, auxAct) ;= Steps(s,a); Steps(s,a) := [sq — 1];
4: L(sq) = {auxState};

5: T5(8q) :=Ta(s,a); ra(s,a) := 0; ro(sq, auxAct) := 0;

6: return M;

Example 29. shows the result MDPR M’ after applying [Algorithm 21| to the MDPR M
in

The action reward 7, (s4, release) is merged to the state reward rs(s4) as release is the only option
for s4, the action (s, select) is replaced by an intermediate state sj23, whose state reward equals to
ra(s1, select), with the modified action (s1, select) and the newly introduced action (s124, auzAct).
The modification may affect the model checking result compared to the original model. Model
checking P™P[F release] and P™2*[Rx 1 [F release]] over both MDPRs, M and M’, will achieve the
same results. However, model checking P™3*[R o[I=%]] over M will result 0 which is different from
the result 1 for M’. |

The second approach is applying to all the actions of all the states in the original
MDPR as described by [Algorithm 23| The satisfaction relation = defined for the P and Rst@t®
operators are modified as follows, for all state s € S:
s E P ,[d] = auzrState ¢ L(s) ANVo € Adv.(Pry; ((¢) ~ p)
s = R & auzrState ¢ L(s) A\Vo € Adv.(Expl (X,) ~ 1)

and the rest semantics of PCTLR is modified as for DTMCRs. This approach will ensure the
modified model not only retains the behaviors of the original model, but also returns the same result
when model checking any PCTLR formula over it.
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{|d|e}

|n|t|aI|ze
{chocolate}

release
1 notif
cancel

select-.-——lauxAct Sq:
05 -0.01
{menu} {auxState} notify_./

{cola}

Figure 20: The simple action rewards elimination result MDPR

Algorithm 23 REPLACE-ALL-ACTIONS(M)

Input: MDPR M

Output: M after the modification
1: for all state s € S do

2 for all action a € A(s) do

3: M := ADD-INTERMEDIATE-STATE(M, s, a);
4: end for
5
6

: end for
: return M;

Example 30. shows the result MDPR M’ after applying |Algorithm 23| to the MDPR M
in And for any PCTLR formula, model checking it over M’ with the modified semantics

will give the same result as model checking it over M with the original semantics. |
{|dle} {auxgate}
° /5401
w 1 ® auxAct 0,01 4—\1
auxAct
L initialize 1/“
so1  [{auxState} {chocolate} {auxState}
I \ release

auxAct 11 rnotify-@—1P sy auxAct-Q\

E ]
51 seIect—Q—l}@auxAct w
{menu} 0.5
cancel {auxState} notify 1> auxAct-Q/

{cola} {auxState}

Figure 21: The general action rewards elimination result MDPR

In order to cover more general cases, all the algorithms introduced in later sections will consider
both state and action rewards.
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5 PCTLR Model Checking over MDPRs

The detailed model checking algorithm for PCTL over MDPs can be found in [25] and it is extended
in [I0] for PCTL with state reward formulae over MDPRs. The later algorithm is almost identical
with the model checking algorithm for PCTLR over DTMCRs. The key difference is how it handles
the P and R¥'“*® operators. For a given MDPR M = (5,3, Act, Steps, L, 74, 74), a set of states satisfy
the probability state formula P.,[¢] is defined as:

{s €S| Priji(¢) ~p} ~e{>2>}
{s € 5| Prifi(e) ~pt ~e{<, <}

{se S| Eappi(Xy) v} ~e{>>}
{s € 8| Bapp(Xy) ~r} ~e{<, <}

Sat(Prpld]) = {

Sat(RE[g]) = {

The detailed illustrations of the algorithm are also included in the above two papers and we will
not cover them here. Similar to the situation of model checking the newly introduced PCTLR
over DTMCRs, PCTLR also only brings in one new type of path formulae for MDPRs. Therefore,
once both Prij™ (RP%"[]) and Prﬁ‘;(Rﬂafh[ap]) can be computed for a given reward formula ¢, the
existing algorithm will be able to model check PCTLR over MDPRs without any modifications. In
this section, we will discuss how to compute these probabilities given an MDPR and a path reward
formula. As before, the algorithms introduced in this section will be able to handle negative reward
values and compute accurate results if no exception is explicitly pointed out.

5.1 Computing Pry (RP“"I17H])

For a given MDPR M = (S, 5, Act, Steps, L,rs,74), let J;rj\r}“;kw and x‘ﬁf’s‘ir denote Pr]r{‘}f;(RpN‘thh[I:k])

max,k

max (R Path[y=Fk H ; i3 min, k .
and Prify(RE[I7"]) respectively. Then the recursive definitions of o, 7 and x,/ 77, are:

1 ifk=0Ars(s)~r
sk g if k=0A=(rg(s) ~7), (5)
minge a1y cg Steps(s,a)(s’) - x%i?}ﬁ’l} otherwise
1 ifk=0Ars(s)~r
- =0 ) O
max,k—1

maXaeA(s){Zs/Es Steps(s,a)(s’) - Tp oy }  otherwise

5.1.1 Top-down with Memoization

One way to solve [Equations (5)| and [(6)] is applying the top-down with memoization approach
of dynamic programming, the algorithm is shown in and the auxiliary function
PR-I-MDPR-AUX is shown in

Algorithm 24 MEMOIZED-PR-I-MDPR/(M, ~ r, k, func)

Input: MDPR M, reward bound ~ r, step bound k and function func € {min, max}
Output: Pri'"¢(RP?M[I=F)) for all s € S

: let p be an ’empty hash table whose key is composed by a state and a step value;

: for all state s € S do

xs := PR-I-MDPR-AUX(M, s, ~ r, k, func, p);

: end for

: return (x4)ses;

Ttk W N =
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Algorithm 25 PrR-I-MDPR-AUX(M, s, ~ 1, k, func,p)

Input: MDPR M, state s, reward bound ~ r, step bound k, function func € {min, max} and hash
table p
Output: PrﬁZC(R’Trth[I:k])
1: if p(s, k) is not defined then
2: if £k =0 then

L ifrg(s) ~r

% pls,k) 0 otherwise

4 else

5: K =k-—1;

6 p(s, k) := funceea(s)1D_ycg Steps(s,a)(s’) - PR-I-MDPR-AUX(M, s',~ r, k', func,p)};
7 end if

8: end if

9: return p(s, k);

Example 31. To compute Pry/y (RP%M[17?]) for the MDPR M in [Figure 18, Let xﬂazir de-

notes Prﬁg‘(Rﬁ“Tth[I:k]), by applying the top-down with memoization approach, we will derive the
following equations from top to bottom:
ax,2 ax,1
xIJI\:[a,}S(O,>1 = max{1 x x?/[icl,>1}

max,1 _ max,0 max,0 max,0
TM,s1,>1 max{1 x T s 1,00 X @y sy +0.5 % xM,53,>1}

xIJ{l/Ia)s((’)0>1 =0 7s(s0) =0
wﬁfﬁzox =0 rs(se) =1
xr]\I}afs?x =1, rs(s4) =2>1
and the algorithm will solve these equation from bottom to top, we have that:
oot ) =max{1x 0,0.5 x 0+ 0.5 x 1} = max{0,0.5} = 0.5
aie? | =max{1 x 0.5} = 0.5.
Hence the probability Prifs (Rl;c‘fh[I:Q]) is 0.5. |

5.1.2 Bottom-up Method

We can eliminate the recursive calls by applying the bottom-up method approach of dynamic pro-

gramming to solve [Equations (5)|and the algorithm is shown in [Algorithm 26
Example 32. Return to the MDPR M in [Figure 18| Let x“]\}a’;ﬁr denotes Prﬁ};‘(Rﬂ?h[Izk]), the

max,k __ max,k max,k max (R Path =2
row vector Zy, U = {0 e Targ - Lo compute Prifi(RETT[ITY]) for all state s € S,

we can apply the bottom-up method approach with the base case:
%) ={0,0,0,1,0},

then by using the [Equation (6)]for each state s € S, we have:
i) = {0,0.5,0,0,0},

finally, the desired probabilities can be computed by reapplying the [Equation (6);

2%t ={0.5,0,0,0,0}. [}
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Algorithm 26 BorToM-UP-PR-I-MDPR(D, ~ r, k, func)

Input: MDPR M, reward bound ~ r, step bound k and function func € {min, max}
Output: PrﬁZC(Rﬂ?h[I:k]) for all s € S
1: for all state s € S do
1 ifry(s)~r
2: Tg i = H
0 otherwise
end for
fori=1—kdo
for all state s € S do
Il@ = funcaEA(s){Zs/eS Steps(sa a)(sl) ! xs’};
end for
for all state s € S do z; := z; end for
end for
10: return (rs)scs

© 00 N O U W

Similar to the performance comparison between the top-down and bottom-up approaches for comput-
ing Prp ,(RP“"[17%]) over DTMCRs. Both top-down and bottom-up approaches for MDPRs have
the same asymptotic running time, while the top-down method has overheads of caching calculated
values and recursive procedure calls and the bottom-up method may compute some unnecessary
values.

5.2 Computing Pry (R?"[C=F))

For a given MDPR M = (5,3, Act, Steps, L, s, 74), let a:IAI}I”;kNT and xﬁaﬁ’ir denote the probability

Proim (RPN CSF]) and Prioex(RPAM[CSF]) respectively. Then the recursive definitions of 3%
max,k
and x,, ", are:

1 ifk=0A0~7T

ayvt =140 ifk=0A=(0~7), (7)
Mingea(s){ Yy cg Steps(s,a)(s’) - :cﬁz’,’f:é,_rs_m)} otherwise
1 ifk=0A0~r

aiek =140 ifk=0A=(0~7). (8

max,k—1 }

MaXge A(s) 1Dy cg Steps(s,a)(s’) - TNl o (e ) otherwise

5.2.1 Top-down with Memoization

Algorithm 27 MEMOIZED-PR-C-MDPR(M, ~ r, k, func)

Input: MDPR M, reward bound ~ r, step bound k and function func € {min, max}
Output: Pri""¢(RP%"[CSF)) for all s € S
: let p be an 7empty hash table whose key is composed by a state, a reward and a step value;
for all state s € S do

zs := PR-C-MDPR-AUX(M, s, ~ r, k, func, p);
end for
return (z4)ses

U o W N =

One way to solve [Equations (7)| and is applying the top-down with memoization approach
of dynamic programming, the algorithm is shown in and the auxiliary function
Pr-C-MDPR-AUX is shown in
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Algorithm 28 Pr-C-MDPR-AUX(M, s, ~ 1k, func,p)

Input: MDPR M, reward bound ~ r, step bound k, function func € {min, max} and hash table p
Output: Prﬁzc(Rﬂ?h[CékD

1: if p(s,r, k) is not defined then

2: if £k =0 then

1 if0O~r
% pls,r k) : 0 otherwise’
4 else
5 K =k-—1;
6: for all action a € A(s) do
7 = — g
8 Vg i= ) _gcg Steps(s,a)(s’) - PR-C-MDPR-AUX(M, s', ~ 1, k', func, p);
9: end for
10: p(s,r, k) := funceea(sy{va};
11: end if
12: end if

13: return p(s,r, k);

Example 33. Let us go back to the MDPR M in [Figure 18and computate Priz (RZ"[C=%)).

Let 277 denotes Prﬁ"?g‘(Rﬂ‘fh[Cgk]), by applying the top-down with memoization approach, we

will derive the following equations from top to bottom:

max,3 _ max,2
LM, s0,>1 = maX{xM,sl,y}
max,2 _ max,1 max,1 max,1
Tf,sy,>1 — maX{xM,SO,ZNO'E) X Zpp i s1.01 1+ 0.9 % 33M,53,21.01}
max,1 _ { max,0 }
Ta 5o, >1 = MAXT py 60 >1
max,0 _
Tyrgr>1 =0 =(0>1)
max,1 _ { max,0
UM, s5,>1.01 — MaAXN\Tpy 5, >0.01
max,0 _
Tprsn>001 = 0 —=(0 > 0.01)
max,1 _ { max,0 }
LpM,sy,>1.010 = MAXNTpr o0 > .99
ax,0
max, 1, 0> -0.99

LM ,sq,>—0.99 =

and the algorithm will solve these equations from bottom to top, we have that:

ax,1
x%?s&sz =max{l} =1
max,1
x]v;:32,21.01 = max{0} =0
wire? ) = max{0,0.5 x 04+ 0.5 x 1} = 0.5

xrj\r}azo?}l = max{0.5} = 0.5.

Hence the probability Priz (RZ"[C=%)) is 0.5. [ |

5.3 Computing Pry; (R""[F @])

For a given MDPR M = (8,5, Act, Steps, L, 4, 74), let 2}y . and 7% denote the probability
Py (RPN [F @]) and Prﬁf‘;‘(Rﬁ‘fh[F ®]) respectively. Then the recursive definitions of xrj{}f’;w
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max

and x5 . are:

1 ifsE®A0~T

i =40 ifsE®A-(0~T), (9)
minge a(s){D o cg Steps(s,a)(s’) - xrj\l}}z,’w(rﬂﬁa)} otherwise
1 ifsE®A0~T

2 =140 ifsEBA-(0~7).  (10)

maXae A(s) 1Dy ecg Steps(s,a)(s’) - xﬁ,@w(r—rﬁa)} otherwise

Similar to the recursive definition [Equation (3)|for DTMCRs, [Equations (9)|and |(10)| also have the
potential problems of infinitely many unfolded equations and mutual dependences. For instance,
assume that 0 ~ r; is satisfied, by unfolding the recursive definition of 3" based on the MDPR

M,so,~r1
shown in [Figure 22| if ro = 0, we will have:

min
M,s0,~r1

_ . min min
- mln{xM,so,er ’ zM,sl,er }

min 1
M,sy,~r1 ™

9

where there is a self dependence of x‘lf/}igmwﬁ, and if r9 # 0:

min _ : min min

xM,so,er - mln{xM,so,N(rl —ra)? xM,sl,er}
min _ : min min
M,s0,~(r1i—r2) — mln{xM,SoN(Tl*?Tz)’ xM7817~(T1*7“2)}
min min min }

TM,s,~(r1—2r2) — mln{xM’So,N(Tl —3r2)0 LM, s1,~ (11 —212)

where it ends up with infinitely many unfolded equations.

Y {arget)
e "
| %o

(‘ a—o—1P{ 5
1

b:r, a 1

"

Figure 22: Potential problems for computing [Equations (9)|and |(10)|

To resolve theses problem, we can refine [Equations (9)| and [(10)|in the similar ways as we did for
[Equation (3)| with some modifications due to the nondeterministic properties of MDPRS. Like the
assumption we made for DTMCRs, the MDPRs considered in this section only have non-negative
rewards.

5.3.1 Top-down with Memoization and Zero Strongly Connected Components

First we have to introduced two sets of states:
Sg‘in’o ={se S| r]r{ljr;(F ®) =0}
Spl = {se S| Priy*(F @) =0},
where Sg' .0 contains all the states, which cannot reach any state satisfies ®, for some certain

adversaries and S’ 20 contains all the states, which cannot reach any state satisfies ®, for all possible
adversaries. As for any state s, if Prif’X(F ®) = 0 then Prif"(F ®) = 0, hence S0 c gmin0
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can be used to find either of these sets, it is the combination of the Algorithm 1 and
3 in [23].

Algorithm 29 CoMpPUTE-SO-MDPR(M, @, func)

Input: MDPR M, PCTLR state formula ® and function func € {min, max}
Output: SY ={se 9| Prjf\/}fzc(F ®) =0}

1: R:= Sat(P);

2: repeat

3: R = R;

4: if func = min then

5: R:=RU{s e S\R|Va e A(s).(3s' € R.(Steps(s,a)(s’) > 0))};
6: else

7: R:=RU{s € S\R | Ja € A(s).(3s' € R.(Steps(s,a)(s’) > 0))};
8: end if

9: until R = R’
10: return S\R;

Once we have these two sets, two more base cases can be introduced for each of the recursive

min max

definition of z"y . and z3/% .

min )1 if se Sgax’o ANOO ~T
Mem 70 if s e Sp™0 Aa(oo~ )
max 1 ifseSglin’O/\OONT

ThAx = ) .
M,s,~r 0 lf se Sglax,O A _|(OO ~ 7')

Please pay attention to the ways how Sp™™” and S3*? are used above. As for all state s € Sy,
by the definition of the random variable Xrg, Yw € Pathys.(Xra(w) = 00), thus both T~ and

Ty~ can be defined with a fixed value based on the truth value of co ~ 7. On the other hand,

for all state s € ™"
Jdo € Adv.Vw € Pathpo s.(Xra(w) = 00),

where:
de
PathM”,s :f UPathMam—.
n€Pathi®
last(m)=s

min max

Also both the possible values of a given 237 _,. and a given x3¥ . are within the interval [0, 1]
and they should be defined with the minimum and the maximum of all possible values respectively.
If we stop unfolding the recursive definition of 3% _, and z}{/X . once s € S0 they will be
defined with a fixed value of either 0 or 1. Otherwise, they will be defined with a value within the
interval [0, 1] which might differ from 0 or 1. Therefore, for a given z3" . where s € Sg' 0"t
should be defined as 0 if =(co ~ ) is satisfied as 0 is the minimum possible value it can be, otherwise
the recursive definition should be applied to cover the possible values which is smaller than 1. The
case for a given x‘}V}ing where s € Sp™° is similar, it should be defined as 1 directly if co ~ 7 is

satisfied, otherwise the recursive definition should be applied.

Next, we define the Zero Strongly Connected Component of a MDPR as follows.

Definition 13. Let M = (5,5, Act, Steps, L,rs,r,) be an MDPR. A Zero Strongly Connected
Component, (ZSCC) of M based on a state reward formula ® is a subset of states Zy; C S satisfying
the following conditions:

o for all state s € Zyy, s = @ and rs(s) = 0;
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o for every pair of states s;,s; € Zys, where s; can be the same as s;, there is a finite path 7
from s; to s;, where for any state s appears on this path, s € Zj; and 7, = 0;

e if |Zys] = 1, then the only state s in Z; must satisfies:
Jda € A(s).(Steps(s,a)(s) > 0Ary(s,a) =0),

this ensures the algorithm will not use the relatively more complicated way to handle states
which do not have to;

e /) is a maximal subcomponent of M.

Like the ZSCC related concepts of DTMCRs, M.ZSCC(®) denotes a set of all the ZSCCs of M
based on ¢ and Zﬁl,s represents the ZSCC contains s where Z?CLS € M.ZSCC(®). To simplify the
formulae introduced in the later part of this paper, a state s belongs to a ZSCC in M.ZSCC(®) is
denoted as follows:

s€ M.ZSCC(®) <«  3Zy € M.ZSCC(D).(s € Zuy). ]

/’Qﬂ EOaaN

0.5 0.3
\)7 Q;’ge”
K 0. 5-)4 a—.—l—N a—e—1P s
b: 1 a 1
— 1 —"
Figure 23: A MDPR with a ZSCC

Example 34. Based on the PCTLR state formula ® = target, the MDPR shown in has
two ZSCCs: {s1,s2} and {ss}. |

Algorithm 30 DETECT-ZSCC-MDPR(M, @)

Input: MDPR M and PCTL state formula ®
Output: M.ZSCC(®)
1: Construct the direct graph G = (V| E), where:
o Vi={s|s¢ ®Ars(s) =0}
o E:={(s;,85) | si € VAs; € VAJaec Act(s;).(ra(si,a) = 0 A Steps(si,a)(s;) > 0)};
for all SCC found by calling STRONGLY-CONNECTED-COMPONENT(G) do
if it is not the case that |[SCC| = 1 and the only state in SCC does not have a self loop then
M.ZS5CC(®) := M.ZSCC(®)U{SCC};
end if
end for
return M.ZSCC(®)

~N O O e W N

which is based on the STRONGLY-CONNECTED-COMPONENT algorithm from [20],
provides one way to calculate M.ZSCC(®) for a given MDPR M and a given PCTLR state formula
®. It is similar to and they only differ from how they construct the edges of the
reduced graphs. This algorithm considers actions and the one before considers transitions.
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QOO @

Figure 24: The reduced graph of the MDPR shown in Flgure 2

Example 35. To find all the ZSCCs of the MDPR M shown in based on the state formula
® = target. First the reduced graph of M is constructed as shown in Then it is passed
to STRONGLY-CONNECTED-COMPONENT as the parameter. The SCC algorithm will return three
SCCs: {so}, {s1,s2} and s5. {so} is not a ZSCC as it only contains one state which does not have
a self loop in the reduced graph. Therefore, the result set M.ZSCC(®) = {{s1, 52}, {s5}}- |

For a given MDPR M = (S,3, Act, Steps, L,rs,rq), let Zpy € M.ZSCC(®), for a PCTLR state
formula :

Zar.Out {s€ 8|3’ € Zp.Fa € A(s).((Steps(s',a)(s) > 0) A (ra(s',a) #0V s ¢ Zu))},
and we have to modify the MDPR, M by adding some auxiliary states to ensure:

o Vs e Zy.Out.(s & Zn);

o Vs € ZyYw € Pathys.(w(i) E @ = Xpe(w) =0), where s = &' < s € Zy.0ut.

The algorithm to add these auxiliary states for Z; is shown in Note that this
procedure only modifies Zy;.Out but not Z; itself.

Algorithm 31 ADD-AUX-STATE-MDPR (M, M.ZSCC(®))

Input: MDPR M and set M.ZSCC(®)
Output: M after the modification
1: for all Zy; € M.ZSCC(®) do

2 for all state s; € Z); do

3 for all action a € A(s;) where 7,(s;,a) # 0 do
4 M := ADD-INTERMEDIATE-STATE(M, s, a);
5 end for

6 end for

7: end for

8: return M;

(i
[ s3: a—Q\
Fan
0.5 4 0.3
v E

{auétate} \H

b / 1
—1 Sl auxAct-®

Figure 25: The modified result of the MDPR in [Figure 23
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Example 36. shows the model in after insert the auxiliary state s, for action
b at state si. [ |

To sum all the above concepts up, the recursive definition of s , is refined as follows after

compute T = Sat(®), Sg™™°, §7"% and M.ZSCC(®) and add necessary auxiliary sates for a
given MDPR M:

(seTANO~T)
max,0 ~
1 " V(se S Noonr~r) (11a)
V(~is>Ar<0)
V(~is>Ar<0)
(seTA=(0~T7))
. min,0 4 ~
xr]\r;,r;NT _ 0 lf V (5 S S@ A (OO 7')) (11b)
V(~is< Ar<0)
V(~is<Ar<0)
Urenj‘gv{z Pri (Z3, U)o o} if se M.ZSCC(®) (11c)
S’GZ}{CI’S.Out
arenj?s){ Z Steps(s,a)(s’) - x‘ﬁ;,’N(PTHE)} otherwise (11d)
s'es

where:
Pré; (23, U s') E Pri, (@1 U @),

where for any state s” € S:

" = ®y & s" € Zy
s = @, N § =

Here are some further explanations of the above recursive definition:

e Case (11a)) and are the base cases where x‘lf/}i’“swr can be defined with the fixed value 1
or 0 where the four conditions (~is > A r < 0), (~is > Ar <0), (~is < A r <0) and
(~1is < A r < 0) are introduced to prevent the infinitely many unfolded equations problem as
for DTMCRs.

e Case ([l1c) is taken when the subscript s of 27" _, belongs to a ZSCC Zj; ,. It ensures that
there is no mutual dependences problems among the unfolded equations. Once for all the state
s’ e Z&S.Out, T’y ~p 1 computed, we can compute the formula

~T

: o o / min
min { E Pri(Zyrs Us') -y o}
oc€Adv
s'€Zy.Out

by either solving a Linear Programming (LP) problem to get a theoretically accurate result
(the actual result may still be approximate due to the inaccuracy of real number computations
in practice) or using a value iteration algorithm to get an approximate result. For the former
approach, the following LP problem needs to be solved:

maximize Z x“Mli’r;NT subject to the constraints:

SEZYy
xrj\r}}gw = the precomputed value for all s € Zjﬁ’s.Out
J;I]\I}igM < Z Steps(s,a)(s) -xﬁf‘s/7w,. for all s € Zﬁhs and a € Act(s)

s/EZ}?;[,SUZfLSAOut
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and it is demonstrated in [26] that it has a unique solution. For the latter approach, let us
introduce variables y2' for all state s € Z}; , U Z}; ,.Out, n € N and equations:

the precomputed value if s € Zy; ,.Out
Yy =140 if se Zy ,An=0
MiNge Act(a) Dogezy Uz 0u StEPS(s,a)(s)) -yl otherwise

It is shown in [27] that lim, oo y2 = mingecaa{d vez,, ou Prin(Zir. Us) -2 o},
hence we can approximate the lim,,_,. y; for a sufficiently large n. provides
one way doing the value iteration based on the above equations to compute the desired value.
Notice that instead of updating all the variables for each iteration, a variable is only updated
once the values of its dependent variables (those used to compute it) are changed. Though
solve the LP problem will give a relatively more accurate solution, the value iteration approach
offers a better scalability and the approximation is good enough in practice. In this paper, we
will go for the value iteration approach.

o Case (11d) is the same as the recursive case of [Equation (9)|

e Note that there are some cases intersect with each other. Though the final result will be the
same by taking any of the intersected cases, consider the cases with the order from (11a)) to
will yield a better performance and some optimizations introduced in the later part also
based on this order.

By replacing all the appearances of min with max and max with min in [Equation (11)} the refined
recursive definition of 2}{fs ., after computing 7' = Sat(®), S0 gmaT T and M.ZSCC/(®) and
adding necessary auxiliary sates for a given MDPR M, can be derived as follows:

(12a)

(12b)

(seTANO~T)
min,0 ~
1 oV (s €S ™ Noo~r)
V(~is>Ar<0)
V(~is > Ar<0)
(seTAN=(0~7))
max,0 4 ~
ae =L " Vi(seSg™™ Na(oco~r))
V(~is<Ar<0)
V(~is<Ar<0)
max {>_ Pri; (Zi;, U s') -2 L} if s € M.ZSCC(®) (12c)
o€ Adv 7" ’ o
s/EZ}{CLS.Out
max {Z Steps(s,a)(s') - Thfs o(r—r. )} otherwise (12d)
aEA(S) S/GS K k) s—a
where Case ([12c) can also be handled either by solving a LP problem:
minimize Z Thfs ~r Subject to the constraints:
SEZ;ELS
2% . = the precomputed value for all s € Z§; ,.Out
TN = Z Steps(s,a)(s') - 235 < for all s € Z3; , and a € Act(s)

s'€Zy JUZY . Out
or by using the value iteration approach. In this paper, we will go for the latter one.

In order to simplify the calculations of Equation (11c) and (12c). All the ZSCCs of MDPR based
on a PCTLR state formula can be further split into several disjoint subsets and different approaches
can be applied to each subset for better performances.
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Algorithm 32 VALUE-ITERATION-ZSCC"-CASE(M, Zy, (mﬁ’fw)sezwom, func,e)

func

Input: MDPR M, reward bound ~ r, precomputed z}, .. for all the states s € Zy;.Out, function
func € {min, max} and convergence criterion e

Output: approximate xﬁz’cwr for all the states s € Zys

: for all state s € Zp;.Out do x4 := xﬁ”sww; end for

: for all state s € Zj; do x5 := 0; end for
: Let @ be a FIFO queue which disregards the insertion of existing elements in it;
: Push all the states in Z;; into queue Q);
: while @ is not empty do
s := pop the head of Q;
Ty = funCaEA(s)Zs/eZMUzM,Out Steps(s,a)(s') - ws;
if |z, — 2| > € then
Push all the states s’ € Z; where Ja € A(s').(Steps(s’,a)(s) > 0) into queue Q;
end if
xs =l
: end while
: return (z5)sez,,

© 0 N O O R W N =

— = =
w N = O

Definition 14. For all the ZSCCs Zy; € M.ZSCC(®) of a given MDPR M and a state formula @,
they can be split into following disjoint subsets:

o if |Zy| =1 or |Zy.Out| =1, then Zy; € M.ZSCCY(®);
e else if | Z).Out| = 2, then Zy, € M.ZSCC?(®);
o the rest ZSCCs belong to M.ZSCC™(®).

A 7ZSCC set with multiple superscripts separated by commas represents the union of the correspond-
ing subsets. For instance, M.ZSCCY"™(®) = M.ZSCCY(®) U M.ZSCC™(®). [ ]

S een@
S AU

0.5 0.5

- 8o

{target}
—

" {target}

N | N
. sp |- 0.5 s; ra 0.5}{\ S3
(\B/ v b 1 : 1

(a) A MDPR with type 1 ZSCCs (b) A MDPR with type 2 ZSCCs

\

N <
/}(l—\-.-m &
P )

Q{b—\-"m

a=  S3 b—.—l-)li Sy W

Figure 26: MDPRs contain special types ZSCCs

Example 37. Consider the PCTLR state formula ® = target, for the MDPR M; in (a):
M,.ZSCCH(®) = {{s0}, {s1,52}},
where |23, | =1 and |Z3;, ., .Out| = [{s3}| = 1. For the MDPR M, in [Figure 26| (b):
M,.ZSCC?*(®) = {{s0,s3}},
where |Z?v>12,so-OUt| = [{s1, 82} = 2| |
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For a given xﬁ?fw where func € {min, max} and a PCTLR state formula ®, based on the order

we consider the recursive definition cases, the case where s € M.ZSCC(®) will only be considered
if s ¢ S0 Also when s € Sp™°, the ZSCC case will only be considered if some adversaries,
which ensure M will finally reach a target state (leave Z}ﬁ ), might define :Cf ¢ with a better

Mo

value than not reachlng any target state forever. Therefore, for the ZSCC case, only the adversaries
ensure M leave Z3; , need to be considered.

When 2%, , € M.ZSCC'(®):

o if |Z3; ,.Out| = 1 and let {s'} = Z3; ,.Out, as M finally will leave Z3, , and s’ is the only state

it will go with probability 1, therefore, we can define 2""_directly with z4*"¢ _

e if |Z3; | =1, M will finally leave Z}, , through one of the action a € Act(s), therefore, we

can ensure xf\}; "+, is defined with the minimum / maximum value by choosing the adversary,

which guarantees M will leave with the action provides the minimum / maximum value with
probability 1.

The following equation covers both the above scenarios:

Steps(s,a)(s’)
s'eZy -Out Steps(s, a)(sl)

X Ty},

funca€Act(s){ Z Z

s EZ‘I> s-Out

and it will be used as the special approach to handle states s € M.ZSCC*(®).
When Z3, € M.ZSCC?, let {s1,s2} = Z3,, and assume that }{" > 2}/ . Because M

M,s1,~r =— Y M,so,~1
finally will leave Z}, , through either s, or s, and for each adversary o:

Priy (Zyrs U si)+ Prip (Zy, U so) =1

- - o (b o (b . - ..
Therefore, we can maximize Pr{, (Zy; . U s1) or Pr§; (Zy; . U s2) to achieve the maximum / mini-

mum value of x{\}”;cNT. Let Prify (Z]?}Ls U s2) denotes the maximum probabilities of Pr{, . (Zjﬁ’s U s2)

over all adversaries and it is defined as follows:

Pri, (23, U s2) < max Prg (2, U sa),
' ' o€ Adv
the algorithm used to handle states s € M.ZSCC?(®) is shown in Note that we can
only maximize either probabilities to achieve the minimum / maximum value instead of minimum
the other probability. This is because for the case s € Smmo, an adversary o, which gives the
minimum value of one probability, will make both probability Pr{, .(F s1) and Pr§, ((F s2) to be
0 at the same time. '

Algorithm 33 CompuTE-ZSCC2-CASE(M, s, Zy, (a:MZfNT)é 1€ Zns . Out, func)

Input: MDPR M, state s, ZSCC Zj;, precomputed x{\};f;f’NT for all the states s’ € Zp;.Out and

function func € {min, max}

Output: x{;’z;r

1: Let {s1,s2} be Zp.Out, where m{}fﬁf o> m{}f’;;w;
2: if func = min then
3 @i= Pri(Zy U sy) - alfis o+ (1= Prig(Zy U s2)) - affi
4: else
5: z = Proax(Zy, U sy) - 2d' 4 (1= Priax(Zy, U sy)) - zfine
' . M,s \“M 1 M,s1,~r M,s \“M 1 M 52,~r7
6: end if
7: return x
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Algorithm 34 MEMOIZED-PR-F-MDPR(M, ~ r, ®, func, €)

Input: MDPR M, reward bound ~ r, PCTL state formula ®, function func € {min, max} and
convergence criterion e
Output: PTJJCVZZC(R%W[F ®]) for all s € S

1: T := Sat(P);

2: SI™0.— CoMPUTE-SO-MDPR(M, ®, min);

3: S0 .= ComPUTE-SO-MDPR/(M, &, max);

4: M.ZSCC(®) := DETECT-ZSCC-MDPR(M, ®);
5: M := ADD-AUX-STATE-MDPR(M, M.ZSCC(®));
6
7
8
9

: let p be an empty hash table whose key is composed by a state and a reward value;
: for all state s € S do .
x5 := PR-F-MDPR-AUX(M, ng’o, Sglax’o, s,~r1,T, func,p, €);
: end for
10: return (zs)ses

Algorithm 35 PR-F-MDPR-AUX(M, Spi™0, S350 s ~ v T, func, p, €)

Input: MDPR M, set of states Si % and Si**°, reward bound ~ r, set of target states T, function
func € {min, max}, hash table p and convergence criterion e

Output: Prﬁzc(Rﬂ(f"’[F o)

1: if p(s,r) is not defined then
(seTANO~T)

V(se S;func’o A oo~ T)
V(~is>Ar<0)
V(~is > Ar<0)
3: p(s,r) =1;
(seTAN—(0~7))
V (s € S0 A (00 ~ 1))
V(~is< Ar<0)
V(~is<Ar<0)

2: if

then > —min = max, - max = min

4: else if then

5: p(s,r) = 0;

6: else if s € M.ZSCC(®) then

7: (IS')S'GZK},SOM := (PrR-F-MDPR-AUX(M, Sglin’o,ngx’O,s’, ~1,T, func,p,€))gezs
8: if s€ M.ZSCC'(®) then

9: p(s,r) == fUnCaEAct(S){ZS’EZ;ICIYS.Out ES,EZ}Ivliz(fz‘ifjg}t)e(;s)(&a)(s/) X Ty }s

10: else if s € M.ZSCC?(®) then

11: p(s,r) := CoMPUTE-ZSCC?-CASE(M, 5, Z3; ., (x5 ) e 28 outs func);

12: else

13: (p(s',7))s7ez, = VALUE-ITERATION-ZSCC"-CASE(M, ~ 7, (2}) v e 72 our, func, €);
14: end if ’

15: else

16: for all adversary a € A(s) do

17: ri=r —ry(s) —ru(s,a);

18: Vg i= Y gcg Steps(s,a)(s’) - PR-F-MDPR-AUX(M, s, ~ ', ®, func, p);

19: end for

20: p(s,7) = funcecasy{va};

21: end if

22: end if

23: return p(s,r);
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Now the top-down with momoization approach of dynamic programming can be applied to solve

[Equations (11)[and |[(12)] the algorithm is shown in [Algorithm 34| and the auxiliary function PRr-F-
MDPR-AUX is introduced by

Example 38. To compute Prj” (Rp“th [F target]) for the MDPR. M in [Figure 25, we have:

T = Sat(®) = {s4}
Spar 0, = {0, 55}
Spaaxt = {s5}
M.ZSCC(®) = {{s1, 52,53}, {s5}}

Let xr]{}}gw denotes Prmm 1 (RES ath[F target]), by applying the top-down with memoization approach,
we will derive the followmg equations from top to bottom:

min . min min min
Ty >1 = mln{xM’SO)ZO,O.E) X Xhpsy >1 +0.5 % xM,S5,21}

mln —— -4 p—
Thse,>0 = 1 ~is>Ar=0<0

o target min
PTM,Sl(ZM s1 U swp) -2y ,S16,>1

min o . o target min
Ty ,81,>1 — min +PTM,51 (ZM S1 U 83) wM s3,>1

o€ Adv . target
+PTM,51 (ZM ,51 U 84) ’ xM,54,21

mnMnnelb,>1 = min{xrz\l}fng,zo}
mrﬂr}}227>0=1 ~is>Ar=0<0
$r1\r}11237>1 min{mrz\l}i,r;%zo}

5\?24)0 1 s €T ANO>0
2351 =0 s, € TA-(0>1)
an o =1 S5 € St A oo > 1

and the algorithm will solve these equation from bottom to top. We have that:

a:IAr}[”;B?l =min{l} =1

xﬁ/[m;lb >1 = =min{l} = 1.

Then VALUE-ITERATION-ZSCC"-CASE is called to compute ;" -, with the convergence criterion
e = 1075, let ys denotes x‘;/}“; ~1- The algorithm starts with the initial values: y,, = 0, ys, = 0,
Ysyp = 1, Yss = 1 and y,, = 0. After the first iteration: ys, = 0 and ys, = 0. The algorithm stops as

no values are changed, i.e. the convergence criterion is satisfied. Therefore:

min p— J—
Tar ,$1,>1 — Ys, = 0

xﬁ/[“ﬁ07>1 =min{1,0.5 x 0+ 0.5 x 1} = 0.5.

Thus the probability Pr“I\}}go(Rpath[F target]) is 0.5. [ |

5.3.2 Optimizing Computations of Prm“x(ZM LU )

To compute Prifx(Zy; U ) for a given MDPR M = (S, 5, Act, Steps, L,r4,7,), we can reuse the

algorithms for computations of Prif¥(®; U @) based on the definition of Pripx(Zy, Us'). In
normal cases, Prifs(®1 U ®3) can be computed by either solving a linear programming problem or
applying an iterative method, particularly Gauss-Seidel used by PRISM. Similar to the downsides
for computing until probabilities for DTMCRs, the existing value iteration method updates too
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Algorithm 36 CoMPUTE-UNTIL-PROBS-MDPR(M, Zy;, so, func,€)

Input: MDPR M, ZSCC Z),, state sg € Zps.Out, function func € {min, max} and convergence
criterion €

Output: approximate Prf“"C(ZM U &) for all the states s € Zy,

: for all state s € Z; U ZM Out do z, := 0; end for

P T, = 1

: Let @ be a FIFO queue which disregards insertions of existing elements;

: Push all the states in Zj; into queue Q;

: while @ is not empty do

s := pop the head of Q;

Ty = fUuncacA(s) D sre 2, 0zay.0ut StEPS(8,a)(8") - T3

if |zs — 2’| > € then
Push all the states s’ € Zp; where Ja € A(s').(Steps(s’,a)(s) > 0) into queue Q;

end if

xs = al;

: end while

: return (25)sez,,

© 00 N D Ot W N

e e
w N = O

many unnecessary values (of those states s’ ¢ Zj{C[’S). Therefore, a new iteration method, which

only update values (of those states s’ € Zjﬁ’s) when it is necessary, is introduced in |Algorithm 36

Prj\m/["?;‘(ZjTjLs U s’) for a given MDPR M with the convergence criterion e can be computed by calling
CoMmPUTE-UNTIL-PROBS-MDPR(M, Z3; , s, maz, €).

The performance gain of the newly introduced algorithm can be analyzed with the similar case

shown in

5.3.3 Top-down with Memoization and Zero Connected Components

Instead of using the concept of ZSCCs, we can also use another type of connected components to
compute the probability Pry (RP“"[F @]).

Definition 15. Let M = (5,5, Act, Steps, L,r5,7,) be an MDPR. A Zero Connected Component
(ZCC) of M based on the computation of Prﬁ;’c(R’thh[F ®]) is a subset of states Zy; C S satisfying
the following conditions:

o for all state s € Zr, 75(s) =0, s = @ and:
—if (func = min A ~€ {>,>}) V (func = max A ~€ {<,<}), s ¢ S0,
— otherwise, s ¢ Sg‘in’o;

o for every pair of distinct states s; and s;, there is a finite path 7 either from s; to s; or from
s; to s;, any state appears on this path s € Zy and rr = 0;

o if |Zp| =1, then the only state s € Zp must satisfies:

Jda € A(s).(Steps(s,a)(s) > 0Ar.(s,a) =0);

e Z) is a maximal subcomponent of M, i.e. there is no distinct ZCC Z); such that if s € Z,
then s € Z),.

The notations of ZSCCs can be applied to ZCCs by replacing all the ZSCCs with ZCCs. One
exception is that because ZCCs of a given MDPR, do not only depend on a PCTLR state formula
®, but also depend on a function func € {min, max} and a relational operator ~€ {<, <, >, >}.
Therefore, M.ZSCC(®) will be replaced by M.ZCC(func,~, ). |
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The algorithm used to compute M.ZCC(func,~,®) is almost identical with [Algorithm 15| By
applying the new exclusion rules for states and considering actions instead of transitions when
constructing the reduced graph, we will achieve the new algorithm as shown in

Algorithm 37 DETECT-ZCC-MDPR/(M, Si™°, 30 ~ &, func)

Input: MDPR M, set of states Sgﬁn’o and Sf;ax’o, relational operator ~€ {<, <, >, >}, PCTL state
formula ® and function func € {min, max}
Output: M.ZCC(func,~,®)

1. Vi={seS|skE®Arys) =0}

2: if (func =minA ~€ {>,>}) V (func = max A ~€ {<,<}) then
3 Vi=V\Spo

4: else _

5 Vi=V\Spm

6: end if

7

: Construct the undirected graph G = (V, E), where:
E :={(s:,55) | si,5; € VANTa € A(s;).(Steps(si, a)(s;) > 0Arq(si,a) =0)};
: M.ZCC(func,~,®) := (;
9: for all state s € V do
10 if s¢ M.ZCC(func,~,®) then

oo

11: Zp :={s' € V| ¢ is reachable from s and s’ ¢ M.ZCC(func,~,®)};
12: end if

13: M.ZCC(func,~,®) := M.ZCC(func,~,2)U{Zp};

14: end for

15: return M.ZCC(func, ~, D);

O

Figure 27: The undirected reduced graph of the MDPR shown in [Figure 23

Example 39. To compute M.ZCC(min, >, target) for the MDPR M in [Figure 23| by calling

the algorithm first constructs the undirected reduced graph G as shown in

The reason why the reduced graph does not include state s5 is that it belongs to S{ﬁi’g‘;ﬁ. Then the
algorithm picks up one state, assume it is sg. All the states reachable from sg are s; and s, which
gives us a ZCC Zp = {so, s1,$2}. The algorithm terminates from here as there are no remaining

states left. Therefore, the result set M.ZCC(min, >, target) = {{so, 1, S2}}- [ |

Once M.ZCC(func,~,®) is found, we can replace all the ZSCCs of [Algorithm 34] with ZCCs
to compute Prys(RP%"[F ®]). Note that similar to the additional exclusion rules for ZCCs of
DTMCRs, the definition of ZCCs for MDPRs also excludes some additional states which ensures
the correctness of the algorithm. One example to show it can be constructed with the same concept
used in The performance comparisons between ZSCCs and ZCCs of MDPRs are the

same as those of DTMCRs and they will not be repeated here.

5.3.4 MDPRs with Negative Rewards

As mentioned earlier, the above algorithm for computing Pry; (RF“"[F ®]) over MDPRs only
supports non-negative rewards. The way how to modify it to support negative rewards is similar as
we did for DTMCRs. For a MDPR M with only non-positive rewards, can be called
with parameters M’, = ~ —r, ®, func and ¢ to compute PrﬁZC(Rﬂafh[F ®]), where:
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e M’ is the modified MDPR by replacing both the state and transition rewards in M with their
absolute values;

e > >e < n<s >and <& >,

To modify the algorithm supporting MDPRs with both positive and negative rewards, a approach
almost the same as for DTMCRs can be applied. The only differences the definition of the con-
verted graph of a given MDPR and modifying the following four cases in both [Equation (9)| and

[Equation (10)| by replacing all the four 0 with 72" (s):
o ~is>Ar<0
e ~is>A7r<0
e ~is<ATr<0
e ~is< Ar<O,

min

where 7 (s) is the total rewards consumed along the shortest path start from state s to any state
s' € Sat(®). The formal definition of it is as follows:

i def .
g (s) = pin Xro(w).

The rest of the introduced algorithm for computing Pr.(RPY[F ®]) will be kept the same as

before. To compute rpg(s), the converted graph of the given MDPR is constructed first.

Definition 16. The converted graph of a given MDPR M = (S,3, Act, Steps, L,7s,74) is a 3-tuple
G = (V, E,w) where:

e V is a set of vertices where V = S
e E is a set of edges where E = {(u,v) | u,v € S A Ja € A(u).Steps(u,a)(v) > 0};

e w:V xV — Ris a weight function where for any u,v € V:

w(u,v) = aEmAi&) Tu—a- [ ]
Steps(u,a)(v)>0

Once the converted graph is constructed, a shortest path algorithm, as introduced for DTMCRs,
can be applied to compute the shortest path from one specific state to all the target states.

(e

-0.01

<><_,/\>/>’©

Figure 28: The converted graph of the MDPR in [Figure 18

Example 40. is the converted graph of the MDPR in where the weights with
value 0 are omitted, and:

T e (51) = 0. u
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Same as the improved algorithm for DTMCRs, the improved algorithm for MDPRs can also be ap-
plied to MDPRs with only non-negative rewards with a worse performance due to the non-negligible
running time consumed by shortest paths computations and it does not support MDPRs with neg-
ative cycles.

5.4 Worklist Algorithm

Similar to the concepts introduced for the worklist algorithm for DTMCRs in a worklist
algorithm for MDPRs is developed and shown in The algorithm is almost identical
to with an additional parameter func indicates whether the algorithm computes the
minimum or the maximum probability. The specifications for all three types of reward reward

formulae are covered in to[d1]

Algorithm 38 WORKLIST-PR-MDPR(M, S, ~ r,C, func)

Input: MDPR M, set of states S’ C S, reward bound ~ r tuple of parameters C' and function
func € {min, max}

Output: Pr{/*(RP"[g]) for all s € S’

1: let p be an empty hash table maps a key of type K to a probability value;
2: let W be an empty LHS<K, Boolean>;

3: for all state s € S’ do W.PUSH(INITIAL-KEY(s, ~ 1, C), false); end for
4: while =W.ISEMPTY() do

5: (key, canCompute) := W.PEAK();

6: if canCompute then

7: W.poP();

8: PrR-R-MDPR(M, key, ~ r,C, func, p);

9: else
10: W .UPDATE(true);
11: for all key’ € DEPENDENT-KEYS(M, key, ~ r,C, func,p) do
12: if p(key’) is not defined then W.pusH(key', false); end if
13: end for
14: end if

15: end while
16: return (p(INITIAL-KEY(s,~ 7, ()))scs;
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Algorithm 39 Worklist specifications for I="

—_

© 00 N O Ot W N

C'is a 1-tuple (k) where k is a step bound;
A key of type K is a 2-tuple (s, k) where s is a state and k is a step value;

: function INITIAL-KEY (s, ~ r,C) return (s, C.k); end function

function DEPENDENT-KEYS(D, key, ~ r, C, func,p)
KeySet := ;
if key.k > 0 then
for all state s € S where Ja € Act(Key.s).(Steps(key.s,a)(s) > 0) do
KeySet := KeySet U {(s, key.k — 1)};
end for
end if

return KeySet;
end function

function PR-R-MDPR(M, key, ~ r,C, func, p)
return PR-I-MDPR-AUX(M, key.s, ~ r, key.k, func,p);
: end function

Algorithm 40 Worklist specifications for C=*

—_
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C is a 1-tuple (k) where k is a step bound;
A key of type K is a 3-tuple (s, r, k) where s is a state, r is a reward value and k is a step value;

: function INITIAL-KEY(s, ~ 7, C) return (s,r,C.k); end function

function DEPENDENT-KEYS(D, key, ~ r, C, func,p)
KeySet := ()
if key.k > 0 then
for all state s € S and all action a € Act(key.s) where Steps(key.s,a)(s) > 0 do
KeySet := KeySet U {(s, key.r — riey.s—a, key.k —1)};
end for
end if

return KeySet;
end function

function PR-R-MDPR(M, key, ~ r,C, func, p)
return PR-C-MDPR-AUX(M, key.s, ~ key.r, key.k, func, p);
: end function
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Algorithm 41 Worklist specifications for F ®

Cis a4-tuple (Sp™°, 820 T ¢) where Sp™™ 0, 520 T are sets of states and e is a convergence
criterion;
A key of type K is a 2-tuple (s, r) where s is a state and r is a reward value;

1: function INITIAL-KEY(s, ~ r, C) return (s,r); end function

1: function DEPENDENT-KEYS(D, key, ~ r,C, func, p)

2 KeySet := ()

3 if xﬁzzy s.~key.r does not satisfy any base case conditions of its recursive definition then
4 if key.s € M.ZSCC(®) then

5: for all s € Zj%key_s.Out do

6 KeySet := KeySet U {(s, key.r)};

7 end for

8 else

9: for all state s € S and all action a € Act(key.s) where Steps(key.s,a)(s) > 0 do
10: KeySet := KeySet U {(s, key.r — Tkey.s—a)};
11: end for
12: end if
13: end if

14: return KeySet,;
15: end function

1: function PR-R-MDPR(M, key, ~ r,C, func,p)
2 return PrR-F-MDPR-AUX(M, C.S3™° C.82%%0 key.s, ~ key.r, C.T, func, p, C.€);
3: end function
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6 Extending Filters

The syntax of the original filter is as follows:

(filter) .= filter({op), (prop), (states))

where (op) is a possible operator for the filter, (prop) is a PRISM property and (states) is a boolean
expression used to filter a set of state applying the operator based on the property. The detailed
definition, which is omitted here for simplicity, could be found in [12]. In this section, a new operator
“cust” (stands for customization) will be introduced to grant filters with better flexibilities.

6.1 Extended Filter

Definition 17. The syntax of the extended filter is defined as follows:

(filter) ::= filter((parameter), (states))
(parameter) ::= (op), (prop) | cust, (customization)

(customization) ::= (formula)(definition)
where (formula) is a user defined arithmetic expression which has the following syntax:

term) | (formula) + (term) | (formula) — (term)
factor) | (term) x (factor) | (term)/{factor)

(formula) ::=

=

= (operand) | — {operand)
(

=

(term
(factor

)
)
)
(operand)
)
)
)
)

literal) | Q(cust-variable) | (identifier) | (func) | ({formula))

(cust-variable reserved) | (identifier)
s

(reserved

(func) :

(fname) ::

count() | {fname)((formula))

min | max | sum | avg | first

where (literal) is a number (integer or double) and (identifier) is a user-defined identifier which
could represent a variable, a constant or a formula defined in the model or properties file, all of them
follow the PRISM syntaxes of numbers and identifiers, and (definition) is a list of cust-variable
definitions whose syntax is:

(definition) ::= € | ; (identifier) : (prop)(definition). |

A “cust” filter property with the form:
filter(cust, (formula)(definition), (states)),

can be translated to a formula which gives a specific value for a given model and looks similar to
(formula). The translation of the property is the translation of (formaula) which is a recursively
defined procedure and can be summarized as follows:

e For @(cust —wvariable), if it is not in the scope of a {func), an error will be reported, otherwise:

— for @ss, if the property is verified over a MDPR,an error will be given, otherwise, it will
be translated to Ps which denotes the steady-state probability of state s;

— for @Q(identifier), an error will be given if it is not defined in (definition), otherwise,
assume it is defined with a PRISM property prop, it will be translated to prop(s) which
represents the value of prop over the state s.
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e For (identifier) not following with an @, if it is not defined in the model file or the properties
file, an error will be reported, otherwise:

— in the case it represents a variable, an error will be given if it is not in the scope of a
(func), otherwise, it will be translated to (identifier)(s) which represents the value of
the variable at the state s.

— in the case it represents a constant or a formula, no further translation needs to be done.
e count() will be translated to |Sat({states))|.

e For (fname)({formula’)):

— min will be translated to min {{formula’)};
s€Sat((states))

— max will be translated to min {{formula’)};
s€Sat((states))

— sum will be translated to Z {{formula’)};
s€Sat((states))

_seSat((statesy) L (Sormula’)}
|Sat((states))| ’

— let sy be the first (lowest-indexed) state in Sat((states)), first will be translated to
evaluate(sy, (formula’)) where evaluate is a function replacing all the appearance of
s in the translation of (formula’) with sy.

— avg will be translated to

e The rest of (formula) will be kept as it is in the property.

Example 41. The filter property:
filter(cust, sum(@ss * @Qv) / sum(@ss); v: prop, states),
will be translated to the formula:

ZsESat(states){PS x prop(s)}
ZsESat(states) Py

6.2 Performance Optimizations for CUST Operator

As we mentioned in all properties will be parsed to property Abstract Syntax Trees
(AST). Then the property AST is passed to the computation engine and the model checking result
is computed. If the passed property is a “cust” filer property with the form:

filter(cust, (formula)(definition), (states)).

The computation engine will first compute Sat((states)), then it will verify all the properties listed
in the (definition), finally, based on these results, it evaluates the (formula). In this section, we
will introduce some optimizations could be applied before and during the computation in order
to improve the performance. As all of these performance optimizations are based on simple AST
modifications and value cache mechanisms, thus, for the simplicity of this paper we will be focusing
on the ideas themselves instead of providing detailed algorithms.

Before the property AST is passed to the computation engine, following modifications can be done
to improve the computation performances:

e If a cust-variable defined in (de finition) has not been used in the ( formula), then the property
it represents does not need to be verified. Therefore, it can be remove from the AST.

E.g. In the following property:
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filter(cust, sum(@v); v: prop; v: prop’, states),

there are two cust-variables v and v’ defined in (definition). v is used in {formula) while
v’ is not. After the optimization, the sub-AST of v: prop’ is removed and the modified AST
represents the following property instead:

filter(cust, sum(@v); v: prop, states).

e If some sub-formulae of (formula) can be precomputed, we can simplify the (formula) by
replacing the sub-formula with a single literal. This may improve the performance in practice.

E.g. In the following property:
filter(cust, sum(1 + 2 + @v); v: prop, states),

where the sub-formula 1+ 2 can be precomputed. After the optimization, the sub-AST of 1+2
will be replaced with the literal 3 and the modified AST passed to the computation engine
represents the following property:

filter(cust, sum(3 + @v); v: prop, states).

This optimization will give a better performance because the computation engine will compute
sum(3 + @v) in the following manner:

1: sum = 0;

2: for all state s € Sat(states) do

3: sum := sum + 3 + prop(s);

4: end for

Before the AST modification, the engine needs to compute 1 4 2 in each iteration which is
saved after the optimization. Also this concept can be extended to sub-formulae not only
includes literals but also constants.

E.g. For the following property:
filter(cust, sum(a + 1 + 2 + @v); v: prop, states),

where a is a constant assigned as 3. After the optimization, then modified AST used to do the
computation will represent the following property:

filter(cust, sum(6 + @v); v: prop, states).

During the computation, following two cache mechanisms can be applied to avoid redundant com-
putations:

e Once the result of a filter customization function is computed, the result will be cached for
later usage.

E.g. After the optimization, the avg(@v) in the following property will only be computed once
for the whole calculation:

filter(cust, avg(@Qv - avg(@v)); v: prop, states).

This optimization will give a better performance because the computation engine will compute
avg(Qv - avg(@Qv)) in the following manner:

1: avg := 0;

2: for all state s € Sat(states) do

3: avg := prop(s) + compute(avg(Qu));

4: end for

5: avg 1= avg/|Sat(states)l;

where compute(avg(Qu)) is a procedure call returns the computation result of avg(@v). Before
the optimization, the engine computes avg(@v) in each iteration. If the result is cached after
it is computed first time, then the computations needed for the rest iterations are saved.
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e The previous optimization can be further improved by not only caching the calculated result
for the filter customization function itself, but also other filter customization functions with
the same structure.

E.g. After the optimization, the both appearances of avg(@v + 1) in the following property
will only be computed once for the whole calculation:

filter(cust, sum((Qv - avg(@Qv + 1)) * (@v - avg(@Qv + 1))); v: prop, states).
This can be achieved by either:

— Having a hash table maps all pre-calculated filter customization functions to its cached
result. When the algorithm retrieves the result for a specific filter customization function
from the hash table, if it is not defined in the table, it will be calculated and put into the
table. Otherwise, the cached value will be returned.

— Or instead of having a hash table, we can make all the references of the sub-ASTs with
the same structure point to a same instance. This is the approach used in the actual
implementation of this project. To make it more clear, the AST before the optimization
of the above property is shown in (a), where the rectangles with round corners
are unfolded sub-ASTs. After the optimization, the AST becomes the one shown in
Figure 29| (b). Note that even though from the data structure point of view, there is only
one instance of the sub-AST of avg(@v + 1), the algorithm uses the modified AST treats
it the same as the original one. From here, we can apply the previous optimization to
cache the result once it is computed for later usage.

filter filter

0 X P

cust formula| | viprop | |states cust formula| | viprop | |states

sum sum

@v /avg(@v +1) @v avg(@v + 1) @v |avg(@v+1)|| @v

(a) Before the optimization (b) After the optimization

Figure 29: The ASTs of filter(cust, sum((@v - avg(@Qv + 1)) * (Qv - avg(Q@Qv + 1))); v: prop, states)
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7 Extending PRISM

Based on the existing PRISM source code, following functionalities are further extended for PRISM:

e Added the support of transition rewards for explicit engine. Transition rewards were supported
for other computation engines but explicit. However, for the explicit engine of the extended
PRISM, transition rewards can only be used for the newly introduced algorithms included in
this paper yet.

e Added the support of expressing PCTLR formulae with PRISM properties.

e Implemented the following model checking algorithms:

— Top-down with memoization and Worklist approach for:

*

ES

*

Computing Prp (RP“"[17*]) over DTMCRs;
Computing Prp ,(RP%"[C=*]) over DTMCRs;

Computing Prp (RF“"[F ®]) with either ZSCCs or ZCCs over DTMCRs with non-
negative rewards only;

Computing PrM7S(Rpath [1=*]) over MDPRs;

Computing Prys s(RP*"[C=*]) over MDPRSs;

Computing Prys .(RP*"[F ®]) with either ZSCCs or ZCCs over MDPRs with non-
negative rewards only.

— Bottom-up method approach for:

ES

*

Computing PrD7s(Rp“th [1=*]) over DTMCRs;

~T7

Computing Prys(RP*"[I7*]) over MDPRs.

Applied the following model checking algorithm optimizations for both DTMCRs and MDPRs:

— Optimized the algorithm for probability until operator computations;

— Computing probabilities of path reward operator over a subset of all states only.

Realized the extended filters with “cust” operator with all performance optimizations presented

in Section 6

Added an option tap to ease the setups of the newly introduced model checking algorithms.

Added the reports of error messages when a user mis-uses the newly introduced functionalities.

Table 2: Modification Statistics

Language files comment code
HTML(All Same) 1 0 3
make(All Same) 16 144 431
Bourne Shell(All Same) 6 82 168
C++(All Same) 93 6,613 19,445
Java
same 553 41,484 123,994
modified 39 3 705
added 39 167 5,428
removed 0 0 124
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In this section, we will show that where these changes are taking place in the existing PRISM source
code. Once the source code is downloaded from the PRISM website, several folders can be found
under the root folder. All actual source code is located under a folder called “src” which is the
only folder has been modified. shows the modification statistics of the “src” folder. For all
changed folders under it, we will go through them one by one.

7.1 Modifications of Existing PRISM Classes

First let us take a look at modifications of the existing PRISM classes. Note that for the simplicity
reason, not all the modified classes are included. Those classes which are modified merely due to
the effect of structure renovations but remain the same functionalities are omitted.

explicit is the folder contains all classes related to the explicit computation engine.

o ConstructModel is the model constructor which constructs the model data structure based on
the model file AST. It is modified to add transition rewards to the model when it constructs
a DTMC or CTMC. The action rewards for MDPs and CTMDPs are already supported.

o DTMCModelChecker which extends ProbModelChecker is the model checker used for DTMC
models. the optimized probability until computation algorithm for DTMCRs,
is added to this class.

e DTMCSimple is the actual data structure of the DTMCR model used in the extended PRISM.
Transitions are stored as a list of hash tables which maps a state index to a probability value.
Each hash table on the ith position of the list represents transitions from the ith state of the
model. It is modified to support the transition rewards.

o MDPModelChecker which extends ProbModelChecker is the model checker used for MDP
models. the optimized probability until computation algorithm for MDPRs, is
added to this class.

o MDPSimple is the actual data structure of the MDPR model used in the extended PRISM.
Transitions are stored as a list of lists of hash tables. The first layer list maps a state index to
its action lists and the action list maps an action index to the actual transitions. A method
instantiate MDPSimple from an instance of MDPSparse is added.

e MDPSparse is another implementation of the MDP model used in the original PRISM. It is a
sparse matrix (non-mutable) explicit-state representation of the MDP model. It is smaller and
faster if the modification of the constructed model is not required. This class is unchanged.

e ProbModelChecker, which extends StateModelChecker contains model checking algorithms for
state formulae. The support of model checking probability path reward formulae is added
here.

o StateModelChecker is the super class for explicit-state model checkers. The framework of model
checking PRISM properties are included here. It is modified to support model checking a sub-
AST of ExpressionFilterCust (a class of a property AST element which will be introduced
later).

explicit /rewards is the folder contains all classes related to the reward data structures of explicit
computation engine.

o ConstructRewards is the reward structure constructor. It is modified to support transition
rewards for DTMCRs.
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MCRewards is the interface provides accesses to explicit-state rewards for both DTMCs and
CTMCs. Two additional APT is added, one is used to get transition rewards and the other one
is used to return whether there are negative rewards for the current model.

MDPRewards is the interface provides accesses to explicit-state rewards for MDPs. One addi-
tional API is added to return whether there are negative rewards for the current model.

MDPRewardsSimple, which implements MDPRewards, is the actual reward data structure
used for MDPRs which supports both state and action rewards. It is modified to be able to
return a boolean value indicates whether the current model contains negative rewards.

parser is the folder contains classes related to the PRISM parsers for both model and properties
files. It is also accompanied with related AST data structures and JavaCC (Java Compiler Compiler,
a parser generator for java) parser files.

PrismParser is the auto-generated class by JavaCC based on PrismParser.jj. It is the parser
class for both model and properties files.

PrismParserConstants is the auto-generated class by JavaCC based on PrismParser.jj. It
contains all the constants of the parser.

PrismParserTokenManager is also the auto-generated class by JavaCC based on PrismParser .jj.
It is the token manager class for prism parser.

PrismParser.jj is the JavaCC file whom the prism parser is auto-generated based on. It is
modified to support the newly introduced syntaxes of PCTLR and filter properties.

parser/ast is the folder contains all AST element classes of model and properties file ASTs.

ExpressionFilter is the AST element class of the filter property. It is modified to support the
newly introduced “cust” operator.

parser/visitor All operations toward to model and properties ASTs are implemented by using
the Visitor design pattern8l. This is the folder contains all visitor classes.

ASTTraverse, which implements ASTVisitor, is the visitor class performances a depth-first
traversal of a given AST without modifying any elements of it. It is extended to support the
newly introduced filter properties.

ASTTraverseModify, which implements ASTVistor, is the visitor class performances a depth-
first traversal of a given AST with the ability to modify the traversed elements. It is extended
to support the newly introduced filter properties.

ASTVistor is the interface of the PRISM AST visitor framework.

SemanticCheck, which extends ASTTraverse, is the visitor class checks the semantic correctness
of a given AST. Tt is modified to support the semantic checking of the newly introduced filter
properties.

Simplify, which extends ASTTraverseModify, is the visitor class simplifies the given AST.
Performance optimizations of the extended filter ASTs before passing to the computation
engine are implemented here.

TypeCheck, which extends ASTTraverse, is the visitor class checks the type correctness of a
given AST, e.g. whether the customization function count() takes no arguments, whether all
operands of the customization function sum() are integers or doubles. It is modified to support
the type correctness checking of the newly introduced filter properties.
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prism is the folder contains classes of the main PRISM API, the command-line tool, etc.

7.2

PrismSettings is the class of the option dialog. It is modified to add an additional tab for
setups of newly introduced algorithms.

Newly Introduced Classes

Then the newly introduced classes are introduced as follows.

explicit /rewards is added with one new class.

MCRewardsSimple, which implements MCRewards, is the actual reward data structure used
for DTMCRs which supports both state and transition rewards. It also can return a boolean
value indicates whether there are negative rewards for the current model.

parser/ast is added with three new classes.

ExpressionFilterCust is the AST element class of the “cust” filter property itself.

ExpressionFilterCustFunc is the AST element class of customization functions of the “cust”
filter property.

ExpressionFilterCustVar is the AST element class of customization variables of the “cust” filter
property.

explicit /probpathrewardformulae is a newly introduced folder contains all classes related to
the PCTLR probability path reward formulae.

DTMCSimpleAdv, which extends DTMCSimple is the data structure of the DTMCR used
when the concepts of ZSCCs or ZCCs are needed. It extends DTMCSimple with informations
of connected components and all the related algorithms are implemented here.

LinkedHashStack is the actual implementation of the data structure introduced in[Definition 9

MDPSimpleAdv, which extends MDPSimple is the data structure of the MDPR, used when the
concepts of ZSCCs or ZCCs are needed. It extends MDPSimple with informations of connected
components and all the related algorithms are implemented here.

ProbPathRewardsFormulaeChecker is the model checker for PCTLR probability path reward
formulae. Note that in the actual implementation, all top-down with memoization approaches
included in this paper are implemented as a worklist algorithm with recursive procedure calls
while the worklist approaches introduced in this paper are implemented as a worklist algo-
rithm without recursive procedure calls. The and [26] and the optimization only
computing probabilities for a subset of the total states of a given model are implemented here.

ProbPathRewardsFormulaeSettings is the data contract class contains all informations of the
setup tab of model checking probability path reward formulae.

explicit/probpathrewardformulae /multikey is a newly added folder contains all classes of
multi-key data structures used as a unique key of hash tables used in the model checking PCTLR
probability path reward formulae algorithms.

MultiKey is the interface of all multi-key classes.

MultiKeyC, which implements MultiKey, is the multi-key class used for computations of cu-
mulative path reward formulae.
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o MultiKeyl, which implements MultiKey, is the multi-key class used for computations of in-
stantaneous path reward formulae.

o MultiKeyF, which implements MultiKey, is the multi-key class used for computations of reach-
ability path reward formulae.

explicit /probpathrewardformulae/specification is anewly introduced folder contains all spec-
ification classes.

o DTMCSpecification, which implements SpecificationMemoized and SpecificationWorklist, is
the base specification class for DTMCRs.

o DTMCSpecificationC, which extends DTMCSpecification, is the specification class as intro-

duced in [Algorithm 19 it also includes the implementation of

o DTMCSpecificationF, which extends DTMCSpecification, is the specification class as intro-
duced in [Algorithm 20} it also includes the implementation of

o DTMCSpecificationl, which extends DTMCSpecification, is the specification class as intro-
duced in [Algorithm 1§ it also includes the implementation of

e MDPSpecification, which implements SpecificationMemoized and SpecificationWorklist, is the
base specification class for MDPRs.

o MDPSpecificationC, which extends MDPSpecification, is the specification class as introduced
in it also includes the implementation of

o MDPSpecificationF, which extends MDPSpecification, is the specification class as introduced
in it also includes the implementation of

e MDPSpecificationl, which extends MDPSpecification, is the specification class as introduced
in it also includes the implementation of [32] and [33

e Specification is the base interface of all specification classes.

e SpecificationMemoized, which extends Specification, is the base interface of specification classes
for top-down with memoization approaches.

o Specification Worklist, which extends Specification, is the base interface of specification classes
for worklist approaches.

7.3 User Manual of Extended PRISM

Detailed user manual of the original PRISM can be found at PRISM Manual version 4.0.3 included
with the PRISM source code package. In this section, we will illustrated how to use the newly
introduced functionalities of the extended PRISM.

Probability path reward formulae are supported by the extended PRISM property syntax
with the following form:

P operator [ R operator [ rewardprop | |,

where both P and R operators follow the PRISM property syntax introduced in the manual . Note
that there is no significant distinction between the state R operator and the path R operator. When
the R operator used separately, it means the state R operator, while it is nested with a P operator,
it becomes the path R operator. The only difference is that the path R operator can only be used
with bound (< r, etc.) instead of query (=7).
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Example 42. The formula Prmi“(RI;alth[F target]), where target is a boolean variable, can be
expressed by the PRISM property Pmin=? [ R>=1 [ F target | |. [ |

Extended filter properties with “cust” operator can be used by following the syntax intro-

duced in
E Path reward formulae

| 'Path reward formulae’

Filtered states only ]

DTMCR Pr | method Top-down with Memolzatlon
DTMCR Pr € method Top-down with Memoization
DTMCR Pr F method Top-down with Memolzatlon
MDPR Pr | method Top-down with Memoization
MDPR Pr C method Top-down with Memolzatlon
MDPR Pr F method Top-down with Memoization
Connected component type  Z5CC

||optimized until =]

{|Convergence criterion 1.0E-6

DTMCR Pr I method

Which method will be used to compute probabilities of
instantaneous path reward formulae over DTMCRs.

| Load Defaults | | Save Options | Okay

Figure 30: The snapshot of the setup tap for probability path reward formulae algorithms

Path reward formulae setup tab is newly added to the option dialog which can be accessed
via the PRISM menu Options/Options. A snapshot of it is shown in [Figure 30,

o Filtered states only indicates whether the probabilities will be computed for all the states or
only the states selected by the filter properties.
Example 43. The PRISM property:

filter(print, P=7 [ R<1[ F s=5]], s<2),

will only computes Pr(R<1[F s = 5]) for all states where s < 2 are satisfied when “Filtered
states only” is on, otherwise, the probabilities will be computed for all states of the given
model. The property:

P=? [R<1[ Fs=51]],
will only computes Pr(R<1[F s = 5]) for initial states when the parameter is on. |

e DTMCR Pr I method indicates which approach will be used to compute probabilities of in-
stantaneous path reward formulae over DTMCRs and it has three options: “Top-down with
Memoization”, “Bottom-up Method” and “Worklist”.

e DTMCR Pr C method indicates which approach will be used to compute probabilities of
cumulative path reward formulae over DTMCRs and it has two options: “Top-down with
Memoization” and “Worklist”.

e DTMCR Pr F method indicates which approach will be used to compute probabilities of
reachability path reward formulae over DTMCRs and it has two options: “Top-down with
Memoization” and “Worklist”.
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o MDPR Pr I method indicates which approach will be used to compute probabilities of in-
stantaneous path reward formulae over MDPRs and it has three options: “Top-down with
Memoization”, “Bottom-up Method” and “Worklist”.

e MDPR Pr C method indicates which approach will be used to compute probabilities of cumula-
tive path reward formulae over MDPRs and it has two options: “Top-down with Memoization”
and “Worklist”.

e MDPR Pr F method indicates which approach will be used to compute probabilities of reacha-
bility path reward formulae over MDPRs and it has two options: “Top-down with Memoization”
and “Worklist”.

o Connected component type indicates which type of connected components will be used to
compute probabilities of reachability path reward formulae and it has two options: “ZSCC”
and “ZCC”.

o Optimized until indicates whether and [36] will be applied over DTMCRs and
MDPRs, respectively.

e (Convergence criterion is the convergence criterion value used for the newly introduced algo-
rithms.
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8 Experiments

In this section, we will test the newly introduced functionalities of the extended PRISM. The test
cases are divided into three groups: test cases for extended filters, PCTLR model checking over
DTMCRs and PCTLR model checking over MDPRs. Test cases in each group are further split into
three categories, correctness, performance and robustness, if applicable. Let us start by taking a
look at how to construct model files in PRISM.

8.1 Modeling DTMCRs and MDPRs in PRISM

[5] provides a good introduction about the PRISM language. To write the model file of a given
DTMCR or MDPR in PRISM, we can first construct the model without assigning rewards to any
states, transitions (DTMCR) or actions (MDPR).

Example 44. Let us have a look at two examples of model files of a DTMCR model and a MDPR
model. The DTMCR shown in can be described by using the code as follows:

dtmc
module VendingMachine

s : [0..5] init O0;

[] 50 — (s'=1);
[] s=1 — 0.1 : (s’=0) + 0.9 (s'=2);
[] s=2 — 0.5 : (s’=3) + 0.5 (s’=4);
[ s=3 — (s7=5);
[| s=4 — (s7=5);
[fee] s=5 — (s8’=0);

endmodule

and the MDPR shown in can be expressed by using the following code:
mdp

module VendingMachine
s : [0..4] init 0;

[initialize] s=0 — (s’=1);

[cancel ] s=1 — (s5’=0);
[select] s=1 — 0.5 : (s’=2) + 0.5 (s’=3);
[notify | s=2 — (s’=4);
[notify] s=3 — (s’=4);
[release] s=4 —> (s’=0);

endmodule

Note that the above two model files only include the DTMCR and the MDPR, without rewards. W

Once the model is constructed, we can assign the rewards to the corresponding states, transitions
or actions. The way to express state rewards is the same to both DTMCR and MDPR models, and
describing action rewards for MDPR models is also quite straightforward.
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Example 45. The state rewards and action rewards of the MDPR in can be described
by the following reward structure:

rewards
s=2 : 1;
s=3 : 2;
[select] true -0.01;
[release]| true —0.01;

endrewards

and for the DTMCR in [Figure 3| we can apply the similar approach to express the state rewards
and the reward of the transition from s5 to sg with the reward structure as follows:

rewards

s=3 : 1;

s=4 : 2;

[fee] true —0.01;
endrewards

However, this will not assign any reward value to the transition from s; to sy and we cannot fix this
problem by simply labeling transitions from s; with “fee” as follows:

(s7=2);

[fee| s=1 —> 0.1 (s’=0) + 0.9

as this will assign transitions from s; to both sy and sy with reward -0.01 which is not the same as
shown by the DTMCR in Also PRISM does not provide a way to give a special label to a
specific transition in DTMCRs. |

Next, let us discuss how to resolve the above issue. One way is applying the transition rewards elim-
ination algorithm introduced in with the pros and cons stated previously. The other way
is modeling each transition with separate commands based on the support of local nondeterminism
in PRISM. For a DTMCR model, when there are more than one command whose guard is satisfied
at the same time, the probability to choose each command is the same and the total probability is
1. Hence, we can model the transitions from s; in DTMCR shown in with following code
instead:

~—

=0

[fee] s=1 — (s’=2);
[fee] s=1 —> (s’=2);
[fee] s=1 — (s8’=2);
[fee] s=1 — (s8'=2);
[fee] s=1 — (s8’=2);
[fee] s=1 — (s8’=2);
[fee] s=1 — (s’=2);
[fee] s=1 — (s8’=2);

s=1 (s'=2)

Though it seems that it creates 9 transitions from s; to sy each with probability 0.1, all “parallel”
transitions will be merged to a single transition in PRISM. So by using the above code, the transitions
from s; will end up as one to sy with probability 0.1 and one to sy with probability 0.9 which is the
same as desired. From here, we can label all commands describing the transition from s; to sy with
“fee” as shown above to assign the corresponding transition reward.

To generalize this approach for a given DTMCR D = (S,3,P, L, rs,7¢), in order to express transitions
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from a given state s in separate commands, one needs to find the smallesﬂ integer n, where:
€Tt
Vs’ € S3ry € N.(== = P(s,5)).
n
Then Vs’ € S, write n x P(s,s’) commands with the following form:

[ | <At state s> -> (<At state s'>);

Once we have the model file with transitions described by separating commands, we can label
commands for each transition with different names and assign each transition with different reward
values when needed. If n does not exist, then this approach is not applicable to that specific model.

Note that the second approach is a workaround based on the gray side of PRISM language speci-
fication. PRISM treats the appearance of local nondeterminism as the result of a user error and a
warning will be given if there is one and the model file will become almost impossible to understand
when model becomes bigger and more complicate. Therefore, this approach is not recommended for
big and complex models and the approach with transition reward elimination should be considered
instead. On the other hand, this approach works fine with small and simple models as its ease to

apply.

8.2 Extended Filters

In this section, several test cases will be given covering the correctness and robustness aspects of the
implementation of the extended filters. As the performance gains of the optimizations introduced
in this paper are straightforward and the implementation does not provide the interfaces to control
whether they are applied or not. Therefore, the performance gains of these optimizations will not
be covered here.

8.2.1 Correctness Tests

1

/

ss:l

a a : B
L» s:1 i i) 1\—1—N s3:1 1—»\/54:1 19|
N
{s=1} {s=2} {s=3} {s=4} {s=5}

Figure 31: A DTMCR for testing extended filters

Test Case 1. Verify the correctness of the implementation of extended filters

Model: DTMCR in the model file can be found at

Conditions: c in a declared integer constant which is assigned as 3.

Result: The test results are shown in All the properties can be easily computed by hand
to verify the results are all correct and the computation details are omitted. |

8.2.2 Robustness Tests

The test cases in this section will cover the situations when a user mis-uses the “cust” filter properties
where an error message containing the problem information should be shown to the user.

10This is not a necessary requirement, but it will significantly reduce the code length.
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Table 3: Experiment results of Test Case

Properties Results
filter(cust, 1+2/3) 1.6666666666666665
filter(cust, (14+2)/3) 1.0
filter(cust, (c+3)/4) 1.5
filter(cust, count(), s>1&s<5)

(

(

(

filter(cust, min(s))

filter(cust, max(s)) 5

filter(cust, sum(s)) 15

filter(cust, avg(s)) 3.0

ﬁlter(cust sum s+1)/c0unt()) 4.0
( x(@v); vi R=7 [ F s=5]) 4.0
( @Qv*@ss); vi: R=? [F s=5], s>1) 1.2
( @v*@ss); v: R=7 [ F s=5 |, s<5b) 2.0

filter(cust,
filter(cust, sum
filter(cust,

Test Case 2. A variable is used out of the scope of a customization function

Model: Same as Test Case[1l

Property: filter(cust, s)

Result: An error message is given as shown in [ |

Error: Variable defined in the maodel file could anly be used within a customization function ("s", line 3, column 14)

Are you sure you want to continue?
Yes Mo

Figure 32: The error message of Test Case

Test Case 3. An undefined identifier is used

Model: Same as Test Case[ll

Property: filter(cust, avg(s0))

Result: An error message is given as shown in |

Error: Undeclared identifier ("s0", line 3, column 18)
Are you sure wou want to continue?

Tes Mo

Figure 33: The error message of Test Case

Test Case 4. A cust-variable is used out of the scope of a customization function
Model: Same as Test Case [l
Property: filter(cust, Qv; vi: R=7 [ F s=5])
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Result: An error message is given as shown in [Figure 34 |
Error: Customization variable could anly be used within a customization function ("@w", line 3, calumn 14)

Are you sure you want to continue?
Yes Mo

Figure 34: The error message of Test Case @

Test Case 5. An undefined cust-variable is used

Model: Same as Test Case[ll

Property: filter(cust, avg(@Qv))

Result: An error message is given as shown in |

Error: Undefined filter customization variable ("@v", line 3. column 18) |
Are wou sure you want to continue?

Yes Nao

Figure 35: The error message of Test Case

8.3 PCTLR Model Checking over DTMCRs

The functionality of the extended PRISM model checking PCTLR formulae over DTMCRs will be
tested in this section.

8.3.1 Correctness Tests

First let us test the correctness of the extended PRISM model checking PCTLR formulae over

DTMCRs by computing the four cases in [I0] and [I6] The results computed by the
extended PRISM should almost be the same as the results we did manually. There might be some

minor differences due to the known precision lost problem of double value computations in JAVA.

Test Case 6. Verify the result in
Model: DTMCR D in the model file can be found at
Property: P=?7 [R>0[I=3]]
Conditions: All four combinations of:
e whether using the “Top-down with Memoization” or the “Worklist” approach;
e whether “Filtered states only” is on or off.

Result: 0.8999999999999999 for all above four conditions which is slightly different from the result
0.9 we got from the manual computation. This is due to the precision lost problem of JAVA, when
execute the following JAVA code snippet:

double i = 1.0 / 10, sum = 0;
for (int j = 0; j < 9; j++) { sum += i; }
System .out . println (sum) ;
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the actual output (the final value of sum) is 0.8999999999999999 while the expected result is 0.9. The
above JAVA code snippet mimics the way how PRISM computes the probability of the transition
of D from s; to sy with the model file we provide. Thus the value of P(sy,s3) in the PRISM
DTMCR model of D is 0.8999999999999999. Therefore, the extended PRISM gives the result as we
expected. |

Test Case 7. Verify the result in [Example 8
Model: Same as Test Case

Property: filter(print, P=7 [ R>0[1=3]])
Conditions: Bottom-up Method.

Result: 0.8999999999999999 for state sq and 0 for the rest states which is the same as the result we
got by the manual computation regardless the precision lost problem. |

Test Case 8. Verify the result in
Model: Same as Test Case

Property: filter(state, P=? [ R>=1[ C<=3]], s=1)
Conditions: Same as Test Case

Result: 0.44999999999999996 for all four conditions which is the same as the result in
despite of the precision lost problem. |

Test Case 9. Verify the result in

Model: DTMCR in the model file can be found at

Property: P=7 [R<1[F s=4]]

Conditions: All eight combinations of:
e whether using the “Top-down with Memoization” or the “Worklist” approach;
e whether “Optimized until” is on or off;
e whether “Filtered states only” is on or off.

Result: The results with different values of the convergence criterion € for using both the “ZSCC”
and the “ZCC” approach is shown in the results for each approach under the same con-
vergence criterion value are the same for all eight combinations. We can see easily from the
table that the smaller the convergence criterion value is, the more precise the result is (2% =
0.3478260869565217391304347826087). |

Table 4: Experiment results of Test Case |§|

€ Results for ZSCCs Results for ZCCs
1075 | 0.34782600175006134 | 0.34782578400021813
1077 | 0.3478260802165576 | 0.34782606299220475
1078 | 0.34782608642338003 | 0.3478260802165576
1079 | 0.3478260868065757 | 0.34782608642338003
10719 | 0.3478260869446608 | 0.3478260869143494
10715 | 0.3478260869565216 | 0.3478260869565213
10729 | 0.34782608695652173 | 0.34782608695652173
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Next, we modified a dice model included in the PRISM source code to continue the correctness tests
of the extended PRISM model checking PCTLR formulae over DTMCRs. The modified model is
shown in and the modified parts are marked as dark yellow.

1

\ 05:1 e {s=7, d=1}
S3

{s=7, d=6}

Figure 36: A DTMCR of the modified dice model

Test Case 10. Verify properties over the modified dice model
Model: DTMCR in the model file can be found at
Conditions: The options are set as follows:

e using the “Worklist” approach;

e “Optimized until” is on;

e “Filtered states only” is on;

e “ZSCC(C” is the used connected component type;

e convergence criterion value is 1076,

Result: The results can be found at As all the properties can be easily computed by hand
to verify that they are all correct, thus the computation details are omitted. |

8.3.2 Performance Tests

Test cases in this section cover the performance aspects we talked in this paper.

Test Case 11. Performance comparisons between approaches of computing Prp ,(RP*"[17%])

~T
Model: DTMCR in the model file can be found at
Property: P=?7 [R<=0[I=n] |

Conditions: The property are verified under the following conditions:
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Table 5: Experiment results of Test Case

Properties Result
P=?[R<=0[1=3]] 0.25

P=? [R>3[1=3]] 0.375
P=? [R>=6[1-3]] 0.125
P=? [R<2[C<=3]] 0.125
P=? [R<3[C<=5]] 0.0625
P=? [R>10[ C<=5]] 0.375
P=? [ R>12[ C<=5] ] 0.25

P=? [R>13[ C<=5]] 0.125
P=? [R<=3[Fs=7&d=1]]| 0.25

e C1: “Top-down with Memoization” and “Filtered states only” is off;
o (C2: “Bottom-up Method”;
e (C3: “Top-down with Memoization” and “Filtered states only” is on.

Result: The results can be found at From the results, it is clear that the “Top-down
with Memoization” approach has quite some overheads of caching computed values and recursive
procedure calls. Therefore, even though it computes less values than the “Bottom-up Method”, it is
still much slower than the “Bottom-up Method”. However, the “Top-down with Memoization” can
apply the “Filtered states only” optimization which significantly improves the performance if the set
of states, which the property should be verified on them, is much smaller than the set of all states
in the model. In this case, only the property verification result of the initial state is required. |

Table 6: Experiment results of Test Case

Running times

C1 C2 C3

100 | 0.006s | 0.001s | <0.001s
200 | 0.039s | 0.012s | <0.001s
300 | 0.087s | 0.026s | <0.001s
500 | 0.211s | 0.042s | 0.001s
1000 | 0.953s | 0.152s | 0.002s
2000 | 6.625s | 0.525s | 0.003s

{target}

0.5

Figure 37: A DTMCR for probability until computation performance tests
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Test Case 12. Test performance improvement of
Model: DTMCR in the model file can be found at
Property: P=7 [R<=0[ F s=2*n] |
Conditions: The property are verified under the following conditions:
e C1: “Optimized until” is off;
e (C2: “Optimized until” is on.
The following options are set the same for both conditions:
e “Filtered states only” is on;
e using “Top-down with Memoization” approach;
e “ZSCC” is the used connected component type;

e convergence criterion value is 1076,

Result: The results can be found at We can see that the newly introduced algorithm runs
faster than the existing one with a bit precision lost. |

Table 7: Experiment results of Test Case

Running times Results

Yo | C1 C2

100 | 0.048s | 0.028s | 0.9999822081707235 | 0.9999055906544994
200 | 0.108s | 0.065s | 0.9999643272542411 | 0.9998102367278698
300 | 0.161s | 0.091s | 0.9999464466574863 | 0.999714891894469
400 | 0.334s | 0.133s | 0.9999285663804587 | 0.9996195561534309
500 | 0.4225 | 0.239s | 0.9999106864231516 | 0.9995242295038884

- N o {)\
, ¥ 3
0.5 0.5 0.5 0.5 0.5 0.5 Sans2

- 1
0.5@

Figure 38: A DTMCR for connected component performance tests

Test Case 13. Performance comparisons between approaches based on ZSCCs and ZCCs
Model: DTMCR in the model file can be found at
Property: P=7 [ R<=0 [ F s=2*n+2]]
Conditions: The property are verified under the following conditions:
e (C1: “ZSCC(C” is the used connected component type;
o (C2: “ZCC(C” is the used connected component type.
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The following options are set the same for both conditions:
e “Filtered states only” is on;

e using “Top-down with Memoization” approach;

“Optimized until” is on;
e convergence criterion value is 1076.

Result: The results can be found at When r=1, the model is the similar case as the DTMCR
in [Figure 15| (a) and r=0 covers the case as the DTMCR in [Figure 15((b). The result running times

are the same as expected. |

Table 8: Experiment results of Test Case

Running times
n r=1 r=20
C1 C2 C1 C2

100 | 0.038s | 0.048s | 0.045s | 0.029s
200 | 0.64s | 0.098s | 0.068s | 0.04s
300 | 0.107s | 0.16s 0.1s | 0.073s
500 | 0.223s | 0.361s | 0.259s | 0.164s
750 | 0.416s | 0.614s | 0.424s | 0.321s
1000 | 0.632s | 0.959s | 0.673s | 0.497s

Figure 39: A DTMCR for performance tests of the worklist approach

Test Case 14. Performance comparisons between the “Top-down with Memoization” and “Worklist”
approaches

Model: DTMCR in [Figure 39| with n=1000, the model generator (a JAVA script generates the model

file) can be found at The reason of using this model is that it has more transitions from
a single state than a normal DTMCR model, which gives a bad situation of the worklist approach
as it needs to push all the following states into the stack when it mimics the recursive procedure
call.

Property: P=?7 [ R<=300 [ I=step ] |, where step is an integer constant declared in the properties
file.

Conditions: The property are verified under the following conditions with “Filtered states only” is
on:

85



Han Yue Extending Stochastic Model Checking with Path Rewards

e (C1: using “Top-down with Memoization” approach;
e (C2: using “Worklist” approach.

Result: The results can be found at where OOM stands for “Out Of Memory”. The results
table shows that the worklist approach has more overheads than the existing recursive procedure
calls. This may be due to the additional time spend on instantiating classes, accessing data from
a class instance, queue and stack operations. However, it has a better memory performance, which
means it can handle more complicate problems. |

Table 9: Experiment results of Test Case

Running times
C1 C2
151 | 0.122s | 0.215s
301 | 0.261s | 0.372s
451 | 0.471s | 0.561s
601 | 0.563s | 0.937s

1501 | 1.339s | 2.691s

3001 | OOM | 6.753s

4501 | OOM | 21.373s

step

The tests of the performance comparison between the algorithms introduced in this paper for comput-
ing PTD’S(RﬂaTth[F ®]) and the algorithms introduced in [II] are also conducted. As the algorithms
introduced in [II] are similar to the bottom-up method of the approaches included in this paper.
Therefore, the performance comparison results are the same as Test Case The approaches in-
troduced in this paper are slower, while the “Filtered states only” optimization can be applied to
significantly improve the performance in certain situations.

8.3.3 Robustness Tests

Finally, the robustness aspect is covered in this section.

Test Case 15. Compute Prp (RP%"[F @]) over DTMCRs with negative rewards

Model: Same as Test Case [J] by replacing all the reward values r with —r.

Property: Same as Test Case[J]

Result: An error message is given as shown in |

Error: Explicit engine does not wet support negative rewards for the F operator in the reward path R operator.

Figure 40: The error message of Test Case

8.4 PCTLR Model Checking over MDPRs

In this section, the functionality of the extended PRISM model checking PCTLR formulae over
MDPRs will be tested. Because the performance comparison results between different approaches of
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MDPRs are the same as DTMCRs, hence only the correctness and robustness aspects are covered.

8.4.1 Correctness Tests

Similar to the test cases of DTMCRs, we will test the correctness of the extended PRISM model
checking PCTLR formulae over MDPRs by computing the four cases in to[33] and
Test Case 16. Verify the result in
Model: MDPR, in the model file can be found at
Property: Pmax=? [ R>1[1=2]]
Conditions: All four combinations of:

e whether using the “Top-down with Memoization” or the “Worklist” approach;

o whether “Filtered states only” is on or off.

Result: 0.5 for all above four conditions which is the same as the manually computed result. ]

Test Case 17. Verify the result in
Model: Same as Test Case [16l

Property: filter(print, Pmax="7 [ R>1[1=2]])
Conditions: Bottom-up Method.
Result: 0.5 for state so and 0 for the rest states, and it is the same as we computed in[Example 32l W

Test Case 18. Verify the result in
Model: Same as Test Case [16

Property: Pmax=? [ R>=1[ C<=3] |
Conditions: Same as Test Case
Result: 0.5 for all four conditions which is the same as the result shown in |

Test Case 19. Verify the result in
Model: MDPR in the model file can be found at
Property: Pmin=? [ R>=1[F s=4]]
Conditions: All sixteen combinations of:
e whether using the “Top-down with Memoization” or the “Worklist” approach;
e whether using the “ZSCC” or the “ZCC” approach;
e whether “Filtered states only” is on or off;
e whether “Optimized until” is on or off.
Result: 0.5 for all above sixteen conditions as we expect. |

Then two simple MDPRs are created to further test the correctness of the extended PRISM model
checking PCTLR formulae over MDPRs. The models are shown in

Test Case 20. Verify properties over a simple MDPR without ZSCCs

Model: MDPR in [Figure 41| (a), the model file can be found at [Section B.10
Conditions: Same as Test Case [0l
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So

(a) A simple MDPR without ZSCCs (b) A simple MDPR with ZSCCs

Figure 41: Two simple MDPRs

Result: The results can be found at As all the properties can be easily computed by hand
to verify that they are all correct, thus the computation details are omitted. |

Table 10: Experiment results of Test Case

Properties Result
Pmin=? [ R<=1[1=3]] 0.3
Pmax=? [ R<=1[1=3]] 0.5
Pmin=? [ R<=1[1=5]] 0.3
Pmax=? [ R<=1[1=5]] 0.5

Pmin—? [ R<=5[ C<—4]] | 0.75
Pmax=? [ R<=5[ C<=4]] 1.0
Pmin—? [ R<=2 [ C<=4]] | 0.09
Pmax=? [ R<=2[C<=4]]| 0.25

Pmin=? [R>1[I=3]] 0.5
Pmax=? [R>1[I=3]] 0.7
Pmin=? [ R>1[1=7]] 0.5
Pmax=? [R>1[I=7]] 0.7

Pmin=? [ R>=5[ C<=4]] 0

Pmax=? [ R>=5[C<=4]]| 0.35
Pmin=? [ R>=2 [ C<=4] | 1.0
Pmax=? [ R>=2[ C<=4]] 1.0

Test Case 21. Verify properties over a simple MDPR with ZSCCs

Model: MDPR in [Figure 41| (b), the model file can be found at [Section B.11
Conditions: Same as Test Case

Result: The results are shown at As all the properties can be easily computed by hand to
verify that they are all correct, thus the computation details are omitted. |
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Table 11: Experiment results of Test Case

Properties Result
Pmin=? [R>1[F s=4]] 0.4
Pmax=? [R>1[Fs=4]]| 0.5
Pmin=? [R>2[Fs=4]] | 0.0
Pmax=? [R>2 [F s=4]] 0.5
Pmin=? [R<2 [F s=4]] 0.5
Pmax=? [R<2[Fs=4]]| 0.6

8.4.2 Robustness Tests

At last, two more test cases will cover the situations when a user mis-uses the functionalities of the
extended PRISM model checking PCTLR formulae over MDPRs.

Test Case 22. Compute Pry; (RFY"[F ®]) over MDPRs with negative rewards

Model: Same as Test Case [19] by replacing all the reward values r with —r.
Property: Same as Test Case

Result: An error message is given as shown in [ |

Error: Explicit engine does not vet support negative rewards for the F operator in the reward path R operator.

Figure 42: The error message of Test Case

Test Case 23. Verify a “cust” filter property with @Qss over MDPRs
Model: Same as Test Case

Property: filter(cust, sum(@ss*@Qv); v: Pmin=? [ R>=1[F s=4]])

Result: An error message is given as shown in |

Error: Steady-state probabilities could only be computed for DTMCs/CTMCs ("@ss", line 2, column 18)

Are wou sure you want to continue?
Yes Mo

Figure 43: The error message of Test Case
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9 Conclusion

In this paper, we extended both the syntax and semantics of the PCTL with state reward formulae.
The extended logic is called PCTLR which includes instantaneous, cumulative and reachability
path reward formulae. The PCTLR can be used to describe properties for both DTMCRs and
MDPRs. The PCTLR model checking algorithms over DTMCRs and MDPRs have been discussed
and developed. We also provided some performance optimizations towards these algorithms.

Meanwhile, we extended the syntax and semantics of the existing PRISM filter property with an ad-
ditional operator “cust” which grants PRISM properties with more flexibilities. Several performance
optimizations have been applied to the computations of the newly introduced property type.

Besides the theoretical work mentioned above, we also implemented these concepts as extensions of
PRISM which is implemented in Java. The extended PRISM has been tested from three aspects:
correctness, performance and robustness and the results are satisfying as expected.

9.1 Related work

After this project is done, some papers with the related topic have been found and studied. Two
papers with the algorithms similar to the ones presented in this paper are [29] [30]. [29] introduces a
model checking approach for analyzing Discrete-time Markov Reward Models (DMRM). A DMRM
with a single reward structure is almost defined the same as the DTMCR, introduced in this paper,
the only difference is that a DMRM does not have transition rewards. In [29], the PCTL is extended
as the Probabilistic Reward CTL (PRCTL) with some reward constraints. One type of PRCTL
state formulae it introduces is:
PNP [(D Uly (I)]7

where ® is a state formula, ~¢ {<,>,<,>}, p € [0,1], N C NU {00} and J C R>o. This type
of PRCTL state formulae can express the same meaning of the following type PCTLR formulae

introduced in this paper:
P, [REF @],

by letting N = {0}, J = {j € R>¢ | j ~ r}, then the following formula is equal to the above one:

P.,[true UY @].

The paper introduces an efficient algorithm which is capable to model checking such formulae. The
algorithm unfolds the given DMRM step by step from some initial states and stops if some conditions
are satisfied. For the unbounded time case, it also uses the concept of the ZSCCs. As at each step,
it only keeps unfolding the model along those paths satisfying the reward conditions. Therefore,
the sum of total probabilities of the paths will be unfolded is monotonous decreasing when step
increases. This grants the correctness for the algorithm to stop once the sum is smaller than p when
~€ {>,>}. The support of transition rewards should be easy to be extended for this algorithm.
However, as the potential problem it may cause as we discussed earlier in this paper, the concept of
adding intermediate states for non-zero reward transitions go out of a ZSCC should also be applied.

To sum it up, the algorithm introduced in [29] has the similar approach as introduced in this paper
to solve the same problem, while the former one follows a breadth-first traversal of the unfolded
path forest of a given DMRM and the later one follows a depth-first traversal of the unfolded path
forest of a given DTMCR. They both have the same running complexity.

[30] presents an approach to model check quantile queries for until properties in MDP with non-
negative rewards on states. PRCTL supports the type of path formulae ® U<, @ is introduced,
where @ is a state formula and r € N. The sub-problem the paper solves to achieve its final goal is
computing the probability Pras,s(®’ U<, ®), which means the same as PrMys(RQaTth [F @]) introduced
in this paper when ® = true. The way the paper uses to compute Pryss(®" U<, ®) is solving a
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linear program. For instance, given an MDP with non-negative integer state reward M, let xas s
be Prijj’e(true U<; @). To compute Pry s (true U<, @) for all state s € 5, the following linear
program will be solved:

minimize E Z s, Subject to the constraints:

Tpr,s,i > 0 foralls€ Sandi<r

T,si =1 for all s € Sat(®) and i <r

TM,si > Z Steps(s,a)(s') - Tagsr imry(s)- for all s € S and a € A(s) and rs(s’) <i<r
s'es

The running complexity to solve this linear program is polynomial to the number of equations, which
is greater than r multiplies [S|. To compute Prijj’s (true U<, ®) with the approach introduced in
this paper, we need at most r multiplies |S| equations and each equation can be computed in linear
time of the operations included in it if the equation is not used to define a state belongs to a ZSCC.
Therefore, our approach yields a generally better running complexity than the approach introduced
in [30] and in the worst case when the whole model is a ZSCC™, our approach regresses to the same
running complexity as solving the above LP problem.
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A Model Generators

A.1 Generator based on the model pattern in

import java.io.BufferedWriter;
import java.io.File;

import java.io.FileWriter;
import java.io.IOException;

ES
x author Han Yue
*

public class DTMCRPerfStackLoad {

* param args the command line arguments
public static void main(String[] args) throws IOException {
int size = 10000;

File file = new File( );
BufferedWriter output = new BufferedWriter (new FileWriter (file))

output.write ( );
output.write ( );

output.write ( );
output . write( + (size + 2) + )5

for (int i = 1; i <= size; i++) {

output . write ( + i+ );
output . write ( + i+ + (size + 2) +

)5
}
output . write ( + (size + 2) + )
output.write ( );
output.write ( );
output.write (
output.write (
output . write ( )
output.close () ;

B Model Files

B.1 DTMCR in
dtmec

module FilterTester

iii
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s ¢ [1..5] init 1;

[] s<b — (s8’=s+1);
1] s=5 — (s'=1);

endmodule

rewards
true : 1;
endrewards

B.2 DTMCR in

dtmc

module VendingMachine

s : [0..5] init O0;

—
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o
wm
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o
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o
o
wm
I
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o
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—

v U

I
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endmodule

rewards
s=3 : 1;
s=4 : 2;
[fee] true
endrewards

mm MmOl Wl WU D

-0

~— —

I T T
2NN N DNDDNDNDNNN
N N e N e e N e N

S~

.01;

3) + 0.5 : (s7=4);

B.3 DTMCR in

dtmec

module ZSCC

s : [0..6] init O0;

[] s=0 — 0.5

[cost] s=1 —> (s’

(s’

2)

1) + 0.5 : (s7=5);

3
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[] s=1 — (s'=8);
[] s=1 —=> (s7=4);
[] s=1 —=> (s7=4);
[] s=2 — 0.25 : (s’=1) + 0.25 : (s’=3) + 0.5 : (s'=4);
[] s=3 — 0.5 : (s’=1) + 0.5 (s'=2);
[] s=4 — (s'=4);
[] s=5 — (57=6);
[] s=6 — (57=6);
endmodule
rewards
s=5 : 0;
[cost] true : 1;
endrewards

B.4 DTMCR in [Figure 36
dtmc
module dice

// local state

s : [0..7] init 0;

// value of the dice
d : [0..6] init O;

W W NN DNDNDNDDNDDNDNINDN
= O © 00 1O Ok W N~ O

[eMeNeNloNon

[] s=0 — 0.5 : (s’=1) + 0.5 (s'=2);
[disturb] s=1 — (s’=3);
[] s=1 — (s’=4);
[] s=2 — 0.5 : (s’=5) + 0.5 (s'=6);
[disturb] s=3 —> (s’=3);
[] s=83 — (s’=7) & (d’=1);
[] s=4 — 0.5 : (s8’=7) & (d’=2) + 0.5 (s’=7) & (d’=3);
[] s=5 — 0.5 : (s'=T7) & (d’=4) + 0.5 (s’=7) & (d’=5);
[] s=6 — 0.5 : (s’=2) + 0.5 : (8’=7) & (d’=6);
[[ s=7 — (s7=7);
endmodule
rewards

[] s<7 :

endrewar

B.5 DTMCR in

SO W N



© 00~ O Ot =W

© 00 3 O U = W N

el e e e e e
00 1 O O W= O

Han Yue Extending Stochastic Model Checking with Path Rewards

const int n = 10;
module DTMCRPrIPerfTester

s ¢ [0..n] init O;

endmodule
rewards

true : 0;
endrewards

B.6 DTMCR in [Figure 36
dtmc
const int n = 10;
module DTMCROptimizedUntilTester
s : [0..2%«n] init O0;
s<2xn & mod(s, 2)=0 — 0.5 : (s’=s+1) + 0.5
s<2+#n—1 & mod(s, 2)=1 — 0.5 : (s’=s—1) + 0.5 : (s8'=s+2);
s

s=2xn—1 — 0.5 : (s’=s—1) + 0.5 : (s’ =
s=2%xn —> true;

[
[
[
[

S S —

endmodule
rewards

true : 0;
endrewards

B.7 DTMCR in
dtmc

const int n = 500;
const double r = 0;

module DTMCRCCPerfTester

s : [0..2%n+2| init 0;

© 00 1 O U i W N

e e e e
SO W N =R O

[] s<2%n & mod(s, 2)=0 —> 0.5
[] s<2xn & mod(
[] s>=2%n — (s

, 2)=1 — 0.5

endmodule
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S=2%n : TI;
endrewards

B.8 MDPR in [Figure 18
mdp
module VendingMachine

s : [0..4] init O;

[initialize]| s=0 — (s’=1);
[cancel] s=1 — (s’=0);
[select] s=1 — 0.5 : (s’=2) + 0.5 (s'=3);
[notify ]| s=2 — (s’'=4);
[notify ] s=3 — (s’=4);
[release] s=4 — (s5’=0);
endmodule
rewards
s=2 : 1;
s=3 : 2;
[select] true : —0.01;
[release] true : —0.01;
endrewards

B.9 MDPR in
mdp

module ZSCC

[a] s=0 — 0.5 (s’=1) + 0.5 (s’=5);
[b] s=0 —> true;
[a] s=1 — (8'=2);
[b] s=1 — (8’=2);
[a] s=2 — 0.5 (s’=1) + 0.2 : (s8’=3) + 0.3
[a2] s=2 —> (s8’=4);
[a] s=3 — (s'=4);
[a] s=4 — (s'=4);
[a] s=5 — (s8’=5);
endmodule
rewards
s=3 : 1;
[b] true : 1;
endrewards

B.10 MDPR in [Figure 41| (a)

vii

(s7=4);
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mdp
module SimpleMDPR1
s : [0..3] init O0;

Vv

1) +
1) +

V

.3
D
s'=0);

»n v wm
Vol
S oo

vV

[ ] 0 (s’
[ ] (s’
[] ( ;
endmodule
rewards

s=1 : 1;

s=2 : 2;

s=3 : 3;
endrewards

B.11 MDPR in [Figure 41| (b)
mdp
module SimpleMDPR2

s : [0..4] init 0;
[] s
[] s
[] s
endmodule

rewards
s=1 : 1;
s=2 : 2;
s=3 : 3;
endrewards

o O

viii

(s7=2);
(s7=3);
(s’=1) +
po(s7=3);
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