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IA : Information Collecting Agent 
SA : Simple Analyzing Agent
FA : Fragment Analyzing Agent
CA : Collaboration Agent
DE : Detection Engine
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IP fragment filtering module( )

{

IF flag is MF and OFS is zero THEN

Store hashed ID, TL, SA, DA

ELSE flag is MF and OFS is non-zero THEN {

Search for same ID in the structure
IF second fragment OFS is null THEN

IF TL/8 > OFS THEN

Alert and remove from buffer 

ELSE store minimal OFS
ELSE second fragment OFS is not null THEN

IF minimal OFS > the present OFS THEN

IF TL/8 > OFS THEN

Alert and remove from buffer 

ELSE store minimal OFS

}

}
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<Single /Remote> <Multi /Remote> Fragment overlap attack
Tiny fragmentation attack
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