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Abstract

An alarm generally indicates that something has gone wrong and needs immediate
attention. Such alarms are very important and should be handled carefully. This paper
documents the development of an OPC! Alarm Collector using UML? and OCL? to
model the domain and the RAISE?* Specification Language to formally describe critical
areas of the domain. The result of the developments include: a generic framework for
creating Windows Services (specifically designed for Zonith A/S), a generic model for
collecting alarms from various OPC Servers, as well as a new product in Zonith A/S’s
product line.
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1 INTRODUCTION Master’s thesis 1

1 Introduction

This report constitutes the Master’s thesis of Nicolai Henriksen (s992069) written in con-
junction with Zonith A/S.

The thesis is split into two parts: A new product, OPC Listener, in Zonith A/S’s prod-
uct line, and a report documenting the work carried out, as well as integrating the concepts
of Domain Modelling and Formal Specification. OPC Listener is the term used throughout
this report to represent the Alarm Collector. The reason for this name, is that Zonith A/S
already have a series of alarm collectors for other types of networks, and these are all called

listeners.

OPC Listener is a product which enables Zonith A/S’s existing Alarm Control System (ACS)
to collect alarms from any type of automation network which is OPC compliant. The product
itself consists of a Windows Service which collects the alarms, and a graphical configuration
tool allowing a user to set up which alarms should be collected, etc. The product is to be
written in C# for the .NET Framework.

There are several reasons why this project was chosen. First of all I had not attended
any courses at DTU focusing on the .NET Framework and therefore felt that this was a
great opportunity to get to know the Framework. Secondly, the project which Zonith A/S
presented to me had several aspects where the concepts of Domain Modelling and Formal
Specification where applicable. Other reasons for choosing this project were: the clean cut
between practical implementation and theoretical application, as well as the central geo-

graphic location of Zonith A/S minimizing time spent on travelling.

The report is structured into the following sections:

- Nicolai Henriksen - ngby, Denmar
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1.1 Legend Master’s thesis 2

Objectives Clarifying the project and specifying the goals

Theory Introduces the theory which will be applied

Method Describes the method followed during the project

Analysis Analysis of what the product must be able to do

Design A design of the product which has the required functionality
Implementation The implementation of the design

Test Describes the test procedure and mentions other possibilities
Discussion Discusses the good/bad things and possible extensions
Conclusion The conclusion summarizing what has been done
References References used during the project

Appendices Appendices such as user’s guide, test cases, etc.

1.1 Legend

The font used in this line is the font used throughout the report for normal text. Some words
that need special attention will in some cases be written in italics. OCL and C# code will
be written in this font. RSL code is incorporated using a module specifically designed for
incorporating RSL code into KTEX documents, and therefore keywords will be highlighted
and the code will be ”pretty-printed”.

1.2 CD Contents

The contents of the enclosed CD is as follows:
= 3 O
=l ) Report
.'f'_arepnrt.pdf

=l ) Appendices
) Appendix A
) Appendix B
I Appendix C
|2 Appendix D
) Appendix E
|2 Appendix F
I Appendix G
I Appendix H
| Source Code
= ) Specifications
03 ocL
m domain_rmaodel, ocl

3 RsL
|ﬂ connecking_itx, rsl
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2 OBJECTIVES Master’s thesis 3

2 Objectives

This project has two main goals: 1) To add a new product to Zonith A/S’s product line
increasing their spectrum of possible customers, and 2) to write a thesis covering the work

done as well as incorporating theory from the fields of Domain Modelling and Formal Spec-

ification.
Automation Network
Machine
COM { DSOM '
XML ! S0AF
Machine
)
Graphical ¥ ¥
Cunfiguratiun ol tintelligent) OPC SOAP E-mai SMS
Toal Listener Listensr Listener Listenar

KML / SOAP I XML s0AR T o I %M I

Web Services

Alarm Control Systam
zonith.com)

Walch Schedule

EGSM E-mail
Sender Sender
¥
- E5M SMTP
- I'.-'II.J\J'.'II ?I,_'I".'-,'I
L 4
\lanm wia Alarm via
WWAF E-mail

Figure 1: System diagram

The product which has to be created is an OPC Listener. The purpose of the product is to
survey a number of OPC Servers and collect any alarms that may occur. These alarms are
then to be delivered to Zonith A/S’s existing product Alarm Control System (hereafter ACS).
Access to OPC Servers is done using a standard set of interfaces defined by The OPC Foun-
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2 OBJECTIVES Master’s thesis 4

dation [6]. These interfaces are commonly accessed through COM/DCOM objects/interfaces
which are limited to Microsoft platforms. Future releases from the OPC Foundation will in-
clude an XML/SOAP based solution allowing access to OPC Servers through Web Services.
Communication with the ACS is done using XML/SOAP, by sending a message to a Web

Service. An overview of the complete system is shown in Figure 1.
For a broader scope diagram covering the ACS in general, see Appendix G.

As can be seen from the diagram in Figure 1, the OPC Listener has a graphical config-
uration tool. The purpose of this tool is to make it easy for any user to select which OPC

Servers to survey as well as which alarms to collect.

The thesis has to cover the analysis, design, implementation and test of the product de-
scribed above. Furthermore it must describe and incorporate theory from the fields of Do-
main Modelling and Formal Specification described in detail in the next section. The applied
theory will formally describe selected parts of the project, and thus aid in constructing a

more complete and functional system.

In order to ease the installation and use of the OPC Listener for the end users, a Users

Guide must also be written. This document can be found in Appendix A.

- Nicolai Henriksen - ngby, Denmar
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3 Theory

This section introduces the theory which is applied in later sections and tries to give the

reader a basic understanding of fundamental ideas behind the theory.

3.1 OPC

This subsection is introduced to give the reader an overview of what OPC is. OPC is
an acronym for "OLE for Process Control”, where OLE is an acronym for the Microsoft
Technology known as ”Object Linking and Embedding”. OPC has over the years become
the defacto standard for reading/writing values from/to automation networks. To make an
automation network OPC compliant, it is required that a computer, running an OPC Server,
is added to the network. The server has an internal database which keeps track of all the
alarms, events, state changes, etc. which are generated by the nodes attached in the network.
An OPC Server must implement a set of interfaces defined by the OPC Foundation [6], thus
allowing OPC Clients to access the data stored in the database. A simple example could
be a laundromat controlled and surveyed remotely (depicted as the Automation Network in
Figure 1). In this example all the washing machines would be nodes in the network, and an
OPC Server would collect/receive data from each of them. There are numerous proprietary
protocols for the communication between the nodes and the server, but since the OPC Server
is OPC compliant and thus implements a set of standard interfaces, clients do not have to
worry about this communication at all. In this example OPC Client would then be able
to obtain the states of the washing machines, start/stop the machines, be notified if errors

occur, etc. simply by accessing the OPC Server using the standard interfaces.

3.2 Domain Modelling

Domain Modelling is basically a formal model of the real world. The aim of a domain
model is to extract which entities are important, what relations exists between entities, as
well as which constraints are associated with them. There exists a number of accepted
ways of representing a domain model, however in this report domain models will always be
represented using Unified Modelling Language (UML) in association with various constraints

written in Object Constraint Language (OCL).

- Nicolai Henriksen - ngby, Denmar
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3.2.1 Example

Consider the domain of soccer clubs. A very simplified model could have the following

entities:

e Club

President

e Coach

Player

Contract

One could also add some constraints to the model, as for example:

e Every club has to have one and only one President
e Every club has to have at least 11 players
e A player must be 16 years old before he/she can have a contract

e A player must have a contract in order to be sold

A visual representation of this model, shown in UML, can be seen in Figure 2.
The constraints listed above can be expressed in OCL as follows:
context Club inv:

self.president->asSet()->size() = 1
self.players->size() >= 11

context Contract inv:
player.age >= 18

context Club::sell(p: Player)
pre: p.contract->asSet->size() =1
pre: self.contracts->includes(p.contract)
post: self.contracts->excluding(p.contract)
post: self.contracts->self.contracts@pre - 1

Domain models are used in various aspects of Software Engineering, often helping developers
gain a better understanding of a clients world (domain). Creating a good domain model
before beginning the development process will in most cases result in a better and more

solid solution in the end.
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3.3 Formal Specification Master’s thesis 7

President 1 - president Club 1. - coaches Coach
+sell{in player - Player)
1 - dub
1 - club
11..% - players
Player
lage : int
1 - player
0.1 - contract
0..* - contracis Contract

Figure 2: Domain Model of the domain of soccer clubs (example)

3.3 Formal Specification

Formal Specification in many ways is like Domain Modelling. It is concerned with specifying
the contents of a system such as data types, relations and functions. The first specification
created is very much like the domain model, although it is based on a somewhat mathematical
representation. The following iterations makes the specification more and more specific, and
at some point ends up in a strict mathematical specification which can be machine-translated

into code (C++, Java, etc.) obeying the relations and constraints defined in the specification.

Extensive use of pre- and post-conditions on functions, as well as other forms of axioms,
allows the specification to precisely indicate what is acceptable and what is not, thus in
many cases eliminating potential design/implementation errors. The use of an iterative ap-

proach allows the designer to easily backtrack and correct any mistakes/misunderstandings.

Formal specifications are represented in various ways, however in this report the specifi-
cations will all be presented in the RAISE Specification Language [4]. An example of a

RAISE specification (in an early iteration) of the domain of soccer clubs can be seen below:

scheme Soccer =

class

type

- 1colal enriksen - n, 5 enmar
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3.4 HSQL Master’s thesis 8

President,

Coach,

Contract,

Player = Int,

Contracts = Player  Contract,
Club =

President x Coach-set x Player-set x Contracts

value

sell : Club x Player — Club

axiom
vV C : Club, P : Player «
sell(C, P) =
let (president, coaches, players, contracts) = C in
if (P € dom contracts)
then
(president, coaches, players, contracts \ {P})
else (president, coaches, players, contracts)
end
end

end

Formal specifications are used in a variety of areas. In software engineering it is often used

to model areas with very stringent policies with regards to security, loss of data, etc.

3.4 HSQL

HSQL is an acronym for Hypersonic SQL, where SQL is an acronym for Structured Query
Language. HSQL started as a personal project for a man named Thomas Mueller, but fairly
quickly evolved into an Open Source project which it still remains. HSQL was originally
written in Java for Java applications, but has since then been ported to other languages, C#
included. Tt is a DBMS which supports a rich subset of ANSI-92 SQL (BNF tree format)
plus SQL 99 and 2003 enhancements. The Java version of HSQL is currently being used as
the database engine in OpenOffice.org 2.0.

- Nicolai Henriksen - ngby, Denmar
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3.5 WSDL

WSDL is an acronym for Web Service Definition Language. It defines an XML grammar
used to describe network services abstractly in order for it to be applicable for most systems.
Basically a WSDL file defines a number of methods which a given service provides, as well
as which arguments the methods take, and what the return values are. In other words it
is a schema indicating what a client can expect from the given Web Service defined in the
WSDL file.

- Nicolai Henriksen - ngby, Denmar
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4 Method and Planning

The method found most appropriate for this project is the Rational Unified Process (RUP)
[3]. RUP is an iterative approach based on Use Cases and focusing on risks at an early
stage in the process to identify and deal with them in an orderly manner before it is too
late. The reason for following such a process in primarily to enable a company to handle
projects in a predefined and structured manner, gaining experience with each project and
thus continuously increasing the efficiency and productivity of the organization. Although
the process is primarily aimed at organizations dealing with software development, previous
experiences have taught me that following a structured process even for a one-man project

will result in a better solution in the end.

Three important artifacts are included in this project. These are: A timetable, a risk
analysis, and a list of requirements. These artifacts are pre-development artifacts meaning
their initial version (first iteration) should be created before any development takes place.

The following subsections will describe each artifact in detail.

4.1 Timetable

In order to make the best use of the time available, a timetable was created to layout the
tasks at hand, and to estimate the time required to complete them. Since the project is
a time limited project, some constraints were placed on the duration of each task in order
to fit everything into the given time period. With all the tasks in place within the given
period, the next step is to create a number of milestones. A milestone is a point where a
tangible sub-goal has been reached, commonly where an artifact has been created, or some

development iteration finished.

The timetable for this project is created using Microsoft Project, and updated continu-
ously throughout the course of the project. The end-result, how the timetable looked at the

end of the project, can be seen in Appendix B.

4.2 Risk Analysis

A risk analysis is often created in order to identify risks which a project is facing and to
define procedures which will minimize, eliminate, and/or deal with these risks. The risks

are physical as well as technical and personal problems. In other words, all problems that

- Nicolai Henriksen - ngby, Denmar
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[ # | Risk

\ Procedure

[S[F|P]

1

Focusing more on the practical
problem than the thesis itself

Create a specific date in the
timetable where development is
stopped, and focus is placed only
on the report.

10

Server breakdown

Although local backups are per-
formed on a daily basis, a break-
down of the server could hap-
pen. To always have a fairly re-
cent backup, weekly backups will
be stored on a remote server ac-
cessible through ftp and on a CD-
ROM.

Corruptive changes to source code

Using a versioning systems, SVN
(an improvement to CVS), always
allows for easy access to previous
versions of source code.

Tllness

Setting up a VPN connection along
with Remote Desktop access allows
me to work on the project from my
own computer at home, thus being
able to make progress even in case
of illness.

Job openings

Making a decision NOT to take any
job no matter how tempting until
the thesis is finished.

Vacation

Allow space in the timetable for 2
weeks of vacation thereby postpon-

ing some of the milestones a little
bit.

Table 1: Risk Analysis
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4.3 Requirements Master’s thesis 12

in some way could obstruct the course of the project. There are many ways to create such
a risk analysis. For this project a list of risks is created along with a means of dealing with
each of them. Furthermore the risks are given a priority (P) based on their severity (S) and

frequency (F), thus the priority of a given risk can be stated as follows:
P=SxF

Severity and frequency are numbers ranging from 1 to 5 where 1 is the least severe/frequent
and 5 is the most. Table 1 shows the risk analysis associated with this project. The risk
analysis presented here does not include risks which the product itself is facing, merely risks

which the thesis (project) is facing.

4.3 Requirements

Traditionally in software engineering a developer, in association with the client, develops
a list of functional and non-functional requirements. However in this project there is no
specific client in mind, and therefore the requirements will not be as specific as if a particular
customer demanded a product fulfilling a need. The requirements for this project, listed in
Table 2, are requirements that surfaced while getting to know the world of OPC through
playing with numerous OPC Clients and Servers. Each requirement is numbered, and given
a priority indicating the importance of its implementation. Priorities range from 1 to 5 where

1 is the least important, and 5 is the most.
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’ # \ Non-functional Requirement \ Priority ‘
1 | The OPC Listener must be executed as a Windows Service D
The OPC Listener must comply with OPC Foundation standards in order 5t
to function with any Standard OPC Compliant OPC Server
3 | The OPC Listener must be able to run on Windows 2000, Windows XP, 5)
and more importantly Windows Server 2003
4 | The OPC Listener must have useful logging features 4
5 | The graphical part of the Configuration Tool must be designed from an 3
end-user perspective
6 | The OPC Listener must store all alarms/events locally until the 5
alarm/event, with certainty, is received by the ACS.
7 | The OPC Listener must be easy to install (an Installer should be created) 2
8 | The Configuration Tool must have access to starting/stopping the OPC 1
Listener (Windows Service)
9 | The OPC Listener must inspect certain alarms/events, namely DA 4
events, to verify that the event received indeed is an alarm which concerns
the ACS before transmitting it
’ # ‘ Functional Requirement ‘ Priority
1 | Alarms intercepted by the OPC Listener must be persisted locally until 5
the ACS, with certainty, has received the alarm
2 | The local database of alarms must be a single instance (singleton) 4
3 | Alarms must be distinguishable. i.e. they must have a unique id. 5
4 | Connections to OPC servers should be reused if possible. 3
5 | There must be an Event Handler for each subscription created D
6 | The OPC Listener should continuously try to send locally stored alarms 3
to the ACS

Table 2: Requirements

(© 2005 - Nicolai Henriksen
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5 Analysis

This will analyze what the product must be able to do in order to meet the requirements,

as well as identify critical areas which need special attention.

5.1 Application Scope

Identifying what an application must be able to do is critical before starting the devel-
opment. In this project, the complete scope covers: alarm/event generation, capturing of
alarms/events, storing alarms/events, acting appropriately according to alarms/events. In
modelling the domain, the complete scope will be modelled, however the areas which are
outside of the project, such as ACS and Automation Networks, will not be described in great
detail. The design and implementation sections to follow will focus only on the part of the

model which is relevant for the OPC Listener project.

The Use Case Model shown in Figure 3 shows the different actions which can take place

in the system, as well as who can perform them.

Windows Service Specific Configuration Tool Specific

Establish OPC

Sarver connection List OPC Servers

List DA ltems

Establish
Subscription

Create AE

List AE Sourcas Subscription

Create DA
Subscription

Handle incoming AE

Event List AE Areas

User

OPC Listener

A
AN
D

List AE Event
Category Id's

Handle incoming DA
Ewvent

Start/Stop OPC
Listener

7NN
HEHDHWE

Handle event in
back-and

Figure 3: Use Case Model of OPC Listener
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Human User Specific System Specific

Send sms alarm

Send WAP Push alarm

Create customer

Send email alarm

Receive WAP
response

ACS

Administrator Create schedule

N\

Create Remote Unit

7\

Create Location

View assigned

Watchman

Figure 4: Use Case Model of ACS
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OPC Server Specific Automation Nodes Specific

Locate active nodes Respond 1o 'gat’

request

Get value from node Respond to 'set'

request

OPC Server Metwork Maode

Sal value in node
Deliver state
change

N4

— "\

Receive state
change

Y
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Figure 5: Use Case Model of an Automation Network

The following subsections will describe the overall system as well as go into details with each
Use Case of the OPC Listener. Futhermore they will briefly comment on the Use Cases

associated with the ACS as well as Automation Networks.

5.2 System Description
5.2.1 System Diagram

The system diagram shown in Figure 6 gives an overview of how the different systems are
connected. Furthermore it shows that alarms/events are treated equally using an interface.
The diagram could also be considered as a traditional domain model, since the domain
model introduced later in this section will be more specific that domain models generally
are. Alarms/events will naturally occur in the machines connected to the OPC Server.
Once this happens, the OPC Server notifies the OPC Listener, via the OPC interface, that
something has changed state/value, and in case it is considered an alarm, it is transmitted to
the ACS via the XML/SAOP interface from where a watchman is alerted that an alarm/event
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5.2.2 System Sequence Diagram

The System Sequence Diagram shown in Figure 7 shows the basic flow of information in
the system. An alarm occurs in a machine in some OPC compliant automation network,
the alarm/event is delivered to the OPC Server which stores it and notifies all appropriate
subscribers of the given change of state. The OPC Listener persists the event locally using

a temporary storage, before it is delivered to the ACS from where a receiver is notified.

5.3 Use Cases

This section will briefly describe the Use Cases associated with the ACS and Automation
Networks in general before going into details with the Use Cases associated with the OPC
Listener. Some of the Use Cases for the OPC Listener refer to button clicks and so on
which are associated with the Graphical Configuration Tool. In order for the reader to
obtain a better understanding, screenshots of the OPC Listener Configuration Tool have

been included in Appendix C. Use Cases referring to these screenshots will have explicit
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references.

5.3.1 ACS Use Cases

These Use Cases are divided into two groups: Human User Specific, and System Specific.
The Human User Specific Use Cases are concerned with actions which users, who log into
the system, can perform, and the System Specific Use Cases are concerned with the actions
which the system automatically performs on incoming alarms/events. ACS is a complex
system, developed over a period of 2 years, so a complete analysis of the system is not
relevant here, a short introduction will do just fine. ACS contains an internal database
storing information such as user accounts, customers, locations, remote units, a schedule
for who is on-call (duty) at which time, as well as a series of policies of what to do in the
event of an incoming alarm/event. Basically ACS is used to create a number of customers
where alarms/events should be surveyed. Each customer may have an arbitrary number of
locations where errors may, occur. For each of these locations, a remote unit is defined and
given a unique ID. The remote unit is a locations entry point to the ACS, thus the remote
unit ID is considered as the sender of an incoming alarm/event. Once an alarm is detected
at a location, the remote unit is notified and either a SOAP/XML-, GSM-, e-mail- or an
OPC message is sent to one of the ACS listeners which ensures the alarm/event is delivered
to the ACS where appropriate action is taken. The Use Cases shown in Figure 4 will not be
described in greater detail, as they are only included to give the reader a basic understanding
of the ACS which the OPC Listener communicates with.

5.3.2 Automation Network Use Cases

Automation Networks come in various sizes and shapes, and it is therefore difficult to identify
a set of Use Cases which describe the actions that take place. The Use Case Model shown in
Figure 5 is therefore focused on Automation Networks from an OPC point-of-view. An OPC
compliant Automation Network basically consists of one or more OPC Servers connected
to a series of nodes (machines). The servers can continuously keep track of which nodes
are connected and what states they are in. Furthermore the servers have the ability to
read /write values directly to the connected nodes. The nodes themselves are basically only
able to respond to read/write requests, as well as deliver information about state changes or
alarms/events to the OPC Server. The Use Cases shown in Figure 5 will not be described
in greater detail, as they are only included to give the reader a basic understanding of the

type of networks the OPC Listener will service.
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5.3.3 Use Case 1: List OPC Servers

Primary Actor: User

Stakeholders and Interests:

e User: Wants to list all the OPC Servers installed on a given machine identified by an IP
address or a DNS name.

Preconditions: OPC Listener along with its required components are installed on com-
puter which User is using.

Postconditions: A list of available OPC Servers for a given machine is presented to User.

Screenshots: Screenshots 1, 2 and 3

Basic Flow:

1. Selects OPC Configuration from the start menu.

2. Clicks on ”Add Server”

3. Clicks on ”Select...” next to the OPC Server Name

4. Enters the IP address or DNS name of the wanted computer and clicks ”List Servers”
Frequency of occurrence: Rare. Only when alarms/events are to be added /removed from

the surveillance system.

5.3.4 Use Case 2: List AE Sources

Primary Actor: User

Stakeholders and Interests:

e User: Wants to list all the AE Sources available on the selected OPC Server.
Preconditions: An OPC Server has been selected (using Use Case 1)

Postconditions: A list of available AE Sources for the selected OPC Server is presented to
User.

Screenshots: Screenshots 4, 5 and 6

Basic Flow:

1. Clicks on ”Add A&E Subscription”

2. Clicks on ”Select...” next to Sources

Frequency of occurrence: Rare. Only when alarms/events are to be added /removed from

the surveillance system.
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5.3.5 Use Case 3: List AE Areas

Primary Actor: User

Stakeholders and Interests:

e User: Wants to list all the AE Areas available on the selected OPC Server.
Preconditions: An OPC Server has been selected (using Use Case 1)

Postconditions: A list of available AE Areas for the selected OPC Server is presented to
User.

Screenshots: Screenshots 4, 5 and 7

Basic Flow:

1. Clicks on ”Add A&E Subscription”

2. Clicks on ”Select...” next to Areas

Frequency of occurrence: Rare. Only when alarms/events are to be added /removed from

the surveillance system.

5.3.6 Use Case 4: List AE Event Category Id’s

Primary Actor: User

Stakeholders and Interests:

e User: Wants to list all the AE Event Category Id’s available on the selected OPC Server.
Preconditions: An OPC Server has been selected (using Use Case 1)

Postconditions: A list of available AE Event Category Id’s for the selected OPC Server is
presented to User.

Screenshots: Screenshots 4, 5 and 8

Basic Flow:

1. Clicks on ”Add A&E Subscription”

2. Clicks on ”Select...” next to Event Category Id’s

Frequency of occurrence: Rare. Only when alarms/events are to be added /removed from

the surveillance system.

5.3.7 Use Case 5: List DA Items

Primary Actor: User
Stakeholders and Interests:
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e User: Wants to list all the DA Items available on the selected OPC Server.
Preconditions: An OPC Server has been selected (using Use Case 1)

Postconditions: A list of available DA Items for the selected OPC Server is presented to
User.

Screenshots: Screenshots 9, 10 and 11

Basic Flow:

1. Clicks on ”Add DA Subscription”

2. Clicks on ”Select...” next to Item

Frequency of occurrence: Rare. Only when alarms/events are to be added /removed from

the surveillance system.

5.3.8 Use Case 6: Create AE Subscription

Primary Actor: User

Stakeholders and Interests:

e User: Wants the system to capture the AE alarms/events which he/she specifies in the
subscription details.

Preconditions: An OPC Server has been selected (using Use Case 1)

Postconditions: An AE subscription is added to the configuration file.

Screenshots: Screenshot 12

Basic Flow:

1. Clicks on ”Add A&E Subscription”

2. Enters details for the subscription (Use Cases 1-4 + specialities)

3. Saves the configuration (CTRL+S or via the menu ”File/Save (as...)”)

Frequency of occurrence: Rare. Only when alarms/events are to be added /removed from

the surveillance system.

5.3.9 Use Case 7: Create DA Subscription

Primary Actor: User

Stakeholders and Interests:

e User: Wants the system to capture the DA alarms/events which he/she specifies in the
subscription details.

Preconditions: An OPC Server has been selected (using Use Case 1)
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Postconditions: A DA subscription is added to the configuration file.

Screenshots: Screenshot 12

Basic Flow:

1. Clicks on 7 Add DA Subscription”

2. Enters details for the subscription (Use Cases 1 and 5 + specialities)

3. Saves the configuration (CTRL + S or via the menu ”File/Save (as...)”))

Frequency of occurrence: Rare. Only when alarms/events are to be added/removed from

the surveillance system.

5.3.10 Use Case 8: Create connection to OPC Server

Primary Actor: OPC Listener

Stakeholders and Interests:

e User: Want the system to capture the alarms/events he/she has created in Use Cases 6
and 7.

e ACS: Wants to capture all important alarms/events.

e OPC Listener: Wants to establish a connection to an OPC Server defined in the configu-
ration file.

Preconditions: OPC Listener (Windows Service) has been started.

Postconditions: An OPC Connection has been established and added to the collection of

established connections.

Basic Flow:

1. Reads configuration file (XML)

2. Iterate through all subscriptions and extract OPC Servers

3. Establish the connection to the OPC Server and add the connection to the list of estab-
lished connections

Frequency of occurrence: From time to time. Whenever the Windows Service is restarted.

This should be done whenever the configuration file is changed.

5.3.11 Use Case 9: Create a Subscription

Primary Actor: OPC Listener
Stakeholders and Interests:

e User: Want the system to capture the alarms/events he/she has created subscriptions for
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in Use Cases 6 and 7.

e ACS: Wants to capture all important alarms/events.

e OPC Listener: Wants to create a Subscription (AE or DA) to the selected OPC Server.
Preconditions: OPC Listener (Windows Service) has been started, and a subscription el-
ement has been located in the configuration file (Use Case 8).

Postconditions: A Subscription has been established and an event listener handling the

incoming alarms/events has been initialized.

Basic Flow:

1. Reads the subscription details from the subscription element

2. Create an event listener to handle the incoming events

3. Create subscription to the OPC server with the details read from the configuration file
4. Associate the event listener with the subscription

Frequency of occurrence: From time to time. Whenever the Windows Service is restarted.

This should be done whenever the configuration file is changed.

5.3.12 Use Case 10: Handle incoming AE Event

Primary Actor: OPC Listener

Stakeholders and Interests:

e User: Want the system to capture the alarms/events he/she has created subscriptions for
in Use Cases 6 and 7.

e ACS: Wants to capture all important alarms/events.

e OPC Listener: Wants to handle the incoming AE event according to filters defined in the
subscription details. Preconditions: OPC Listener (Windows Service) has been started,

and a subscription has been created (Use Case 9).
Postconditions: The alarm/event is logged, and transmitted to the back-end.

Basic Flow:

1. An incoming alarm/event causes the event listener to call its handling function

2. Constructs an ACS Event object and initializes it with the values fetched from the in-
coming alarm/event

3. Sends the ACS Event to the back-end

Frequency of occurrence: Often. Every time an AE alarm/event is sent to the OPC
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Listener from connected Automation Networks.

5.3.13 Use Case 11: Handle incoming DA Event

Primary Actor: OPC Listener

Stakeholders and Interests:

e User: Want the system to capture the alarms/events he/she has created subscriptions for
in Use Cases 6 and 7.

e ACS: Wants to capture all important alarms/events.

e OPC Listener: Wants to handle the incoming DA event according to filters defined in the
subscription details. Preconditions: OPC Listener (Windows Service) has been started,

and a subscription has been created (Use Case 9).

Postconditions: The incoming alarm/event is checked. If the alarm/event meets require-
ments/criteria defined in the subscription, the alarm/event is logged, and transmitted to the
back-end. Otherwise it is ignored.

Basic Flow:

1. An incoming alarm/event causes the event listener to call its handling function

2. Checks if the alarm/event meets the requirements/criteria defined in the subscription
details associated with the event listener. If so, this Use Case continues, if not, it terminates
here

3. Constructs an ACS Event object and initializes it with the values fetched from the in-
coming alarm/event

4. Sends the ACS Event to the back-end

Frequency of occurrence: Often. Every time an DA alarm/event is sent to the OPC

Listener from connected Automation Networks.

5.3.14 Use Case 12: Handle event in back-end

Primary Actor: OPC Listener

Stakeholders and Interests:

e User: Want the system to capture the alarms/events he/she has created subscriptions for
in Use Cases 6 and 7.

e ACS: Wants to capture all important alarms/events.

e OPC Listener: Wants to temporarily store the incoming ACS Event, and transmit it to

the ACS as soon as possible. Preconditions: OPC Listener (Windows Service) has been
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started and an AE or DA alarm/event has been sent to the back-end.
Postconditions: The ACS Event is temporarily stored, and once transmitted to ACS, it is

deleted from temporary storage.

Basic Flow:

1. An ACS Message is received from the front-end

2. The ACS Message is temporarily stored in a local database

3. As soon as possible, the ACS Message is retrieved from the local storage, and sent to the
ACS where it is handled

Frequency of occurrence: Very often. Every time an alarm/event of any kind passes

through the system.
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R T FomEnd 1 !
1 | rontEn 1

| -
: Worker BackEnd 1 - backend I : 1 - frontend TogEnties :
] " +CreateSubscription(in ...} I
1 1-worker 1 - backend : | +FireEvent{in ) I
| " | +Terminate() |
| | I
1 = worker |
: 1 - worker I : 1 - frontend :
|
| | I
| 1 - storage : | |
| 1 - transmitter I | 0.* - handlers |
| | I
1 Storage Ly |
Transmitter | Handler
: -events | : :
I . ~AddEvent)) I |
| +Transmit{ln ..} : boal + DeleteEvent() : | +Subscribel) |
g g g g g, S a
0..* - remotallnit 0.* - opcClient
1-acs 1 - opcServer
Automation
ACS rk

Figure 8: Domain Model
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5.4 Domain Model

Traditionally a domain model represents the domain as seen from an end users point-of-view
with focus placed on the physical entities present in the system. However in this case such
a model is insufficient, as the intention is to model the system with some very specific re-
quirements involving restrictions on some low-level entities. The system diagram, Figure 6,
is in this project considered sufficient as a ”traditional domain model” showing the relations
between the physical entities, while the domain model shown in Figure 8 digs a bit deeper

into the low-level specifics.

In Figure 8 there are two packages shown: ACS and Automation Network. These two
packages represent the domain models for the ACS and for automation networks in general.
The domain models for these are shown in Figure 9 and Figure 10 respectively. As mentioned
earlier in the report, these models will not be discussed in great detail, as they are not really
a part of the project itself. The focus will therefore be placed on the entities in Figure 8 and

the constraints which are associated with these entities.

Customer User

1

SUMveys
0.
Location 0.* 0.7 |AreaGroups | 0.7 0.7 | Watchman ScheduleManager|  |Administrator
associated with associated with
. . 0. ) ; . , 1 1.*
associated with associated with assigned to -
0. 0.
maintains
RemotaUnit | 1 0. Alarm WatchScheduls
comes from 0+

Figure 9: ACS Domain Model

5.4.1 Entities

The entities in the Domain Model, do not represent physical concepts as they do in a tradi-
tional domain model. This section will describe what the entities represent, as well as what

purpose they serve.

- 1colal enriksen - n, 5 enmar
2005 - Nicolai Henrik IMM - DTU Lyngby, D k



5.4 Domain Model Master’s thesis 28

OpcServer o 0% |NetworkNode

HisRunning() - bool | Connected to

1.0 1

0.* Event ralses

AN

SimpleEvent ConditionEvent | |TrackingEvent

Figure 10: Automation Network Domain Model

The Domain Model is split up into two parts: A Back-end and a Front-end.

The Front-end is the part which handles connections to OPC Servers and listens for incoming
alarms/events. The Front-end basically consists of a FrontEnd which contains a number of
handlers, namely one for each subscription. The Handler is simply a means for performing
the correct task with the incoming alarms/events. After the Handler has processed the
alarm/event, it sends it backwards to the Back-end via the FrontEnd.

The Back-end is the part which maintains a local storage of incoming alarms/events until
they with certainty have been delivered to the ACS. The Back-end basically consists of a
BackEnd which initializes a Worker which sole purpose is to store alarms when requested to,
and continuously try to transmit alarms stored in the storage (and delete them on successful
transmission). The Storage and Transmitter are abstract entities, where Storage repre-
sents some form of storage, in this case an relational database, and Transmitter represents
some form of SOAP transmission module, in this case a C# class generated using a WSDL
file. The Back-end has a functional requirement requiring that only one Storage is present,
and also that only one Worker is running. These requirements are further specified in the

constraints below.

5.4.2 Constraints

The constraints described in this section will all be modelled using OCL [7]. This allows for
specification of pre and post conditions as well as invariants (expressions that must evaluate

to true for any allowed input parameters). The following is the OCL code associated with

- Nicolai Henriksen - ngby, Denmar
2005 - Nicolai Henrik IMM - DTU Lyngby, D k



5.4 Domain Model Master’s thesis 29

the Domain Model in Figure 8:

—-- Constraints for the Handler
context Handler inv:
opcServer->size() = 1
context Handler::Subscribe() : Bool
pre : self.opcServer.isRunning()
post : self.opcServer.opcClients->size()
= opcServer.opcClients@pre->size() + 1
post : selc.opcServer.opcClients->include(self)

-- Constraints for the FrontEnd
context FrontEnd inv:
backEnd->size() = 1
context FrontEnd::CreateSubscriptions(configFile : ConfigFile)
pre : self.handlers->size() =0
post : self.handlers->size()
= configFile.subscriptionCount ()
context FrontEnd::FireEvent(event : Event) : Bool
post : self.logEntries->size()
= self.logEntries@pre->size() + 1
context FrontEnd::Terminate()
post : self.handlers->size() = 0

—— Constraints for the Worker
context Worker
inv: transmitter->size() = 1
inv: storage->size() =1

—-— Constraints for the Transmitter
context Transmitter inv:
acs->size() =1
context Transmitter::Transmit(event : Event) : Bool
pre : not self.acs.events->includes(event)
post : self.acs.events->includes(event)
post : self.acs.events->size()
= self.acs.events@pre->size() + 1

—-- Constraints for the Storage
context Storage inv:

events->forAll(el, e2 | el <> e2 implies el.id <> e2.id)
context Storage::AddEvent(event : Event) : Bool

pre : not self.events->includes(event)
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post : self.events->size() = self.events@pre->size() + 1
context Storage::DeleteEvent(event : Event) : Bool

pre : self.events->includes(event)

post : self.events->size() = self.events@pre->size() + 1

post : not self.events->includes(event)

In order to give the reader a better understanding of the OCL code, key points will be high-

lighted in the following textual descriptions.

Handler

An Event Handler can be associated with one and only one OPC Server. This is enforced in
the invariant, opcServer->size() = 1, for the Handler.

The Subscribe() function makes sure that the OPC Server is running, and adds itself to

the OPC Servers internal list of subscribers (clients).

FrontEnd

A Front-end can be associated with one and only one Back-end. This is enforced in the
invariant, backEnd->size() = 1, for the FrontEnd.

The CreateSubscriptions(...) function takes a configuration file as argument, and cre-
ates handlers for all the subscription details found in the configuration file.

The FireEvent(...) function adds a log entry indicating that an event was fired. Natu-
rally like other functions it performs other tasks/actions, however these are not described
using OCL, but rather using RSL (R(AISE) Specification Language) discussed in the next
subsection.

The Terminate() function removes all existing Event Handlers and shuts down the Front-

end.

Worker
The Worker can be associated with only one transmitter, and only one storage. This is
enforced in the invariants: transmitter->size() = 1 and storage->size() = 1 for the

Worker.

Transmitter
A Transmitter can be associated with one and only one ACS. This is enforced in the invari-
ant, acs->size() = 1, for the Transmitter.

The Transmit (. ..) function adds the given event to the ACS’s internal list of events. It is
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a precondition that the event is not already in the ACS.

Storage

All events in the storage are unique. This is enforced in the invariant, events->forAll(el,
e2 | el <> e2 implies el.id <> e2.id) , inthe Storage, indicating that all events have
unique id’s.

The AddEvent(...) function adds the given event to the list of events given that it does
not already exists in the list.

The DeleteEvent(...) function removes the given event from the list of events given that

it exists in the list.

5.5 Formal Specifications

This section presents the formal specifications created for the selected parts of the system.
The specifications evolved from very basic to more complicated/specific through a number
of iterations. In order to keep from crowding the report with all the specifications, only the
first and last iteration of each specification is included. The remaining iterations can be
found in Appendix D. The specifications give an initial insight into the data structure and

enforce the functional requirements stated in the previous section.

The initial iterations are very abstract imperative specifications whereas the closer one moves

towards the final iteration, the more applicative and concrete they become.

5.5.1 Creating Subscriptions to OPC Servers

These specifications formally specify how the OPC Listener should connect to OPC Servers
according to a configuration file specified by the user (using the OPC Listener Configuration

Tool). The first iteration of the specification is shown below:

scheme Connecting_itl =
class
type
Details,
SubscriptionElem = Text x Details,
ServerElem = Text x SubscriptionElem-set,

ConfigFile = ServerElem-set,
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Handler = Text x SubscriptionElem

value
empty : ConfigFile,

createSubscriptions : ConfigFile — Handler-set

axiom
empty = {},
vV C : ConfigFile «
createSubscriptions(C) =
{(r1, 1) |
(T1, S1) : Handler -
3
(T2, S2) : ServerElem,
(T3, D) : SubscriptionElem

(T2,S2) e CA (T3,D) € S2 A
(T3, D) = S1 A T1 = T2}

end

This specification defines a simple data structure describing the contents of the configu-

ration file, and also contains an element, Handler, which is an Event Handler handling

incoming requests from the OPC Server. Furthermore there is one function specified namely

createSubscriptions () taking a configuration file as argument. This function has an axiom

defined ensuring that it returns a list of Event Handlers matching all the handlers specified

in the given configuration file.

After a few iterations the specification evolved into a more object oriented specification,

being more applicable for actual implementation in a language like C#. The final iteration

of this specification is shown below:

object Connecting_it4 :
class
variable
connectedServers : ServerElem-set,

handlers : Handler-set,
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/* The list within the OPC server of all the connected
subscribers */

subscribers : Handler-set

type
AeSpecifics,
DaSpecifics,
RemoteUnit,
AreaGroups,
MessageFormat,
CommonDetails =
RemoteUnit x AreaGroups x MessageFormat,
Details ==
mk_AE_details(CommonDetails, AeSpecifics) |
mk DA _details(CommonDetails, DaSpecifics),
SubscriptionType == AE | DA,
ServerType == AE | DA | BOTH,
SubscriptionElem ==
mk_subscription(
subscription_name : Text,
subscription_type : SubscriptionType,
subscription_details : Details),
ServerElem ==
mk_server(
server_name : Text,
server_type : ServerType,
server_subscriptions : SubscriptionElem-set),
ConfigFile = ServerElem-set,
Handler ==
mk_AE_subscription(
ae_name : Text, details : AeSpecifics) |
mk_DA subscription(
da_name : Text, details : DaSpecifics)
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value
connectToServers : ConfigFile — Bool,
connectToAeServers : ServerElem-set — Bool,
createAeSubscription : SubscriptionElem — Bool,
connectToDaServers : ServerElem-set — Bool,

createDaSubscription : SubscriptionElem — Bool

axiom
/* Connect to servers in config file
post: There must be created the same number
of handlers as there are subscriptions
in the config file.
"
vV C : ConfigFile «
connectToServers(C) =
let
servers = {S | S : ServerElem + S € C},
aeServers =
{server |
server : ServerElem e
server € servers A
(server_type(server) = AE V
server_type(server) = BOTH)},
daServers =
{server |
server : ServerElem ¢
server € servers /\
(server_type(server) = DA V
server_type(server) = BOTH)}
in
(connectToAeServers(aeServers) A
connectToDaServers(daServers))
post

(card handlers =
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card {s |
s : SubscriptionElem e
(V serv : ServerElem ¢
serv € C A
s €
server_subscriptions(serv))})
end,
/* Connect to AE servers
post: The given set of servers must be a
subset of the servers connected to.
o/
V S : ServerElem-set e

connectToAeServers(S) =

let
subs =
{subscription |
subscription : SubscriptionElem,
server : ServerElem e
server € S A
subscription €
server_subscriptions(server) A
server_type(server) = AE A
createAeSubscription(subscription) }
in

(connectedServers := connectedServers U S ;
true)
post
(S C connectedServers)
end,
/* Create an AE Subscription
post: The handler is is added to the list of
handlers.
f

V S : SubscriptionElem -

- Nicolai Henriksen - ngby, Denmar
2005 - Nicolai Henrik IMM - DTU Lyngby, D k



5.5 Formal Specifications Master’s thesis

36

createAeSubscription(S) =
if (subscription_type(S) = AE)
then
let
mk_AE_details(common, aeDetails) =
subscription_details(S),
handler =
mk_AE _subscription(

subscription_name(S), aeDetails)

in
(handlers := handlers U {handler} ; true)
post
handler € handlers
end
else true
end,

/* Connect to DA servers
post: The given set of servers must be a
subset of the servers connected to.
/
V S : ServerElem-set e

connectToAeServers(S) =

let
subs =
{subscription |
subscription : SubscriptionElem,
server : ServerElem e
server € S A
subscription €
server_subscriptions(server) A
server_type(server) = DA A
createAeSubscription(subscription)}
in

(connectedServers := connectedServers U S ;
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true)
post
(S C connectedServers)
end,
/* Create a DA Subscription
post: The handler is is added to the list of
handlers.
o/
V S : SubscriptionElem -
createAeSubscription(S) =
if (subscription_type(S) = DA)
then
let
mk_DA _details(common, daDetails) =
subscription_details(S),
handler =
mk_DA _subscription(
subscription_name(S), daDetails)
in
(handlers := handlers U {handler} ; true)
post
handler € handlers
end
else true
end,
/* The list of connected handlers must always
be a subset of the OPC servers list of
connected handlers
«/
handlers C subscribers

end

In this specification it is obvious that the data structure is somewhat more complicated, com-
prising enough information to completely model the connection functionality. It also defines

local sets (variables) to hold the servers which have an open connection, the set of han-
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dlers, as well as the OPC Servers list of subscribers. The function createSubscriptions()
from the first iteration has now been split up into several functions handling different ar-
eas of the connect routine. connectToServers() is a functions which from a given con-
figuration file, creates two lists: One containing AE server elements and one containing
DA server elements. These lists are then sent to the functions connectToAeServers() and
connectToDaServers () respectively. These functions extract the subscriptions stored within
the server element and call the functions createAeSubscription() and createDaSubscription()
respectively. These functions create the actual Event Handler and adds it to the internal
list of event handlers. To each of these functions is associated one or more post conditions
describing what must hold after the function has been called. These post conditions are not

described further, as they are textually described using comments in the specification above.

5.5.2 Persisting Alarms and Transmitting to ACS

These specifications formally specify how the back-end persists incoming alarms, and trans-

mits them to the ACS. The first iteration of this specification is shown below:

scheme Persisting_it1l =
class

type Event, Storage = Event-set

value
empty : Storage,
add : Storage x Event — Storage,
delete : Storage x Event — Storage,
hasWaitingEvent : Storage — Bool,
retrieveEvent : Storage — Event,

transmit : Event — Bool

axiom
empty = {},
/* Add an event to the storage */
V E : Event, S : Storage « add(S, E) = S U {E},
/* Delete an event from the storage */
V E : Event, S : Storage « delete(S, E) = S\ {E},
/* Check if the storage has waiting events x/
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V E : Event, S : Storage °
hasWaitingEvent(S) = (3 E : Event « E € S)

end

This specification defines a very simple data structure consisting of en event, and a storage
containing persisted events. Furthermore it specifies functions which manipulates the stor-
age, as well as transmit events. In this specification there are only defined axioms for the
add(), delete(), and hasWaitingEvent () functions at this point. The first axiom ensures
that the add functions adds the given event to the given storage, the second axiom ensures
that the delete function removes the given event from the given storage, and the third axiom

checks whether or not there exists any events in the storage.

After a few iterations this specification evolved into a more object oriented specification,
being more applicable for actual implementation in a language like C#. The final iteration

of this specification is shown below:

object Persisting_it5 :
class

variable storage : Event-set, acs_storage : Event-set

type
Id = Int,
Timestamp = Int,
Code,
Unitld,
AreaGroups,
Event ==
event(
id : Id,
timestamp : Timestamp,
code : Code,
unitid : Unitld,
areagroups : AreaGroups,
text : Text)
value
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add : Event — write storage Unit,

delete : Event — write storage Unit,
hasWaitingEvent : Unit — read storage Bool,
retrieveEvent : Unit — read storage Event,
transmit : Event — Bool,

back_end : Unit — Unit,

run : Unit — Unit,

/* Reception of an alarm */

alarmFromFrontEnd : Unit — Event

axiom

/* Add an event to the storage
pre: The event cannot already be in the storage
post: The event is added to the storage

*/

V E : Event ¢

add(E) =

if (E & storage)
then storage := storage U {E}
end,

/* Delete an event from the storage
pre: The event is in the storage
post: The event is deleted from the storage

o/

V E : Event ¢

delete(E) =

if (E € storage) then storage := storage \ {E}
end,

/* Check if the storage has waiting events */

hasWaitingEvent() = card storage > 0,

/* Retrieve an event (the oldest) from the storage
pre: The event is in the storage
post: The event is still in the storage (use

delete to remove)
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”
vV E : Event ¢
retrieveEvent() as E post
hasWaitingEvent() A E € storage
pre
hasWaitingEvent() A E € storage A
(V E1: Event «
E1 € storage A E1 # E A
timestamp(E) < timestamp(E1)),
/* Transmit the event to ACS
pre: The event is in the storage
post: The event is added to the ACS storage
”
V E : Event
transmit(E) =
(acs_storage := acs_storage U {E} ; true)
pre E € storage,
/* Events have uniqe id’s */
vV E1, E2 : Event « E1 = E2 = id(El) = id(E2),
/* The back—ends functionality is to continuously
perform the run() function, as well as handle
incoming alarms
”
back_end() = run() || add(alarmFromFrontEnd()),
/* The body of the back—end. Continuously check
if alarms are availble for transmission, and
transmit them.
o
run() =
if hasWaitingEvent/()
then
let event = retrieveEvent() in
if transmit(event) then delete(event) end

end
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end

end

In this specification the data structure has been extended to hold all the information which
events consist of. Furthermore it has defined local sets (variables) representing the back-end
storage as well as the storage within the ACS. The functions remain the same as in the
previous specification, however they now manipulate the local sets, and they are associated
with a number of pre and post conditions. The specification now also include two functions
which are actually processes although not using channels, namely back_end(), and run(),
which describe how the back-end continuously listen for incoming alarms as well as transmit
persisted alarms to the ACS concurrently. The specifications also define axioms for all the
functions, as well as include a new axiom stating that all events are unique (have unique
id’s). Pre and post conditions are described textually as comments in the specification above,

and are therefore not discussed further here.

One thing that might seem odd in the specification is the function add(). This functions
actually checks whether an element is contained in a set before performing the union op-
eration, however the mathematical rule states that sets only contain unique elements, and
therefore the union would not extend the set if the element was already in the set. The
reason this check is included, is to allow for implementers to easily switch to lists instead of

sets if desired.
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6 Design

This section describes the design of the OPC Listener in details. The design was created to
be as flexible as possible in order to allow Zonith A/S to easily create alarm/event listeners

for others types of networks/systems.

6.1 Design Patterns

Design Patterns are very helpful in finding solid design for a system without wasting too
much time on re-designing modules. Basically Design Patters are well tested designs, cre-
ated at an abstract level in order to fit into a wide range of solutions. They emerge from
developers having similar problems and therefore decide to create a generic design solving

the problem.

The analysis section gave rise to two areas where Design Patterns are applicable. The

chosen patterns and their associated areas are described below:

Template Method pattern

The Template Method pattern is used when several classes use a similar algorithm with mi-
nor differences. The general algorithm is then implemented in an abstract class and hooks,
abstract methods, are created handling the differences between the classes. The hooks are
called from within the algorithm in order to retrieve the differences between the concrete

implementations. A class diagram of this pattern is shown in Figure 11.

AbsiractClass

HRunAlgorithmi)
i#Hook1()
HHook2()

e —
| |

ConcreteClassi

FHook1()

HHook2()

ConcreteClassX

EHook1()

Hook2()

Figure 11: Template Method Design Pattern
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Singleton pattern

The Singleton pattern is a pattern used when wanting to ensure that one, and only one,
instance of an object is ever created. The constructor of the class is labelled as private, and
thus only GetInstance() will be allowed to instantiate the class. This method then ensures

that only one instance is ever created. A class diagram of this patterns is shown in Figure 12.

Singleton
-instance : Singleton

FSingleton()
+Getinstance() | Singlaton

Figure 12: Singleton Design Pattern

There may indeed be more areas where Design Patterns could be applicable, however some

of these might first be discovered while implementing the system.

6.2 Modular design

In order to design something which can be reused in many places, one must think abstractly
and leave out specifics. Requirement 1, stating that the OPC Listener had to be a Win-
dows Service, introduced the need for an abstract Windows Service framework designed for
alarm /event listeners. This framework, although specific in the sense that it is used only
for alarm/event listeners to communicate with an ACS, had to be generic enough to allow

Zonith A/S to easily implement future listeners utilizing the framework.

6.2.1 Windows Service Framework

In the NET Framework, creating a Windows Service is fairly easy. Basically all you have
to do is construct a class dericed from the class System.ServiceProcess.ServiceBase,
override the hooks OnStart () and OnStop() (and more if needed...), and give the service a
unique name which is used when the service is installed on a system. In order to create a
flexible Windows Service Framework, a decision was made to separate the framework into a
front-end and a back-end. The front-end taking care of all incoming alarms/events, sending
them to the back-end where they are stored temporarily and sent on to the ACS. A class
diagram of the Windows Service Framework is shown in Figure 13. The classes and interfaces

are described in more detail below:
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AbstractService

This abstract class is the Windows Service itself. It implements the OnStart () and OnStop ()
methods, and defines two hooks, GetServiceName () and GetListener () which should be
overridden by classes that are derived from this abstract class. The purpose of this class is

merely to start and stop the listener.

AbstractListener

This abstract class is the middleman of the listener. It implements the methods Start ()
and Terminate() called by the service. Furthermore it implements a FireEvent () method
used by the front-end to delegate the ACS Event to the back-end. It also defines two hooks,
GetBackEnd () and GetFrontEnd (), which should be overridden by classes that implement
this abstract class. As mentioned above, the purpose of this class is to act as the middleman
between the front- and the back-end.

IBackEnd

This interface defines which methods any back-end should implement. These are Initialize()
and Terminate () used to start and stop the back-end, as well as FireEvent () which is the
method handling the ACS Event delegated to the back-end from the front-end.

IFrontEnd

This interface defines which methods any front-end should implement. These are Initialize(),
Start (), and Terminate () used to start and stop the front-end. Unlike the back-end which
should always be available and therefore started once initialized, the front-end has a dedi-
cated Start () method allowing it to be started at any point in time after being initialized.
Furthermore it defines the method FireEvent () used to delegate ACS Events to the back-

end.

AbstractFrontEnd

This abstract class is an implementation of the front-end interface which implements the one
feature used by all front-ends, namely the FireEvent () method. The remaining methods
defined by the interface are left as virtual methods in this class, indicating that all subclasses

can (in this case must) override them.
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interfaces
System. ServiceProcess. ServiceBase

T

The Startl) method in AbstractListener AbstractService
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confinuous reception of events. pGetServiceMame() : string
“~ iGetListenar() : Abstractlistener)
S ~ J
~
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AbstractFrontEnd
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HTerminate()

+FireEventiin theEvent : IEvent)

Figure 13: Abstract Windows Service Framework

6.2.2 Default back-end

Zonith A/S already has a number of listeners in their product line, all of which use the same
back-end which basically stores ACS Events locally until they are able to send the Event to
the ACS which is supposed to handle them. All previous listeners are written in Java, and
the default back-end therefore exists in Java. In order to keep maintenance of code down
to a minimal, the back-end was translated as closely as possible into C# code, thereby not
introducing new features which could confuse developers of the Java back-end. The default
back-end was then combined with the Windows Service Framework above, in order to cre-
ate a single class library holding all the necessary classes. The introduction of the default
back-end into the Windows Service Framework can be seen in Figure 14. The region marked
as Zonith’s default back end in the diagram is the implementation of the region marked
Back-end in the Domain Model presented earlier. The classes and interfaces are described

in more detail below:

IStorageManager
This interface defines the methods which all storage managers need to implement. A storage

manager is a class which can temporarily store ACS Events in some way, until they have been
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sent to the ACS. The methods in this interface are not shown in the diagram, but they are
basically concerned with starting/stopping the storage manager, as well as adding/retrieving

ACS Events, as well as checking for pending ACS Events.

IWorker

This interface defines the methods which a worker must implement. A worker is the class
which continually checks for pending ACS Events. If there are any, it delivers them to the
transmit proxy which sends them to the ACS, otherwise it goes to sleep, and is woken up

periodically.

ITransmitProxy
This interface defines the single method Transmit () which transmit proxies need to imple-
ment with code that sends an ACS Event to the ACS.

HSQLStorageManager
This class is the storage manager used by default. Its storage is based on HSQL, defined in
the Theory section above, thereby storing ACS Events locally in binary files, accessible via

SQL commands. In other words, it contains a small DBMS where it temporarily stores files.

CoreTransmitProxy
This class is the transmit proxy used by default. Its only purpose is to send ACS Events
through an XML/SOAP interface to the ACS. This is done using a proxy class generated

from a web service definition written in WSDL (defined in the Theory section above).

CorelListener

This abstract class is the central class of the default back-end. It loads values from the
properties file such as ”listener name”, ”company number”, and ” ACS end-point”, used to
establish a valid connection to the ACS.

PersistentListener
This class is a subclass of the CoreListener and is the entry point to the back-end seen
from the Windows Service Frameworks point-of-view. It is implemented as a singleton to

ensure there cannot exists multiple storages which could confuse the worker thread.
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winterfaces
IBackEnd
+initialize()
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+initialize()
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Figure 14: Default back-end combined with the Abstract Windows Service Framework

6.2.3 ACS Events

An ACS Event is the term used for an object containing information about an alarm/event
from any given source. In the Framework described above, ACS Events are objects which
implement the interface IEvent. In the existing Java back-end mentioned earlier, there was
only one type of event. This event was ported to the new framework as well, in order to allow
Java developers to easily port old listeners to the new framework. This event is implemented
as DefaultEvent in the Windows Service Framework. Another event, which is aimed at
OPC listeners, is the OpcEvent. This class contains the same information as the default
event, but furthermore it contains information about the OPC server, the OPC server host,
and the subscription from which the event emerged. A class diagram presenting the event

types is shown in Figure 15.
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winterfaces
IEvent
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Figure 15: ACS Events

6.2.4 The front-end

The front-end has to be able to handle two different types of OPC subscriptions, namely
subscriptions to an Alarms & Events (AE) OPC Server, and to a Data Access (DA) OPC
Server. This separation of subscription types is maintained in the design of the front-
end. Basically the front-end consists of a front-end class, OpcFrontEnd which extends the
AbstractFrontEnd defined above, as well as two event handler classes that perform appro-
priate actions on incoming events. A class diagram of the front-end can be seen in Figure 16.
The diagram shows a package called ”C# OPC API”, which is a third-party API purchased
to ease the writing of OPC code, thus enabling the use of C# as the programming language
instead of low level C++ programming. The classes shown in Figure 16 are described in

more detail below:

OpcService and OpcListener

The classes are merely classes which implement the hooks defined in the AbstractService
and AbstractListener classes. GetListener () in OpcService returns an OpcListener and
GetFrontEnd () in OpcListener returns an OpcFrontEnd. By not overriding the GetBackEnd ()
method, OpcListener indicates that it wants to use the DefaultBackEnd.

OpcFrontEnd
This class is the OPC front-end itself. Its purpose is to load the configuration file and es-
tablish connections to all the servers listed in it. Furthermore it must create subscriptions

to all the subscriptions listed in the configuration file, and create appropriate event handlers
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to handle incoming alarms/events.

AeEventHandler

This class is the event handler for AE alarms/events. It contains one public method,
HandleEvent (), which is called upon reception of an alarm/event. The HandleEvent ()
method has to create an ACS Event from the incoming alarm/event, and initialize it with
the appropriate values. Once the ACS Event is created, it is sent to the back-end via the
FireEvent () method defined in the AbstractFrontEnd.

DaEventHandler

This class is the event handler for DA alarms/events. Like the AeEventHandler it con-
tains only one method, HandleEvent (), which is called upon reception of an alarm/event.
This event handler has a little more work to do, because it has to check whether incoming
alarm/event values lie within the limits defined in the subscription, and therefore qualify as
an ACS Event. If this is the case, an ACS Event is created just as in the AeEventHandler
and sent to the back-end via the FireEvent () method defined in the AbstractFrontEnd.
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Figure 16: The front-end

6.3 Intercommunication

This section deals with the flow of information in the system designed in the previous sub-
section. It should give the reader a better understanding of how the different classes com-

municate with each other in order to make the system function correctly.

6.3.1 Sequence Diagrams

Sequence diagrams are often used in UML to clarify the flow of information. The sequence

diagram shown in Figure 17 shows the the sequence of events that take place from starting
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the OPC Listener until the ACS Event is delivered to the back-end. Communication with the
OPC Server displayed in the diagram depends on the "C# OPC API” discussed above, but

that layer is left out to simplify the diagram, and make it more understandable. Once the

| ] The OPC Listener
| | On3tart] | (wWindows Servica)

! ~ is started manually
Start()

i
I
I
I
:“ Initialize() I
i

| |

| |

| |

| | | ar automatically
| | |

| | | |

| | ! ; |

| 1 Initialize() | | |

| I H | | |

I 1 Stari() I I |

| I | | | |

| | | | | |

| [ | | |

| !&._ _ Reads tha.cnnﬂg file | | I

| | | | | |

1 CreateSubscription() | 1 | | |

e — —

| | | | |

| 1 “LCraatas== | | |

| | 1 | | |

| | | | | |

| | | | | |

| | | | | |

[ HandleEventj...) I [ [ ™
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| [ | | | | |
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| I FireEvent(theEvent) | | | b — —{ fime an alarm/event
| | 1 | | | | OOCUrs
: : : ’} FireEvent(theEvent) : : Jl

I 1 1 I > 7

| I I | | v

Figure 17: Sequence diagram

ACS Event, represented by theEvent in Figure 17, reaches the back-end. DefaultBackEnd
fetches a reference to the PersistentListener singleton, and fires the event using the
method FireEvent (). When the back-end is initialized, the PersistentListener instan-
tiates a new HSQLStorageManager and a new CoreTransmitProxy. PersistenlListener’s
superclass, CoreListener spawns a WorkerThread, handing it references to the storage man-
ager and the transmit proxy. This worker thread will then run until the OPC Listener is
stopped, continuously fetching pending events from the storage manager and delivering them
to the transmit proxy. The FireEvent () method simply adds the ACS Event to the storage
manager, and wakes up the worker thread afterwards. This causes the ACS Event to be
fetched from the storage manager, delivered to the transmit proxy, and finally received by
the ACS. A sequence diagram of how this storing/fetching/sending ACS Events occurs is

shown in Figure 18.
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Figure 18: Sequence diagram for the back-end

6.3.2 OPC Listener to ACS

Communication from the OPC Listener to the ACS takes place using XML/SOAP based Web
Services as mentioned in previous sections. Creating a Web Service Client using the .NET
Framework is very simple. You simply supply the WSDL file describing the Web Service,
along with the name of the programming language you are using, to a small executable
utility that ships with the .NET Framework, and this will generate a client class for you.
This class simply needs to be added to your project, and it will supply you with all the
methods defined in the WSDL file.
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7 Implementation

This section goes into details with how some of the ideas from previous sections have been
implemented in the code. This is done mainly by presenting an excerpt of the source code

followed by a text describing it. The complete source code can be found in Appendix H.

7.1 Coding Conventions

Following a coding convention makes it a lot easier for other programmers to read the code.
This increases the level of understanding, and decreases the time required to understand
the inner workings of the code. Unfortunately no standard coding convention for the C#
programming language exists (that I am aware of), like the one found in Java, namely Suns
Java Coding Conventions. However, surfing the net, led to a paper discussing ”Guidelines
and Best Practices” for the C# programming language. I adopted this paper as the coding
convention of choice, and thus it is included in the report, see Appendix E. The paper can

also be found at the following address:

http://www.idesign.net/idesign/download /IDesign%20CSharp%20Coding%20Standard.zip

7.2 Code Maintenance

Maintaining and extending code can be a tedious job, especially if the code is not docu-
mented /commented well. In order to easy future work on the code, it was decided to use the
XML style commenting which is standard in C#. This commenting style, which hereafter
will be referred to as XMLDoc, has many similarities to the JavaDoc used by Java develop-
ers. XMLDoc however has a few advantages over JavaDoc since it is XML based, and thus
allows for data manipulation/representation of various types. The XML file generated can
be used by the standard Windows Help function, it can generate Web Pages (like JavaDoc),

or one can use XSLT to generate nearly any form of presentation desired.

In order to generate XMLDoc for a class, one needs to add the desired XML tags before the
elements being documented. Elements can be classes, member variables, or methods. An

example of how XMLDoc looks with a simple class is shown below:

namespace mycompany.myproduct;

/// <summary>
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/// This is my class. It returns my string when asked to.
/// </summary>
public class MyClass {

/// <summary>

/// This is my private string
/// </summary>

private string m_myString;

/// <summary>

/// My private method fetching my private string and appending the given number.

/// </summary>

/// <param name="number">

/// The number which is appended to my private string.
/// </param>

/// <returns>

/// My private string appended with the given number.
/// </returns>

public string GetMyString(int number)

{

return m_myString + " - " + number;

7.3 Interfaces and Implementations

Defining a system through interfaces is a great way of separating definitions, interfaces, from
implementations. Anyone using the classes in the system must access them via the defined
interfaces thereby hiding the actual implementation. When doing this, developers have free
hands to code their implementation however they see fit, as long as it implements the defined
interface. This technique comes in handy when changes are required in the back-end of a
system which is not visible to the end user. Since the end user is accessing the system
via the interfaces, the changes should not affect him/her/it. An example of this could be
a class maintaining a list of some sort. One could define an interface with some methods
manipulating the list. The first assumption could be that the list always has a fixed size,
and therefore the implementation is made using a static array. A sudden change in the
requirements now require the list to be dynamic, and thus the developer can simply change
the implementation, but leave the interface as it was, and the end user will never know the

difference.
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7.4 Abstract Classes

If two classes contain similar information, with only minor differences, it is always a good
idea to extract the common information into an abstract class, and make the two classes
subclasses of this class. This allows a developer to handle the two classes in the same manner
when working on the information which is common. To illustrate an example of this, the

following code excerpt has been taken from OpcFrontEnd:

private void ConnectToComServers(ArrayList comServers)

{
// Iterate through all servers
foreach (OpcServerNode server in comServers)

{

// Iterate through all subscriptions in for the server
foreach(TreeNode node in server.Nodes)

{

// Convert the node to the abstract subscription class
OpcSubscriptionNode subscription = (OpcSubscriptionNode) node;

// Test if the subscription is enabled, and call the appropriate
// method.
if (subscription.Enabled)

{

if (subscription is OpcAeSubscriptionNode)
CreateSubscriptionToAeServer(server,
(OpcAeSubscriptionNode) subscription);
if (subscription is OpcDaSubscriptionNode)
CreateSubscriptionToDaServer (server,
(OpcDaSubscriptionNode) subscription);

b

The code above expects one of two classes, namely OpcAeSubscriptionNode and

OpcDaSubscriptionNode. However, information such as whether or not the subscription
is enabled, could easily be extracted into a superclass. In the example, this superclass is
OpcSubscriptionNode which contains all the common information. This allows the inner
foreach loop to treat both subscriptions in the same manner when testing whether or not
the subscription is enabled. If this is the case, the subscriptions is tested to figure out

which concrete class it represents, and the appropriate method is called. The line where the
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TreeNode is converted to an OpcSubscriptionNode is required because the servers and asso-
ciated subscriptions are stored in a tree structure which requires the OpcSubscriptionNode

to extend the TreeNode class thereby making the type cast possible.

7.5 Implemented Design Patterns
The Template Method Design Patterns is implemented with the following code:

/// <summary>

/// An abstract Listener performing all the necessary setups. Subclasses should
/// primarily override the hook GetFrontEnd(). The Back End can naturally be
/// changed by overriding the hook GetBackEnd(). If this is not overridden the
/// DefaultBackEnd is used.

/// </summary>

public abstract class AbstractListener

{

/// <summary>

/// Reference to the Back End
/// </summary>

IBackEnd m_backEnd;

/// <summary>

/// Reference to the Front End
/// </summary>

IFrontEnd m_frontEnd;

/// <summary>

/// Default constructor initializing the APP_HOME and the Front and Back
/// ends

/// </summary>

public AbstractListener()

{
// Create Front/Back-Ends
m_backEnd = GetBackEnd();
m_frontEnd = GetFrontEnd();
}

/// <summary>
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/// The body of the listener

/17

/// Initilizes Front and Back End and starts the Front End
/// </summary>

public void Start()

{
m_backEnd.Initialize();
m_frontEnd.Initialize();
m_frontEnd.Start();

+

/// <summary>

/// Method which terminates the listener. This termines the Front
/// and Back End.

/// </summary>

public void Terminate()

{
m_frontEnd.Terminate();
m_backEnd.Terminate() ;
m_backEnd = null;
m_frontEnd = null;

}

/// <summary>
/// Method used to pass an event from the Front End to the Back End
/// </summary>
/// <param name="theEvent">The event to pass to the Back End</param>
public void FireEvent(IEvent theEvent)
{

m_backEnd.FireEvent (theEvent) ;

/// <summary>

/// Hook yielding the Back End to use

/// </summary>

/// <returns>The Back End to use</returns>
protected virtual IBackEnd GetBackEnd()

{

return new DefaultBackEnd();

/// <summary>
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/// Hook yielding the Front End to use

/// </summary>

/// <returns>The Front End to use</returns>

protected abstract IFrontEnd GetFrontEnd();
}

The code above is the code for the abstract class. To ”complete” the pattern, another class,
namely the concrete class should also be included. This could be the class OpcListener
for example. This class has one sole purpose: to create an OpcFrontEnd, and possibly a
OpcBackEnd if special back-end behavior is required. In this example, the algorithm of the

abstract class lies in the Start (), FireEvent(...), and Terminate() methods.

The Singleton Design Pattern is implemented with the following code:

public class PersistentListener : CorelListener

{
/// <summary>
/// Default constructor calling the constructor of the base class
/// </summary>
private PersistentListener() : base() {}
/// <summary>
/// Static method yielding a reference to the listener (singleton)
/// </summary>
/// <returns>Reference to the listener instance</returns>
public static CoreListener GetInstance()
{
if (m_instance == null)
{
m_instance = new PersistentListener();
}
return m_instance;
}
}
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Making the constructor private ensures that only the class itself can instantiate an instance.
To fetch a reference to the object, clients have to call the static method GetInstance()
which creates an instance if it does not already exists, and returns it. It is worth noting that

the variable m_instance is an instance variable declared in the superclass CoreListener.
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8 Test

Testing is an important step in the process of software development. One type of test allows
the developer(s) to identify which parts of the implementation do not work as expected,
while another type can show a customer that the product works as required. These types of
tests differ in that one is successful if and only if it finds errors in the implementation, while
the other is successful if and only if no errors occur. There are several standard test types,
each with its ups and downs, this section will mention a few of these types and explain the

test plan for this project in details.

8.1 Test Procedures

A Release Test is a test where a given system is tested by feeding it some input and verifying
that the generated output match the expected output. In such a test, it is verified that a
given action is carried out without being concerned with the details of how it was carried
out. This is also known as the Black-box principle. If customers are involved in the process,
the test is sometimes referred to as Acceptance Test. The opposite of the Black-box principle
is the White-box principle which does go into details with how every little action took place.
When following the White-box principle it is common to divide a system into components,
each being tested individually. This technique, known as Component Testing or Unit Test-
ing, makes it a lot easier to locate errors, and correct them compared to Black-box testing.
The method is commonly down to the level of testing methods/functions to verify that they
return the expected values or perform the expected tasks on a given input. This technique
makes it very simple to locate errors and correct them, however it is a rather time consuming
procedure. Another type of test that can be carried out is Integration Testing which involves
testing the integration of 2 or more components. When performing such a test, it is crucial
to use an incremental approach, otherwise identifying where an error occurred can be hard.
Incremental approach means that you take the simplest combination first (possibly a single
component) and test that it works as expected. You then add a new component, and a test
for that. You first run the tests which you have already seen work for the single component
alone to verify that they still work before moving on to running the new tests. In this way

it is easier to identify where the error was introduced.

For the OPC Listener, it was decided that a Release Test, combined with a few Integra-

tion Tests would suffice. Reasons for choosing this type of test, and not Component Testing
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along with other types of more detailed test include: 1) Zonith A/S have a standard way of
writing all their Test Specifications so it was a natural decision to maintain this standard,
2) The OPC Listener is not a product requested by a customer, it is rather a product aimed
at potential customers, and thus an Acceptance Test is hard to carry out, and 3) The time
it takes to carry out a very detailed test is considered too expensive since the product is not
a critical system with regards to minor flaws. It is Zonith A/S’s opinion that solving minor
problems once they are found (possibly by customers) is the most cost-effective solution for
their products. The Release Test created for the OPC Listener covers the basic aspects such

as installing/uninstalling, configuration of the product, as well as a test of the User Interface.

8.2 Test Plan

As mentioned above, the OPC Listener will be tested using a Release Test, however the
system is not a just a box which you can feed with some input and receive some output. In
order to test the system thoroughly some parts are tested separately. The following sections

will describe what test suites are included in the Test Plan which can be found in Appendix F.

The test are carried out using two different OPC Servers: 1) Schneider Electric OPC Factory
Server (OFS) V3.1, and 2) Signalix MT-101. Schneider Electric OFS can be installed on a
PC and the values manipulated using any OPC browser application. Signalix MT-101 is a
physical unit which needs a GPRS modem connection in order for an application to receive
values.

To manipulate values on the two servers, Softing OPC Toolbox Demo Client, available at

http://www.softing.com/en/communications/downloads/demos/opc/demo_client.htm, was used.

8.2.1 Installation

This test suite verifies that the OPC Listener can be installed correctly on a Microsoft
platform. It states some prerequisites, and thereafter tests the installation of the software
in two ways: 1) Installing to a path which does not include white spaces, and 2) Installing

to a path which does include white spaces.

8.2.2 OPC Server to OPC Listener Communication

This test consists of two suites, one for the A&E interface and one for the DA interface. The

purpose of the test is to ensure that alarms/events generated in the OPC Server are actually
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intercepted by the OPC Listener. In order to verify this, one is required to inspect log files,

and optionally perform a few "SELECT” statements in the temporary storage database.

8.2.3 OPC Listener to ACS Communication

As above, this test consists of a test suite for each of the two interfaces. The purpose of the
test is to ensure that alarms/events available in the temporary storage database, are actually
delivered to the ACS. In order to verify this, one is required to login to the ACS and list
incoming alarms. In case alarms are not displayed in the ACS, one can inspect the log files to
see if the alarms/events indeed where received, but merely had non-existing remote unit id’s
or the like, which consequently causes the alarms to be ”ignored”. By "ignored” is meant:

stored in the database and log files for reporting purposes, but not available for dispatching.

8.2.4 OPC Server to ACS Communication via OPC Listener

As above, this test consists of a test suite for each of the two interfaces. The purpose of this
test, is to combine the test suites mentioned above, and verify that an alarm/event generated
in the OPC Server actually appears in the ACS. The test is included in order to ensure that
the OPC Listener delivers the alarm/event on the fly, and does not require a restart. To
verify that the communication takes place, one follows the same verification procedures as

in the two previous tests.

8.2.5 Distributed Systems

This test suite verifies that the system can be executed in a distributed environment. By
distributed environment is meant: OPC Listener installed on one computer in a network
(domain), the OPC Server installed on another computer in the same network (domain),
and the ACS installed on any network reachable via Ethernet with a given IP address. This
test suite is included due to the common fact that running OPC systems in a distributed
environment is a often error prone. Basically the test consists of the test suites described

above, executed in a distributed environment.

8.2.6 OPC Listener Configuration Tool

This test suite verifies that the OPC Listener Configuration Tool functions correctly. It

guides the tester through creation of all the common elements available in the tool, and
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verifies the correctness of the XML configuration file generated once the configuration is

saved.

8.2.7 Uninstalling

This test suite verifies that the OPC Listener can be correctly uninstalled, causing the
Windows Service to be removed, and files to be removed from the installation folder. Remains
in the installation folder will be files such as configuration files created by the user, and log
files generated by the OPC Listener.
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9 Discussion

During the design and development of the OPC Listener, a number of good and not so
good things surfaced. This section discusses these issues and identifies possible exten-

sions/corrections for future implementation.

9.1 The Good Things

Initially this project was meant to cover only the Alarms&Events interface, however, after
a number of discussions with several people involved in the world of OPC, it was clear that
the ”common way of doing things” did not involve the Alarms&FEvents interface. The rea-
son for this is mainly that the Alarms&FEvents interface is rather new, and OPC solutions
have been implemented over a period of time using the Data Access interface. Therefore
existing solutions, for the most part, rely on the Data Access interface. Once this became
clear to me, I decided to extend the project to comply to the Data Access interface as well

as the Alarms&Events interface, thereby ensuring compatibility with most existing solutions.

While translating Zonith A /S’s default back-end implementation, I discovered a small error
which could cause a thread to "hang”. This "bug” was not found since the original back-end
is written in Java, and stopping the Windows Service simply terminates the JVM which in
turn destroys all running threads, thus not leaving it hanging. This however is not the case
when writing the Windows Service in C#, so the code had to be modified to fix this prob-
lem. The good thing about discovering this problem is that it is now fixed in both the Java

version and the C# version thereby eliminating any future errors this might have caused.

9.2 The Bad Things

OPC has long been a technology primarily available to products running on a Microsoft
platform. This however is about to change in the near future, as XML/SOAP based solutions
are in the making, covering most of the interfaces defined by the OPC Foundation [6]. The
OPC Listener developed in this project, is written in C# for the .NET Framework which,
for now, is only available for Microsoft platforms. Although it is a bad thing to limit the
product to one platform, it is not much of a drawback just yet as nearly all OPC systems

are currently running on Microsoft platforms.
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9.3 Possible Extensions

In the subsection above the limitation of the OPC Listener to only work with Microsoft
solutions is mentioned. The OPC Listener is generically designed, allowing for easy im-
plementation of XML/SOAP based OPC interaction. This makes the OPC Listener more
generic in the sense that it can communicate with OPC Servers running on any platform,

although it, itself, is still restricted to run on a Microsoft platform.

As of now, configuration files do not conform to an XML Schema or the like, they simply
have a predefined structure which they must follow. The check is implemented by simply
processing the XML file looking for the expected elements, and errors are generated if they
do not appear. In the future the configuration files should conform to a XML Schema thereby
allowing for easy validation of the XML file, and easier ways of parsing the information held

in the configuration file.

The testing of the product is currently only done using a Release Test, however a good
extension would be to introduce automatic Unit Testing which would minimize the amount
of time spent locating minor errors. This could possibly be done using NUnit which is unit-
testing framework for all .NET languages. NUnit is initially ported from JUnit known from

the Java world.
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10 Conclusion

This project has resulted in the creation of a new Listener, OPC Listener, which Zonith
A/S can sell alongside their existing Alarm Control System (ACS). Furthermore, a report
documenting the analysis, design and implementation of the OPC Listener was created,
and analysis incorporating the fields of Domain Modelling and Formal Specification was in-
cluded. The Domain Modelling comprised the complete domain in which the OPC Listener
exists, although only the OPC Listener part itself was modelled into fine details. The Formal
Specification was used to analyze and structurally design the process of connecting to OPC
Servers, as well as the process of storing/persisting alarms locally until they with certainty
have been received by the ACS.

In order to make the product sellable, a User’s Guide was written as well (see Appendix
A). This helps users through the installation process as well as configuring the OPC Listener

to handle alarms/events from desired OPC Servers.

The project has taught me a great deal about the .NET Framework, and given me some
insight into what capabilities it has. Working with the world of OPC has given me some
insight which can be useful in many future projects/jobs. Problems arising from running
distributed OPC server/client systems, have given me a fair amount of knowledge on setting

up DCOM Configuration in Windows, and opening the OPC Specific ports on firewalls, etc.

Zonith A/S was very pleased with the project, and the final product, and as a result have
offered me a position as a Software Engineer in the company. A position which I have gladly

accepted.

As a whole, the project has been very educational and interesting. I am very pleased with

the result, and look forward to new challenges as a Zonith A/S employee.
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Appendices

Appendix A - Users Guide: The Users Guide is a document meant to ease the installa-
tion process and guide end users through the different setup possibilities available in
the OPC Listener.

Appendix B - Time Table: The Time Table documents how the time was spent, and

what milestones etc. were included in the process.

Appendix C - Use Case Screenshots: The Use Case Screenshots are used to aid the

reader get a better understanding of the Use Case Descriptions.

Appendix D - RSL Specifications: The RSL Specifications documents the developments
of the Formal Specification of the selected areas of the project. These specifications
each go through several iterations to get to the end result. The report only includes
the first and last specification, while the iterations leading from one to the other are

placed in this Appendix.

Appendix E - Coding Convention: The Coding Convention documents the style which
is used in the coding of the product.

Appendix F - Test Specification: The Test Specification documents the End-to-end test

performed on the system.

Appendix G - Broad Scope Diagram: The Broad scope diagram is a diagram showing

how the ACS is connected to several types of networks through various listeners.

Appendix H - Source Code: The Source Code is printouts of the C# source which en-

compass the OPC Listener and the Windows Service Framework.
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1.1

1.2

INTRODUCTION

The OPC Listener for Alarm Control System (ACS) provides the ability to
receive alarms from OPC compliant networks via the standard OPC interfaces
defined by the OPC Foundation.

For the OPC Listener to function the following is required:
e A running version of the Alarm Control System (ACS) software

This document will guide you through the installation, configuration and usage
of the OPC Listener.

Alarm Delivery

When the OPC Listener receives an Event/Alarm from an OPC Server (within
an OPC compliant network) it will verify that the Event/Alarm is of interest, and
propagate it into the ACS Server. The alarm will be visible in the list of ongoing
alarms.

If the listener receives alarms while the ACS server is taken down for
maintenance the alarms will not be lost. The listener collects the alarms and will
try to propagate them to ACS continuously. When ACS is in service again the
alarms will be delivered as normal. If the listener is stopped while trying to
propagate alarms to ACS it will persists the alarms it has collected before
shutting down. Of course no alarms will be delivered to ACS as long as the
listener is stopped and it will not be able to collect alarms as well. When the
listener is started it will load the persisted alarms and start delivering them to
ACS. Thus, it is important that the listener is installed as a service and runs all
the time. This provides the best alarm delivery guarantee.

System Requirements
The OPC Listener runs on the following platforms:
e Microsoft Windows 2003 Server

¢ Microsoft Windows 2000 Server
e Microsoft Windows XP SP1 and SP2

It is required that the .NET Compact Framework is installed, as well as OPC
Core Components.
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2 INSTALLATION

2.1 Prerequisites

Before installing the OPC Listener, you need to make sure you have the .NET
Compact Framework as well as the OPC Core Components installed on the
system.

2.1.1 |Installing .NET Compact Framework
Run the ‘NETCFSetup.msi’ installation file available on the CD-ROM and follow
the instructions.

2.1.2 Installing the OPC Core Components

Run the ‘OPC Core Components 2.00 Redistributable 2.20.msi’ installation file
available on the CD-ROM and follow the instructions.

2.2 Installing the OPC Listener

When running the ‘Setup.exe’ of the OPC Listener distribution set you are
presented with a standard installer program that takes care of installing the
software in an easy and user-friendly way:

i& OPC Listener EIEISI

Welcome to the OPC Listener Setup Wizard

ZONITH

The installer will guide you through the steps required ta install OPC Listener on your conpter.

Wt RMIMNG: Thiz computer program is protected by copyright lavw and international treaties.
Unauthorized duplication or distribution of thiz program, or any portion of it, may result in severe civil
aor criminal penalties, and will be prozecuted to the marimum extent pozsible under the law.

Canicel

When the license agreement has been accepted you are presented with the
proposed installation path for the software:
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i OPC Listener,

Select Installation Folder

ZONITH

The installer will install OPC Listener to the following folder.

Toinstall i this folder, click "Mext". To install to a different folder, enter it below or click "Browse",

Folder:

C:\Program Files\Eonith\OPC Listenert Browse...

Install OPC Listerer for wourself, ar for anyone who uzes this computer:

() Everyone
*) Just me

The installation-path can be modified, but please refer from using any special
characters like e, o and a. Please only use US characters only.

When the installation directory has been selected you are presented with a
screen allowing you to install the software

i OPC Listener

Confirm Installation

ZONITH

The installer is ready toinstall JPC Listenar on pour computer,

Click "Mext' ta start the installation.

[ Cancel ] l < Back ] | Mext >

When clicking the Next button all required files are copied to the installation
directory and you are asked for a username/password combination which the
OPC Listener Windows Service will run as. This must be a username which is
a member of the domain where the OPC Server is running. The username is
appended by the domain name such that a user, XY, in the domain Z, would be
written as XY@Z. Enter such a username/password combination and click Ok.
The software is not running at this point.
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When the installation program finishes, the OPC Listener directory hierarchy
should contain the following directories:

Directory Description

config

Contains configuration files.

languages

Contains database files.

doc

Contains User’s Guide.

logs

Contains log files. This does not exist after a new
installation; it is created once a log entry is
generated.

storage

Contains the binary data files with persisted
alarms. This does not exist after a new installation;
it is created once a log entry is generated.

OPC Listener 1.0.1

User's Guide

7(21)



3 CONFIGURATION

The <install-dir>\config\ directory contains all the OPC Listener

property files:

& config

File Edit  iew

eBack = L/I lﬁ /__j Search 0= Falders v

Favorites  Tools  Help

Address || C:\Program Files)Zonith|OPC Listenericonfig

Mame = Size
E] listener.chg 1KE
mlistener.properties 1KB
Blogﬂnet.conﬁg 3KB

File and Folder Tasks

=) Make a new Folder

3 Publish this folder to the
Weh

=? Share this folder

Other Places

[T OPC Listener

5} My Documents

d My Computer

la My Metwork Places

Details

Type

Microsoft Office Ou...
PROPERTIES File
Web Configuration ...

w | Go
Date Modified

04-05-2005 11:37
11-05-2005 10:02
02-03-2005 18:15

S[(=1ES

If the listener is installed on the same server that is running ACS, the

configuration of the listener works out of the box, but otherwise you will need to

edit a single file in this directory, namely 1istener.properties.

The content of this file is shown in the figure below:

for receiving alarms

listener.name=ACS OPC Listener
listener.companyNo=1

ice

# Properties for the listener framework,

listener.storage=storage\my_hsqgl_storage

configuring the settings

listener.acs.endPoint=http://localhost:8080/acs/services/AlarmServ

Here you can change different settings for the OPC Listener, but the only line
that typically should be changed to configure the system is:

® listener.acs.endpoint
Should point to the server running ACS
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4 LOG FACILITY
The listener provides two logging facilities: a message log and a system log.
The message log is used for logging status on sending the received alarms to
ACS. The message log is file based and logs only failures by default.
The system log is used for logging program warnings and errors. The system
log both appends program warnings and errors to the Windows Event Log
System and writes them to file. Logging to the Windows Event Log System is
convenient for monitoring purposes, whereas the file based log is convenient
for offline analysis.
Both file based message and system logs are so-called rolling logs, meaning
that the underlying file is rolled over at a certain frequency. A new file is created
to preserve the log history. The rolling schedule for both logs is set to rollover at
the beginning of each month. For example, at midnight of October 31st, 2003
<install-dir>\logs\messagelog.log Will be copiedto <install-
dir>\logs\messagelog.log.2004-10. Logging for the month of
November will be output to <install-dir>\logs\messagelog.log until it
is also rolled over the next month.
The logging configuration file is located at:
<install-dir>\config\logé4net.config
Note: Changes to the 1og4net.config file will only take effect after the
Listener has been (re)started.
4.1 Message Log
The listener will always log to <install-dir>\logs\messagelog.logifit
cannot deliver an alarm to ACS. It is recommended that you monitor this file.
The message log is always enabled and logs only delivery failures by default. It
is also possible to log when the listener delivers alarms successfully to ACS.
However, it is not recommended to use this option permanently. To enable
logging of all alarm delivery attempts to ACS change the following in
log4net.config:
<logger name="MessagelLog">
<level value="ERROR" />
<appender-ref ref="MessagelLogAppender" />
</logger>
to
<logger name="MessageLog">
<level value="ALL" />
<appender-ref ref="MessageLogAppender" />
</logger>
Remember that the message log will grow faster when it logs all alarm delivery
attempts.
4.2 Windows Application Event Log
The listener appends program warnings and errors to the Windows Application
Event Log for monitoring purposes. Entries are identified by the source name
'ACS OPC Listener'.
OPC Listener 1.0.1 User's Guide
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4.3 System Log

The listener will log program errors including invalid configuration and network
failures to the file <install-dir>\logs\systemlog.log. See Appendix A
for details on the log file format.
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5 RUNNING THE LISTENER

The <install-dir> directory contains executable programs. There are 2
executables in the directory: ‘OPC Configuration.exe’ which is the OPC
Listener Configuration Tool also reachable via the Programs Menu, and
‘Zonith.Listener.OpcListener.exe’ which is the executable executed as a
service. The latter of the two cannot be started as a stand alone program, thus
the OPC Listener must be executed as a Windows Service.

5.1 Running OPC Listener

The easiest way of starting the OPC Listener is via the OPC Listener
Configuration Tool. You simply select the Service tab and click Start Service.

E OPC Listener, Configuration glil@

Fle Language Help

Configuration Se'

Service is stopped...
Service Information

Dizplay Mame:  ACS OPC Listener
Service Mame:  ACS OPC Listener Service
Service Type: wWind20wnProcess

Service Statuz. Stopped

Start Service

ZONITH

OPC Listener Configuration & Zanith 4/5

The ACS OPC Listener Service can also be started and stopped from a
command line using the following commands:

net start "ACS OPC Listener Service"

net stop "ACS OPC Listener Service"

Starting the OPC Listener has no effect other than initializing the front and back
ends of the system unless a configuration file is specified. This configuration file
is created using the OPC Listener Configuration Tool, allowing users to select
which alarms should be intercepted, etc. For a complete guide on creating
configuration files, please see Section 6 of the User’s Guide.

The configuration file must be named 1istener.cfg and must be located in
<install-dir>\config\.

Note: Configuration files can be saved anywhere for later use, but only the one
located at <install-dir>\config\listener.cfqg is used by the OPC
Listener. Once the OPC Listener is started (by clicking Start Service), the OPC
Listener is running, and the OPC Listener Configuration Tool can be shut down.
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6.1

™ OPC Listener, Conf
FIEN Language Help

OPC LISTENER CONFIGURATION TOOL

Configuration files created using the OPC Listener Configuration Tool are used
to tell the OPC Listener which alarms should be intercepted and propagated to
the ACS. This section will guide you through the setup of such a configuration

file.
nern Configuration
Help

Menus

OPC Listener, Confi

z NERRIEREN Help

6.2

OPC Listener 1

O Hew Chrl+M p v | English = @ About OPC Listener Configuration. .. |
& Open  Chl+O | Dansk b o

Save as... |

Exit Chrl+

File Menu

The File Menu allows the user to create new configurations as well as save and
open existing ones. It also has the option of exiting the OPC Listener
Configuration Tool.

Language Menu

The Language menu allows the user to switch between different languages
affecting the look of the OPC Listener Configuration Tool.

Help Menu

The Help menu allows the user to see an ‘About’ dialog displaying information
about the OPC Listener Configuration Tool.

Adding a connection to an OPC Server

To add a new connection to an OPC Server to the configuration, you click on
Add Server. This will adds a new server element in the list of servers, and you
now have the possibility of configuring a few things for the server.

.0.1 User's Guide
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1% opc Listener, Configuration

File Language Help
”E.Io.nh-gurat-l.on | Service
Servers Server Infomation
= i Servers OPC Server name: '-iEeL-'-.l Server 1 [ ] select...
= New Server 1
OFY Server Host: | |
ATS Default Urit|d: | |
ACS Defaul Area Groups: | |
Connection Type: s COM L |
ALCS Alarm Codes
ACS Alarm Code: | _l
£dd Alam Code J
| MOME
[ Remove Selected ]
I Add Server I
[ Add B8E Subseription || Add DA Subscrition |
Adds a Server @ Zonith A4S

Unless you know the exact name of the OPC Server you want to connect to,
click Select... and choose the desired server from the list of servers. If you
want to connect to a remote server, you must enter the DNS name of the
server or its IP address.

(= Select Server, E”E|gl
| Lizt Servers

Host:

Softing OPCT oolboxDemo_ServertE. 1
Tz0pcSource AES ample.40
T:0pcSource. EventS ample. 40
Tz0pcSource. Datas ample. 40
Ts0pcSource. DAS ample. 40
OFCMT_Sre 1

Softing OPCT oolboxDemo_ServerDa, 1
Schneider-aut OF5.2

Default Unit Id

The Default Unit Id which you want to use for this server. This Unit |d must be
exactly the same as the one you have defined in the ACS (the Remote Unit 1d)
in order to display alarms correctly in the ACS. The reason this is called the
default Remote Unit Id is because each subscription created on this server
have the possibility of overriding this value if needed.

Default Area Groups

The Default Area Groups which like the Default Unit Id have to be exact
matches of Area Groups defined in the ACS in order to function correcily.
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Connection Type

The Connection Type can be set to either COM or XML, but version 1.0.1 only
supports COM servers. Please contact Zonith A/S for information on when to
expect XML support.

6.2.1 ACS Alarm Codes

ACS Alarm Code
ACS Alarm Codes can be created to match any Alarm Codes (Code Mappings

on Remote Units) created in the ACS. Values entered in this list should match
the values named Code in the Code Mappings for a Remote Unit in the ACS.

Add Alarm Code
This button causes the Alarm Code entered above to be added to the list of

ACS Alarm Codes. To delete an Alarm Code, select it in the list and hit the
delete key.

6.3 Adding a Data Access subscription to the server

To add a Data Access subscription to a server you select the server in the list
of servers, and click Add DA Subscription. This will add the subscription
element to the list of servers, and you now have the possibility of configuring
the alarms you want to intercept.

{® opC Listener, Configuration
File Language Help

Configuration | Service

Servers Subszeription Infarmation

o EL
£g Senvers Enatled: & an < ai
== New Server 1
Mew Subscription 1 Subscription N ame:

ACS Unit I d:
ACS Area Groups:

Message Format: fiternname has value $ralue

[ valug ][ itern name ][ item path ]
[ result ][ server ][ subscription ]
Alarn State: * Boolean " SingleValue ¢ Range
TRUE v
ACS Alarm Code: NONE b
[ Femove Selected ]
[ Add Server
[ Add B4 Subscription || Add DA Subsciption |
ZONITH
OPC Listener Configuration @ Fonith A75

Enabled/Disabled

This option allows you to select whether the subscription should be enabled or
disabled. Enabled subscriptions intercept the alarms defined while disabled
subscriptions do not. The reason for having such an option is to be able to keep
subscriptions in the configuration although they might not be used at the
moment.

Subscription Name

The Subscription Name is an arbitrary, but unique, name of the subscription.
This can be used to give the subscription a meaningful name describing which
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alarms are intercepted. An example of such a name could be ‘Water level too
low subscription’ or the like.

Unit Id and Area Groups

The Unit Id and Area Groups allow you to override the default Unit Id and Area
Groups defined in the server. The Unit Id should only be changed if the alarms
should appear as coming from a different Remote Unit, while changing the
values of the Area Groups enables the user to define very specific
competencies or geographic locations required for each alarm.

Message Format

The Message Format is the actual content of the alarm message sent to the
ACS. The value of this field can contain static text which the user enters him-
/herself, or it can contain dynamic content which is added upon reception of an
alarm. The dynamic content for Data Access subscriptions can be one of the
following:
e value
o The value read from the selected item. This can either be a
number or a Boolean value.
e item name
o The name of the selected item in the OPC Server.

e item path
o The path of the selected item in the OPC Server.
e result

o Aresult indicating whether the fetch value operation was
successfully executed.
e server
o The name of the OPC server which the item is located on.
e subscription
o The subscription name defined above.
e formula

o Possibility of adding a mathematical formula. This is primarily
used to scale values to stay within a given range, but could be
used for other things as well. An example of how to use the
formula element is shown here: ‘$formula($value * 2)’ which will
calculate the value of the item multiplied by 2. It is a good idea to
use parentheses often in order to obtain the correct
computation. It is important to note that all results are in
radians.

o The mathematical functions which are available for use within
the $formula(...) element are:

* + [Addition]

e Example: 1+2 which yields 3
= - [Subtraction]

e Example: 6-2 which yields 4
= *[Multiplication]

e Example: 2*4 which yields 8

= /[Division]
e Example: 14/2 which yields 7
= A [Power]
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e Example: 4"2 which yields 16
= & [Root]

e Example: 2&4 which yields 2 (better known as the
square root of 4)

e Example: 3&4 which yields 1.587 (better known
as the third/cube root of 4)

* sin [Sine]

e Example: sin0.5 which yields 0.479
= cos [Cosine]

e Example: cos0.5 which yields 0.878
= tan[Tangent]

e Example: tan0.5 which yields 0.546
= Asin [Arc Sine]

e Example: Asin0.5 which yields 0.524
= Acos [Arc Cosine]

e Example: Acos0.5 which yields 1.047
= Atan [Arc Tangent]

e Example: Atan0.5 which yields 0.464
= sinh [Hyperbolic Sine]

e Example: sinh0.5 which yields 0.521
= cosh [Hyperbolic Cosine]

e Example: cosh0.5 which yields 1.128
= tanh [Hyperbolic Tangent]

e Example: tanh0.5 which yields 0.462
* |og [Logarithm Base 10]

e Example: log3 which yields 0.477
= In [Natural Logarithm]

e Example: In3 which yields 1.099
I [Factorial]
e Example: 5! Which yields 120

o Furthermore the following constants can be used:

= pi

e Corresponding to the value 3.1415926...

e Corresponding to the value 2.7182818...

o To ease the writing of very small decimal numbers one can also
use ‘Big E notation’. This means that you can write 25E-5
instead of 0.00025.

Item

The Item is the item from the OPC Server which is surveyed for changes.
Unless you know the exact name of the desired item, you should click
Select... and choose the desired item from the list.

OPC Listener 1.0.1 User's Guide
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Alarm State

The Alarm State indicates which type of alarm should be intercepted. The
way an alarm is identified is by looking at the value, and checking whether it
falls within the rules defined in here. There are the following three options:

e Boolean

o The value of the ltem will be either true or false (or 1 or 0)
where only one of them will indicate an alarm.

e Single Value
o The value of the item can be any number, but only if the value

is exactly the same as the number specified here is it
considered an alarm.

e Range
o The value of the item can be any number, but only if the value

falls between the lower and higher limit of the range specified
here is it considered an alarm.

ACS Alarm Code

The ACS Alarm Code is what corresponds to Code Mappings on Remote
Units in the ACS. If you have defined a special Code Mapping in the ACS
which you want to use for this alarm, you must define an ACS Alarm Code
with the same Code as used in the ACS. This ACS Alarm Code needs to be
specified for the server which this subscription belongs to in order for it to
appear in the select box.

6.4 Adding an Alarms & Events subscription to the server

To add an Alarms & Events subscription to a server you select the server in the
list of servers, and click Add A&E Subscription. This will add the subscription
element to the list of servers, and you now have the possibility of configuring
the alarms you want to intercept.

{® opC Listener, Configuration
File Language Help

Configuration | Service

Servers
= E::L Servers
== New Server 1
Mew Subscription 1

Adds an AE Subscription

Subszeription Infarmation
Enabled:

Subseription Nare:
ACS Unit I d:

ACS Area Groups:

Meszage Format:

& On

€ Off

$message

[ FOUICE ][ severity ][ message ]
[ condition ][ server ][ subscription ]
Filter Severity Mappingz
Enabled: " On o 0if Range: ACS Alarm Code:
Sources: -M MHONE v
Alzas [ Select... ] [ Add Mapping
Event Type: Al B
Event Category Ids:
[ Femove Selected ]
Highest Severity: 1000 1000 = Mo Highest Severity
[ Add Server
Lawest Severity 0 0 = Mo Lowest Severity
| Add B4 Subscription || Add DA Subsciption |
@ Zonith A/S

Enabled/Disabled

This is the same as for Data Access subscriptions.
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Subscription Name
This is the same as for Data Access subscriptions.

Unit Id and Area Groups
This is the same as for Data Access subscriptions.

Message Format

The Message Format is the actual content of the alarm message sent to the
ACS. The value of this field can contain static text which the user enters him-
/herself, or it can contain dynamic content which is added upon reception of an
alarm. The dynamic content for Data Access subscriptions can be one of the

following:
e Source
o The name of the source where the alarm emerged from.
e Severity
o The severity of the alarm. This is a number between 0 and 1000.
e Message

o The message associated with the alarm. This message
originates from the OPC Server.

e Condition
o The condition which caused this alarm to be generated.
e Server

o The name of the OPC server which the source is located on.
e Subscription

o The subscription name defined above.
e Formula

o The same as for Data Access subscriptions.

6.4.1 Filter

Enabled/Disabled

This option allows you to select whether the filter should be enabled or
disabled. Enabling the filter causes the subscription to merely intercept the
alarm types defined in the filter, while disabling it causes the subscription to
intercept all alarms.

Sources

This is the list of sources from the OPC server which should be surveyed.
Leaving this field empty is the same as selecting all sources. When selecting
multiple sources, these should be separated by commas. It is recommended
that you use the Select... button to select the desired sources.

Areas

This is the list of areas within the OPC Server which should be surveyed.
Surveying an area causes the subscription to intercept all alarms from sources
located in that area unless otherwise specified in the sources field above.
When selecting multiple areas, these should be separated by commas. It is
recommended that you use the Select... button to select the desired areas.
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Event Type
This is the type of events which should be intercepted.

Event Category lds

This is the list of event category ids which should be surveyed. Surveying an
event category id causes the subscription to only intercept the alarms which are
associated with this event category id. When selecting multiple event category
ids, these should be separated by commas. It is recommended that you use the
Select... button to select the desired event category ids, as this also gives you
the possibility to see their display names instead of the raw numbers.

Highest Severity

The highest severity allows you to put an upper limit on which alarms you want
to intercept based on their severity values. This number should always be
greater than or equal to the lowest severity. Alarms with severities higher than
the value defined here will not be intercepted. 1000 is the maximum severity an
alarm can have, and thus entering this value causes the subscription to
intercept all alarms (with severities greater than or equal to the lowest severity).

Lowest Severity

The lowest severity allows you to put a lower limit on which alarms you want to
intercept based on their severity values. This number should always be less
than or equal to the highest severity. Alarms with severities lower than the
value defined here will not be intercepted. 0 is the minimum severity an alarm
can have, and thus entering this value cases the subscription to intercept all
alarms (with severities less than or equal to the highest severity).

6.4.2 Severity Mappings

Range

Here you can define a range of severities which should be mapped to the ACS
Alarm Code selected in the next field. This value can be one of the following:

e Single value
o A single number between 0 and 1000
e Range

o Two numbers between 0 and 1000 separated by a dash (-). The
first number must be less than the second number.

ACS Alarm Code

This is the ACS Alarm code which should be mapped to. If you have an ACS
Alarm Code by the name of ‘LOW’, this could possibly cover the range of
severities ranging from 0 to 200. Thus you would enter ‘0-200’ as the range and
select LOW as the ACS Alarm Code.

Add Mapping

This button causes the mapping defined above to be added to the list of
Severity Mappings. To delete a severity mapping, select it in the list and hit the
delete key.
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APPENDIX A - LOG FILE FORMAT

This appendix describes the log message format used by the listener system
log file.

The first line of each message begins with ##### followed by the message
header. The message header provides the run-time context of the message.
Each attribute of the message is contained between square brackets. Lines
following the message body are only present for messages logging an
exception and display the stack trace for the exception.

The general format of a log message is as follows:

##### [Timestamp] [Severity] [Location] [Product] [ThreadID]
[MessageText]

The following is an example of a log message:

#####[2004-06-23 15:37:41,025] [FATAL]
[Zonith.Listener.AbstractService.OnStart (:0)] [OPC Listener]
[3068] [Could not start OPC Listener Service]

Note: The character encoding used in writing the system log file is the default
character encoding of the host system.

Message Attributes

Each log message saved in the system log file contains the attributes listed in
the following table:

Attribute Description

Timestamp The time and date when the message originated, in a format
that is specific to the locale.

Severity Indicates the degree of impact or seriousness of the alarm
reported by the message. See Message Severity below.

Location Location in the code where the message originates from

Product This attribute denotes the product that was the source of the
message. In this case, OPC Listener.

ThreadlD |dentify the thread that originated the message.

MessageText The actual message text defined by the developer of the
program.
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Message Severity

The listener log messages have an attribute called severity that reflects the
importance or potential impact on usage of the system. The defined severities
are listed below in order of severity with Fatal being the highest severity:

Severity Meaning

Fatal The server is in an unusable state. This severity indicates a
severe system failure and restarting the server is the only
solution.

Error A system or service error has occurred. The system may be

able to recover but there might be a momentary loss, or
permanent degradation, of service.

Warn A suspicious operation or configuration has occurred but it may
not have an impact on normal operation.

Info Used for reporting normal operations and behaviour.
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scheme Connecting_itl =
class
type
Details,
SubscriptionElem = Text x Details,
ServerElem = Text x SubscriptionElem-set,
ConfigFile = ServerElem-set,
Handler = Text x SubscriptionElem

value
empty : ConfigFile,
createSubscriptions : ConfigFile — Handler-set

axiom
empty = {},
Vv C : ConfigFile ¢
createSubscriptions(C) =
{(TL.81) |
(T1, S1) : Handler «
3
(T2, S2) : ServerElem,
(T3, D) : SubscriptionElem

(T2,52) e CA(T3,D) € S2 A
(T3, D) =S1 AT1=T2}
end



scheme Connecting_it2a =
class
type

Details,

SubscriptionElem = Text x Details,

ServerElem = Text x SubscriptionElem-set,

ConfigFile = ServerElem-set,

Handler = Text x SubscriptionElem,

Handlers = Handler-set,

Input ==
mk_createHandler(ServerElem, SubscriptionElem) |
mk_createHandlers(ConfigFile),

Output == create_succeeded | create_failed

value
evaluate : Input x Handlers — Handlers x Output

axiom
/x Create a single handler (result is added to
the list) */
v
H : Handlers, S1 : ServerElem, S2 : SubscriptionElem

evaluate(mk_createHandler(S1, S2), H) =
let (server_name, subscriptions) = S1 in
if (S2 € subscriptions)
then
(H U {(server_name, S2)}, create_succeeded)
else (H, create_failed)
end
end,
/* Create a handlers for server elements in the
config file (result is added to the list) */
V H : Handlers, C : ConfigFile ¢
evaluate(mk_createHandlers(C), H)

let
outputs =
{O]
O : (Handlers x Output) «
(V (server, subscriptions) : ServerElem e
(server, subscriptions) € C A
(V S1 : SubscriptionElem e
S1 € subscriptions A
O =
evaluate(
mk_createHandler(
(server, subscriptions), S1),
)},
handlerSets =

{H1 |
(H1, O) : (Handlers x Output) e



(H1, O) € outputs A
O = create_succeeded},
handlers =
{HL |
H1 : Handler «
(V HS : Handlers ¢
HS € handlerSets A H1 € HS)}
in
(H U handlers, create_succeeded)
end
end



scheme Connecting_it2b =
class
type
Details,
SubscriptionElem = Text x Details,
ServerElem = Text x SubscriptionElem-set,
ConfigFile = ServerElem-set,
Handler = Text x SubscriptionElem

value
createSubscriptions : ConfigFile — Handler-set

axiom
/x Create handlers for server elements in the
config file */
vV C : ConfigFile ¢
createSubscriptions(C) as H post
H =
{(r1, 81y |
(T1, S1) : Handler -
3
(T2, S2) : ServerElem,
(T3, D) : SubscriptionElem

(T2,82) e CA(T3,D) € S2 A
(T3,D) =S1 ATl =T2} Acard H = card C
end



object Connecting_it3 :
class
variable
connectedServers : ServerElem-set,
handlers : Handler-set

type
Details,
SubscriptionType == AE | DA,
ServerType == AE | DA | BOTH,
SubscriptionElem = Text x SubscriptionType x Details,
ServerElem =
Text x ServerType x SubscriptionElem-set,
ConfigFile = ServerElem-set,
AeDetails,
DaDetails,
Handler ==
mk_AE _subscription(
aename : Text, details : AeDetails) |
mk_DA subscription(
da_name : Text, details : DaDetails)

value

connectToServers : ConfigFile — Bool,

connectToAeServers : ServerElem-set — Bool,

createAeSubscription : SubscriptionElem — Bool,

/* Gets the AE details from an AE subscription
element */

getAeDetails : SubscriptionElem — AeDetails,

connectToDaServers : ServerElem-set — Bool,

createDaSubscription : SubscriptionElem — Bool,

/* Gets the DA details from a DA subscription
element */

getDaDetails : SubscriptionElem — DaDetails

axiom
/* Connect to servers in config file x/
vV C : ConfigFile «
connectToServers(C) =
let
servers = {S | S : ServerElem « S € C},
aeServers =
{(Sname, Stype, Ssubs) |
(Sname, Stype, Ssubs) : ServerElem ¢
(Sname, Stype, Ssubs) € servers A
(Stype = AE V Stype = BOTH)},
daServers =
{(Sname, Stype, Ssubs) |
(Sname, Stype, Ssubs) : ServerElem ¢
(Sname, Stype, Ssubs) € servers A
(Stype = DA V Stype = BOTH)}



in
connectToAeServers(aeServers) A
connectToDaServers(daServers)
end,
/* Connect to AE servers /
V S : ServerElem-set ¢
connectToAeServers(S)
let
subs =
{subscription |
subscription : SubscriptionElem,
(serverName, serverType, subscriptions) :
ServerElem e
(serverName, serverType, subscriptions) €
S A subscription € subscriptions A
serverType = AE A
createAeSubscription(subscription)}

in
connectedServers := connectedServers U S ;
true
end,
/* Create an AE Subscription */
V S : SubscriptionElem o
createAeSubscription(S) =
let (subName, subType, subDetails) = S in
if (subType = AE)

then
let
handler =
mk_AE _subscription(
subName, getAeDetails(S))
in
handlers := handlers U {handler} ; true
end
else true
end
end,

/* Connect to DA servers x/
V S : ServerElem-set »
connectToAeServers(S) =

let
subs =
{subscription |
subscription : SubscriptionElem,
(serverName, serverType, subscriptions) :
ServerElem e
(serverName, serverType, subscriptions) €
S A subscription € subscriptions A
serverType = DA A
createAeSubscription(subscription) }
in



connectedServers := connectedServers U S ;
true
end,
/* Create a DA Subscription %/
¥V S : SubscriptionElem o
createAeSubscription(S) =
let (subName, subType, subDetails) = S in
if (subType = DA)

then
let
handler =
mk_DA _subscription(
subName, getDaDetails(S))
in
handlers := handlers U {handler} ; true
end
else true
end
end

end



object Connecting_it4 :
class
variable
connectedServers : ServerElem-set,
handlers : Handler-set,
/* The list within the OPC server of all the connected
subscribers */
subscribers : Handler-set

type
AeSpecifics,
DaSpecifics,
RemoteUnit,
AreaGroups,
MessageFormat,
CommonDetails =
RemoteUnit x AreaGroups x MessageFormat,
Details ==
mk_AE_details(CommonDetails, AeSpecifics) |
mk DA _details(CommonDetails, DaSpecifics),
SubscriptionType == AE | DA,
ServerType == AE | DA | BOTH,
SubscriptionElem ==
mk _subscription(
subscription_name : Text,
subscription_type : SubscriptionType,
subscription_details : Details),
ServerElem ==
mk_server(
server_name : Text,
server_type : ServerType,
server_subscriptions : SubscriptionElem-set),
ConfigFile = ServerElem-set,
Handler ==
mk_AE _subscription(
acname : Text, details : AeSpecifics) |
mk_DA _subscription(
da_name : Text, details : DaSpecifics)

value
connectToServers : ConfigFile — Bool,
connectToAeServers : ServerElem-set — Bool,
createAeSubscription : SubscriptionElem — Bool,
connectToDaServers : ServerElem-set — Bool,
createDaSubscription : SubscriptionElem — Bool

axiom
/* Connect to servers in config file
post: There must be created the same number
of handlers as there are subscriptions
in the config file.



*/
vV C : ConfigFile «
connectToServers(C) =
let
servers = {S | S : ServerElem « S € C},
aeServers =
{server |
server : ServerElem e
server € servers A
(server_type(server) = AE V
server_type(server) = BOTH)},
daServers =
{server |
server : ServerElem e
server € servers A
(server_type(server) = DA V
server_type(server) = BOTH)}
in
(connectToAeServers(aeServers) A
connectToDaServers(daServers))
post
(card handlers =
card {s |
s : SubscriptionElem ¢
(V serv : ServerElem e
serv € C A
SIS
server_subscriptions(serv))})
end,
/+ Connect to AE servers
post: The given set of servers must be a
subset of the servers connected to.
*/
V S : ServerElem-set ¢
connectToAeServers(S) =

let
subs =
{subscription |
subscription : SubscriptionElem,
server : ServerElem e
server € S A
subscription €
server_subscriptions(server) A
server_type(server) = AE A
createAeSubscription(subscription) }
in
(connectedServers := connectedServers U S ;
true)
post
(S C connectedServers)
end

3



/* Create an AE Subscription
post: The handler is is added to the list of
handlers.
Y
¥V S : SubscriptionElem o
createAeSubscription(S) =
if (subscription_type(S) = AE)
then
let
mk_AE_details(common, aeDetails) =
subscription_details(S),
handler =
mk_AE_subscription(
subscription_name(S), aeDetails)

in
(handlers := handlers U {handler} ; true)
post
handler € handlers
end
else true
end,

/* Connect to DA servers
post: The given set of servers must be a
subset of the servers connected to.
*/
V S : ServerElem-set ¢
connectToAeServers(S) =

let
subs =
{subscription |
subscription : SubscriptionElem,
server : ServerElem o
server € S A
subscription €
server_subscriptions(server) A
server_type(server) = DA A
createAeSubscription(subscription)}
in
(connectedServers := connectedServers U S ;
true)
post
(S C connectedServers)
end,

/* Create a DA Subscription
post: The handler is is added to the list of
handlers.
*/
V S : SubscriptionElem o
createAeSubscription(S) =
if (subscription_type(S) = DA)
then

10



let
mk_DA _details(common, daDetails) =
subscription_details(S),
handler =
mk_DA _subscription(
subscription_name(S), daDetails)

in
(handlers := handlers U {handler} ; true)
post
handler € handlers
end
else true
end,

/* The list of connected handlers must always
be a subset of the OPC servers list of
connected handlers

*/

handlers C subscribers

end

11



scheme Persisting_it1 =
class
type Event, Storage = Event-set

value
empty : Storage,
add : Storage x Event — Storage,
delete : Storage x Event — Storage,
hasWaitingEvent : Storage — Bool,
retrieveEvent : Storage — Event,
transmit : Event — Bool

axiom
empty = {},
/* Add an event to the storage */
vV E : Event, S : Storage » add(S, E) = S U {E},
/* Delete an event from the storage */
V E : Event, S : Storage * delete(S, E) = S \ {E},
/x Check if the storage has waiting events */
vV E : Event, S : Storage ¢
hasWaitingEvent(S) = (3 E : Event « E € S)
end

12



scheme Persisting_it2a =

class
type
Id = Int,
Details,

Event = Id x Details,
Storage = Event-set,
Input ==
mk_empty |
mk_add(Event) |
mk_delete(Event) |
mk_hasWaitingEvent |
mk_retrieveEvent,
Output ==
empty_storage |
event_added |
event_deleted |
no_events_waiting |
events_waiting(Nat) |
event_retrieved(Event) |
error_retrieving_event

value
evaluate : Input x Storage — Storage x Output,
transmit : Event — Bool

axiom
V S : Storage ¢
evaluate(mk_empty, S) = ({}, empty_storage),
/+ Add an event to the storage
post: The event is added to the storage
f
V E : Event, S : Storage
evaluate(mk_add(E), S) = (S U {E}, event_added),
/* Delete an event from the storage
post: The event is deleted from the storage
*
/
vV E : Event, S : Storage ¢
evaluate(mk_delete(E), S) = (S \ {E}, event_deleted),
/x Check if the storage has waiting events */
V S : Storage ¢
evaluate(mk_hasWaitingEvent, S) =
if (3E : Event « E € 5)
then (S, events_waiting(card S))
else (S, no_events_waiting)
end,
/* Retrieve an event from the storage
pre: The event is in the storage
post: The event is still in the storage (use delete to remove)
*
/
V E : Event, S : Storage

13



evaluate(mk_retrieveEvent, S) =
if (card (S) > 0AE €9)
then (S, event_retrieved(E))
else (S, error_retrieving_event)
end,
/* Events are unique */
V E1, E2 : Event ¢
El=E2 =
let (id1, detailsl) = E1, (id2, details2) = E2 in
idl = id2 A detailsl = details2
end
end
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scheme
class

Persisting_it2b =

type

Id = Int,

Details,

Event = Id x Details,
Storage = Event-set

value

add : Storage x Event — Storage,
delete : Storage x Event — Storage,
hasWaitingEvent : Storage — Bool,
retrieveEvent : Storage — Event,
transmit : Event — Bool

axiom

end

/* Add an event to the storage
post: The event is added to the storage
*/

vV E : Event, S : Storage ¢
add(S, E) as S1 post S1 =S U {E},
/* Delete an event from the storage
post: The event is deleted from the storage
*
/

V E : Event, S : Storage
delete(S, E) as S1 post S1 = S\ {E},
/* Check if the storage has waiting events %/
V S : Storage » hasWaitingEvent(S) = card S > 0,
/* Retrieve an event from the storage
post: The event is still in the storage (use delete to remove)
ES
/

V S : Storage « retrieveEvent(S) as E post E € S|
/* Events are unique */
V E1, E2 : Event ¢
El=E2=
let (id1, detailsl) = E1, (id2, details2) = E2 in
idl = id2
end
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scheme Persisting_it3 =
class
type

Id = Int,

Timestamp,

Code,

Unitld,

AreaGroups,

Event ==

event(

id : 1d,
timestamp : Timestamp,
code : Code,
unitid : Unitld,
areagroups : AreaGroups,
text : Text),

Storage = Event-set

value
add : Storage x Event — Storage,
delete : Storage x Event — Storage,
hasWaitingEvent : Storage — Bool,
retrieveEvent : Storage — Event,
transmit : Event — Bool

axiom
/* Add an event to the storage
pre: The event cannot already be in the storage
post: The event is added to the storage
*/
vV E : Event, S : Storage ¢
add(S, E) as S1 post S1 =S U {E} pre E ¢ S,
/* Delete an event from the storage
pre: The event is in the storage
post: The event is deleted from the storage
/
vV E : Event, S : Storage ¢
delete(S, E) as S1 post S1 =S\ {E} pre E € S,
/* Check if the storage has waiting events */
V S : Storage ¢ hasWaitingEvent(S) = card S > 0,
/* Retrieve an event from the storage
pre: The event is in the storage
post: The event is still in the storage (use
delete to remove)
*/
vV E : Event, S : Storage ¢
retrieveEvent(S) as E post E € S pre E € S|
/* Transmit the event to ACS
pre: The event is in the storage (not implemented
here)

*/

16



vV E : Event « transmit(E) = true,

/* Events have uniqe id's */

Y E1, E2 : Event « E1 = E2 = id(E1) = id(E2)
end
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object Persisting_it4 :

class
variable
storage : Event-set
type
Id = Int,
Timestamp, Code, Unitld, AreaGroups,
Event == event(id : Id, timestamp: Timestamp, code : Code, unitid

: Unitld, areagroups : AreaGroups, text : Text)

value

add : Event — write storage Unit,

delete : Event — write storage Unit,
hasWaitingEvent : Unit — read storage Bool,
retrieveEvent : Unit — read storage Event,
transmit : Event — Bool

axiom

end

/* Add an event to the storage
pre: The event cannot already be in the storage
post: The event is added to the storage
*
/
V E : Event « add(E) = if (E ¢ storage) then storage :=
storage U {E} end,
/* Delete an event from the storage
pre: The event is in the storage
post: The event is deleted from the storage
*
/
V E : Event « delete(E) = if (E € storage) then storage
:= storage \ {E} end,
/* Check if the storage has waiting events */
hasWaitingEvent() = card storage > 0,
/* Retrieve an event from the storage
pre: The event is in the storage
post: The event is still in the storage (use delete to remove)
*
/
YV E : Event « retrieveEvent() as E post E € storage pre E € storage,
/* Transmit the event to ACS
pre: The event is in the storage
*
/

V E : Event « transmit(E) = true pre E € storage,

/* Events have uniqe id’s x/
V E1, E2 : Event » E1 = E2 = id(E1) = id(E2)

18



object Persisting_it5 :
class
variable storage : Event-set, acs_storage : Event-set

type
Id = Int,
Timestamp = Int,
Code,
Unitld,
AreaGroups,
Event ==
event(
id : Id,
timestamp : Timestamp,
code : Code,
unitid : Unitld,
areagroups : AreaGroups,
text : Text)
value

add : Event — write storage Unit,

delete : Event — write storage Unit,
hasWaitingEvent : Unit — read storage Bool,
retrieveEvent : Unit — read storage Event,
transmit : Event — Bool,

back_end : Unit — Unit,

run : Unit — Unit,

/* Reception of an alarm x/
alarmFromFrontEnd : Unit — Event

axiom

/* Add an event to the storage
pre: The event cannot already be in the storage
post: The event is added to the storage

y

V E : Event

add(E) =

if (E ¢ storage)
then storage := storage U {E}
end,

/* Delete an event from the storage
pre: The event is in the storage
post: The event is deleted from the storage

*/

V E : Event
delete(E) =
if (E € storage) then storage := storage \ {E}
end,

/* Check if the storage has waiting events */
hasWaitingEvent() = card storage > 0,
/* Retrieve an event (the oldest) from the storage

19



pre: The event is in the storage
post: The event is still in the storage (use
delete to remove)
/
V E : Event ¢
retrieveEvent() as E post
hasWaitingEvent() A E € storage
pre
hasWaitingEvent() A E € storage A
(V E1: Event -
El € storage A E1 # E A
timestamp(E) < timestamp(E1)),
/* Transmit the event to ACS
pre: The event is in the storage
post: The event is added to the ACS storage
*/
V E : Event
transmit(E) =
(acs_storage := acs_storage U {E} ; true)
pre E € storage,
/* Events have uniqe id’s x/
vV E1, E2 : Event « E1 = E2 = id(El) = id(E2),
/* The back—ends functionality is to continuously
perform the run() function, as well as handle
incoming alarms
*/
back_end() = run() || add(alarmFromFrontEnd()),
/* The body of the back—end. Continuously check
if alarms are availble for transmission, and
transmit them.
*/
run() =
if hasWaitingEvent()
then
let event = retrieveEvent() in
if transmit(event) then delete(event) end
end
end
end

20
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