The Poor Man's Guideto
ComputerNetworksandtheir Applications

Robin Sharp

Informatics and Mathematical Modelling, DTU

April 2004

Contents
1 Intro duction
2 Net works

3 Layered Arc hitectures
3.1 The OSl ReferenceModel . . . . . . . .. . . ... .. ... ..
3.2 Other layeredarchitectures . . . . . . . . . . . . . ..

4 Services and Proto cols
4.1 SEIVICES . . . . o e
4.2 Quality of Service. . . . . . . .
4.3 Protocols . . . . . . . e

5 Network Technology
5.1 ROULEIS . . . . . e e e e
5.2 Bridges . . . . . e e
5.3 LAN Tednologies . . . . . . . . . . e e e

6 Basic Proto cols in the Internet
6.1 Internet Protocol, IP . . . . . . . .
6.2 TransmissionControl Protocol, TCP . . . . . . . . . . . . . . . . . ...
6.3 UserDatagram Protocol, UDP . . . . . . . ... . ... ... ...
6.4 Internet Application Layer Protocols . . . . ... ... .. ... ... ........

7 Simple Mail Transfer Proto col, SMTP
7.1 The Basic SMTP protocol . . . . . .. . . . .. . ..
7.2 MIME . . . . e

10
10
15
16

21
22
23
24

29
31
36
39
40



2 1 INTRODUCTION

8 HTTP and the World Wide Web 49
8.1 Uniform Resourceldentiers . . . . . . . . . . 49
8.2 Hypertext TransferProtocols . . . . . .. . . .. ... .. ... . ... .. ..., 52

9 Network Programming with Sockets 56
9.1 JavaClient Sockets . . . . . . . . 58
9.2 Java Sener SocketS. . . . . . .. 63

10 Remote Pro cedures and Ob jects 64
10.1 Remote ProcedureCall . . . . . . . . . . e e 64
10.2Binding . . . . . e e e e e 67
10.3 Remote Object Invocation . . . . . . . . . . . . . . . e 67

11 CORBA 75
11.1 The Object RequestBroker . . . . . . . . . . . . . . . . . . i 76
11.2 CORBA Interfacesand the CORBA IDL . . . . . . . . . . . . . . ... 78
11.3 CORBA Clients and Serners. . . . . . v v o e e e e e e e e e e e 79

12 Web Services and SOAP 85
12.1 XML Encoding of the RequestMessage . . . . . . . . . . . . . . ... .. ..... 88
12.2 SOAP RespnNseMeSSages. . . . . v v v v v e e e e e e e e e e e 88
12.3 SOAP TYPES . . . . o e e e e e e e e 89
12.4 Web ServiceClients and Seners . . . . . . . o 0 o e e e 92

13 Further Reading 97

1 Intro duction

These days, computers very rarely operate on their own. Instead, they are connected
together by computer networks which enablethem to exchangeinformation. There canbe
many reasonsfor wanting to do this in relation to a particular computer application. For
example:

The application may directly involve transfer of information betweenhuman users,
asin systemsfor transferring e-mail or other documerts, or in teleconferencing.
The application may involve a needto accessan information baseof somekind, as
in searting the World Wide Web, electronic banking or databaseapplications.

The application may need seweral computersto collaborate on performing a large
calculation, or to share data or other resourcesasin many technical computations
in engineering,the natural sciencesand economicmodelling.

The aim of thesenotesis to prese the main conceptsof computer networks, give a very
short introduction to their architecture and technology and give somesimple examples



of how the use of networks can be incorporated into applications. There are many books
which dealwith the subject in much moredetail. You shouldconsult someof the references
in the bibliography if you want to know more about a particular topic.

2 Networks

Basically speaking, a computer network consistsof a set of nodesconnectedby communi-
cation links. In simple casesthe nodesare end systems i.e. computerswhich run applica-
tions, usingthe links to comnmunicate with oneanother. In larger or more complexsystems,
howewer, someof the nodesjust deal with aspects of the communication process,sud as
choosinga suitable route for data which is being sert betweentwo end systems,and do not
directly take part in applications. Sud nodesare often known as communiction nodes
An exampleof sud a network is illustrated in Figure 2.1. The comnunication nodesare
indicated by full circlesand the end systemsby un lled circles.

Figure 2.1: A network with comnunication nodes( ) and end systems( )

Computer networks are often classi ed accordingto their physical size,asthis to someex-
tent determinesthe commnunication technologyon which they canbebased.lIt is traditional
to distinguish between:

Local Area Networks (LAN): Small networks, with a sizeof up to a few kilometers,
typically covering a building or a singlecompary or institution.

Wide Area Networks (W AN): Largenetworks,coveringalargegeographicabrea,sud
asa whole courtry, or perhapseven the whole world.

Metrop olitan Area Networks (MAN): Networks covering a town or other relatively
large area.
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Someof thesedistinctions are historically based,sincefor legal reasonst was at onetime
important whether the network was run by and for a single owner sud as a compary or
university (who were only allowed to set up a LAN covering a limited area), or whether
the network's capacity wasintendedto be soldto subscritersin general(typically a WAN,
which could only berun by an privileged telecomnunicationsmonopoly). Nowadays, where
telecomnunication serviceshave in most courtries beenextensiwely liberalised,this type
of criterion is lessimportant. Howewer, the basic di erences in technology remain. We
discusssomeof thesebelow in Section5.

3 Layered Arc hitectures

The requiremen that somenodesin a computer network should be able to do more than
others leadsnaturally to the ideathat systemsin a network can be built up asa number
of layers wherethe upper layers add somekind of extra functionality to the lower ones.
Thus for example,an end systemcan be built up as a commnunication node with one or
more extra layers to add the functions neededfor dealing with the requiremens of the
applications.

In a layered architecture, eat layer { by building on the facilities o ered by the layer
beneath{ becomesableto o er the layer above a servie which is di erent from the service
which it itself is o ered. As a rule it will be better (more reliable, more free of errors,
better protected against\in truders”, ...) or will o er more possibilities than the layer
beneath. This is achieved by the active componerts in the N'th layer { often denotedthe
(N)-entities { excdhanginginformation with oneanotheraccordingto a setof ruleswhich are
characteristic for the layer concerned{ the (N)-protocol. A simple examplecould be that

they exdhangeinformation with a certain degreeof redundancy sothat any errors which
areintroducedby the layer beneath{ the (N-1)-layer { canbe detectedand corrected. The
(N)-service which they o er to the active componerts in the (N+1)-layer { the (N+1)-

entities { canthus be lessdisturbed by errorsthan the (N-1)-service which they are o ered
by the (N-1)-layer. This is illustrated in Figure 3.1.

3.1 The OSI Reference Mo del

An important and well-known exampleof a layeredarchitecture for commnunication systems
is descriked in the OSI Basic ReferenceModel [8] dewloped and standardised by the
International Organization for Standardization (ISO) in the 1980s. The acrorym OSI
standsfor Open Systemsinterconnection, and is a generalterm covering ewverything which
hasto be consideredwhen systems(especially computer systems)have to cooperate with
one another, or { to use a more technical term { to interwork acrossa communication
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Figure 3.1: Principlesin a layered architecture

network in a manner which is independen of manufacturers' system-sgci ¢ methods.
The OSI ReferenceModel de nes the most basic principles for this purpose.

To do this, the OSI ReferenceModel descrikesa layered architecture, de nes which layers
are conceptually to be found in a standard communication system, which servicesthese
layers o er and which functions the individual layers are expectedto be able to perform
in orderto o er theseservices.The model speci cally descrikessewen layers, whosemain
functions are shown in Figure 3.2.

The lower three OSI layersare intendedto supply communication servicesfor transferring
data betweensystemsin the network. The Physical layer o ers facilities for transmitting
individual bits (or groupsof a few bits), typically in the form of electrical or optical signals,
on the physical medium* between two systems. Since most media and the assiated
transmitting and receivingelectronicsare susceptibleto beingdisturbed by electrical noise,
this doesnot in itself provide a reliable method of data transfer. The Data Link layer
thereforeintro ducesfacilities for sendingblocks of data and for chedking them for errors by
the useof error-detectingor -correcting codes. This provides more reliable communication,
but can only transmit data between systemswhich are directly connected, in the sense
of being connectedby a bre or cable or having accessto a shared medium, sud as a
broadcast channel or a sharedbus. To be able to send data to arbitrary nodes which
are not directly connected,extra facilities are neededin order to choosea suitable route

Lwhich you should incidentally note is not part of any of the layers.
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Direct support to appl. processes.

APPLICATION (File and job transfer, e-mail,
distributed transactions,...)

Transformation of data to syntactic
PRESENTATION form acceptable to local processes.

(Character sets, data structures,...)

Organisation and synchronisation
SESSION of dialogues between cooperating
presentation entities.

End-to-end transfer of data between
TRANSPORT session entities.

(Error, sequence and flow control)

Transfer of data between arbitrary
NETWORK systems in arbitrary networks.

(Routing, subnets, flow control)

Transfer of data between neighbour
DATA LINK (or other directly connected) systems.

(Error, sequence and flow control)

Transfer of physical data units (bits)
PHYSICAL between data link entities.

(Signalling on physical medium)

L PHYSICAL MEDIUM

Figure 3.2: The OSI ReferenceModel: The 7 layers
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Figure 3.3: Views of a computer network as seenfrom the Transport, Network and Data
Link layers

through a sequenceof nodeswhich are pairwise directly connected. These facilities are
provided by the Network layer, which alsomakesit possibleto link together subnetvorks
which may usecompletely di erent technologies,as for examplea WAN and a LAN.

While the Network layer makesit possibleto senddata to arbitrary systemsin the network,
this is not in generalenoughto provide the type of comnunication servicerequired by a
typical application. Applications are usually built up basedon the abstractionthat a setof
application processespossiblyrunning in di erent end systems,comrmunicate directly with
one another. The Network layer only providesthe abstraction that the relevant nodesare
connected. To provide the illusion of a channelwhich directly connectsprocessesunning
on the nodes, a layer which o ers so-calledend-to-enddata transfer servicesis required.
This is the function of the Transport layer, which allows us to:

Multiplex se\eral logical comnunication channelsonto a single Network channelbe-
tweentwo nodes;

Perform error cortrol on an end-to-endbasison ead of the channelsseparately;
(Possibly) cortrol the ow of data on an end-to-endbasison ead of the channels
separately

Hide the details of the network or set of interconnectednetworks which are being
used.

The relationship betweenthe Data Link, Network and Transport layers is illustrated in
Figure 3.3.

On the basisof the end-to-end data transfer serviceo ered by the Transport layer, the
upper three layers provide servicesintended to support a large variety of applications. At
the Transport layer level, the "data’ being transferredis still regardedasjust a collection of
bits. The upper layers make surethat thesebits provide the application with meaningful
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data in a form which the application can understand. The Sessiorayer is usedto organise
dialoguesbetweentwo or more parties involved in an application, the Presenation layer
converts data into arepresetation which the application in the receivingsystemcanunder-
stand, and the Application layer o ers functionality sud astransfer of les or coordination
of parallel activities, which are requiredin generalby applications, or facilities sud asmail
or Web transfer required by particular applications. We shall look more closelyat some
examplesof particular Application protocolslater in thesenotes. Note that the application
itself is { like the physical medium { not coveredby the model. The application processes
are to be consideredas usersof the facilities o ered by the Application layer.

The importance of the OSI ReferenceModel is that it introduceda standad architecture
and a standad notation for many conceptsrelated to data comnunication. The terms
given in italics above are examplesof terms introducedin the model. That, for example,
there are seen layersis relatively unimportant, and the explanationsof why there should
be exactly seven are mostly entertaining rather than strictly technical. In practice, for de-
scriptive purposessomeof the layers(particularly the Data Link, Network and Application
layers) are often divided into sub-layers while implemertations, on the other hand, often
implemen seeral layers as a single unit.

3.2 Other layered architectures

The OSI ReferenceModel architecture is not the only layered architecture which you
may meetin commnunication systems. Seweral commercialmanufacturers have deweloped
products which are structured in a similar way. Well-known examplesare IBM's SNA
architecture and Digital's DECNET. Naturally, the protocolsusedare not in generalthe
sameas OSI protocols, and the layers do not always correspnd exactly to the OSI ones,
especially in the so-calledUpper Layers: the OSI Session,Presetation and Application
layers.

A particularly common alternative arrangemen is to considerthe three upper layers as
oneunit, an "Application-oriented layer' which dependsdirectly on the Transport layer. A
well-known exampleof this approad is found in the so-calledinternet protocols, commonly
usedin Unix-basedsystems. Here, a whole seriesof application protocols{ for example,
for le transfer (FTP), electronicmail (SMTP), handling virtual terminals (TELNET) and
information retrieval (HTTP) { run directly over the Transport layer, while the standard
OSllayer structure is usedfor the Network layer and below. This isillustrated in Figure 3.4.
Similar arrangemetts are often found in local areanetworks, where OSI protocolsare used
up to the Transport layer, while the architecture and choice of protocolsin the Upper
Layers deviatesfrom the OSI standards.

Finally, in modern telecomnunication systems,a somewhatdi erent layered architecture
can be found in systemsbasedon ATM (Asynchronous Transfer Mode), a technology for
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APPLICATION

TRANSPORT

NETWORK

DATA LINK

PHYSICAL

Direct support to appl. processes.

Transformation of data to syntactic
form acceptable to local processes.

End-to-end transfer of data between
application entities.

(Error, sequence and flow control)

Transfer of data between arbitrary
systems in arbitrary networks.

(Routing, subnets, flow control)

Transfer of data between neighbour
(or other directly connected) system

(Error, sequence and flow control)

Transfer of physical data units (bits)
between data link entities.

(Signalling on physical medium)

L PHYSICAL MEDIUM

Figure 3.4: The layeredarchitecture usedin the Internet
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supporting high-speedtransfer of data over a local areaor wide areanetwork. This archi-
tecture is descriked by the Broadkand ISDN Protocol Reference Model (B-ISDN PRM) [27].
In this model, although the layers roughly correspnd to the OSI RM, there are seeral
important technical di erences, especially with respect to the way in which corntrol and
signalling information is transferred: In OSI, it forms part of the ordinary data ow; in
B-ISDN, it is transferred over a separateconnection.

4 Services and Proto cols

The servie o ered by a layer describesthe facilities o ered by the layer viewed asa "bladk
box'. In other words the servicedescrileswhat the layer o ers without telling us how this
is achieved. The protocol is the set of rules for how to behave in orderto o er the required
service. This is analogousto conceptsusedin program design: the servicecorrespndsto
a description of an interface and the protocol to its implementation

4.1 Services

Properties of servicedall into two generalclassespneconcernedwith the logical operation
of the service(\what doesit do?"), and the other with its econony (\what doesit cost?).
In these notes, we shall only look at the logical properties of services. Important ones
include:

Sequencegresenation

Data unit syndironisation
Freedomfrom error
Connection-orietation

(N)-p eeroperation
Simplex/duplex/multiplex operation
Expedited data

Securiy

Let us look at theseconceptsin turn.

4.1.1 Sequence preserv ation

In a servicewhich o ers segquene preservation messagesen by a senderare received in
the sameorder asthey weresen. This property of a servicecanbe extremelyimportant to
sometypesof serviceuser. For example,in an application in which video framesare to be
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Figure 4.1: A block-oriented service(above) and a stream-orierted service(below).

transferredfrom onesystemto anotherfor immediatedisplay, it would be very inconveniert

if the framesarrivedin adi erent order, asthe application would then itself have to manage
the task of bu ering and re-orderingthem beforedisplay. Likewise,changesto a database
should not arrive in a di erent order than the one chosenby the user. On the other hand,

for an application which transfers numbered disk blocks from one systemto another, in

order to maintain identical copiesof a disk on two systems,sequencegresenation is often

irrelevant.

4.1.2 Data unit synchronisation

In a servicewhich o ers data unit synchionisation, there is a one-to-onecorrespndence
betweenthe messagepassedto the servicefor transmissionand the messagesielivered
to the receiwers. In other words, eah messagesupplied by a user for transmissionwill {

if it arrivesat all { be deliveredto the intended receiwer(s) as a unit. Sud servicesare
sometimescalled messageriented serviesor black oriented serviees asthey deliver blocks
of data in their ertirety.

A commonalternative is for the serviceto be stream oriented. This meansthat the bound-
aries betweenunits of data suppliedto the serviceare not necessarilypresened when the
data are deliveredto the receiwer. Data are regardedas making up a (potentially endless)
stream, which can be chopped up and delivered in units of any cornveniert size. This is
illustrated in Figure 4.1.

4.1.3 Freedom from error

An error-free servicedelivers the samemessagess those which are sert o, without loss
or corruption of any kind. In commnunication systems,the basictypesof error are:
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Message loss: the receier fails to receive a messageavhich hasbeensen by the sender.

Message corruption: the receier receivesa messagevhich di ers from that sert by the
sender.

Spurious message: the receiwer receivesa messagavhich hasnot beensert by the (ap-
parert) sender.

Other typesof error, sud as duplication or misdelivery of messagesgcan be expresseds
conbinations of thesebasicerror types.

A serviceis often describedin terms of its error rate, which roughly speakingis the number
of erroneousunits of data as a fraction of the number of units of data which the sender
tries to send. Common measuresof this are:

Bit Error Rate (BER), measuredasthe number of bits which arein error asa fraction
of the total number of bits sen.

Residual Error Rate (RER), measuredas the number of erroneousblocks of data as
a fraction of the number of blocks sert:

N|+ NC+ Nu
RER= ————M——
Ns+ Nu

where Ny is the number of blocks sert by the sender,N. the number of corrupted
blocks received, N, the number of lost blocks and N, the number of spuriousblocks
received by the receiwer (but not sert by the geruine sender).

4.1.4 Connection-orien tation

In a connection-mode service,the usersof the servicehave to establisha connection with
one another before they can exdiange ‘real' data. The connectionis a logical channel
through which the real data will be sert, and is set up by exdiangeof particular typesof
messagen a so-calledconnection establishmentphaseof communication. This is followed
by the data transfer phaseof communication, in which actual data are excdhanged, and
nally by a connection release phase,in which the connectionis broken. For a reliable
service,connectionreleasewill of coursebe somethingwhich the usersdecidevoluntarily
to do; an unreliable servicecan also produce involuntary releaseof a connection(in OSI
jargon known as a Provider Abort). You probably recognisethis style of operation from
the ordinary telephoneservice,which is the archetypal example of a connection-orieted
service,where you have to set up the connectionbeforeyou can exdhange ‘data’. In the
caseof an old-fashionedtelephonethe data will of coursebein the form of digital or analog
encaled speet; in more modern systemsother possibilities may alsobe available.

The alternative to this mode of operation is seenin a connectionless-male service. Here, it
IS not necessaryo setup a connectionbeforeexcthangeof data. Essetially, eat messagés
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then sen independerly of the others,and the servicehasno memory of what hasbeensen
previouslyto the samedestination. The obvious analogyhereis to the postal service:when
you senda letter, you do not needto setup an agreemehwith the intendedreceiver before
you post the letter. Obviously, this mode of operation requireslessadministration, in the
form of connection establishmenh The downside is that, sinceyou have no guararteed
logical channel through to the intended receiwer, there is no way of guararteeing that
messagesvill arrive in the sameorder as they were sert { or even that they will arrive
at all. A common nickname for this style of serviceis send-and-pay ! Moreover, much
of the information transmitted during connection establishmen sud as the addressof
the intended receiwver and other properties to be supplied by the service,will have to be
repeatedfor each messagavhen a connectionless-mde serviceis used.

4.1.5 Multi-p eer operation

In a servicewhich o ers point-to-point operation, only two usersare involved, and they can
communicate with one another. In the simplest case,the two parties have equal status,
and we speak of a two-peer or peer-to-peer service. Later in thesenotes, we shall seethat
there are other important forms of two-party comnunication, for examplein client-server
systems,wherethe parties have di erent status.

In a servicewhich o ers multi-peer operation, seweral userscan comnunicate with one
another during an instanceof commnunication. Multi-p eerservicesfall into various classes,
depending on the pattern of communication which can be acieved:

Broadcast: All available usersof the servicereceiwe a messagesernt by one of them.

Multicast: The sendercan selecta particular subsetof users(often known asa multicast
group) who are intendedto receiwe a particular messager messages.

Inverse broadcast: A singlereceiwer canreceiwe simultaneouslyfrom all the other service
users.

4.1.6 Simplex/duplex/m ultiplex operation

A servicewhich o ers simplexoperation is able to transfer message# onedirection only
through a logical or physical channel. In duplex operation, messagesan passin both
directions. If they can passin both directions at once,we speak of full duplexoperation; if
in onedirection at a time, half duplexoperation.

A multiplex serviceo ers accesdo marny usersat onceby providing somemedanism for
sharing the servicebetweenthem. A duplex serviceis a special caseof this, where there
are only two userswho sharethe service,sendingin di erent directions.
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4.1.7 Exp edited data

Expedited data is an OSI term for data to be transferred with high priority. By de nition,
expedited data will arrive not later than “ordinary' data sent subsequetly to the same
destination, and may arrive beforeordinary data sen to the samedestination at an earlier
instant of time. Note that this is not a guarartee that they will arrive beforeordinary data
sent at the sametime! In Internet protocols, the term urgent data is usedfor essetially
the sameconcept.

To model this, we can model the serviceas cortaining a prioritised queuefor the messages
in transit, sothat queueelemeis sen via the expedited data servicecan overtake those
sent via the normal service. Obviously, this is in conict with the conceptof sequence
presenation for messagesen betweentwo serviceusers,seenfrom a universal point of
view. But the individual services(normal and expedited) may ead possesghe sequence
presenation property when consideredseparately

Although the OSI term is con ned to a single high-priority service,the conceptcan be
generalisedo cover arbitrary numbers of priority levels. This type of serviceis commonly
o ered at the hardware level in Local Area Networks. Examplesare the ISO/IEEE Token
Bus [11], which o ers four levels of priority, and the ISO/IEEE Token Ring [12], which
o ers eigh levels.

4.1.8 Security

A secure serviceis onewhich prevents unauthorisedpersonsfrom obtaining accesdo data
transferred by it. This meansthat data cannot be read or altered by parties other than
the intended senderand receiwer(s). This is a matter of extremepractical importance,and
a great deal of e ort hasbeenexpendedon deweloping methods to protect data in transit
from “intruders'.

Varioustypesof security can be iderti ed. A generallyacceptedclassi cation is:

Conden tialit y: A condential serviceprovides protection of data from unauthorised
disclosure.This protection may, for example,cover:
1. All data sert betweenusersof the service,
2. Particular elds within data (for example, elds cortaining passverds or keys),
3. Information about the amourt of data trac being transmitted.
The primary medanism for ensuringcon dentialit y of data is enciphermemt, and a
study of cryptography is essetial for understandingthe issuesinvolved.
Integrit y: A serviceo ering (data) integrity takesmeasuredo withstand active attempts
to modify data being passedvia the service. As with con dentialit y, all data may be
protected, or only selected elds.
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Av ailabilit y: A servicewhich ensuresavailability is designedo make the serviceavailable
to (authorised) usersat all times. It is not possiblefor intruders to prevert accessy
attacking the systemswhich provide the service. As you may know, typical attacks
may comein the form of vira, worms, trojan horsesor by the servicebeing o oded
with excessie numbers of messageg¢so-calleddenial of serviee (DoS) attacks).

Authen tication: An authenticated serviceo ers its usersfacilities for con rming that the
party which they are comnunicating with actually is the party that they believethey
are communicating with. You should be aware that this is not trivial in a network,
sinceyou cannotreally "seewho you are talking to, and have to rely on moreindirect
methods of identi cation, which might befaked. Justimaginethe analogoussituation
in the telephonenetwork, illustrated in Figure 4.2: How canthe man in the picture
tell whetherthe personon the other end of the phoneline really is Mary Smith from
the Town Hall, if he hasnewer met or talked to Mary Smith before?

Non-repudiation: A servicewith non-repudiationo ers undeniableproof that data have
beensen or received by a particular serviceuser. Non-repudiation with proof of
origin prevens the senderfrom falselyderying that it hassert data; non-repudiation
with proof of delivery preverts the receiwer from falsely derying that it hasreceived
data.

The rst three of these(Con dentialit y, Integrity, Availability) are the most basicsecurity
properties, and are often (jokingly?) known asthe CIA properties.

4.2 Qualit y of Service

The quanrtitativ e properties of a serviceare commonly sum-

marisedin terms of a set of parameterscollectively known as e s Mar S
Quiality of Servie (QoS) parameters. Thesedescrike features from'stﬁz Tg\%’n H”;'” here

of the servicesud asits:

Throughput:  The number of bits of data which can be
transferred per unit time.
Delay: The time required to:
1. Establish a connection
2. Transfera data block betweensenderand receiwer
3. Releasea connection
Reliabilit y: The probability of failure in:
1. Establishing a connection
2. Transferring a data block betweensenderand re-
ceiver
3. Releasinga connection
Resilience: The probability of unrequesteddisconnection.

Figure 4.2: An authertica-
tion problem
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Error rate: The BER and/or RER (as de ned above).
Protection: Degreeof protection againstintruders who attempt:

1. Passive monitoring of information in transit.
2. Active modi cation, replay, addition or deletion of information in transit.

Priorit y: This can be understood in two senses:

1. Priority in delivery of data. High priority data is delivered\faster".

2. Priority in maintaining the requestedQoSif the serviceprovider hasto degrade
the servicefor someusers. A high priority servicein this senses more likely to
get what was requested.

QoS parametersare often speci ed in terms of a target (mean or median) value, together
with someindication of the acceptablespread of values, given for examplein terms of
permissible maximum and minimum values or in terms of a variance. It may also be
relevant to specify a (prioritised) list of acceptablediscretevalues. For example,you might
warnt to state that a serviceo ers (or is requestedto o er):

Throughput: Preferably 128 kbit/s, but otherwise56 kbit/s.
Delay in data transfer: 200ms., +5 ms./-10 ms.
Resilience:1 10 8

BER: 1 10 °.

Priority in delivery: Highest.

The importance of the various parametersdepends strongly on the type of data being
transferred by the service. For example,the variation in data transfer delay (often known
asthe jitter) is relatively unimportant for transfer of data sud astext les, whereasit is a
very important parameterfor transfer of cortinuous media, sud aslive video or audio in
a multimedia application, where variations in the delay can markedly reducethe quality
of the user'sexperience.

4.3 Proto cols

A comnmunication protocol is a set of ruleswhich describe how a setof parties areto behave
in order to adhieve successfutommnunication, which in a layered architecture meansthat
they provide the servicewhich the layer is supposedto provide. Typically the rules specify:

Which messagesre to be exdangedin responseto particular events which occur
either at the interfaceto the layer or internally (say in the form of timeouts). Sut
rules are known asthe rules of procedure for the protocol.

The format and enading of the messages$or transfer betweenthe participating en-
tities.
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(N)-SDU (N+1)-Layer
(N)-SAP
(N)-PCl (N)-Layer

(N)-PCI (N)-SDU I N Transmission

(N)-PDU via (N)-Protocol

Figure 4.3: Embedding of a data unit suppliedby the userinto a PDU

In OSI terminology, the messagegxdangedas part of the protocol are known as Protocol
Data Units, or more commonly just as PDUs. An initial letter is often usedto indicate
which layer the protocol belongsto: APDU for Application, TPDU for Transport, NPDU
for Network, DPDU for Data Link and so on, or more generally (N)-PDU for a PDU in
layer N of a layered architecture. A particular protocol may use seeral types of PDU,;
theseare usually given descriptive names(Data PDU, ACK PDU, etc.). If you read about
non-OSlI protocols,you may also nd a number of other, rather lessprecise,terms in use:
padets, frames,blocks and soon, somewhatarbitrarily chosenfor the individual protocols.

4.3.1 Proto col Control Information

In layer N of a layered architecture, any type of data to be sent betweenthe usersof the
layer (in layer N + 1) must be padked into an (N)-PDU, typically a Data PDU. This will
corntain the data suppliedby the user,togetherwith information known asProtocol Control
Information (or just PCI), which is neededto cortrol the exdhangeof PDUs accordingto
the rules of the protocol. For example:

Information identifying the sourceand destination of the PDU.
Sequencewumbers, usedto detect missingor misorderedPDUSs.
Chedksums,usedto detect corruption of PDUSs.

Timestamps, usedto detect stale information.

This is illustrated in Figure 4.3.
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The gure illustrates a simple case,where the amourt of data supplied (in the gure
denotedthe Servie Data Unit or SDU, in accordancewith OSI notation) can corveniertly
t into a singlePDU, and whereall the PCI is addedas a header at the start of the PDU.
In more complex casessomeof the PCI may appearin a trailer at the end of the PDU?,
or it may be necessaryto:

Divide the data in the SDU up among sewral PDUs. This is usually known as
sgmentation or fragmentation The opposite process,known as reassemblytakes
placein the receiwer, in order to recover the erntire SDU with all its parts in the
correct order.

Include seweral SDUs in a single PDU. This process,known as packing may be
conveniert for e ciency reasons.The receiver will then have the task of unpacking
the SDUsfor delivery to the users.

Sometypesof PDU, usedfor purely administrative purposessud asadnowledgingreceipt
of a PDU, do not needto cortain data suppliedby the serviceuser,and thus consistsolely
of PCI.

4.3.2 PCI in a layered architecture

SincePCI hasto be addedin ead layer of a layeredarchitecture, in order to suit the rules
of the various protocolsin use,it shouldbe clearthat the actual data being exdhangedby
an application can be enbeddedin a large amourt of headersand trailers originating in
the various layers. A simple exampleof this is illustrated in Figure 4.4, wherewe imagine
an Internet-style layered architecture with an Application layer supported directly by the
Transport layer. In a full OSI architecture, two more layers of PCI, from the Sessiorand
Presenation layers, have to be added. The actual application data are rst enbedded
in an APDU to be exchangedusing the chosenApplication layer protocol. This APDU
becomesdata to be sert in a TPDU to be exdiangedusing the chosenTransport layer
protocol, and soon.

Figure 4.4 shows the simplest case,in which eatch (N)-PDU ts into the payload of a
single (N-1)-PDU. In many practical casesthis may not be possible,as the rules of the
protocol may prescribe a maximum length for the PDUs which can be sert. If the (N)-
PDU cannotbe enbeddedinto a single(N-1)-PDU, then it must be segmeted into se\eral
(N-1)-PDUs. An exampleof what might happenis shovn in Figure 4.5. Here the APDU

is divided amongtwo TPDUs, ead of which givesriseto a singleNPDU, of which the rst

hasto be segmeted and sert astwo DPDUSs, while the remaining one ts into a single
DPDU.

2this is often conveniert for cheksums as the ertire PDU usually has to be processedin order to
evaluate the chedsum.
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Figure 4.4: Embedding of application data in PDUs in a layered architecture

Layer
User l | Application dat:
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Figure 4.5: Embedding of application data in PDUs in a layered architecture where seg-
mertation is necessary
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() ACKPDUt| s | d | c |

Figure 4.6: Example formats for two PDU types

The PDU typesand eld namesreferto the examplein the main text.

A commonlyobsened practical consequencef this is that the e ective data rate available
for transfer of application data may drop suddenly when the application data read a
certain critical size. Whether (and when) this happens depends on the maximum PDU
sizesdictated by the individual protocolsin usein the protocol suite.

4.3.3 A simple data transfer proto col

As an example,supposewe wish layer N to provide a connectionlessplock oriented data
transfer servicefor its users(in layer N + 1). A very simple data transfer protocol in layer
N for this purposemight specify:

1. Rules of pro cedure:

If a userin layer N + 1 requeststransfer of a block of data b to a destination
d, this block will be embeddedin a DATA PDU and transmitted to d via the
serviceprovided by layer N 1.

If a DATA PDU with a correct chedksum is received from sources, an ac-
knowledgmen formatted asan ACK PDU will be sert bad to s via the service
provided by layer N 1.

If a DATA PDU with anincorrect cheksum is received from sources, it will be
ignored, i.e. no action will be taken and no adknowledgmen ser.

If no adknowledgmen is received by the senderwithin atime T after the trans-
mission of a DATA PDU, the senderwill retransmit the PDU via the service
provided by layer N 1.

2. PDU formats:

A DATA PDU cortaining data bto be sert from sources to destination d will
be formatted asshown in Figure 4.6(a), wheret is the 8-bit sequence 0000001
s and d are represeted by 32-bit IP addresses] givesthe number of octets®
of data in b expressedas a 16-bit unsignedbinary number, and c is a 32-bit
cheksum eld ewaluated over all the other elds of the PDU accordingto the
CRC-32 algorithm.

38-bit units
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An ACK PDU to be sert from destination d to sources will be formatted as
showvn in Figure 4.6(b), wheret is the 8-bit sequencel0000010Q s and d are
represeted by 32-bit IP addressesand c is a 32-bit cheksum eld ewaluated
over all the other elds of the PDU accordingto the CRC-32 algorithm.

More complicatedrules of procedureand a greatervariety of PDU formats canbe expected
to occur in more realistic examples. In sud cases.a more formal notation than ordinary
proseis often preferred,in order to achieve a concisedescriptionwith a high degreeof pre-
cision. Most sud notations are basedon one of two principles for describingthe behaviour
of the protocol:

1. In terms of a state madhine, which reactsto incoming everts and producesoutgo-
ing events. Two well-known internationally standardisedlanguagesbasedon this
principle are SDL (standardised by the International Telecomnunications Union,
ITU-T [29)and ESTELLE (standardisedby the International Organization for Stan-
dardization, 1SO [10]).

2. In terms of a set of interacting processesvhich exthangemessagesProcessalgebraic
languagessut as CCS[30]and CSP [7], and the languageLOTOS (standardisedby
ISO [9]) are typical examplesof notations which have beenusedwith this approad.

5 Network Technology

Thesenoteswill not dealin any depth with network technology, and if you needto know
moreyou will needto look at someof the moretechnology-orieried references Howeer, we
shall try to explain what someof the commonly usedterms mean,sothat you understand
what the salesmanis talking about when he callsto sell you somenetwork equipmert.

Referring bad to the introductory sectionon computer networks, you may be wondering
what exactly the comnmunication nodesand the end systemsconsistof, and how all this ts

into the shemeof the OSI ReferenceModel (or its Internet variant). Onetypical answer is
shown in Figure 5.1. In this example,the commnunication nodesimplemert the OSI layers
up to and including the Network layer, and are thus responsiblefor:

Accepting PDUs on an incoming link from another node at the Data Link level.
Routing thesePDUs to an outgoing link at the Network level.
Transmitting PDUs on an outgoing link to another node at the Data Link level.

Sendingor receivingPDUs at the Data Link level of courserequiresthe node to activate
the facilities of the Physical layer in order to dealwith the task of signallingon the physical
medium.
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End system Communication nodes End systen
A B
A A
P P
S S
T T
N N N N N
D D|D D|D D|D D
Ph PH Ph PH Ph PH Ph Ph
Medium

Figure 5.1: Layersin the comnunication nodesand end systemsin a computer network
5.1 Routers

A node which implemerts the layersup to the Network layer and is capableof choosinga
suitable route for sendingan NPDU on to its destination is known as a router. Although
this cannot be seenin Figure 5.1, a router will in generalhave a larger number of links
to dealwith than just two { otherwisethere would be no needto make any choicesabout
which route to take. You shouldreferbadk to Figure 3.3for a view of the computer network
which should make this more clear.

When routing decisionshave to be made, most routers are alsoable to decidethat certain
PDUs are not to be passedon to the destination which hasbeenspeci ed for them. This
activity of removing irrelevant PDUs is known as ltering . Typical reasonsfor doing this
include:

The router can determine that the destination cannot be readed via any of the
outgoing links from the router.

The router candeterminethat data from the given (or apparen) sourceis not desired
by the speci ed destination system.

A router which can be programmedto refuseto passtrac from certain sourcesor ad-
dressedto certain destinations or for use by certain applications is often simply known
as a (packet) Iter . A typical arrangemen is as shavn in Figure 5.2, where a conbined
router and Iter is placedon the boundary of a compary's internal network, and acts to
lter trac passingbetweenthis network and the Internet. Sincethis type of ltering
alsoactsto protect the systemsin the network from certain typesof ill-in tentioned tra c,

Itering is one of the functions typically found in a r ewal intendedto protect a network
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Figure 5.2: A combined router and lter onthe boundary betweenan internal network and
the Internet.

or subnetfrom attack by intruders sud ashadkers. Many modern routersin fact combine
the functions of a router and a rewall in the samepieceof equipmer.

5.2 Bridges

From Figure 5.1 you might get the impressionthat there is always a direct connection
(via the Data Link layer) between any two routers in a network. This is not ertirely
true. Often the subnet (the part of the network) which lies betweentwo routers is, for
practical reasons,divided into a seriesof segmeits which are joined together by bridges
Theseimplemert a junction betweentwo parts of the network in the Data Link layer, as
illustrated in Figure 5.3.

Typical functions of a bridge are:

D
To Iter trac passingin the subnet,sothat parts
of the trac which do not needto passthe bridge Ph| Ph
in order to read their destination are preverted MTJ | W
- i i edium  Medium
from doing so. The purposeof doing this in the Segment 1 Segment

Data Link layer is to prevent unnecessarytra c
from overloading the individual segmeis of the

network. Sincethe bridge operatesin the Data Figure 5.3: A bridge betweentwo

network segmets
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Link layer, the ltering decisionis basedon the addressesisedto identify systemsin
this layer (rather than the Network addressesisedby the router).

To adapt between di erent convertions for data transmissionusedin the Physical
layer in di erent segmets which usethe sameData Link protocol (seeSection5.3
below). For example,onesegmeh may useelectrical signalling on twisted pair cable,
while the neighbouring segmeh usesa bre optic connection.

A bridge usually possesseso real routing capability { the kind of yes/no decisionsmade
by a Iter do not qualify in this respect. Howeer, a bridge will sometimesbe a collecting
point for seweral segmets of a subnet,and in sud a caseit will alsoprovide a rudimentary
form of routing, in order to passdata on to the appropriate segmen

5.3 LAN Technologies

A LAN is intended to o er data communication facilities over a limited area, sud as a
single building, a compary premisesor an institution sud asa university departmert or
an ertire university. Over sudh a limited area, it becomestechnically feasibleto let all
the nodesattached to the network have sharedaccesso a common medium, which can
be basedon cablesor wirelessfacilities covering the area concerned. The Physical Layer
technologiesare therefore chosento suit sud media, and the Data Link protocols cortrol
accessto the shared medium. Traditionally, the LAN Data Link layer is conceptually
divided into two sub-layers:

1. A lower, technology-dependert Medium AccessControl (MA C) sublayer, of which we
shall look at two examplesin detail below.

2. An upper Logical Link Control (LLC) sublayer, which is intended to provide a
technology-independert Data Link servicebasedon a variety of MAC sublayers.

Most LAN MAC sublayersin current usefollow one of the IEEE standardsfrom the so-
called 802.x series,which have beenmore or lesstaken over lock, stock and barrel by ISO
to form the various parts of the 1ISO8802standard. Theseare summarisedin Table 5.1.
You will notice that seweral numbers are missingin the table. Someof the missingitems
cover generaltopics, sud as LAN architecture (802.1), Logical Link Cortrol (802.2) and
security (802.10); others have just newer becomestandards. Many of the standardsalso
comein seeral variants, for di erent Physical Layer data rates or di erent physical media
(or both). We shall seesomeexamplesof this in the following sections.

5.3.1 CSMA/CD Technology

CSMA/CD technologyis nowadays the dominart technologyfor wired LANS, i.e.local area
networks wherethe signalsare transmitted via somekind of cablewhich is laid out round
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IEEE ISO Tednology

802.3 | 8802-3 | Carrier SenseMultiple Access/Collision Detect (CSMA/CD)
802.4 | 8802-4 | Token Bus

802.5 | 8802-5 | Token Ring

802.6 | 8802-6 | Distributed QueueDual Bus (DQDB)

802.9 | 8802-9 | Integrated Services(IS) LAN

802.11| 8802-11| WirelessLAN

802.12 | 8802-12| Demand-priority Access

802.15| 8802-15| Wireless Personal Area Networks (WPAN)

802.16| 8802-16| Fixed Broadband Wireless Access(FBWA)

Table 5.1: IEEE and ISO standardisedLAN technologies
E F G
E F G
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Figure 5.4: Propagation of signalsalong a sharedbus or cable.

(@)

A B C D
A B C D

(a) Signalsfrom a singlesender(C) propagatealongthe busin both directions.
(b) If two nodes(C, F) try to sendat the sametime, their signalscollide and
the transfer of data doesnot succeed.

the building(s) to be covered. Originally, the cablewas a thick coaxial cable which could
carry data at 10 Mbit/s; subsequetly, thinner coaxial cablesand shieldedtwisted pairs of
wires have beenused,and data ratesfrom 1 to 1000Mbit/s have becomereadily available.
The original technology was deweloped by a consortiumof companiesand registeredunder
the trade name Ethernet™. This name is commonly (but not very correctly) used as
a synorym for CSMA/CD, so for example the technology for operating CSMA/CD at
1000Mbit/s is often referredto as Gigabit Ethernet

CSMA/CD s strictly speakinga MAC protocol, for gaining accesdo a sharedbroadcast
medium. The cable works in this respect like a computer bus, so signalsfrom any node
attached to the medium will propagatein all directions out from the senderuntil they
read the end of the bus. This is illustrated in Figure 5.4(a) If two nodestry to sendat
the sametime, a collision occursbetweentheir signals,asshown in Figure 5.4(b), with the
result that the intended receivers cannot make senseof the message.

This problem s a generalonein systemsbasedon the useof a sharedbroadcastmedium,
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Figure 5.5: Collision Detection and retransmissionin the CSMA/CD MAC protocol

wherethe nodese ectively compete to get accesgo the medium. The technical term for
this type of competition is contention. The CSMA/CD protocol introducestwo rules for
regulating accesgo the medium to courteract the e ects of cortention:

CSMA: Listen beforesending. If the medium is occupied (indicated by the presenceof
signalsfrom other nodes), then wait until it is free.

CD: Listen while sending. If signalsfrom other nodesare also detected,then a collision
has occurred becausese\eral nodes have found the medium free at the sametime.
Stop sendingand wait a random time beforetrying again.

The random time is assumedto be chosendi erently for ead node, so there is a high
statistical probability that one of the nodeswill nd the medium free next time it tries,
though obviously this probability gets smaller and smaller as the intensity of the trac
increases. Figure 5.5 illustrates what happensif just two nodestry to sendat the same
time. In the gure, the CD time is the time required for a node to detect that a collision
hastaken place. Onceit hasdetectedthis, it sendsa special Collision Enforcement (CE)
signal on the medium to inform all other nodesthat the current transmissionis worthless.
This signallasts during the CE time. After sendingthe CE signal, the colliding nodesead
wait a randomly choseninterval beforetrying again.

The discussiorherehasassumedhat the sharedmedium,

to which the nodestry to gain access,actually is a ca- Nodes

ble which runs round the building. This is not amways A B C D EF G

conveniert, and many modern Ethernet installations use

a switch, instead of a passiwe cable, to connecta set of

nodes, as illustrated in Figure 5.6. This technology is of-

ten referredto asswitchal Ethernet If, for example,node

C in the gure transmits a PDU addressedo nodeF, then Switch

the switch will try to setup a path directly from C to F.
Figure 5.6: A switch connect-
ing se\en nodes
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If F is busy sendingto or receivingfrom another node, the path cannot be setup, and C
must try again later. But if the path canbe setup, then C can sendthe PDU to F at the
full data rate allowed by the network technology The switch enablesse\eral pairs of nodes
to talk to one another using the full network bandwidth at the sametime, thus avoiding
much of the contention which arisesin the sharedmedium of a traditional shared Ethernet
Of course,there will still be contention when seeral senderssimultaneously try to reach
the samedestination, but if this only happensrarely then switch technology allows you
to build a network with an bigger overall data carrying capacity than a sharedEthernet
operating at the samedata rate.

5.3.2 Wireless LAN Technology

Wireless LAN technology has becomevery important in recen years,asit oers a con-
veniert way to achieve not just distributed computing but mobile computing where the
computing systemsare allowed to move physically from onesite to another. In a Wireless
LAN, signalsfrom transmitting nodes propagatein all directions®, and can be picked up
by other nodeswhich are within a certain range, usually somewherdetween25m (inside a
building) and 300m (in the openair). There are three basicstyles of WirelessLAN, which
are illustrated in Figure 5.7. In the BSS architecture, a certral, immobile AccessPoint
(AP) performscoordinating functions, and is usedas an intermediate station for all tra c
betweenthe set of mobile nodeswhich arewithin its range. In the ESSarchitecture, seeral
AccessPoints are connectedby a wired network, thus permitting mobile nodesto keepin
corntact, aslong asthey are within range of at least one AccessPoint. Trac intended
for the di erent AccessPoints is typically sert on di erent radio channelsin the frequency
bandin use. In the Ad hoc architecture, there is no AccessPoint, and all the mobile nodes
comnunicate directly with one another.

Practical computer systemswhich make use of Wireless LAN technology are nowadays
almost all basedon the IEEE 802.11standarc®. This prescribes two alternative MAC
protocols, of which the most commonly usedis closelyrelated to the CSMA/CD protocol
descriled above, and is known as the Carrier SenseMultiple Access/Collision Avoidane
(CSMA/CA) protocol. The CA part of the namerefersto a slightly di erent medanism
usedto deal with cortention: Instead of letting all nodes with a pending transmission
sendas soon as the channel seemsto be unoccupied, and trying to detect collisions, the
nodesusea time slot medanismto choosean instant at which to test whetherthe channel
really is unoccupied. Each node with a pending transmission choosesa slot at random,
and the one which choosesthe lowest number nds the channelreally is unoccupiedand
thus wins the \race" to be allowed to usethe channel. In a wirelessnetwork, this is not
guite foolproof, asstations may not all be ableto hearoneanother, sothe receivingstation

4At leastin principle, since sometimesthe sendingor receiving antenna is directional.
SActually, it is a family of standards, as we shall seelater.
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Figure 5.7: Basic architectures of WirelessLANs

(a) Basic ServiceSet (BSS)
(b) Extended ServiceSet (ESS)
(c) Ad hoc (IBSS or peer-to-peer)

must senda positive adknowledgmen for receipt of a PDU. If the senderreceivesno ACK,
it retransmits the PDU after a newrandomdelay. This is illustrated in Figure 5.8.

The basic 802.11Wireless LAN standard descrites the operation of the Medium Access
protocol and three variants of the Physical Layer protocol for:

Operation in the 2.4 GHz Industrial, Scieriic and Medical (ISM) wirelessband,
usingthe frequency-hoppingspreadspectrum (FHSS) techniqueto achieve a 1 Mbit/s
data rate.

Operation in the 2.4 GHz wirelessband, using the direct sequencespreadspectrum
(DSSS)technique to achieve a 1 or 2 Mbit/s data rate.

Operation in the infrared band to achieve a 1 or 2 Mbit/s data rate.

As time has passed,this standard has accunulated a considerablenumber of additional
variants and amendmets, indicated by extra letters after the number. Someof the ones
you are most likely to meetare:

802.11a Describes the operation of the Physical Layer in the 5 GHz wirelessband, to
achieve a data rate up to 54 Mbit/s.

802.11b Descrikesthe operation of the Physical Layer in the 2.4 GHz wirelessband, to
achiewe a 1, 2, 5.50r 11 Mbit/s data rate.

802.11e Enhancemets to the Medium Accessprotocol to provide QoS.
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Figure 5.8: Contention Avoidancein the CSMA/CA protocol

IFS is the Inter-Frame Space,a period of silencewhich separatesone
transmissionfrom the rst resenation slot for the next transmission.

802.11g Describesan extensionto adchieve data rates of 22 or 54 Mbit/s in the 2.4 GHz
wirelessband.

802.11h Describesextensionsto achieve Spectrum and Transmit Power Managemen, in
order to usethe 5 GHz band in Europe.

802.11i Describessecurity enhancemets to the Medium Accessprotocol.

In Europe, important parts of the 5 GHz wirelessband are resened for other purposes,so
the 802.11aechnologyis unlikely to be used(evenif 802.11his followed). Instead, the high
data rates o ered by 802.11aare likely to be achieved by using equipmen which follows
the 802.11gstandard.

6 Basic Proto cols in the Internet

In these notes, most of the exampleswill be concernedwith the kind of protocols used
in the Internet. An overview of someof the best known onescan be seenin Figure 6.1.
There are no special Internet protocols assignedfor usein the Data Link or Physical
layers. The protocolsin theselayers are very technology dependern, and the appropriate
choice will depend on the environment in which the network is to operate. For example,
if communication takes place within a single building or building complex, it would be
natural to basethe network on LAN technology, and one of the IEEE 802.x protocols
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Direct support to appl. processes.

Transformation of data to syntactic
form acceptable to local processes.

APPLICATION
File transfer: FTP
E-mail: SMTP, POP, IMAP
Web access: HTTP
News accessNNTP
Clock synchronisation:NTP

End-to-end transfer of data.

TRANSPORT Connection-mode: TCP
Connectionless-mode:UDP

Transfer of data between arbitrary
NETWORK systems in arbitrary networks.

Connectionless-mode:|P

Transfer of data between neighbour
DATA LINK (or other directly connected) systems.

Transfer of physical data units (bits)
PHYSICAL between data link entities.

L PHYSICAL MEDIUM

Figure 6.1: Protocolsin the Internet layered architecture



6.1 Internet Protocol, IP 31

described in the previous sectionwould be usedin theselayers. If comnunication is also
to extend over a public WAN, an ITU-T protocol suite sudh as ATM would typically be
used;in practice, the choice of protocol in a WAN will be made by the Internet Service
Provider (ISP) who o ers the IP service,and the useris unaware of what is going on in
the layers belov the Network layer.

6.1 Internet Proto col, IP

IP is the basic Network layer protocol usedin the Internet. The full name of the protocol
may causeyou someconfusion,sincethe word \in ternet" has two meanings: When spelt
with a small\i" it refersto a type of protocol which is usedto o er Network layer services
over a set of interconnectedsubnets,possibly basedon di erent technologies,while with a
large\l" it refersto the whole conceptof the modern Internet. A more correct name for
IP would really be\the Internet internet protocol”, but by now it is too late to change!

IP is a connectionless-mde protocol which is usedto implemert a connectionless-mde,
full duplex, point-to-p oint or multicast stream servicefor data transfer. IP o ers facilities
for segmetation and reasserhly, and for various forms of routing. It is de ned in two
versions:

1. \Classic" IP, often known asIPv4, which iderti es the sourceand destination systems
by 32-bit addressesThis is descriked in the Internet documert RFC791which forms
part of Internet Standard 5 [16].

2. Internet Protocol version 6, often just known as IPv6, which identi es sourceand
destination by 128-bit addressesnd includesmore comprehensie facilities for deal-
ing with di erent classesof trac, incorporating security, and other features. The
protocol is descrited in RFC1883[26], and the addressingsthemein RFC2373[24].

Most current ISPs support IPv4, but a considerableinternational e ort is currertly going
into the deployment of IPv6. An important reasonfor this is that the number of systems
attached to the Internet is increasingso rapidly that the supply of 32-bit addressesused
in IPv4 is running out.

The format of an IPv4 PDU is shown in Figure 6.2. The header consistsof all the elds
from the version number up to and including the padding, while the rest of the PDU
contains the payload data, normally a PDU (or part of a PDU) from somehigher level
protocol such asTCP or UDP. The Protocol eld cortains information about which higher
level protocol it is: for example,the value 6 indicates TCP and 17 UDP. The length of
the header(in units of 32-bit words) is given by the Header Length eld, while the Total
Length eld givesthe length of the ertire PDU in octets (8-bit units). The Type of Servie
eld contains information which in principle speci es the quality of serviceto be o ered
to the PDU, although very few IPv4 routers actually handle this eld in practice. The
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Figure 6.2: Format of an IP version4 PDU
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FragmentInformation eld cortains two 1-bit ags which indicate whether segmemation
(in IP known as\fragmentation") may take place and whether this PDU cortains the last
fragmert or not, followed by a 13-bit sub- eld giving the position of the fragmert in the
unfragmerted original, measuredin units of 8 octets, wherethe rst fragmert starts at
octet 0. The Time-to-Live eld is usedto ensurethat the PDU will be thrown away if
it doesnot read its destination within a certain period of time. It is initialised to the
maximum acceptablelifetime for the PDU (in seconds),and decreasedby at least one
secondin ewery network node through which the PDU passes;f the PDU spends more
than onesecondin the node, the eld is decreasedy the time actually spert. If the eld
reatheszero,the PDU is discarded. This ensureghat undeliverable PDUs do not cortinue
to wander round in the network, wasting its resources.Finally, the PDU may contain a
number of Option elds, which specify information about which route is to be taken to
the destination, record information about the actual route, specify security parametersor
carry timestamps. The Padding eld corntains a number of 0-bits which ensurethat the
options (and thereforethe headerasa whole) Il an integral number of 32-bit words. For
full details, you shouldlook at RFC791[1§].

6.1.1 IP Addresses

An IP addressdesignatesa systemin a network which operates accordingto Internet
convertions®. IP addressescan be allocated to a systemstatically by a system manager
when the systemis set up, or dynamially from a pool of available addressesvhen the
systemis booted. The dynamic method requiresyou to have accesdo a sener which can
supply your systemwith a currently freeIP address.To corntact this sener, the operating
system usesthe Dynamic Host Con guration Protocol (DHCP) [23], and the sener is
thereforeusually called a DHCP server.

IPv4 addressesretraditionally written asa sequence®f four decimalnumbersseparatedoy

dots, for example130.225.76.44 , whereead number liesin the range[0::255]and is the
decimal value correspnding to 8 bits of the address.|Pv6 addressesre correspndingly
written as a sequenceof 8 hexadecimalnumbers separatedby colons,where eath number
correspndsto 16 bits of the address.Both IPv4 and IPv6 addressesre structured, with

the leading bits of the addressdenoting the network or subnetvork in which the node is
placed, and the trailing bits denoting the particular system (well: interface) within this

network. How many bits are usedfor eat purposedependson the so-calledclassof the
network, wherethe classre ects some(historical) idea about how many end systemsthe
network is likely to host. The schemefor IPv4 addressess shown in Figure 6.3. A subsetof
the IP addressesn ead classare allocated for usein systemswhich will not be connected

SStrictly speaking the addressdesignatesnot the node or systemitself, but a network interface in the
node, which in practice meansthat it is assaiated with a network adapter card. Soif your system uses
seweral network cards at the sametime, it will normally use seweral IP addresses.
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Address IPv4 address classes
class
A \Olnnnnnnn%hhhhhhhh\hhhhhhhh\hhhhhhhh\
1-127 0255 0-255 0-255
B \10[nnnnnn[nnnnnnrrﬁl%hhhhhhhh\hhhhhhhh\
128-191 0-255 ~ 0-255 0-255
C \110[nnnnn[nnnnnnnn[nnnnnnn%ﬁhhhhhhhh\
192-223 0-255 0-255 0-255
Network id Host id
Multi- ‘
1110 l l l |
cast ~554-239 0-255 0-255 0-255

| Multicast group id ‘

Private Network addresses
A [00001010hhhhhhhhlhhhhhhhhlhhhhhhhh]

10 0-255 0-255 0-255

B [10[1011000001nnnnhhhhhhhhlhhhhhhhh
172 16-31 0-255 0-255

C [11000000/10101000nnnnnnnnlhhhhhhhh
192 168 0-255 0-255

Figure 6.3: IPv4 addressegabove) and Private Network addressegbelow)
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to the Internet. Theseare known as Private Network (PN) addressesand are of course
not globally unique: There can be many systemswith the address,say, 192.168.25.1 in
the world!

The number of bits which identify the network (or indicate that the addressis the address
of a multicast group) is often specifedby a so-callednetmask which is the pattern of bits
which can be usedto remove the hostid or multicast group id part of the address.This is
summarisedin Table 6.1. When you connecta systemto the Internet, you usually needto

Address | Length of | Netmask
Class | Network id

A 8 255.0.0.0

B 16 255.255.0.0

C 24 255.255.255.0
Multicast 4 240.0.0.0

Table 6.1: IPv4 addressstructure and netmasks

supply a value for the netmaskto be usedin your part of the network.

6.1.2 Internet Names

Finally, you may be wonderinghow the IP addressesire related to the Internet hostnames
which turn up in mail addressesWeb addressesnd soon. For example:

www.rfc-editor.org
hobbits.middle_earth.net
esmeralda.imm.dtu.dk
stop.it

Like an IP address,a nameidenti es a system(interface),but it hasno xed length and its
structure re ects the administrative domainswhich are responsiblefor allocating the name.
The elemens of the nameare given in order of increasingsigni cance, separatedby dots.
For example, www.rfc-editor.org  refersto the the systemwwwwithin the sub-domain
rfc-editor  within the top level domain org.

The top level domain is usually a two-letter code referring to a particular courtry (dk,
it , uk, ru,...) orto a generalclassof names(org, net, mil, com...), ead of which
has its own naming authority responsible for allocating names. For example, namesin
the top level domain dk are registeredby the Danish naming authority, thosein ru by the
Russianauthority, and soon, while namesin org (which belongto non-pro t organisations)
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are registeredby the Public Interest Registry in Virginia, USA, thosein net and comby
Verisign Global Registry Servicesand soon. A full list of the rules has beenpublished by
the Internet Assignel Numkbers Authority (IANA) , which administersnamesand addresses
in the Internet, and can be found on the Web at:

http://www.iana.org/domain-names .htm

Note that, unlike (global) IP addresseswhich refer to a physical network in a particular
physical location, Internet namesdo not necessarilytell you anything about wherein the
world the systemis located, just asyour personalnamedoesnot tell anything about where
you are located either, whereasyour addressdoes! This is the essetial di erence between
a nameand an address The Internet namejust tells you about wherethe namehasbeen
registered.

In many casesfor practical reasons,the top-level registration authority in fact delegates
the ability to register namesto the sub-domainsunder its cortrol. So for example, with

a name sud as esmeralda.imm.dtu.dk , the sub-domainname dtu would be registered
directly with the dk authority, the sub-sub-domainname immwould be alllocated by and
registeredwith an authority for dtu.dk , and the host nameesmeralda would be allocated
by and registeredwith an authority for imm.dtu.dk .

The mapping betweennamesand the correspnding addressess maintained via the Do-

main Name Servie (DNS), a large distributed databasefrom which information can be
retrieved by using the DNS Application layer protocol. This is a client-server protocol,
and whenyou attach a systemto the Internet, you usually needto supply the IP address
of the DNS sener which your system (as client) will ask rst, whenit needsto nd the
IP addresscorrespnding to a given name. If this sener doesnot know the answer, it will

passthe query on to other DNS seners, and soon.

6.2 Transmission Control Proto col, TCP

TCP is one of seeral Transport layer protocolsin commonusein the Internet, and is de-
scribed in Internet RFC793,alsoknown asInternet Standard 7 [17]. TCP is a connection-
mode protocol which is usedto implemert a connection-male, full duplex, point-to-p oint
stream servicefor data transfer, basedon a connectionless-mde Network service,as pro-
vided by IP. For trac betweena sourceidentied by IP addressl Ps and a destination
identied by I Pd, TCP makesit possibleto set up a large number of connectionsdis-
tinguished by so-calledport numkbers. This provides a form of multiplexing, as illustrated
in Figure 6.4. Port numbers are integersin the range [0; 65535]. Many of the smaller
port numbers (up to 1023)are o cially assigneé for useby standard Internet application
seners. Attempts to make a connectionto assignedoorts shouldonly be madein order to
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Ports
7496
1232 NTP
110|2 POP3
80 |2 HTTP
25 |< SMTP

IPs IPd

Figure 6.4: TCP ports usedfor multiplexing trac betweentwo IP addresses

run the appropriate application protocol. Ports from 1024 up to 49151can be registered
with the IANA for usewith specic applications, while those from 49152and up can be
usedfreely, for examplewhen ports have to be dynamially allocated. This is a common
strategy at the client end of a client-server connection.

Since TCP is a connection-male protocol, a TCP connectionneedsto be set up between
two suitable ports beforedata canbe transferred. When oneor other of the commnunicating
parties has nished sendingdata, it is allowed to initiate closingthe connection,a process
which is completedwhen the other party adknowledgesthat the connectionis closed. In
betweenthesetwo phased of setting up and closingthe connection{ full duplex exdange
of data is possible.

TCP is a stream-orienied protocol, sothe data transferredin ead direction is considered
as a potertially unlimited stream of octets, whoseposition in the streamis identi ed by

consecutie seguen@ numtlers. The initial sequencenumber for the rst octet of data to

be sert in a given direction is agreedwhen the connectionis setup. All subsequen TCP

PDUs which carry data, say from A to B, cortain:

A seguene numker, ns, which givesthe number (modulo 2°?) of the rst octet of
data in the PDU;

An acknowedgment ack., which givesthe sequencenumber (modulo 2%?) of the next
octet expectedfrom B. This implicitly adknowledgescorrect receipt of all the octets
with numbersup to and including (ack.  1).

A credit value W,, which givesthe number of data octets which A is willing to receiwe
from B. In e ect, this says that the senderof the PDU is willing to receiwe octets
with numbersfrom ack up to (ack + W, 1). W, is often known asthe (receive)
window size

Figure 6.5 illustrates the principle of sud a window protocol. Thesemedanismsmake it
possibleto ched for missing parts of the stream of data, acknowledgereceived data and
cortrol the ow of data received from the other party. A chedksum in the PDU header
allows the receivingparty to ched that the PDU hasnot beencorrupted in transit. All in
all, TCP o ers a reliable connection-orieted serviceto applications.
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ack . .
Window size, W
Received and Octets acceptable
acknowledged octets in following PDU

T T T T |
2700 2800 2900 3000 3100
Sequence numbers

T
2600

Figure 6.5: Operation of the receive window in TCP

Bit
15 31
T T 1T T T T T T T T T T T77T T T 1771 \ I _\ T T T T T
Source port no. Destination port no.
Sequence number

Acknowledgment number

O[IF[Z : .
(I)Z%gt& Reserved |£09/® > Z Window size

Checksum Urgent pointer

Header options

Padding

Data (payload)

Figure 6.6: Encoding of a TCP PDU

The padding is usedto make the length of the headera multiple of 32
bits.
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The actual PDU is encaled as showvn in Figure 6.6. There is only one format for PDUs,
but six control ags are usedto di erentiate betweenvarious purposesfor which the PDU
may be used:

SYN: Senderis in the processof opening the connectionand wishesto syndironise se-
guencenumberswith the other party.

FIN: Senderhasno more data to send,and wishesto closeconnection.

RST: Senderhasdetecteda failure in the operation of the protocol, and aborts the con-
nection.

UR G: Indicatesthat the Urgernt Pointer is signi cant, andthat it givesthe o set of Urgent
Data in the PDU.

ACK: Indicatesthat the Acknowledgemen eld is signi cant.
PSH: Push Function.

For example, to set up a connection, the initiator sendsa PDU with the SYN ag set
and (a proposal for) an initial sequencenumber, say ns. The called party replies with
a PDU with the SYN and ACK ags set, and includesits own (proposal for an) initial
sequencenumber, say n,, and an adknowledgmen with the initiator's initial sequence
number, (ns + 1). Finally, the initiator respondsto this with a PDU with the ACK ag
set, with sequencenumber (ns + 1) and an adknowledgmen with the responder's initial
sequencenumber, (n, + 1). Similarly, the FIN ag is usedto indicate that the senderhas
nished sendingdata and wishesto closethe connection. If the other party hasmore data
to send,it may cortinue to do so,terminating with a PDU with the FIN ag setto indicate
that it, too, has nished sendingdata. For full details of the operation of the protocol,
see[17].

6.3 User Datagram Proto col, UDP

UDP is an alternative Transport layer protocol which provides a connectionless-mde ser-

vice. It is descrited in RFC768, also known as Internet Standard 6 [15]. UDP usesthe

sameconceptof ports as TCP to provide multiplexing of seweral streamsof data between
systemswith a given pair of IP addressesand the samerestrictions with respect to as-

signed ports apply. Naturally the protocol cortains no featuresfor setting up or closing

connections,sequencenumbering or ow cortrol, since all these things are meaningless
in a connectionlesscortext. Each UDP PDU is sent independerily of the others via the

underlying IP service.
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6.4 Internet Application Layer Proto cols

A large number of (more or less)standardisedprotocolsare in commonusein the Appli-
cation Layer of the Internet. We shall gointo details with two of them later in thesenotes,
but a summary of someof the most important onesand their assaiated port numbersis
givenin Table 6.2.

Port | Protocol Application
20 | FTP (data stream) File transfer
21| FTP (control stream)
23| TELNET Virtual terminal
25| SMTP Mail transfer
53| DNS Domain Name Service
80| HTTP Web pageservice
110| POP3 Mail retrieval
119| NNTP Newsservice
123 | NTP Clock syndironisation
143 | IMAP Interactive mail retrieval
389 | LDAP Lightweigh directory access

Table 6.2: Internet Application Layer protocols

You can easily nd a list of assignedport numbers and the assiated applications if
you have accesdo a systemwhich usesa Unix-basedoperating system, suc as Linux or
Solaris: just look in the /etc/services  le. A completeand up-to-date list is maintained
by IANA, the authority which registersthe numbers, and can be seenon the Web page
http://www.iana.org/assignments/  port -numkers.

7 Simple Mail Transfer Proto col, SMTP

The rst detailed exampleof an Internet Application layer protocol which we shall look at
is SMTP, of which a full description can be found in Internet RFC821, which forms part
of Internet Standard 10[18. The purposeof SMTP is to transfer mail messagesomposed
by a userfor transmissionto one or more other users. In fact, in the Internet world, mail
is not sert directly to the recipiert user(who of coursemight not be loggedon when the
messages sert), but is transferredto a mailbox owned by the recipiert instead. At some
conveniert time, the recipiert needsto use another protocol to retrieve his or her mail
from the mailbox sothat it can be read (or whatever needsto be donewith it). The two
commonestprotocolsfor retrieving mail from a mailbox are:
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The so-calledPost O ¢ e Protocol, usually just known as POP, of which the most
recen versionis version 3 \POP3"). This is descriled in Internet RFC1939[19],
which is Internet Standard 53.

The Internet MessageAccessProtocol (IMAP) , of which the currernt versionis version
4 \IMAP4" ), descriked in RFC2060[22].

The actual application is typically (but not necessarily)a so-calledmailer { a program
which looks after sendingand retrieving mail for a user. The mailer thereforeo ers some
kind of userinterface, via which the user can compose messagesspecify who they are to
be sert to, retrieve incoming messageand soon. The mailer usesSMTP in order actually
to transfer the outgoing mail.

7.1 The Basic SMTP proto col

SMTP is a so-calledclient-server protocol: One party acts as a client, which can send
requestsfor particular actionsto be carried out by the sener, which sendsa response. We
shall look at more systemsorganisedin this way later in thesenotes. In the caseof SMTP,
the client is assaiated with the mailer from which the mail originates, and the sener is
a mail sener assaiated with the mailbox into which the mail is to be deposited. This is
illustrated in Figure 7.1.

The actual protocol is in many ways a typical example of an Internet Application layer
protocol. A sequenceof two-way exdhangestakes place betweenthe client and sener. In
eah exdange,the client sendsa commandidentied by a four-letter code (and usually
with other parameters),and the sener responds with a reply cortaining a 3-digit return
code indicating the succesr failure of the command.

In the basicSMTP protocol, all the commandsand acknowledgmerts are sert in the form of
ASCII charactersusinga 7-bit encaling. The basicprotocol describtedin RFC821provides
commandswhich enablethe userof the protocol amongstother things to:

Mailer N
application program

SMTP command
SMTP
Client |
SMTP reply

Figure 7.1: Typical SMTP client-server architecture

SMTP
Server

—
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Signon asClient to initiate a mail transfer dialogue (HELD

Give the addressto which repliesare to be sert (MAIL.

Verify ausername(VRFY. The sener replieswith the full nameand mailbox address
of the given user.

Expand distribution lists (EXPN The sener replieswith a list of user namesand

mailbox addresses.

Specify a destination addressfor a messagd RCP) seweral RCPTtcommandsmay be
given for the samemessageif it is to be sert to seweral recipierts.

Sendthe text of a messageg DATH this messagecan only be a portion of text in

ASCII code.

Terminate the current dialogue (QUIT).

A slightly simpli ed syntax for thesecommandsis givenin Extended BNF in Table 7.1 0on
the facing page. For a more completepresemation, seereference[18].

An simple exampleof a dialoguebetweena client on a systemcalled goofy.dtu.dk and a
sener on systemdesign.fake.com is shavn in Figure 7.2. The entire dialogueis passed

HELOgoofy.dtu.dk
| 250 design.fake.com |
MAIL FROM:<bones@goofy.dtu.dk>

RCPTTO:<snodgrass@design.fake.con»

DATA

| 354 Start mail input; end with <CRLP : <CRLP
From: Alfred Bones <bones@goofy.dtu.dk>

To:  William Snodgrass <snodgrass@design.fake.com>
Date: 21 Aug 2000 13:31:02 +0200

Subject: Client exploder

Here are the secret plans for the client exploder
etc. etc. etc.

QUIT
| 221 design.fake.com

Figure 7.2: Exchangeof messagesn SMTP

Commandsfrom the client to the sener are in typewriter font and
repliesfrom sener to client are boxed in |italic  typewriter | font.
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<command>

<forward-path>
<reverse-path>
<path>
<mailbox>
<local-part>
<domain>
<element>

<dotnum>
<number>
<pame>

<alpha>
<digit>
<alphanum>
<anh>

"HELO" <sp>
"MAIL" <sp>
"RCPT" <sp>
"VRFY" <sp>
"EXPN" <sp>

<domain> <crlf>
"FROM:" <reverse-path>
"TO:" <forward-path>
<string> <crlf>
<string> <crlf>

43

<crlf>
<crlf>

"DATA" <crlf>

"QUIT" <crlf>

<path>

<path>

"<" <mailbox> ">"
<local-part> "@" <domain>
<string> { "." <string> }*
<element> { "." <element> }*
<name>

"#' <number>

"' <dothum>"]"

<number>"."
{ <digit> }+
<alpha> { <anh>}* <alphanum>

<number>".

<number>".

upper or lower case English letters
decimal digits

<alpha> | <digit>
<alpha> | <digit>

Table 7.1: SMTP commandsyntax

<number>

The syntax is givenin EBNF, where[x] indicatesan optional syntactic
elemen x, {x}* arepetition of 0 or moreelemens and {x}+ arepetition
of 1 or more elemens. The full SMTP syntax given in reference[18]
includesseweral more commands.
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betweenclient and sener via a previously setup TCP connectionbetweengoofy.dtu.dk
and design.fake.com , using port number 25 at the sener end. The signi cance of the
exchangesin the dialogueis as follows:

1. The client signson as a client to the sener, giving the name of the client's system
(goofy.dtu.dk ) as parameterto the HELOQcommand. The sener replies with the
return code 250, which meansthat the commandis accepted,and suppliesthe sener
name (design.fake.com ) as parameterto the response.

2. The client informs the sener whererepliesare to be sen, supplying the appropriate
mailbox name(here bones@goofy.dtu.dk) asparameterto the MAILcommand. The
sener replieswith return code 250, indicating acceptance.

3. The client informs the sener about who is intended to receiwe the mail, supplying
the appropriate mailbox name (here snodgrass@design.fake.com) asparameterto
the RCPTTommand. The sener again givesa positive response.

4. The client asksthe sener to prepareto receiwe the body of the messageby sending
the DATAommand. The sener againresponds positively, this time giving code 354,
together with instructions about the way in which the messages to be sert.

5. The client sendsthe body of the messageterminating with a line cortaining only a
period (.). The sener resppndswith return code 250, indicating acceptance.

6. The client signso (QUIT, and the sener respondswith a code 221, supplying the
name of the sener as parameter. (This is usefulto the client, in caseit has signed
on to seeral seners...).

At this stagethe dialogueis complete. Note that in this exampleall the responsesfrom
the sener have been positive ones. This is not always the case. The complete set of
reply codesis shavn in Table 7.2. Codesof the form 2xy are positive responses,those of
form 3xy are informative (further information is neededn orderto completethe requested
action), 4xy indicatesa possiblytransient error, meaningthat it may be sensibleto try the
samecommandagain slightly later, while 5xy indicates a permanen error, for examplea
meaninglesscommandor seriouslack of resourcesn the sener.

7.2 MIME

The basic SMTP protocol as originally de ned only madeit possibleto sendsimple mes-

sagescortaining characters from the ASCII character set (basically, the letters of the

English alphabet, digits and English punctuation marks). Howewer, a substartial set of

extensionshave beende ned for SMTP, of which some of the most important are the

group known as Multipurpose Internet Mail Extensions(MIME) , which enable messages
to cortain more complexdata than simple ASCII texts, by allowing the userto encale:

1. Messagebodiescortaining text in character setsother than US ASCII.
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Code

Meaning

211
214
220
221
250
251

System status, or system help reply

Help messagduseful only to the human user]
<domain>Serviceready
<domain>Serviceclosing transmission channel
Requestedaction OK, completed

User not local; will forward to <forward-path>

354

Start mail input; end with <CRLF>.<CRLF>

421
450
451
452

<domain>Servicenot available, closing transmission channel
Requestedaction not taken: mailbox unavailable [E.g. mailbox busy]
Requestedaction aborted: local error in processing
Requestedaction not taken: insu cien t system storage

500
501
502
503
504
550
551
552
553
554

Syntax error, command unrecognized

Syntax error in parametersor argumerts

Command not implemented

Bad sequenceof commands

Command parameter not implemented

Requestedaction not taken: mailbox unavailable [E.g., mailbox not found, no access]
User not local; pleasetry <forward-path>

Requestedaction aborted: exceededstorage allocation

Requestedaction not taken: mailbox name not allowed [E.g., incorrect syntax]
Transaction failed

Table 7.2: SMTP reply codes
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2. Non-text messagéodies, sut asimages,audio and video.
3. Multi-part messagéodies.

4. Messageheadersin character setsother than US ASCII.

5. Authenticated and encrypted messagdodies.

Clients wishing to use SMTP extensionssud as MIME must start their dialoguewith a
commandEHLO (instead of HELO) and a sener which implemerts the extensionsmust
recognisethis new command.

MIME encaling is intended for usewith substartial chunks of data, sud as ertire docu-
merts or images. Eadc sud chunk is known asa MIME entity [20]. An entity is encaledas
a headerfollowed by a body, wherethe headerconsistsof a sequencef elds which specify:

1. The content type of the body.
. The enading of the body.

3. A referene (for example,a serial number or iderti er) which can be usedto referto
the body from other ertities.

4. A textual description of the ertity.

5. Possibly someextension elds, describing additional or non-standard attributes of
the ertity.

N

The content type header eld speci es a type and subtype, wherethe type canbe discrete
or composite. An ertity of a discrete type contains a single block of data represeting a
text, image, audio stream, video stream or similar, while an ertity of a composite type is
composedfrom smaller ertities, which may themselhesbe of discreteor composite type. A
number of standardisedtypesand subtypes are pre-de ned in the MIME standards, and
others can be added either informally or via a formal registration processto the IETF.
The standard typesde ned in Part 2 of the Internet MIME standard [21] can be seenin
Table 7.3.

For seeral of thesetypes and subtypes, cortent type header elds may also include pa-
rameters for examplethe actual character set usedin a text/plain  ertity, the delimiter
string in a multipart entity, the fragmert number in a message/partial enity, the ac-
cesstype (FTR ANON-FTROCAL-FILE..), expiration date, sizeand accesgights (read,
read-write ) for a message/external-body ertity, and soon.

The encoding header eld descrikesthe way in which the content has beenencaled in
addition to the encaling implied by the cortent type and subtype. An encaling which is
not an identit y transformation may be neededf the body of the entit y corntains data which
for somereasoncannot be passedransparertly by the protocol in use. For example,basic
SMTP canonly be usedto transfer sequencesf ASCII charactersin a 7-bit represetation.
The standard encalings are:
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MIME
Discrete type Subtypes Explanation
text plain Plain text, viewed as a sequenceof charac-
ters, possibly with embedded line breaks or page
breaks.
enriched Text with embedded formatting commandsin a
standard markup language.
image ipeg Images encaled in accordance with the JPEG
standard using JFIF encdling [13].
audio basic Single channel audio encaled using 8-bit ISDN
mu-law at a samplerate of 8000Hz. [28]
video mpeg Video encaded in accordance with the MPEG
standard [14].
application octet-stream Arbitrary binary data.
postscript Instructions for a PostScript™ interpreter.
X-oo User-de ned application subtype.
Composite type | Subtypes Explanation
message rfc822 A complete mail messagein accordancewith In-
ternet RFC822.
partial A (numbered) fragmert of a larger MIME entity.
external-body | A referenceto the body of a mail messagewhich
is not embeddedin the current ertity.
multipart mixed A sequenceof independert body parts, ead de-
limited by a unique sequenceof characters.
alternative A sequenceof body parts, ead delimited by a
unigue sequencef characters,and eat represent-
ing an alternativ e versionof the sameinformation.
digest A sequenceof independert body parts, which by
default are messages.
parallel A set of independent body parts, eat delimited

by a unique sequenceof characters.

Table 7.3: Standard MIME entity typesand subtypes[21]

a7
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No transformation has been performed on the data, which consistertirely of lines
of not more than 998 charactersin a 7-bit represetation, separatedby a CRLF
character pair.
No transformation has been performed on the data, which consistertirely of lines
of not more than 998 charactersin an 8-bit represetation, separatedby a CRLF
character pair.

binary No transformation has beenperformedon the data, which consistof a sequence

of arbitrary octets.

quoted-prin table A transformationto quoted-printable form hastakenplaceonthe data,

sud that:

1. non-graphiccharacters,

2. characterswhich are not ASCII graphical characters,
3. the equalssign character,

4. white space(SP, TAB) charactersat the end of a line

are replacedby a 3-character code "=XY", where X and Y are two hexadecimaldig-
its which represemn the code value of the character. US-ASCIl graphical characters
(apart from =) may optionally be represeted in the sameway or may appear liter-
ally. Lines longerthan 76 charactersare split by the insertion of “soft line breaks'
(represered by an equalssignfollowed by a CRLF character pair). Thusfor example:

Les curieux =E9v=E9nementqjui font le sujet de cette chron=
ique se sont produits en 194., =EO Oran.

represets the text Les curieux evenementsqui font le sujet de cette chronique se
sont produits en 194., a Oran. { the opening sertence of Albert Camus' novel \La
Peste” Here E9is the code value for e, EOis the value for a, and the equalssign
which endsthe rst line indicates a soft line break. This transformation is intended
to allow text to passthrough systemswhich are restrictive with respectto line length
and character set.

base64 A transformation to base-64coding hastaken place.

Here, ead 24 bit sequenceof data is encaled as 4 charactersfrom a 64-daracter
subsetof the US-ASCII setof graphical characters,whereead character correspnds
to 6 bits of the data, asshown in Table 7.4. For example:

101101011110000111010011 |001111101011111110000000
t e H T P r + A

Data sequencesvhich are not multiples of 6 bits are paddedon the right with 0-bits
to a multiple of 6 bits beforecorversionto charactersasabove;if they arethen not a
multiple of 4 characters,they are further paddedon the right with the character"="..
The charactersare brokenup into linesof not morethan 76 characters,the linesbeing
separatedby CRLF (which hasno signi cance for the coding). This transformation
is intended to allow binary data to passthrough systemswhich are restrictive with
respect to line length and character set.
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Data Character | Data Character | Data Character | Data Character
000000 A 010000 Q 100000 g 110000 w
000001 B 010001 R 100001 h 110001 X
000010 C 010010 S 100010 [ 110010 y
000011 D 010011 T 100011 i 110011 z
000100 E 010100 U 100100 k 110100 0
000101 F 010101 \ 100101 [ 110101 1
000110 G 010110 W 100110 m 110110 2
000111 H 010111 X 100111 n 110111 3
001000 I 011000 Y 101000 0 111000 4
001001 J 011001 Z 101001 p 111001 5
001010 K 011010 a 101010 q 111010 6
001011 L 011011 b 101011 r 111011 7
001100 M 011100 c 101100 S 111100 8
001101 N 011101 d 101101 t 111101 9
001110 O 011110 e 101110 u 111110 +
001111 P 011111 f 101111 \ 111111 /

Table 7.4: Base64encaling of 6-bit binary sequences

A complete example of a mail messagebody, composedof a multipart ertity in MIME

encaling, and illustrating se\eral of thesefeatures,is shavn in Figure 7.3 on the follow-
ing page. Sincethe body has been converted into an encaling which exclusiwely uses
ASCII characters, it can be sert using SMTP, just like the simple messageseenin Fig-
ure 7.2, though in this casethe client systemis evidertly bugeyed.monster and the sener
tundranet.ice

8 HTTP and the World Wide Web

The World Wide Web is a distributed systemwhich o ers global accessto information.
The basicarchitecture follows a Client-Server model, with a very large number of seners,
on which the information is stored, o ering uniform accessto the clients. The unit of
information generallycorrespndsto a le onthe sener, andis known asa (Web) resoure.

8.1 Uniform Resource Ildentiers

Uniform accesss assuredby the use of a uni ed, global naming schemein which eath
resourceis identied by a Uniform Resouce Identier (URI) which speci es a so-called
schemedertifying the accesgrotocol to be used,the server(with optional user informa-
tion and information about the port to be accessedn the sener side), and the path to
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From: Ebenezer Snurd <ebes@bugeyed.monster>

To: Rod Akromats <rak@tundranet.ice>

Date: Wed, 09 Aug 2000 12:34:56 +0100 (CET)

Subject: Finalised material

MIME-Version: 1.0

Content-type: multipart/mixed;  boundary=5c12g7YTurbl9zp4Ux

This is the MIMEpreamble, which is to be ignored by
mail readers that understand multipart format messages.

--5¢12g7YTurbl9zp4Ux
Content-type: text/plain; charset=1S0O-8859-1
Content-transfer-encoding: 8bit

Dear Rod,

Here are somerecent pictures, including the mail | told
you about from the Clones. Enjoy!
Ebe.

--5¢12g7YTurbl9zp4Ux
Content-type: image/jpeg
Content-transfer-encoding: base64

Ap3ul07+yacdfefe66menop4RorS8hdundtf3

--5¢12g7YTurbl9zp4Ux

Content-type: message/external-body; access-type=local-file;
name="/usr/home/ebes/pix/clo08.p s";
site="drones.hive.co.uk"

Content-type: application/postscript

Content-id:  <id0O03@woffly.speakers.com>

--5¢12g7YTurbl9zp4Ux--

This is the MIMEepilogue. Like the preamble, it is
to be ignored.

Figure 7.3: MIME encaling of a messagéody with three parts

The parts are separatedby a boundary marker starting with "--" | fol-
lowed by the boundary string "5¢12g7YTurbl9zp4Ux".

Header elds areshown in typewriter font and bodiesin italic  type-
writer  font.
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<scheme>"/["  <server> <path> ['?" <query>]

<absoluteURI> ::

<server> = [<userinfo> "@"] <hostport>

<hostport> = <host> ["" <port>]

<host> = <hostname>| <IPv4address>

<port> = { <digit> }*

<path> = """ { <segment>"/" }*

<segment> = { <pchar> }*

<pchar> = <alpha> | <digit> | "" | """ | """ | """ |
ey ] e |
K B B

Figure 8.1: Syrntax of Uniform Resourceldenti ers.

The syntax is givenin EBNF, where[x] indicatesan optional syntactic
elemen x, and {x}* a repetition of O or more elemeits.

the le. In addition, the URI may provide a queryto be interpreted by the resource. A
slightly simplied syntax (in Extended BNF notation) for URIs is given in Figure 8.1; a
more completedescription can be found in [25].

Someexamplesof URIs are asfollows:

http://www.usenix.org/mem bership/renew.h tml
Refersto the resourceto be found via path /membership/renew.html on the sener
with hostnamewww.usenix.org, to be accessedising the HTTFRprotocol.
http://ab c.com/~smith/index.h  tml
Refersto the resourceto be found via the path ~smith/index.html on the sener
with hostnameabc.com to be accessedisingthe HTTRorotocol.
http://ab c.com:80/~smith/index.h  tml
Refersexplicitly to port 80 (the default port number for the HTTP protocol), but
otherwiseidertical to the secondexample.
http://www.bahn.de/bin/query?text=Berlin&maxresults=10
Refersto the resourceto be found via path /bin/query on the sener with host-
namewww.bahn.de to be accessedising the HTTFRprotocol.
The query text=Berlin&maxresults=10 will be passedon to the resource.
ftp://ftp.isi.edu/in-notes/rfc2396.txt
Refersto the resourceto be found via the path /in-notes/rfc2396.txt on the
sener with hostnameftp.isi.edu , to be accessedising the FTPprotocol.
telnet://ratb  ert.comfy .com/
Refersto the resourceto be found via the path / on the sener with hostname
ratbert.comfy.com , to be accessedising the TELNEProtocol.
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Hostnamesare expressedising the standard Internet naming convertions, as a sequence
of domain namesseparatedby dots. Paths are typically (depending on the protocol in
use and the type of resource)expressedelative to somebasede ned within the sener.
User information, userinfo , is typically a useridenti er, possibly with security-related
parametersrequiredto gain accesdo the resource.

8.2 Hyp ertext Transfer Proto cols

Hypertext is a genericterm for the cortent of documeris which potertially may involve
various typesof information, sud as:

Static elements of varioustypes, sud astext, imagesand sounds.

Dynamic elements, which are to be created'on the y' by the execution of pro-
grams.

Embedded links (so-calledhyperlinks) to resourcesortaining further information.
This information may be intendedto be accesse@dutomatically when the documert
cortaining the link is accessedor it may require someaction on the part of a human
userin order to activate the link.

The task of a hypertext transfer protocol is to provide a servicefor storing and retriev-
ing hypertext documerts. The classicexampleis currerntly the Internet/DoD Hypertext
Transfer Protocol (HTTP) , of which the most recen versionis version1.1[4]. This makes
useof a seriesof two-way exdangesbetweena client, which is typically integrated into a
Web browser application, and one or more seners, in this corntext usually known as Web
seners. In eath exdhange,the client sendsa requestwhich identi es a resource by giving
its URI, species an action (known as a methal) to be performed on the resource,and
optionally gives parametersdescribingthe action in more detail. The sener replies with
a Resmpnse which gives a status code for execution of the action, and possibly includes
further information about the resource. This information may include the cortent of the
resourceand/or other parameters. The overall architecture of the systemis illustrated in
Figure 8.2.

Web browser
application program

HTTP request
HTTP
Client |

HTTP response

Figure 8.2: Typical HTTP client-server architecture

HTTP
Server

[Resource
—
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GEThttp://www.wpooh.org/~pooh/ind ex.ht ml HTTP/1.1
Host: www.wpooh.org

HTTP/1.1 200 OK
Date: Thu, 8 Aug 2002 08:12:31 EST
Content-Length: 332

<html>
<head>
<titte>Pooh's = Homepage</title>
</head>
<body>
<hl align=center>Winnie the Pooh</h1>
<img src="http://www.wpooh.org/pooh.g if", alt=" Pooh"™
<p>
Our little bear is short and fat
Which is not to be wondered at.

He gets what exercise he can
By falling  off the ottoman.
</p>
</body>
</html>

Figure 8.3: Simple exchangeof messagesn HTTP

The requestfrom the client to the sener is in typewriter font and the

reply from sener to client is boxed in |typewriter | font. The actual
cortent of the resourcewithin the box isin italic  typewriter  font.
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A very simpleexampleof sud an exchangeis shown in Figure 8.3. The GETrequestspeci es
the URI from which the resourceis to be retrieved and the protocol versionto be used
(here version 1.1). Sincethis requestrefersto a resourceon the systemwww.wpooh.org
it must be assumedthat a TCP connectionfrom the client systemto www.wpooh.orghas
been(or will be) setup by the application beforethe exchangeof HTTP messageactually
takesplace. It is a convertion of HTTP/1.1 that the requestalso contains a header-line,
starting with the keyword Host: , and explicitly specifyingthe host on which the resources
ultimately located. In the examplein Figure 8.3, this is redundart information. Howewer,
the samee ect could be obtained without redundancyby using the request:

GET~pooh/index.ntml  HTTP/1.1
Host: www.wpooh.org

Ead requestendswith a blank line which terminates the request.

The responseis a code (200 OK) indicating successfollowed by header elds assaiated
with the responseand the actual cortent of the resource,which in the exampleis a docu-
mert in Hypertext Markup Languagg HTML) . The documern cortains an embeddedlink to
afurther resourcejn this casecortaining animageat URI http://www.wpooh.org/pooh.img
It is the client's task to fetch this further resourcewhen required. Normally, the Web
browseror other application in which the client is enmbeddedwill determinewhen this will
take place,possibly after consulting the user. In more complexcasesdocumerts may also
cortain referencedo programsto be executedby the client (as so-calledapplet9 or the
sener (as so-called(active) serverpagesor serverscripts) in order to produce parts of the
corntent of the resourcedynamically.

The standard methods available via HTTP and their functions are:

GET Retrieve cortent of resource.

PUT Store new cortent in resource.

DELETE Deleteresource.

OPTIONS Requestinformation about resourceor sener.

HEAD Get headers(but not actual cortent) of resource.

POST Transferinformation to application, for examplefor transmissionas mail, process-
ing asa Web form, etc.

TRA CE Traceroute to sener via loop-badk connection.

Obviously, a given method can only be usedfor a particular resourceon a given sener if
the useron the client hassuitable authorisation from the sener.

More complexforms of requestallow the client to specify more closelywhat is required or
to descrike its own abilities. This is doneby following the main requestwith further header
elds, asin the corvertions for using MIME. It is possible,for example,for the cliert to:
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GETpub/WWW/xy.html HTTP/1.1

Host: www.w3.org

Accept: text/html,  text/x-dvi;q=0.8
Accept-Charset: is0-8859-1, unicode-1-1;0=0.5
Accept-Encoding: gzip, identity;q=0.5, *0=0
Accept-Language: da, en-gb;q=0.8, en;q=0
Range: bytes=500-999

Cache-control: max-age=600

Figure 8.4: A more complexHTTP Get request

De ne acceptablemedia types (header eld Accept), i.e. media types which the
client-side systemcan deal with. Theseare descrited in a notation similar to that
for MIME content-types. For example:text/html , text/x-dvi , video/mpeg, etc.
De ne acceptablecharacter sets (header eld Accept-Charset, specifying a list of
one or more character sets).

De ne acceptablenatural languagesn which the documert may be written (header
eld Accept-Language specifying a list or one or more languagecodes).

De ne acceptableforms of compressioror encaling, sud asgzip or the useof Unix
compress(header eld Accept-Encoding, specifyinga list of oneor more encalings).
Specify that only part of the documert is to be transferred (header eld Range
specifying a rangein bytes).

Restrict the operation to resourceswhich obey given restrictions with respect to
their date of modi cation (header elds If-Modified-Since  and If-Unmodified-
Since, specifying a date and time).

Control cading of the documert (header eld Cache-Control, specifying rules such
as the maximum time for which a cated documert is valid (max-agg, or giving
directions not to store a documert (no-store ) or always to retrieve it from the
original sener rather than a cade (no-cache)).

Provide security information for authorisation purposegheader eld Authorization
specifying a list of crederials).

A completeexampleof a more complexGET requestis shovn in Figure 8.4. This speci es
that the content of the resourceat URI http://www.w3.org/pub/WWW/xy.htm| shouldbe
retrieved from www.w3.orgusing HTTP version 1.1. The further header elds are to be
understood as follows:

The client can accept cortents in HTML or DVI synax. The g-parameter, here
g=0.8, assaiated with the DVI mediatype meansthat the client will only give les
of this type a relative preferene of 0.8. Absenceof a g-parameterimplies gq=1.0.
The client will acceptcharacter setsiso-8859-1and unicode-1-1, but will only give
the latter a relative preferenceof 0.5.
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The client will acceptgzip compressiorwith preferencel.O, while the identity trans-
formation haspreferenced.5and all other forms of compressior(denotedby *) should
be avoided (q=0).

The client will acceptdocumerts in Danish (da) with preferencel.O, British English
(en-gb) with preference0.8, and all other forms of English should be avoided (g=0).
Bytes 500to 999 (inclusive) of the documert are to be retrieved.

The documert can be taken from a cade unlessthe caded copy has an agewhich
exceedss00seconds.

The sener is expectedto respect the relative preferencevaluesgiven by the cliert, to the
extert that this is possible. Soin this example, the sener should provide the Danish
versionof the documen, if sud a versionis available; if not, then a British English version
should be provided, if available. If neither of theseare available, the sener should give a
negative response.

More complex resppnsesthan in Figure 8.3 can be usedto inform the client about the
cortent or encaling of the documert, give the reasonsfor an error response, or provide
information about the sener itself. As in the caseof requests,this information is provided
in the form of header elds. The responseshovn in Figure 8.3 is in fact the minimum
one,with header elds giving only the obligatory information: The lengthof the documert
retrieved and the date (and time) at which retrieval took place. Figure 8.5 shavs a more
complexresponsewhich could have beenreceived after the samerequest,if the sener had
included someof the optional header elds. The Content-Type, Content-Encoding and
Content-Language give the actual valuesof these parametersand should be expectedto
correspnd to the acceptablevalues, if any, speci ed in the request. The Content-MD5
eld givesa base64encaled chedksum for the cortent evaluated using the MD5 message
digestalgorithm. The Age eld isincludedif the cortent hasbeentaken from a cade, and
gives the length of time in secondsthat the cortent has beenstored in the cade. The
Last-Modified eld givesthe date and time at which { to the sener's best knowledge{
the content of the resourcewas last modi ed. Sud complex responsesare particularly
useful when the requestis OPTIONS, wherethe purposeis to obtain information about
the capabilities of the sener, sud aswhich cortent typesor encalingsit is ableto handle.

9 Network Programming with Sockets

To programa client or sener aspart of an application, we needto have accesso program-
ming languagefacilities which enableus to set up a communication channel betweenthe
client and sener processesn their respective systems. The usual abstraction for this pur-
poseis known asa sacket A socket is, strictly speaking,the endpoint of a channelbetween
two processesand is identi ed by the relevant IP addressand port number. The sacket
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HTTP/1.1 200 OK

Date: Thu, 8 Aug 2002 08:12:31 EST
Content-Length: 332

Content-Type: text/html;  charset=is0-8859-1
Content-Encoding: identity

Content-Language: en

Content-MD5: ohazEqjF+PGOc7B5xumdgQ==
Last-Modified:  Mon, 29 Jul 2002 23:54:01 EST
Age: 243

<htmlI>

</html>

Figure 8.5: A more complexresponseto a GET requestin HTTP

The actual content of the documen, which starts (in italic  type-
writer  font) after the rst blank line of the response,has beenabbre-
viated in the gure.

abstraction wasoriginally deweloped for usein BSD Unix, but is now generallyavailable on
marny platforms. Table 9.1 summarisegshe set of primitiv eso ered in the Berkeley (BSD)
TCP/IP stream sockets interface.

In thesenotes,we shall considersockets asthey are implemerted in Java. This implemen-
tation is independen of the underlying operating system,and is thereforea good starting
point for getting to grips with the main ideasinvolved. Sackets for usein most other lan-
guages,sud asC and C++, are usually provided via libraries assaiated with particular
versionsof particular operating systems,and are therefore much lessportable and more

Primitiv e Semairtics

socket Create new communication endpoint

bind Assciate local address(IP address+ port number) with socket
listen Announce willingnessto acceptconnections

accept Block caller until a connectionrequestarrives

connect Initiate establishmert of a connection

write/send | Senddata over connection
read/recv Receiw data over connection
close Releaseconnection

Table 9.1: Berkeley TCP/IP stream sockets interface primitiv es
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subject to change. In fact, even the Java socket abstraction has changed somewhatover
time; the discussionin thesenotesis basedon the Java 2 SDK Standard Edition version
1.4.0platform, and the exampleshave all beenrun using JDE version1.4.1.

9.1 Java Client Sockets

Java saockets for usein clients are objects of the classSocket, which is part of the java.net
padkage. You should consult the documertation of this padagein orderto nd the full
details of what is available. If you are already familiar with BSD sacket primitiv es, you
will notice that the Java Socket classimplemerts the BSD socket primitiv e via the class
constructor, and the BSD bind, close and connect primitivesas methods. The listen
and accept primitiv es are not relevant for clients, and the input/output primitiv es are
all implemerted as methods of one of the Stream objects assaiated with the sacket. We
return to a discussionof these Stream objects belon. Note that the Socket classmakes
useof TCP connectionsto the sener; to usea comnunication channel basedon UDP, an
object of the DatagramSocketclassis usedinstead.

To setup a client sacket for a communication channelto port number p on the sener with

names, the client only needsto createa suitable Sacket object with p and s asparameters.
This results in an attempt to set up a TCP connectionto port p on the sener. If this

succeedsmethods of the Sacket classcan be usedto createinput and output streamsfor
receivingfrom and sendingto the sener. If it fails, an Unkno wnHostException excep-
tion (indicating that the host nameis unknown) or an IOException exception(indicating

that someother type of error hasoccurred) will be thrown; thesecan be caugh and dealt
with in the usualway. In a very simple case,the code for dealingwith all this could be as
shown in Figure 9.1.

In practice, this is not usually a very conveniert way to write codefor a client, asthe streams
set up by using the getinputStream and getOutputStream methods of the Socket class
are unbu ered byte streams This implies that:

1. Output hasto be corverted by the client into byte arrays for transmission,and input
has to corverted from a byte array into a value of an appropriate data type. For
example,input on streamsi can be dealt with asfollows:

byte  b[] = new byte[256];
int n si.read(b);
String dd new String( b );

in order to producea string dd from the sequencef bytes arriving on streamsi .

2. Input and output are not bu ered, soa call to the underlying systemwill occur for
ead byte read or written. This is in many casesextremely ine cien t.
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int portno =p;
string servhame = s;
try

{ Socket serv = new Socket(servname, portno);
System.out.printt  n(" Comected to server "
InputStream  si = serv.getinputStream () ;
OutputStream so = serv.getOutputStrea m();

+ serv.getinetAddre ss());

| .. communicate with server via streams si and so |

serv.close();

}
catch(IOException e)

{ System.out.printt n(" Error in Connecting to Port "
+ Integer.toString(p  ort no, 10)
+ " on" + servname); }

catch(UnknownHostExceptio n €)

{ System.out.printt n(" Camot find server

+ servname);};

Figure 9.1: Skeleton Java code for a simple cliert

To avoid theseproblems,the incoming stream can be passedthrough one or more stream
Iters which convert it into a form which can be read directly as a sequenceof elemers
of more convenient types,sud asintegers,Booleansand strings. Stream lter classesare
all subclassesof the FilterInputStream  class(for input) or FilterOutputStream class
(for output), and canthus be composedin any desiredconbinations. A number of useful
stream lter and other stream corversion classesare shavn in Table 9.2 on the following

page.

An exampleof a sequenceof Iters usedfor input and output is givenin Figure 9.2. The
circlesrepresen transformations performedon the streamsasthey passon their way to or
from the socket. A further example,morein accordancewith typical usein Java 2, follows
in the code of Figure 9.3 on page61

A more completeexampleof code for a client is shovn in Figures9.3 on page61and 9.4 on
page62. This conmbinesthe ideaspresertied above to communicate with an SMTP sener,
in fact to produce the dialogue shovn in Figure 7.2 on page 42. Of course, you may
complain that this is not a very useful client { after all, who wants a mail client which
always sendsthe samemessagéo the samedestination? You might alsolike to make sure
that the namesand dates given in the body of the messagecorrespnd to those usedin
the rest of the dialoguewith the sener, sothat the client cannot sendspoof messagegust
like sourcesof junk mail often do. Extending this code for usein a mailer which can send
arbitrary messagesorrectly to arbitrary destinationsis left asan exercisefor the reader.
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Class Description

BufferedOutputStr eam| Provides bu ering (default: 512 bytes)
Bu er is emptied when full or if method flush() is called.
BufferedinputStre am | Provides bu ering (default: 512 bytes)

DataOutputStream Provides conversion of values of standard data typesto se-
quencesof bytes.

Methods writelnt , writeChar , writeUTF etc. implement
corversion for valuesof individual data types.
DatalnputStream Provides corversion of sequence®f bytes to values of stan-
dard data types.

Methods readint , readChar, readUTFetc. implement con-
version for valuesof individual data types.

PrintStream Provides conversion of lines of output to sequence®f bytes.
Method printin(s)  cornverts a line of output consisting of
the string s terminated by a newline.

InputStreamReader Provides conversion of streamsof bytes into streamsof char-
acters.
Method read can be usedto read single characters.
BufferedReader Provides bu ering for streams of characters.

Method read can be usedto read single characters or char-
acter arrays.

Table 9.2: Stream Iter and corverter classes

DataOutputSt%\

int, boolean, char,...
Datt;aln utStrﬁam
t, ,
BufferedOutputStrea nt, boolean, char
" Q)

BufferedInputStream
byte

InputStream

OutputStream
byt byte

Figure 9.2: A sequencedf stream lters applied to input and output
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import java.net.*;
import java.io.*;

public class SMTPclient

{ public static
{ String
int
String
String
String

Socket
PrintStream

void main(String[]]  argc)

servname = "design.fake.com";

portno = 25;

recip = "snodgrass";
cliname = "goofy.dtu.dk";
sender = "bones";

si;

pl;

BufferedReader di;

String

try

recvreply;

{ sl=new Socket(servname,por tho);
System.out.printin  ("Connected to server " + servname

+ " at " + new Date());

System.out.printin =~ ("= === == == —em e o —m )
/[ Set up input and output streams
d1=new BufferedReader(

new InputStreamReader(

new BufferedInputStream(
sl.getinputStream( ), 2500)) );

pl=new PrintStream(
new BufferedOutputStre am(

recvreply

sl.getOutputStream( ),2 500), tru e);
= dl.readLine();

System.out.printin  ("Server Response: "+recvreply);

Here we insert the code for the dialogue
with the server. See Figure 9.4

sl.close();

System.out.printin  ("Clos ed connection to server"

}

+ " at " + new Date());

catch(IOException e)
{ System.out.printin  ("Error in Connecting to Port "

+ Integer.toString(por tn0,10)
+ " on" + servname); }

catch(UnknownHostException e€)
{ System.out.printin  ("Cannot find server " + servhame); };

Figure 9.3: Skeleton Java Code for an SMTP client
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/[ Start dialogue
pl.printin("HELO

9 NETWORK PROGRAMMING WITH SOCKETS

with server

' + cliname);

recvreply = dl.readLine();

System.out.printin

pl.printin("MAIL

(re cvreply) ;

FROM<"+ sender + "@" + cliname + ">");

recvreply = dl.readLine();

System.out.printin

(re cvreply) ;

pl.printin("RCPT TO: <" + recip + "@" + servname + ">");
recvreply = dl.readLine();

System.out.printin

pl.printin("DATA")

(re cvreply) ;

recvreply = dl.readLine();

System.out.printin

(re cvreply) ;

/[ Send body of message

pl.printin("From:
pl.printin(“To:
pl.printin("Date:
pl.printin("Subjec
pl.printin("\r\n")
pl.printin("Here

pl.printin(" etc.

pl.printin(.");

pl.printin("QUIT"™)

Alfred Bones <bones@goofy.dtu. dk>");

W. Snodgrass <snodgrass@designfa ke. con) ;
21 Aug 2000 13:31:02 +0200");

t: Client exploder");

are the secret plans...");

etc. etc.");

recvreply = dl.readLine();

System.out.printin

(re cvreply) ;

Figure 9.4: Code to producethe client/server dialoguefrom Figure 7.2
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int portno
int timeout
try
{ ServerSocket serv = new ServerSocket( portno );
serv.setSoTimeout( timeout );

Socket client = serv.accept();

p;
t;

System.out.printin ~ ("Connected to client " + client.getinetAddr

InputStream  si = client.getinputStre am();
OutputStream so = client.getOutputStr  eanf);

| ... communicate with client via streams si and so |

client.close();
}
catch (SocketTimeoutExcept ion e)
{ System.out.printin  ("Server socket timeout on port

+ Integer.toString(por tho,10)) ; }

catch (IOException e)
{ System.out.printin  ("Cannot set up server on port "

+ Integer.toString(por tno,10)) ; }

Figure 9.5: Skeleton Java code for setting up a simple sener

9.2 Java Server Sockets

ess() ;
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In cortrast to the BSD sacket API, wherethere is no basicdi erence betweenclient and
sener sockets, Java sockets for usein senersare objects of the classServerSocket, which
like Socket is part of the java.net padkage. This classcortains methods sud asaccept,
bind and close which are appropriate for useon the sener side of a client-server system.
Like the Server class, the ServerSocket does not itself cortain methods for input or

output, which must take placevia input and output streams.

To set up a sener sacket for port number p on sener s, the sener createsa suitable
SenerSaket object and activates its accept method in order to listen for an incoming
call from a client. This blocks the progressof the sener until a client setsup a TCP
connectionto port p on the sener. When the connectionis set up, the method returns a
referenceto the Socket assaiated with the client. Input and output can then take place
via the input and output streamsassaiated with the client's sacket. In a very simple case
the code for this could be as showvn in Figure 9.5, which should be comparedwith the
code for the simple client givenin Figure 9.1. Note that the accept method will throw a
SocketTimeoutException exceptionif the sener waits longerthan a timeout value, say t
milliseconds,previously de ned by calling the SenerSaket's setSoTimeout method with
a parameter of value t. This is usedto improve the performanceof the sener, sothat it

doesnot just \hang" if no clients are active.
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The examplegiven hereis very simple, and for practical usewould needto be extendedin
seeral ways. Firstly, the code would usually be modi ed to useappropriate stream lters
on the input and output streams,asin the caseof the SMTP client shavn in Figure 9.3.
Secondly we note that the sener only hasa singlethread of cortrol, soonly oneclient can
be dealt with for eat activation of the sener. This is hardly appropriate for usein a real
system. As a minimum, the code shavn here would be placedin a loop, sothat se\eral
clients could be dealt with sequetially. More typically, the serner would be organisedto
start a new thread for dealing with ead new client which calls up, and to kill the thread
whenthe dialoguewith the client terminates. Or, for increasede ciency, the sener could
set up a pool of threadsin a wait state, releasingone of them whan a new client calls up
and returning the thread to the waiting pool when the client terminates. Extending the
code of Figure 9.5to usethreadsis left asan exercisefor the reader.

10 Remote Pro cedures and Objects

Simple network socket programming, where two parties interact by directly exdanging
messagesver a logical channel betweenthem, is the most basic paradigm for distributed
programming. Howeer, if we pursuethe ideathat a sener's purposeis to o er somekind
of servicesto its clierts, then we would often prefer to hide the details of the exdhange
of messagesand o er the programmera programming model which allows the client to
perform someaction on the remotesener. In this sectionwe shall look at two sud models:

Remote Pro cedure Call (RPC), wherethe cliert is ableto call a procedurewhich is
executedon the sener, possiblyreturning resultsto the client.

Remote Object Invocation (R OI), wherethe client is ableto activate a method on a
sener, which is regardedas an object.

10.1 Remote Pro cedure Call

An essetial elemen in distributed systemsbasedon the Client-Server paradigm is the
Remote Procedure Call (RPC) abstraction. This o ers an interface which appearsto be
identical with an ordinary procedurecall, but wherethe calledproceduremay bein another
processin the samemadine or on a remote system. RPC was originally de ned by Birrell
and Nelson[1] as\the synchionouslanguage-levetransfer of control betwesn programsin
disjoint address spaces, whoseprimary communiction medium is a narrow channel’; a
de nition which stressedhree important properties of RPC:

1. The participants arein di erent addressspaces.
2. There s a (logical) channelwhich permits transfer of data betweenthe participants.
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3. Transfer of data is assaiated with transfer of cortrol, asin activation of ordinary
proceduresin classicalprogramming languages.

Subsequen work on RPC medanisms has occasionally deviated from the de nition on
other points, for example by providing asynchonous (non-blocking) rather than syn-
chronous (blocking) transfer of cortrol, while the narrownessof the channel dependson
the technology used,and can obviously be debated.

The semartics of actually executingthe proceduremay in fact deviate from what would
be expected with a traditional procedurecall, since after a failure in a remote macdine
it may be impossibleto tell whether a messageequestingexecution of a procedure has
beenreceived and acted upon. Repeating the messagemay causethe procedureto be
executed more than once; on the other hand, failing to repeat the messagemay result
in the procedurenot being executedat all. It has becomecorvertional to refer to RPC
medanismsashaving di erent call semantics dependingon what is guararteed, asfollows:

Exactly-once: The systemguararteesthat the procedurewill return a result after being
executedonce,just asin a traditional local procedurecall.

At-most-once: The systemguararteesthat the procedurewill return a result after being
executednot more than once.

At-least-once: The systemguararteesthat the procedurewill return a result after being
executedone or more times.

Mayb e: The systemmakesno guararteesabout executionof the procedureor the return
of results after a failure.

Exactly-once semarics is unfortunately extremely costly, if not impossible,to achieve in
a distributed system;this may make it di cult to ensurethat local and remote RPC work
in the sameway. On the other hand, with at-most-onceor maybe semarnics there is a risk
that the procedurewill not be executedat all, while a systemwith at-least-oncesemarics
will possiblyexecutethe procedurese\eral times. This canbe tolerated if the procedureis
idemmtent, i.e. leadsto the sameresult regardlessof how many times executionis repeated,
whereasit is a problem if the procedurehassidee ects.

The standard view of a systemwhich usesRPC is shovn in Figure 10.1. Both the calling
process(the caller) and the called procedure(the callee) seean interfacejust asif it were
a local procedurebeing activated. To make this possiblewhen the caller and calleereside
in di erent addressspacesgead is extendedwith a stuly which passedhe parametersand
results to the underlying commnunication systemfor transfer betweenthe processes.The
caller and its ass@iated stub make up the client and the calleeand its stub make up the
server.

’In someRPC-basedsystems,seners are known as objects, to underline the similarity between client-
sener systemsand the caller/ob ject structure characteristic of object oriented systems.
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Caller Callee

A
- Procedure interface -

_ Call message
Client Serve

Stub Stub
Return megsage

Caller Callee

Client Server

Figure 10.1: Procedurecall (above) and Remote ProcedureCall (below)

Stubs perform an activity known as marshaling to get parametersand resultsinto a form
suitable for transfer as a messagevia the comnunication system. This involves trans-
forming data valuesto an appropriate transfer represetation, including the linearisation
of complex data structures and (as far as possible)the substitution of pointers by actual
values. Correspondingly, the stub at the receivingend unmarshalsthe contents of incoming
messagesnd passeghe parametersor results on acrossthe procedureinterface. Usually,
a stub procedureis available for ead procedurein the interface which can be called, and
on the sener sidea desmtcherwill parsethe incoming messageand selectthe appropriate
stub procedure. If the sener is required to be able to deal with requestsfrom se\eral
clients at the sametime, asis often the case,then the despatter will alsobe responsible
for creating a thread (or reusingan existing thread) in which the called procedurecan be
executed.

RPC stubs are nowadays compiledfrom descriptionsof the interfacesfor the proceduresto

be called, written in an Interface De nition Language(IDL) . Thesedescriptionstypically
have the form of procedureheadersor function prototypes,usually taggedwith additional
information about whether the parametersare to be passedto, from or both to and from
the procedure. Two well-known IDLs for usein RPC systemsare the SunRPC IDL, based
on Sun XDR, which was originally designedfor usein systemsusing the Network File
System(NFS), and the ANSA IDL, usedin the ANSA RPC toolkit. Sincein thesenotes
we shall try to con ne our attention to Java-basedsystems,which generallyusethe RMI

medanismto be descrited in Section10.3 below, we shall not give details of theselDLs

here. Howewer, we return to this topic in discussingCORBA later in thesenotes.

From the IDL description, the stub compiler generatesstub code in somecorveniern im-
plemenration language,which will marshal and unmarshal argumerts and results of the
appropriate typesin an e cient manner. If a type cannot be dealt with automatically
by the compiler, for examplebecauset exploits pointers in someway which the compiler
cannot analyse,the usermay have to supply a suitable portion of code.



10.2 Binding 67

10.2 Binding

In a systemwhich supports remote operations via RPC or ROI, clients must be able to
nd senerso ering the interfacesin which they areinterested. The client may be provided
with the nameof the sener asan item of ‘commonknowledge',or may nd an appropriate
sener via a registry or trader, which maintains a databaseof available interfacesand the
seners which provide them. Typical registries, sud as the one for RMI discussedn the
next section,o er at leastthe four operations:

bind: Registersa serviceinterface and asseiatesit with a network nameor URI.

rebind: Assciates a new serviceinterface with an already registered network name or
URIL.

unbind: Removes information about a serviceinterface with a given network name or
URIL.

lookup: Obtains a referenceto a serviceinterface with a given network nameor URI.

bind , rebind and unbind are usedby the sener to registerits serviceswhile lookup is
usedby the client to nd a desiredservice.

In many practical RPC systems,the lookup function will also deal with importing the
necessarystub code, identifying the client to the sener and soon. Sometimeshis activity
is (rather confusingly) denotedclient binding, asit setsup a relationship betweenthe client
and the sener. This is especially important in securesystems,wherethe sener needsto
have corvincing information about the identity of the client, beforeit will allow actual
RPC calls to be executed. The identity may be supplied in various ways, for example
(with increasingsecurity):

As a processidenti er .
As a previously agreed(identi er,p asswod) pair.
As a digital signature.

In a securesystem,the sener will ched the identit y of the client during client binding, and
may also require idertity information to be supplied together with ead call of a remote
procedure.

10.3 Remote Object Invocation

Remote Object Invocation (ROI) systemsare more complexthan plain RPC systemsbe-
causeof the needto passreferencedo remote objects through a distributed system. The
object itself, including all its state, cortinuesto resideon the sener sideof the system. On
the client side,a so-called(object) proxy is imported from the sener. This is illustrated in
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Client Object Server
state
Object
Client invoke Copy of Invoked metho
remagte metho | object's
--- -, | interface
. Proxy
oS +
network"

\_ Call information j

Figure 10.2: Architecture of a systemwith Remote Object Invocation

Figure 10.2. The proxy is the object-oriented versionof the client-side stub usedin simple
RPC systems,and { like the stub { it o ers the sameinterfaceto the cliert asthe remote
object would. The sener-sidestub is in ROI systemsoften known asthe skeleton As in

the caseof RPC, it may not be possibleto nd a suitable marshalling algorithm for all

typesof object; the type must be serializable Typically, the proxy is set up when (client)

binding takes place, and corntains code for marshalling, unmarshalling, handling security

and soon. This codeis imported from the sener, and many ROI systemssimply represenh
remote object referencedy network referenceswhich specify the sener name or address
and a path to the le onthe sener cortaining the proxy code. For example,the URIs used
in HTTP and other systems(as discussedn Section8 on page49) are suitable for this

purpose.

As an exampleof an ROI systemwe shall considerJava RemoteMethad Invocation (RMI) .
To illustrate the idea, let us considerthe very simple Java program Blipper shavn in
Figure 10.3. This program performsa (rather trivial) task, involving the use of methods
start , stop andadd, in orderto manipulate a courter in an object of the classBliptarget
The start(n) method initialises and activatesthe courter, the add(i) method incremerts
the courter by i if it is active and returns its new value, and the stop method deactivates
the courter.

This could be implemerted using RMI by making the Bliptarget objects remoteobjects. As
in the caseof RPC, this requiresthe de nition of an interface which de nes the methods
which can be accessedn theseobjects. Howewer, sinceRMI is completely integrated into
the Java language,no additional IDL is required { the IDL is Java itself. More exactly,
the interfaceis de ned as a remoteinterface which is a subclassof the java.rmi.Remote

interface, and which de nes the methods which can be accessedemotely The code for
doing this is shavn in Figure 10.4 on page70. All the methods must be declaredin the
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import java.io.*;
import java.util.*;

public class Blipper
{ public void blip(Bliptarget b, int i)
{ int nblip = b.add(i);
System.out.printt  n(new Date() + " " + Integer.toString(nbl ip,10)
+ " blips");
}

public static void main(String argsl])
{ Bliptarget t new Bliptarget();
Blipper b = new Blipper();
t.start(20);

b.blip(t,1);

b.blip(t,4);

t.stop();

import java.io.*;
import java.util.*;

public class Bliptarget
{ static int bcount;
static boolean active;

public void start(int n)

{ System.out.printt n(new Date() + ": Target activated.");
bcount = n;
active true;

}

public int add(int i)
{ if( active ) bcount = bcount + i
return bcount;

}

public void stop()
{ System.out.printt n(newDate() + " Target deactivated.");
active = false;
}
}

Figure 10.3: The Blipper programin a non-distributed version
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import java.rmi.*;
import java.rmi.server.*;

public interface  RemoteTarget extends Remote
{ public void start(int n) throws java.rmi.RemoteExce pti on;

public int add(int i) throws java.rmi.RemoteExce pti on;

public void stop() throws java.rmi.RemoteExce pti on;

}

Figure 10.4: Declaration of the remote interface for the Blipper

interface de nition asraising the java.rmi.RemoteException exception. The reasonfor
this is that in a distributed system,sud asonebasedon RMI, the network or the remote
systemcanfail during aremotecall of amethod. The RemoteExceptionexceptionindicates
that somesud failure hastaken place. The remote interface de nition is compiledin the
usualway: for example,if it liesin the le RemoteTarget.java, the Unix command

javac RemoteTarget.java

will compilethe de nition into the le RemoteTarget.class .

The remoteobject must implemert this interfaceand alsoinherit from the classRemoteObject
of padkagejava.rmi.server  (or oneof its subclasses).Typically, in simple casesthe sub-
class UnicastRemoteObject is used; this enablesthe remote object to be cortacted by
point-to-p oint communication via sackets. Suitable code for this implemertation in our
exampleis showvn in Figure 10.5on the facing page. Sincethe interface requiresthat ob-
jects which implemert it throw the RemoteException exception, the constructor for the
remote object must also declareits ability to throw this exception. Howewer, this does
not meanthat the code explicitly hasto throw sud an exception{ it will be generated
behind the scenesf a commnunication error occurs. Note alsothat the constructor usesthe
method super without parametersto activate the default constructor for objects of the
parert UnicastRemoteObject class,which will communicate via an unspeci ed port. You
should consult the classdocumertation for further possibilities.

In the main method of the implemertation, the remoteobject is constructedand registered
in the RMI registry, sothat its methods canbe activated by clients. Registrationtakesplace
by useof the bind or rebind methods of the classjava.rmi.Naming , which correspnd
to the classicmethods descriked above in Section 10.2. In the caseof RMI, (re)bind
assxiates a referenceto a remote object with a network referencegiven as an URI, and
thereforein principle specifying an accessprotocol (typically, but not necessarilyrmi), a
host name, a port number, and a path to the object, accordingto the syntax:
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import java.io.*;
import java.util.*;
import java.rmi.*;
import java.rmi.server.*;

public class Target extends UnicastRemoteObject

implements RemoteTarget

{

static int bcount;
static boolean active;

public Target() throws RemoteException

{
}

super();

public void start(int n)

{ System.out.printin( newDate() + ": Target activated.");
bcount = n;
active = true;

}

public int add(int i)
{ if( active ) bcount = bcount + i;
return bcount;

}

public void stop()
{ System.out.printin( newDate() + ": Target deactivated.");
active = false;

}

public static void main(String args]])

{

try
{ Target t new Target();

String  url = "rmi://localhost/T arget";

Naming.rebind(url,  t);

System.out.printin( "Bound server at " + url + " to registry" );

}
catch(Exception e){ e.printStackTrace( ); }

Figure 10.5: Implemertation of the remote object for the Blipper
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URI ::= [<scheme>"://"] [<host> ["" <port>]] <path>

As can be seen,most parts of the URI are optional. If the sthemeis omitted, rmi is used,
if the host nameis omitted, the name of the host on which the object is executedis used,
while if the portname is omitted, port 1099is used. The path is taken relative to the
directory speci ed by the CLASSPATH property in the shell from which the compiler is
run. The implementation is compiledin the usual way; for example,if it liesin the le
Target.java , it will be compiledinto the class le Target.class . This should be stored
in a directory accessiblevia the CLASSPATH, if any.

The client for sud a remote object could then, for example,be asshavn in Figure 10.60n
the next page. There are se\eral featuresto take note of in connectionwith this program,
which you should comparewith Figure 10.3:

1. A referencdo the seneris found by usingthe method lookup of the classjava.rmi.Naming ,
giving a suitable URI asargumeri to the method.

2. Referencedo the remote object refer to the implemened interface RemoteTarget

3. It is necessaryo dealwith issuesof security. This requiremen hasbeenstrengthened
in Java 2, to avoid se\eral potertial risks assaiated with remote operations. In par-
ticular, it is usually necessaryo setup a suitable security managerto ched that the
requestedremote operations are permitted. In the example,this is the default RMI
security manager,createdas an object of the classjava.rmi.RMISecurityManager ,
and selectedfor usevia a call of the method System.setSecurityManager . Since
a variety of security exceptionsmay alsooccur, the implemertation shovn herealso
speci cally attempts to catch them.

This implemertation is also compiled in the usual way; for example if the code is in
Blipper.java , the compiledcode will appearin the classle Blipper.class , which must
be storedin a directory accessiblevia the CLASSPATH, if any.

To get the entire systemto work together, four important stepsnow have to be performed:

1. The code for the client and server stubshasto be created. This is donein RMI by
using the rmic stub compiler, and specifying the classname of the remote object
implemertation. In our simple example,wherethe classis not de ned as part of a
padage, this can be doneby using the Unix command:

rmic Target

If the implemertation is part of a padkage, the fully quali ed padage name of the
classneedsto be supplied. The rmic compiler producestwo les, in the example
here Target_Stub.class and Target_Skel.class , containing code for the client-
side (proxy) stub and the sener-side (skeleton) stub respectively. As indicated in
Figure 10.2,thesestubs implemert exactly the sameremote interface asthe remote
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import java.io.*;
import  java.util.*;
import java.rmi.*;

public class Blipper
{ public Target t;

{ try

}

public void blip(RemoteTarget b, int i)
{ |int nblip = b.add(i);
System.out.printt  n(newDate() + ": " + Integer.toString(nbl ip,10)
+ " blips");
catch (RemoteException e€) { System.out.printin  ("blip : " +¢€); }

}

public static void main(String argsl])
{ Blipper b = new Blipper();
String server = "localhost";

try

{ if (System.getSecurity Mamger()

%
if (args.length

String url = "rmi://"

RemoteTarget rTarget

I= 0) server
+ server + "[Target";

null)

= args[0];

(RemoteTarget) Naming.lookup( url );

{ System.setSecurity Manager( new RMISecurityManager()) ;

rTarget.start(20)
b.blip(rTarget,
b.blip(rTarget,
rTarget.stop();

1);
4);

}

catch (SecurityException

{ System.out.printin("
e.printStackTrace();
catch (Exception e)
{ System.out.printin("
e.printStackTrace();

Figure 10.6: Implemertation of an RMI cliert for the Blipper

Blipp er:

Blipp er:

Security exception.");

Other exception.");
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grant {
/[ Allow socket operations on free ports
permission java.net.SocketPermi ssi on "localhost:1024-",
“connect, accept, resolve";
permission java.net.SocketPermi ssi on "goofy.dtu.dk:1024- ",
“connect, accept, resolve";
2

Figure 10.7: A security policy le for simple RMI applications

object itself. The class les shouldbe storedin a directory accessiblevia the CLASS-
PATH, if any.

2. The RMI registry hasto be started. This is actually a simple sener-sidenamesener,
typically activated by using the Unix command:

rmiregistry &
As previously stated, communication to the registry goesby default via port 1099.

3. The remote object hasto be activated. This can be donein our simple example by
using the Unix command:

java Target &

Again, if the remote object classis part of a padkage,the full padkagename of the
classneedsto be given. It may alsobe necessaryto give a value for:

The java.rmi.server.codebase property, giving an URI which speci es the
accessdemeand path to the class les on the systemhosting the remote object
(the sener). You canomit this information if the class les are in the currert

directory on the local host.

The java.security.policy property, giving the path to the le containing

security rules which regulate what Java programsare allowed to do. As a min-

imum, you will needthe policy le to cortain ruleswhich allow both client and
sener to accesshe registry (which by default usesport 1099)and to cortact

one another, which they typically do via a port with a dynamially allocatable
number (49152or larger).

To test out the RMI system,you will nd it easiesto run both client and remote
object on the local host on which you are doing the dewelopmer. In this case
you just needto keepa le called .java.policy in your homedirectory, with

a cortent in the style of that shovn in Figure 10.7. This policy le allows the
client and sener to sendto and receiwe from saockets with port numbers from

1024 and up on the local host, herewith the Internet name goofy.dtu.dk . Of
courseyou will needto replacethis by the Internet name of your actual local
host.

4. One or more clients have to be activated. This can be donein our simple example
by using the Unix command:

java Blipper
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This client will accesa\remote"” object on the local host. If an IP addresss supplied
after the name of the client class,then the an object on the host with this specic
IP addresswill be accessedIf all goeswell, you are now in business!

This may all seemvery complex{ with many stepswhich have to be carried out in the
right order. The advantage o ered by RMI and other ROI systemsin return for all this is
that there is no needfor the code to deal explicitly with commnunication betweenthe client
and the remote object whosemethods are to be called. The way in which this is done has
beenabstractedinto the stubswhich, \convert" calls of the methods of the remoteinterface
into appropriate exdiangesof messagesThe programmerhasno needto know about what
happensin detail.

The instructions above are adequateonly in simple cases,and you will almost certainly
needto read more about RMI in order to solve anything but the simplest problems. Sun
Microsystemshave produceda usefultutorial introduction and a FAQ, which you can nd
on the Web at:

http://java.sun.com/j2se/1.4/doc s/gui de/rmi/get start .doc.html
http://java.sun.com/j2se/1.4/doc s/gui de/rmi/faq .html

The tutorial alsoillustrates how to useRMI in a Windows ernvironmert. Further details
about security issuesare dealt with at:

http://java.sun.com/j2se/1.4/doc s/gui de/securit y/Pol icyFiles. html
http://java.sun.com/j2se/1.4/doc s/gui de/securit y/per missions. html

Finally, you should note that the instructions above apply to a remote object which (once
started) runs cortinously. Remoteobjects which are activated whena client requestoccurs
are dealt with in:

http://java.sun.com/j2se/1.4/doc s/gui de/rmi/act ivati on.html

11 CORBA

RPC and ROI/RMI introduce a level of abstraction into the software which enablesthe
programmerto forget about the details of marshalling, the protocol usedto excthangedata
betweenclient and sener, and other features which were very prominent in the simple
network programming approad. In this section we shall look at a further approad to
programming network applications which introducesewen more abstraction into the soft-
ware, by o ering a software ervironmernt which can operate with software componerts
irrespective of their implementation language
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Figure 11.1: Architecture of a systembasedon CORBA

CORBA is a software architecture and ervironment for deweloping and implemerting dis-
tributed applications, which has been deweloped by a consortium known as the Object
ManagementGroup (OMG), and is now widely acceptedas an industry standard. The
currert versionof CORBA is version2.3.1[32]. The acrorym CORBA standsfor Common
Object RequestBroker Architecture, where the Object RequestBroker (ORB for short)
refersto a\software bus" which can be usedto connectmany di erent kinds of software
component in a software system. The sameapproad to software system design, some-
times known as component-tasal programming, lies behind Microsoft's proprietary DCOM
architecture. The CORBA documertation explainshow thesetwo systemscan interwork.

11.1 The Object Request Brok er

The ORB is de ned via a speci cation of its interface, and can be implemerted in any
way the ORB implemerter likes,aslong asthe interface follows the standard. In practice,
the ORBs which are available from di erent sourcesdi er substartially in their internal
architecture; sometimesthis even gives rise to di erences which can be noticed at the
application level, for examplein the areaof thread managemeh Thesenotesare basedon
the Sun Java ORB, but follow a set of corvertions designedto make the implemertations
portableto di erent ORBs. For more details of how to produce portable implemenations,
you should consult the documertation for the Java org.omg.CORBA.portable padkage.

Figure 11.1 shows the internal structure of a systembasedon an ORB accordingto the
CORBA standards, and the way in which call information passesrom the caller to the
called method. Featuressud as the client-side stubs and the skeleton (sener-side stub)
should be familiar after our discussionof RMI, and have similar functions in the CORBA
architecture. But in relation to Figure 10.2, you will notice that seweral new items have
appeared:
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An Interface Repository, which contains information about all registeredinterfaces
and the methods which they make available. The client can accesshis repository
via a standard programming interface. This makesit possiblefor clients to invoke
objects whoseinterface was not known whenthe client was compiled.

An Implementation Repository, which providesa nameservicefor objects, making it
possibleto register, locate and activate object implemertations. The implemertation
repository will alsotypically be usedin connectionwith installation of implemerta-
tions, for cortrolling policiesrelatedto their activation and execution,and for storing
information about the implemertations, sud astheir resourcerequiremens, security
requiremens and debugginginformation.

An Object Adapter on the sener side, which acts as an interface to the ORB. This
starts and instantiates the object implemertations when required, managesthe as-
signmen of unique referencesto new object instancesand passescalls up to the
implemertations. In principle, an ORB implemertation can o er seeral object
adapters, but in CORBA version 2.3 there is a preferred object adapter for stan-
dard useknown asthe Portable Object Adapter (POA), which is designedspeci cally
for usewith multiple ORB implemertations. We shall discussthe POA in moredetail
below.

A Dynamic Invocation Interface (DIl) , which (in cortrast to a stub) allowsthe cliernt
to activate a method in an object whoseinterface was not known at compile time.

Finally, both the client and the sener have direct accesgo the ORB via an ORB interface,
usedprimarily for starting and initialising the ORB.

An important feature of CORBA which is not explicitly shovn in Figure 11.1is that a
variety of serviceswhich are usefulto many applications have beende ned as part of the
project of dewloping the CORBA framework. These are generally known as Common
Object Servies (COS), and include sud servicesas:

Naming Service: for registration of bindings betweennamesand object references.

Event Service: for dealingwith asyndironousewens in CORBA-based systems,allow-
ing componerts on the ORB to register and de-registertheir interest in receiving
particular everts.

Securit y Service: which providessecurily facilities, sud asautherntication, non-repudiation
and audit trails.

Concurrency Service: which providesa lock manager.

Time Service: which o ers a servicefor clock syndironisation over multiple computers,
a feature necessaryor accuratetimestamping in distributed applications.

Like all other CORBA servicestheseappear as objects with speci ed interfaces,accessed
via the ORB.
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module BlipTarget

{ interface Blip
{ void start(in long n);
long add (in long i);

void stop ();
oneway void shutdown();

Figure 11.2: Interface de nition for Blipper sener in CORBA IDL

IDL type | Javatype
boolean | boolean
char char
octet byte
string java.lang.String
long int
long long | long
oat oat
double double
xed java.math.BigDecimal

Table 11.1: Mapping betweenCORBA IDL typesand Java types
11.2 CORBA Interfaces and the CORBA IDL

As in the caseof RPC and RMI, it is necessaryto de ne an interface which the sener
preseits to its clients. Onceagain, this interfaceis de ned using an IDL, in this caseone
specially designedfor usewith CORBA. This CORBA IDL hasa syrntax basedon C++,

with well-de ned mappingsof the IDL's types, constars and exceptionsto constructsin
a range of implemenation languagessud as C++ itself, Java, C, SmallTalk, Cobol and
other languages.This makesCORBA esyecially valuablefor dewelopingapplicationswhere
di erent parts of the application software have been(or will be) implemened in di erent
languages.In thesenotes, we shall con ne our attention to the CORBA IDL to Java map-
ping. For details of other mappings,you needto consultthe CORBA documernation [32].

An interfacede nition for the Blipper sener is shovn in Figure 11.2. Comparingthis with
the RMI interfacede nition givenin Figure 10.4,you notice:

The useof\C++" types. The mapping betweensomeof the mostimportant CORBA
IDL and Java basictypesis shovn in Table 11.1.

The annotations indicating the direction in which parametervalues ow in relation
to the sener: in meansthat the parametercarriesinput to the sener, out that it
carries output from the sener, and in out that the parameter carries both input
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and output.

The addition of a method shutdown whoseimplemenation must shut down the
sener. This is a technical corveniencewhich is standard practice in CORBA-based
implemertations.

The removal of information about the generationof remote exceptions.

Although not shown in the examplehere, the interface may, in addition to de nitions of
methods which can be activated on the sener, include de nitions of exceptionsand data
types,and the methods may be declaredas raising namedexceptions.

If the aim is to producea Javaimplemertation, the interfacede nition needsto be compiled
by usingthe Java/IDL compiler. If the de nition isin, say, Blip.idl , this canbe doneby
using the Unix command:

idj -fall  Blip.id|

This will producea number of .java les in the directory BlipApp, which are neededfor
the subsequen compilation of the client and sener. Amongst other things, these les will
include de nitions of one or more helper classes for example for dealing with complex
typesand with featuresof the CORBA IDL which Java doesnot directly support, sud as
out parametersand data type de nitions.

11.3 CORBA Clients and Servers

Basedon the requiredinterfacede nition, client and sener code are dewelopedin a manner
quite similar to that usedfor RMI. In rough terms, the sener hasto registerits presence
with the ORB and its naming service,and the client likewisehasto registerits presence
and obtain a referenceto the sener by looking up in the naming service,after which it can

invoke the methods of the sener object. In detail, things look rather more complicated. An

extra complicationis that there are se\eral quite di erent stylesof writing seners, soif you

look in other books on Java and CORBA you may nd quite di erent setsof instructions

for what to do. The instructions given here are basedon the use of the Portable Object

Adapter (POA), which, as previously mertioned, is the standard way of implemerting

senersin Java 2 SE version 1.4, basedon CORBA version2.3. The POA relieson what is

known as an Inheritance Model, sothat the implemertation of the IDL interface usesan

implemenation classwhich extendsthe skeleton generatedby the IDL compiler.

In the Blipp er example,compilation of the interfaceBlip (seeFigure 11.2)in le Blip.idl

will producea skeletonBlipPOA.java cortaining a de nition of an abstract classBlipPOA
On the sener side, BlipPOA s usedas the superclassfor a servantclassBliplmpl , which
corntains implemenations of the methods de ned in the IDL. BlipPOA inherits in its turn
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from org.omg.PortableServer.Servant , the baseclassfor all POA senant implemerta-
tions. The senant, which is shovn in Figure 11.3on the next page,cooperateswith the
actual sener class,BlipServer , shovn in Figure 11.4 on page 82. As usual, the sener
classcortains a main() method, which here must perform all the basic bookkeepingin
connectionwith the ORB, including:

Creating and initialising an instanceof an ORB by calling the ORB's init() method.
This is typically usedto passthe sener's commandline argumerts, which makesit
possibleto set properties for the sener at runtime.

Getting a referenceto the root POA and activating the POA manager.

Creating an instanceof the senant and registeringit with the ORB.

Getting a CORBA object referencefor a naming cortext in which to registerthe new
CORBA object, and registeringthe object with the COS Naming Service.

Waiting for calls from the client which invoke the new object.

It should be clear that large parts of this code are independent of the specic senart,

and can be usedin other applications. The senant and sener code are kept in the same
le, namedafter the sener, hereBlipTarget.java , and are compiledin the usual way to

producea class le BlipTarget.class

The client codeis shown in Figure 11.50n page83, and asin the RMI case(Figure 10.6)
cortains a main method, with a number of calls of sener methods, embeddedin adminis-
trativ e code related to the CORBA environmert. The administrative code is responsible
for:

Creating and initialising an instanceof an ORB by callingthe ORB's init() method.
This is typically usedto passthe client's commandline argumerns, which makesit
possibleto set propertiesfor the client at runtime.

Getting a CORBA object referencefor a naming cortext in which to look up the new
CORBA object, and looking up the object via the COS Naming Service.

Shutting down the ORB after all the client calls have beenmade.

The client code is compiledin the usualway. If it is kept in the le BlipClient.java , the
compiled code will appearin the class le BlipClient.class

To put the entire application together, it is necessaryafter compiling the interface and
the sener and client code as descrilked above, alsoto compilethe .java les producedby
the IDL compiler from the interface de nition. In relation to the directory cortaining the
interface de nition Blip.idl , these les are placedin subdirectory BlipApp, and can be
compiled by the Unix command:

javac BlipApp/*.java
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/[ Package containing stubs

import BlipApp.*;

/I Packages for using the COSNaming Service
import org.omg.CosNaming.*;

import org.omg.CosNaming.NamingQont ext Padkage. *;

/I Packages for general use in CORBA

import org.omg.CORBA.*;

/I Packages for Portable Server inheritance model
import org.omg.PortableServ er. *;

import org.omg.PortableServ er. PQ\;

import java.util.*;

class Bliplmpl extends BlipPOA
{ private ORBorb;

static int bcount;

static boolean active;

public void setORB(ORBorb_val)
{ orb = orb_val;

}

public void start(int n)

{ System.out.printin  (new Date() + " Target activated.");
bcount = n;
active = true;

}

public int add(int i)
{ if( active ) bcount = bcount + i
return bcount;

}

public void stop()
{ System.out.printn  (new Date() + " Target deactivated.");
active = false;

}

public void shutdown()
{ orb.shutdown( false );
}

}

Figure 11.3: Implemertation of the senant classfor the Blipper

The remainderof the sener code is shovn in Figure 11.4.
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public class BlipTarget
{ public static void main(String argsl])
{ try
{ ORBorb = ORB.init(args, null);

POArootpoa =

POAHelper.narrow( orb.resolve_initia |_r eferences(" RodPOA" );
rootpoa.the_ POAMarager() .acti vate() ;
/I Create servant and register it with ORB
Blipimpl  blipimpl = new Blipimpl();
bliplmpl.setORB( orb );
/I Get object reference from servant
org.omg.CORBA.Objet ref = rootpoa.servant to_ refer ence( blipimpl );
Blip href = BlipHelper.narrow( ref );
/I Get root naming context
org.omg.CORBA.Objet objRef =

orb.resolve_initial_ refer ences( "NameService" );
NamingContextExt ncRef = NamingContextExtHelpe r. narrow( objRef );
/I Bind object reference in Naming Service
String service = "Blip";
NameComponentath[] = ncRef.to_name( service );
ncRef.rebind( path, href );
/I Wait for incoming calls from clients
System.out.printin  (new Date() + ": Server

+ service + " waiting for calls.");

orb.run();

}

catch(Exception e)

{ System.err.printin  ("Blip server exception: " + e);

e.printStackTrace( ); }

System.out.printt  n(new Date() + ": Server
+ service + " closing down.");

Figure 11.4: Implemertation of a CORBA sener for the Blipper
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import
import
import
import
import

public

BlipApp.*;

org.omg.CosNaming.*;
org.omg.CosNaming.NamingGnt ext Padkage. *;
org.omg.CORBA.*;

java.util.*;

class BlipClient

{ static Blip blipimpl;

public void blip(Blip b, int i)

{ |int nblip = b.add(i);

System.out.printin  (new Date() + ™. " + Integer.toString( nblip, 10)
+ " blips");
}
public static void main(String argsl])
{ wy
{ BlipClient b = new BlipClient();

}

/[ Create and initialise the ORB
ORBorb = ORB.init(args, null);
/I Get root naming context
org.omg.CORBA.Objet objRef =

orb.resolve_initial_ re fer ences("Namé&ervic e");
NamingContextExt ncRef = NamingContextExtHelpe r. narrow( objRef );
/I Resolve object reference in Naming Service

String service = "Blip";
blipimpl = BlipHelper.narrow(  ncRef.resolve_str(  servic e) );
System.out.printin ~ ("Got handle on server object: " + blipimpl );

/I Call server methods

bliplmpl.start(20);
b.blip(blipimpl, 1);
b.blip(blipimpl, 4);
blipimpl.stop();

bliplmpl.shutdown( );

catch (Exception e)

{

System.out.printin  ("Blip per client exception: " + e );
e.printStackTrace( System.out) ; }

Figure 11.5: Implemertation of a CORBA client for the Blipper
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This producesa set of class les in the BlipApp directory. With these available, the
application can be run by performing the following steps:

1. Start the name servicedaemonorbd as a badground task by using the Unix com-
mand:

orbd -ORBInitialPort 1050 &

This starts the daemonand speci es that port 1050is to be usedfor cortacting the
name service.

2. Start the sener for the application as a badkground task. In this example,this can
be doneby using the Unix command:

java BlipTarget -ORBInitialPort 1050 -ORBInitialHost localhost &

This is appropriate if the namesener is running on samemacdine asthe Blip sener.
If the name sener is to run on a remote host, the name of this host should be
substituted for localhost .

3. Start the client. In this example,this can be doneby using the Unix command:

java BlipClient -ORBlInitialPort 1050 -ORBInitialHost localhost

As in the caseof the sener, this is appropriate if the name sener is running on the
samemadine asthe Blip cliert. If the namesener is to run on a remote host, the
name of this host should be substituted for localhost .

4. When the client has nished running, it will closethe ORB down by invoking the
shutdown(false) method. Howeer, this still leavesthe name sener demon orbd
running, waiting for things to do. You must explicitly kill the Unix processwhich
is running the name sener: Use the Unix ps commandto look up the number of
the orbd process,then kill the processexplicitly, for example by using the Unix
command:

kill -9 12345
where 12345(or whatewer) is the number of the process.

As with RMI, you may like (or need)to nd out more details about how to use CORBA
in connectionwith Java. Howewer, you needto be careful what you read: Although there
are se\eral books on the subject, many of them are not up to date, becausehey dealwith
how to useolder versionsof Java, or older versionsof CORBA, or other techniques for
implemenrting the sener-sidecode. A currert tutorial and a glossaryof terms can be found
on the Web at:

http://java.sun.com/j2se/1.4/doc s/gui de/id I/jid |Exanple. htmi
http://java.sun.com/j2se/1.4/doc s/gui de/id I/jid IGlos sary .html

These cortain a number of links to further material on CORBA, the CORBA-to-Java
mapping and other usefultopics.
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This short presenation of CORBA hasfocussedon using CORBA in the classicmanner,
with interfacesdescrited in the CORBA IDL, and using standard CORBA tools for pro-
ducing an implemertation in a particular programminglanguage,in this caseJava. This is
not the only approad to combining CORBA and Java. One commonalternative is to use
the RMI-basedInternet Inter-ORB Protocol, usually known as RMI-IIOP , which makesit
possibleto program using RMI cornvertions, but to usellOP asthe underlying transport
medanism. RMI-I IOP providesinteroperability with other CORBA objects implemerted
in various languagesf all the remoteinterfaces are de ned as Java RMI interfaces Doc-
umertation on RMI-11OP and a tutorial covering this approad can be found on the Web
at:

http://java.sun.com/j2se/1.4/doc s/gui de/rmi-iio  p/ind ex.html
http://java.sun.com/j2se/1.4/doc s/gui de/rmi-iio  p/rmi iiop exampe.ht ml

12 Web Services and SOAP

RMI and CORBA represeh approatesto programming distributed systemswhich es-
sertially build on standard network programming techniquesfor setting up socket-based
commnunication betweenthe client and sener, and for passingserialisedrepresetations of
valuesand objects betweenthem. The focusis largely on hiding the details of how this
is done from the programmer. A rather di erent approad to distributed object-oriented
programming is the so-calledWeb Servicesparadigm, where the argumeris and results
are passedto the object via a Web sener. The advantage of this is that in order to use
the technique you only needto have a Web sener with suitable capabilities. The object
itself is just a Web resource. Typically, the argumerns for the method to be invoked are
transmitted in an HTTP POST request(seepage54) from a Web client to a Web sener,
which passeghem on to the object whosemethod is to be invoked; the results are passed
bad the opposite way in a POST response. This is illustrated in Figure 12.1.

A commonly usedprotocol for this purposeis the Simple Object AccessProtocol (SOAP),
de ned in [38]. This is in reality just an extensionto HTTP, which introducessomenew
forms of headerline which enablethe remote object to be idertied. The description of

arguments in

HTTP POST request
Web ~ Web |— Objecﬂ
Client results in Server <—l

HTTP POST response-

Figure 12.1: Object accessn simple Web services
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the method to be invoked and the argumeris to be usedis provided as a so-calledSOAP
requestwhich forms the body of the HTTP POST request. Similarly, the results returned
by the invoked method are returned in the form of a SOAP respnsewhich makesup the
body of the HTTP POST response.

SOAP requestsand responsesare both examplesof SOAP messages Theseare encaled
in ExtensibleMarkup Language(XML) [37], a notation originally deweloped for describing
the structure of documerts, but now more generallyemployed for describinghierarchically
structured data of any kind. Each SOAP messagés syntactically an XML document made
up of a SOAP envelog, which cortains zeroor more headerelemerts describingattributes,
an optional SOAP header and a mandatory SOAP body. The headermay cortain oneor
more header entries, typically specifying instructions for how to processthe body, and the
body may cortain one or more body entries. This hierarchical structure is illustrated in
Figure 12.2. Each of the parts is syntactically an XML element We shall descrile the
structure of sud elemerts in more detail below.

SOAP
message

i

SOAP
envelope

i

SOAP SOAP
header body

SOAP
attribute

1
1

header body
entry entry

Figure 12.2: Hierarchical structure of a SOAP message

Let us now return to the simple Blipp er application, which we have seenimplemertations
of basedon RMI and CORBA. A completeHTTP requestfor invoking the add method
of the Blipper could in a simple casethen be as shavn in Figure 12.3. The HTTP re-
guest headerindicates that the resourceis to be found via the URI /Blipper on host
www.blipper.dtu.dk . The SOAPAction: header eld characterisesthis requestas being
a SOAP request. The information after the keyword SOAPActionindicates the intent of
the request. Typically this is just speci ed asthe URI of the resourcewhich will handle
the request, and thus cortains the sameinformation as the path speci ed in the HTTP
requestheader.



POST /Blipper HTTP/1.1

Host: www.blipper.dtu.dk

Content-type: text/xml; charset="utf-8"
Content-length: 448

SOAPAction: "/Blipper"

<?xml version="1.0"?>
<SOAP-ENV:Envelop
xmins:SOAP-ENC:enodi ngSy le="ht tp: // schem&.x mlsoap.org/ soap/ encodi ng/
xmins:SOAP-ENV:enodi ngSy le="ht tp: // schema&.x mlsoap.org/ soap/envelo pe/"
xmins:xsd="http://  wwwv3.0 rg/ 2001/XMISchemd
xmins:xsi="http:// wwwy3.0 rg/ 2001/XMISchemain st ance">
<SOAP-ENV:Body>
<m:add xmIns:m="http://www .s oapware.org/">
<n xsi:type="xsd:int" > 3 </n>
</m:add>
</SOAP-ENV:Body>
</SOAP-ENV:Envelpe>

Figure 12.3: An HTTP requestto invoke the Blipp er add method

The requestheaderis in typewriter font and the requestbody is in
italic  typewriter font. This body hasthe form of an XML encaled
SOAP message.The box corntains the body of the message.

87
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As the body of the HTTP requestis an XML encadled SOAP messagethe Content-type
header eld species that the body is of type text/xml . The character set defaults to
us-ascii , but Unicode character setssud asutf-8 or utf-16 are usually chosen,asthey
generallyensurebetter interoperability.

12.1 XML Encoding of the Request Message

The body of the request must be a well-formed XML documert. This starts with an
XML declaration specifying the XML version being used. The remainder of the body is
an XML elemen which represeits the SOAP Envelope of the message. In this simple
example,the SOAP Envelope cortains a SOAP Body but no SOAP Header;these must
also (if presert) be XML elemeits. Like the HTML elemeits which we have seenearlier,
sud elemerts start and end with matching tags which idertify the cortent of the elemen.
Thus the SOAP Envelope starts with a <SOAP-ENV:Envelopestart tag and nishes with
</SOAP-ENV:Envelope®nd tag, and similarly for the other elemens which appear. The
namesof the tags must be unique within the XML namespce which is speci ed by the
namespacedenti er at the beginningofthe tag: In the caseof the Envelope, the SOAP-ENV:
namespacelnformation about which namespacesare usedis given by namespacealeclara-
tions which are embeddedin the Envelope start tag. Each namespacedeclaration starts
with the namexmins: (which is itself the name of a standard namespacegnd speci es a
resourcewherethe relevant mapping betweennamesand their meaningsis to be found.

The SOAP Body within the Envelope of the requestspeci es the methal to be invoked and

the argumentvaluesto be used. The method is speci ed by an XML elemen delimited by

<m>tags, which here of courserefersto the method add as de ned within the namespace
speci ed by http://www.soapware.org/ . The argumert valuesare enbeddedwithin the

method elemen, with tagsidenti ed by the namesof the argumerts. Sinceadd hasasingle

argumern n of type integer, a singleargumen elemen is used,herewith the cornent:

<n xsi:itype="xsd:int"> 3 </n>

which speci es the type of the argumen (hereint from the standard XML sdemade ni-
tion namespacexsd: ) and its value (here 3).

12.2 SOAP Response Messages

Whereas SOAP request messagesare used to corvey information to the object whose
method is to be invoked, SOAP responsemessagesorresmpndingly corvey return informa-
tion to the calling system. Resmpnsesfall into two categories:
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1. Normal responses,carrying return valuessud as function values.
2. Fault responses,indicating that the method invocation hasfailed.

Examplesin the caseof the add method are shovn in Figure 12.4. In the caseof a normal
response,the SOAP Body cortains a single XML elemen whosetag nameis derived from
the name of the invoked method by appending the character sequenceResponse here
giving the tag <m:addResponse> This elemer cortains a single XML elemen which
descrikesthe return value from the invocation, here:

<addresult xsi:type="xsd:int"> 27 </addresult>

which describtesa singleintegerwith value 27. The tag for this return elememn must match
the name of the object createdby the Client to cortain the return value (seeSection12.4

below).

In the caseof a fault response,the SOAP body cortains a singleXML elemen with the tag
<SOAP-ENV:Fault>which cortains a description of the fault. Typically, this description
cortains two XML elemerts: a faultcode (tag <faultcode> ) and an explanatory text (tag
<faultstring> ). Currently, four standard faultcodesare de ned, aslisted in Table 12.1.

Faultcode Explanation

VersionMismatd | An invalid namespacewasreferredto in the SOAP Envelope elemen.
MustUnderstand | One of the immediate children of the SOAP Header elemen cortained a
mustUnderstand attribute, but could not be dealt with.

Client The SOAP requestwas incorrectly formed or contained insu cien t infor-
mation to enableit to be processed.
Sener The serner was unable to processthe SOAP request (even though it was

correctly formed).

Table 12.1: Standard faultcodesin SOAP

12.3 SOAP Types

The types which may be usedto specify method argumerts and results in SOAP are
a subset of the types permitted in XML, and descrited in reference[40]. As in most
modern programming languages,SOAP typesfall into two categories: Simple types and
compound types An elemen of a simpletype descritesa scalarvalue, i.e. a value without
distinguishable inner parts, sud as an integer, a real, or a string. Someof the simple
typesavailable in version1.1 of SOAP are summarisedin Table 12.2. The namespacesd
referredto in most of the type namesis the XML standard namespacevhich cortains the
de nitions of XML StemaData types.
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HTTP/1.1 200 OK

Content-type: text/xml; charset="utf-8"
Content-length: 481

Date: Wed, 01 Oct 2003 04:05:06 GMT

<?xml version="1.0"?>

<SOAP-ENV:Envelop
xmins:SOAP-ENC:enodi ngSy le="ht tp: // schema&.x mlsoap.o rg/ soap/encodi ng/"
xmins:SOAP-ENV:enodi ngSy le="ht tp: // schema&.x misoap.o rg/ soap/ envelo pe/"
xmins:xsd="http://  wwwv3.0 rg/ 2001/XMISchemd
xmins:xsi="http:// www3.0 rg/ 2001/XMISchemain st ance">

<SOAP-ENV:Body>
<m:addResponsexmlns:m="http://www .so apware.org/ ">

<addresult xsi:type="xsd:int" > 27 </addresult>

</m:addResponse>

</SOAP-ENV:Body>

</SOAP-ENV:Envelpe>

HTTP/1.1 500 Server Error

Content-type: text/xml;  charset="utf-8"
Content-length: 552

Date: Wed, 01 Oct 2003 04:05:08 GMT

<?xml version="1.0"?>
<SOAP-ENV:Envelop
xmins:SOAP-ENC:enodi ngSy le="ht tp: // schema&.x mlsoap.org/ soap/encodi ng/"
xmins:SOAP-ENV:enodi ngSy le="ht tp: // schema&.x mlsoap.o rg/ soap/ envelo pe/"
xmins:xsd="http://  wwwv3.0rg/ 2001/ XMISchemd
xmins:xsi="http://  wwwv3.0 rg/ 2001/XMISchemain st ance">
<SOAP-ENV:Body>
<SOAP-ENV:Fault>
<faultcode>SOAP-ENV:Clie nt</f aul tco de>
<faultstring>Clien t error.
Too many parameters in call of "add".

</faultstring>
</SOAP-ENV:Fault>
</SOAP-ENV:Body>
</SOAP-ENV:Envelpe>

Figure 12.4: HTTP responsesto an invokation of the Blipp er add method

(a) Normal responsewith return value.
(b) Fault responsedue to an error on the cliernt side.

The responseheadersarein typewriter font and the responsebodiesin
italic  typewriter font. The body hasthe form of an XML encaled
SOAP message.The box corntains the body of the message.
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Set of valuesin type Type name Value Example
Decimal fractions xsd:decimal 12.345

Signed oating point nhumbers xsd: oat -12.345E3
Signeddouble precisionnumbers | xsd:double -12.345E3
Booleanvalues xsd:boolean true

Strings of characters xsd:string good morning
Date/times xsd:dateTime 2001-10-01T04:05:06
Base64encaled binary SOAP-ENC:base64| GWalP2A=
32-bit signedintegers xsd:int -1234567
16-bit signedintegers xsd:short -1234
Negative integers xsd:negatielnteger | -32768

Table 12.2: Simple SOAP types

The types above the line are primitive types and those below the line
are derived types in this casederived from the type decimal by various
forms of restriction.

As in many programminglanguages XML alsomakesit possibleto derive enumeations,
which are setsof valuestaken from some(simple) basetype.

An elemen of a compound type is made up of one or more individually iderti able sub-
parts. Examplesare structs, arrays, vectors and objects. In SOAP, a struct is merely
an XML elemem with named sub-elemets, which themseles can be of any (possibly
compound) types. The namesof the sub-elemets in a struct are signi cant; their orderis
not signi cant. For example:

<e:Bibentry>
<author>Alfons Aaberg</author>
<titte>My life as a latchkey child</title>
<pubyear>2015</pubyear>

</e:Bibentry>

is a value of a struct type with three elemerts, two strings and an integer.

An array is an orderedsequencef elemeits. Thus the order of the elemerts is signi cant,
but the namesof the elemers are not. The elemens may be of the sametype, asin:

<Primes SOAP-ENC:arrayType="xsd:int[5]">
<item xsi:type="xsd:int">2</item>
<item xsi:type="xsd:int">3</item>
<item xsi:type="xsd:int">5</item>
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<item xsi:type="xsd:int">7</item>
<item xsi:type="xsd:int">11</item>
</Primes>

which is an example of an array with v e elemens of int type (i.e. an array of type
int[5] ). Or they may be of di erent types,asin:

<Notes SOAP-ENC:arrayType="xsd:ur-type[4] ">
<item xsi:type="xsd:decimal">11.3</item >
<item xsi:type="xsd:float">-27.517E03</ item>
<item xsi:type="xsd:string">Monday = morning</item>
<item xsi:type="xsd:string">Friday after 3.00pm</item>
</Notes>

which is an exampleof an array with four elemeits of mixed types: a decimal fraction, a
oating point number and two strings. Note that the type of the array is here given as
ur-type[4] , whereur-type denotesthe union of all types(i.e.\any type").

In XML it is possibleto de ne and give namesto complex derived types and to new
derived types. We shall not gointo details here,but refer you to the XML documertation
on datatypes[40].

12.4 Web Service Clients and Servers

It would obviously be possibleto implemert the Client and Sener by meansof programs
which directly create and transmit or receive and interpret the HTTP requestsand re-
sponsesrequired. Not surprisingly, howewer, there are seweral programming ervironmerts
which hide all this from the user, just as RMI provides a way of programming remote
method invocations which hides the details of the underlying exdhange of messages.In
these notes we shall briey descrike the Java ervironment assaiated with the Apache
SOAP system. Other well-known systemswhich support the useof SOAP are SOAP:.Lite,
which is basedon Perl, and the Microsoft .NET ernvironment; for details of these,you will
needto consultthe relevant documertation.

To implemen the sener using Apache SOAP, which is basedon Java, it is necessaryto
de ne and implement a Java interface describingthe service. In the caseof the Blipper
service,the interface and its implemeration could be asshawvn in Figure 12.5. Note that
this strongly resenblesthe non-distributed Blipp erimplemertation shaovn in Figure 10.3on
page69. This interface and its implemertation are compiledin the usual way. The web
servicethen needsto be deploye on somesuitable host system,sothat it becomesvailable
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public interface IBlip

{ public void start(int n;
public int add(int i);
public void stop();

public class WSBIip implements IBlip

{ |static int bcount;
static boolean active;

public void start(int n)

bcount = n;
active = true;

}
public int add(int i)

return bcount;

}

public void stop()

active = false;

}

{ System.out.printin (new Date() + "

{ if( active ) bcount = bcount + i;

{ System.out.printin  (new Date() + "

Target activated.");

Target deactivated.");

93

Figure 12.5: The serviceinterface and its implemertation for the Blipper Web Servicein

Apache SOAP
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for useand canbefound by the SOAP lookup service.In particular, this involvespublishing
the existenceof the web servicein a service registry, in a manner analogousto what we
have seenin the caseof Corba. Details of how to do this can be found on the Web at:

http://xml.apache.org/soap/docs/ index .html

The Client for an Apache SOAP web servicehasto constructthe SOAP messaget besen
to the Sener, and must receive and analysethe responses.To facilitate this, Apache SOAP
provides a number of classedrom padkagesunder org.apache.soap for constructing and
manipulating essehial objects for SOAP. The most important of theseare summarisedin
Table 12.3.

Class Objects

RPCMessage SOAP requests.

Call Remotemethod invocations.
Parameter Arguments or return valuesof methods.
Resmnse Resmnsesto calls.

Fault SOAP fault elemerts.

Table 12.3: Main classesn the Apache SOAP ervironmert

A completeskeleton for a Client for the Blipp er web serviceis showvn in Figure 12.6. To
completethe Client, it is necessaryto provide implemertations for all the methods; asan
example,the completeimplemenation of the add method is shovn in Figure 12.7. It is
important to note that, in relation to the exampleswhich we have seenpreviously the
methods all carry a URL as an extra parameter,namely the URL at which the serviceis
available.

To make useof a web servicein a practical application a description of the servicemust be
producedin a standard format. This documert, which is encaledasan XML documen, is
structured accordingto the rules of the Web Servie Description Language(WSDL) [39],
and includes:

A de nition of the service interface;

A de nition of the servie implementation;

If it is a concreteimplemertation rather than an abstract servicedescription which
is being descriked, a description of the serviee endmint (typically the URL usedfor
cortacting the service).

As in the casesof RMI and CORBA, the description must be propagatedto the servie
registry as part of the processof publiation of the service. A protocol known asthe Uni-
versal Description, Discovery and Integration (UDDI) protocol is usedby serviceproviders
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import java.io.*;

import java.net.*;

import java.util.*;

import org.apache.soap.uti . xml.*;
import org.apache.soap.*;

import org.apache.soap.rpc .*;

public class BlipClient
{ public void blip(URL wurl, int i) throws Exception
{ int nblip = add(url, i)
System.out.printin( newDate() + " " + Integer.toString(n
+ " blips");
}

public static void main(String[]] args)

{ try

{ URLurl = new URL("http://xxxxxx  Xxx");
start(url,20);

blip (url, 1);
blip (url, 4);
stop (url);

}

catch (Exception e)
{ e.printStackTrace(); }

}

public static void start(URL wurl, int i) throws Exception
{ /I implementation of start

}

public static int add(URLurl, int n) throws Exception
{ /I implementation of add

}

public static int stop(URL url) throws Exception
{ /I implementation of stop

}

bli p,10)

Figure 12.6: Skeleton for a Java client for the Blipp er web service
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public static int add(URLurl, int n) throws Exception
{ /Il Set up call of remote method
Call call = new Call();
/I SOAPencoding specification
String  encodingStyleURI = Constants.NS_URI_SOR_ENC
call.setEncodingSt  yle URK encodingStyleURI );
/I Set parameters for service locator
call.setTargetObje  ctURI( "urn:xmethods-Blip per" );
call.setMethodName ( "add" );

/[ Create vector with parameter(s) and insert into Call object
Parameter paraml = new Parameter("n", int.class, n, nulb;
Vector params = new Vector();

params.addElement( paraml);

call.setParams( params);

/I Invoke the remote service
Response resp = call.invoke(url, "IBlipper");

/Il Deal with the response

if( resp.generatedFault( ) )

{ /I The call did not succeed.
Fault f = resp.getFault();

System.err.printin( "Fault=" " + f.getFaultCode()
+"" + f.getFaultString() );

throw new Exception();

} else

{ /I The call was successful. Retrieve return value.
Parameter result = resp.getReturnValue ();
Int addobj = (Int) result.getValue();
return addobj.intValue() ;

}

}

Figure 12.7: Implemertation of method add for the Blipp er web service
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for registering the description and by servicerequestors(i.e. Clients) for discovering the
service[3]]. Thus in reality, the Web servicearchitecture is considerablymore complex
than the simple description at the start of Section12 might get you to imagine, asit es-
serially consistsof se\eral layerswhich are addedon to the chosendata transfer protocol,
which in full generality doesnot even needto be HTTP. The completearchitecture of the
Web Servicesprotocol stad is illustrated conceptuallyin Figure 12.8. The function of the

Functionality Language/Protocol

Service Flow WSFL

Service Publication

and Discovery UDDI

Service description | WSDL

Interoperable _
base stack XML based messaging SOAP

Networking HTTP, FTP, SMTP, ..

Figure 12.8: Web ServicesArchitecture conceptualstadk

uppermost layer, assaiated with ServiceFlow, is to make it possibleto composesimpler
web servicesinto more complexones. The way in which this layer works is not yet 100%
standardisedamong various suppliers of Web services,and we shall not go into details
about it in thesenotes. A good review of the ertire architecture from the perspective of
one of the main playersin the Web servicesarena(IBM) can be found on the Web at:

http://www-3.ibm.com/software/so lutio ns/webservices/ pdf/ WSCAdf

while organisationssud as SoapWare, which acts as a forum for SOAP dewelopers, have
produceda number of more specialisedtutorials on the useof SOAP, which can be found
on SoapWare's website at www.soapware.org

13 Further Reading

There are many books and other sourcesfor more information about the topics of these
notes. For a gertle, but more detailed, introduction to Internet protocols, Comer's\Com-
puter Networksand Internets” [3] is an excellet starting point. More information about
computernetworksin generalcanbe foundin the booksby Tanerbaum [36], Halsall [6] and
Stallings[34], while local areanetworks are treated in detail in [35. Of course,thesebooks
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Client Presentation (GUI)
A
Y
Application : -
server Business logic

A
/

Datab
_| Database
@ server Data storage

Figure 13.1: A multi-tier systemwith three tiers

The Client is a client of the middle-tier sener, which dealswith the
actual application and is itself a client of the databasesener in the
lowest tier.

cover a lot of ground, and run to se\eral hundred pages,sothey are not really suitable as
introductory material.

For full details of Internet protocols, you needto refer to the Internet Requestsfor Com-
ments (RFC's), of which seweral important onesare listed in the Bibliography. Thesecan
all be obtained from the Internet itself via the Web page:

http://www.rfc-editor.org/rfcsea rch.h tml

from whereyou can seard for and retrieve RFCs by number or keyword. It is not possible
to seedirectly from an RFC which status it has, i.e. whether it descrikes an accepted
standard, a proposedstandard or just a draft for commen. To nd this out, you need
to look at the latest version of the list of Internet standards; this list is itself an RFC,
currertly RFC3300. Standardsfrom the International Telecomnunications Union (ITU-

T), the International Organization for Standardization (ISO) and IEEE can be purchased
from theseorganisations.

Thesenotes have focussedon how to construct distributed applications basedon the sim-
plest form of cliert-server model, with one or more clients and a single sener. While this
is an important and very much usedmodel, it is by no meansthe only one. Many inter-
esting systemsuse multi-tier models, where a sener can itself be a client for one or more
other seners. A simple exampleof this is shovn in Figure 13.1, which shaws a three-tier
architecture, involving presenation, an actual application and data storage.

A further dewelopmen of this is to use hierarchical architectures, in which participating
processesire organisedin a tree-like structure, and whereinformation passesip and down
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the branchesof the tree. Other systemsmake useof a setof cooperating agents Agerns may
be static (permanertly resider on particular systems)or mobile, and exdhangeinformation
in anintelligent mannerin orderto solve someproblem. A good sourceof information about
this type of systemis the book by Omicini et al. [33], which descrikesthe architecture of
agen systemsand how ageris comnunicate in order to solve their given problems, while
reference[2] givesa speci ¢ exampleof the use of agens for information retrieval in the
Internet.

Finally, you may nd it interesting to look at the so-calledGRID architecture, a recen
trend in the designof very large distributed systems,which potertially o ers usersglobal
accesgo computational power and other resources.The essencef a GRID is{ by analogy
with the electric grid { that it o ers accesdo resourceswithout the usershaving any idea
wherethe resourcesactually comefrom. Referencd5] descrikesthe ideasin detail.

¢ Robin Sharp 2004
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