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1 In tro duction

These days, computers very rarely operate on their own. Instead, they are connected
together by computer networks which enablethem to exchangeinformation. There can be
many reasonsfor wanting to do this in relation to a particular computer application. For
example:

� The application may directly involve transfer of information betweenhuman users,
as in systemsfor transferring e-mail or other documents, or in teleconferencing.

� The application may involve a needto accessan information baseof somekind, as
in searching the World Wide Web, electronicbanking or databaseapplications.

� The application may need several computers to collaborate on performing a large
calculation, or to share data or other resources,as in many technical computations
in engineering,the natural sciencesand economicmodelling.

The aim of thesenotes is to present the main conceptsof computer networks, give a very
short introduction to their architecture and technology and give somesimple examples
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of how the useof networks can be incorporated into applications. There are many books
which dealwith the subject in much moredetail. You shouldconsult someof the references
in the bibliography if you want to know more about a particular topic.

2 Net works

Basically speaking,a computer network consistsof a set of nodesconnectedby communi-
cation links. In simple cases,the nodesare end systems, i.e. computerswhich run applica-
tions, usingthe links to communicatewith oneanother. In largeror morecomplexsystems,
however, someof the nodesjust deal with aspects of the communication process,such as
choosinga suitable route for data which is beingsent betweentwo endsystems,and do not
directly take part in applications. Such nodesare often known as communication nodes.
An exampleof such a network is illustrated in Figure 2.1. The communication nodesare
indicated by full circlesand the end systemsby un�lled circles.

Figure 2.1: A network with communication nodes(� ) and end systems(� )

Computer networks are often classi�ed accordingto their physical size,as this to someex-
tent determinesthe communication technologyon which they canbebased.It is traditional
to distinguish between:

Lo cal Area Net works (LAN): Small networks, with a sizeof up to a few kilometers,
typically covering a building or a singlecompany or institution.

Wide Area Net works (W AN): Largenetworks,coveringa largegeographicalarea,such
as a whole country, or perhapseven the whole world.

Metrop olitan Area Net works (MAN): Networks covering a town or other relatively
large area.
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Someof thesedistinctions are historically based,sincefor legal reasonsit was at one time
important whether the network was run by and for a single owner such as a company or
university (who were only allowed to set up a LAN covering a limited area), or whether
the network's capacity was intendedto be sold to subscribers in general(typically a WAN,
which couldonly berun by an privileged telecommunicationsmonopoly). Nowadays, where
telecommunication serviceshave in most countries beenextensively liberalised,this type
of criterion is less important. However, the basic di�erences in technology remain. We
discusssomeof thesebelow in Section5.

3 Layered Arc hitectures

The requirement that somenodesin a computer network should be able to do more than
others leadsnaturally to the idea that systemsin a network can be built up as a number
of layers, where the upper layers add somekind of extra functionality to the lower ones.
Thus for example,an end systemcan be built up as a communication node with one or
more extra layers to add the functions neededfor dealing with the requirements of the
applications.

In a layered architecture, each layer { by building on the facilities o�ered by the layer
beneath{ becomesable to o�er the layer above a service which is di�erent from the service
which it itself is o�ered. As a rule it will be better (more reliable, more free of errors,
better protected against \in truders", . . . ) or will o�er more possibilities than the layer
beneath. This is achieved by the active components in the N'th layer { often denotedthe
(N)-entities { exchanginginformation with oneanotheraccordingto a setof ruleswhich are
characteristic for the layer concerned{ the (N)-protocol. A simple examplecould be that
they exchangeinformation with a certain degreeof redundancy, so that any errors which
are introducedby the layer beneath{ the (N-1)-layer { canbedetectedand corrected. The
(N)-service which they o�er to the active components in the (N+1)-layer { the (N+1)-
entities { can thus be lessdisturbed by errorsthan the (N-1)-service which they areo�ered
by the (N-1)-layer. This is illustrated in Figure 3.1.

3.1 The OSI Reference Mo del

An important and well-known exampleof a layeredarchitecture for communication systems
is described in the OSI Basic ReferenceModel [8] developed and standardised by the
International Organization for Standardization (ISO) in the 1980s. The acronym OSI
standsfor Open SystemsInterconnection, and is a generalterm covering everything which
has to be consideredwhen systems(especially computer systems)have to cooperate with
one another, or { to use a more technical term { to interwork acrossa communication
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Figure 3.1: Principles in a layeredarchitecture

network in a manner which is independent of manufacturers' system-speci�c methods.
The OSI ReferenceModel de�nes the most basicprinciples for this purpose.

To do this, the OSI ReferenceModel describesa layeredarchitecture, de�nes which layers
are conceptually to be found in a standard communication system, which servicesthese
layers o�er and which functions the individual layers are expected to be able to perform
in order to o�er theseservices.The model speci�cally describesseven layers, whosemain
functions are shown in Figure 3.2.

The lower three OSI layersare intended to supply communication servicesfor transferring
data betweensystemsin the network. The Physical layer o�ers facilities for transmitting
individual bits (or groupsof a few bits), typically in the form of electricalor optical signals,
on the physical medium1 between two systems. Since most media and the associated
transmitting and receivingelectronicsaresusceptibleto beingdisturbedby electricalnoise,
this does not in itself provide a reliable method of data transfer. The Data Link layer
thereforeintroducesfacilities for sendingblocks of data and for checking them for errorsby
the useof error-detectingor -correctingcodes. This providesmorereliablecommunication,
but can only transmit data between systemswhich are directly connected, in the sense
of being connectedby a �bre or cable or having accessto a shared medium, such as a
broadcast channel or a shared bus. To be able to send data to arbitrary nodes which
are not directly connected,extra facilities are neededin order to choosea suitable route

1which you should incidentally note is not part of any of the layers.
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Figure 3.2: The OSI ReferenceModel: The 7 layers
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Figure 3.3: Views of a computer network as seenfrom the Transport, Network and Data
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through a sequenceof nodes which are pairwise directly connected. These facilities are
provided by the Network layer, which also makesit possibleto link together subnetworks
which may usecompletelydi�erent technologies,as for examplea WAN and a LAN.

While the Network layer makesit possibleto senddata to arbitrary systemsin the network,
this is not in generalenoughto provide the type of communication servicerequired by a
typical application. Applications areusually built up basedon the abstraction that a setof
application processes,possiblyrunning in di�erent endsystems,communicatedirectly with
oneanother. The Network layer only provides the abstraction that the relevant nodesare
connected.To provide the illusion of a channel which directly connectsprocessesrunning
on the nodes,a layer which o�ers so-calledend-to-enddata transfer servicesis required.
This is the function of the Transport layer, which allows us to:

� Multiplex several logical communication channelsonto a singleNetwork channelbe-
tweentwo nodes;

� Perform error control on an end-to-endbasison each of the channelsseparately;
� (Possibly) control the 
o w of data on an end-to-endbasis on each of the channels

separately.
� Hide the details of the network or set of interconnectednetworks which are being

used.

The relationship between the Data Link, Network and Transport layers is illustrated in
Figure 3.3.

On the basis of the end-to-end data transfer serviceo�ered by the Transport layer, the
upper three layers provide servicesintended to support a large variety of applications. At
the Transport layer level, the `data' beingtransferredis still regardedasjust a collectionof
bits. The upper layers make sure that thesebits provide the application with meaningful
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data in a form which the application can understand. The Sessionlayer is usedto organise
dialoguesbetween two or more parties involved in an application, the Presentation layer
converts data into a representation which the application in the receivingsystemcanunder-
stand, and the Application layer o�ers functionality such astransfer of �les or coordination
of parallel activities, which are requiredin generalby applications,or facilities such asmail
or Web transfer required by particular applications. We shall look more closelyat some
examplesof particular Application protocolslater in thesenotes. Note that the application
itself is { like the physical medium { not coveredby the model. The application processes
are to be consideredas usersof the facilities o�ered by the Application layer.

The importance of the OSI ReferenceModel is that it introduceda standard architecture
and a standard notation for many conceptsrelated to data communication. The terms
given in italics above are examplesof terms introduced in the model. That, for example,
there are seven layers is relatively unimportant, and the explanationsof why there should
be exactly seven are mostly entertaining rather than strictly technical. In practice, for de-
scriptive purposessomeof the layers(particularly the Data Link, Network and Application
layers) are often divided into sub-layers, while implementations, on the other hand, often
implement several layers asa singleunit.

3.2 Other layered architectures

The OSI ReferenceModel architecture is not the only layered architecture which you
may meet in communication systems. Several commercialmanufacturers have developed
products which are structured in a similar way. Well-known examplesare IBM's SNA
architecture and Digital's DECNET. Naturally, the protocols usedare not in generalthe
sameas OSI protocols, and the layers do not always correspond exactly to the OSI ones,
especially in the so-calledUpper Layers: the OSI Session,Presentation and Application
layers.

A particularly common alternative arrangement is to considerthe three upper layers as
oneunit, an `Application-oriented layer' which dependsdirectly on the Transport layer. A
well-known exampleof this approach is found in the so-calledInternet protocols, commonly
usedin Unix-basedsystems. Here, a whole seriesof application protocols { for example,
for �le transfer (FTP), electronicmail (SMTP), handling virtual terminals (TELNET) and
information retrieval (HTTP) { run directly over the Transport layer, while the standard
OSI layer structure is usedfor the Network layer andbelow. This is illustrated in Figure 3.4.
Similar arrangements are often found in local areanetworks, whereOSI protocolsare used
up to the Transport layer, while the architecture and choice of protocols in the Upper
Layers deviatesfrom the OSI standards.

Finally, in modern telecommunication systems,a somewhatdi�erent layered architecture
can be found in systemsbasedon ATM (AsynchronousTransfer Mode), a technology for
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supporting high-speedtransfer of data over a local areaor wide areanetwork. This archi-
tecture is describedby the Broadband ISDN Protocol Reference Model (B-ISDN PRM) [27].
In this model, although the layers roughly correspond to the OSI RM, there are several
important technical di�erences, especially with respect to the way in which control and
signalling information is transferred: In OSI, it forms part of the ordinary data 
o w; in
B-ISDN, it is transferred over a separateconnection.

4 Services and Proto cols

The service o�ered by a layer describesthe facilities o�ered by the layer viewed asa `black
box'. In other words the servicedescribeswhat the layer o�ers without telling us how this
is achieved. The protocol is the set of rules for how to behave in order to o�er the required
service. This is analogousto conceptsusedin program design: the servicecorresponds to
a description of an interface and the protocol to its implementation.

4.1 Services

Propertiesof servicesfall into two generalclasses,oneconcernedwith the logical operation
of the service(\what doesit do?"), and the other with its economy (\what doesit cost?").
In these notes, we shall only look at the logical properties of services. Important ones
include:

� Sequencepreservation
� Data unit synchronisation
� Freedomfrom error
� Connection-orientation
� (N)-peeroperation
� Simplex/duplex/multiplex operation
� Expedited data
� Security

Let us look at theseconceptsin turn.

4.1.1 Sequence preserv ation

In a servicewhich o�ers sequence preservation, messagessent by a senderare received in
the sameorder asthey weresent. This property of a servicecanbe extremely important to
sometypesof serviceuser. For example,in an application in which video framesare to be
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1234512345 Service

12345 Service
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Figure 4.1: A block-oriented service(above) and a stream-oriented service(below).

transferredfrom onesystemto another for immediatedisplay, it would bevery inconvenient
if the framesarrived in a di�erent order, asthe application would then itself have to manage
the task of bu�ering and re-orderingthem beforedisplay. Likewise,changesto a database
should not arrive in a di�erent order than the onechosenby the user. On the other hand,
for an application which transfers numbered disk blocks from one system to another, in
order to maintain identical copiesof a disk on two systems,sequencepreservation is often
irrelevant.

4.1.2 Data unit synchronisation

In a servicewhich o�ers data unit synchronisation, there is a one-to-onecorrespondence
between the messagespassedto the servicefor transmissionand the messagesdelivered
to the receivers. In other words, each messagesupplied by a user for transmissionwill {
if it arrives at all { be delivered to the intended receiver(s) as a unit. Such servicesare
sometimescalledmessageoriented servicesor block oriented services, asthey deliver blocks
of data in their entiret y.

A commonalternative is for the serviceto be stream oriented. This meansthat the bound-
ariesbetweenunits of data supplied to the serviceare not necessarilypreserved when the
data are delivered to the receiver. Data are regardedasmaking up a (potentially endless)
stream, which can be chopped up and delivered in units of any convenient size. This is
illustrated in Figure 4.1.

4.1.3 Freedom from error

An error-free servicedelivers the samemessagesas those which are sent o�, without loss
or corruption of any kind. In communication systems,the basic typesof error are:
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Message loss: the receiver fails to receive a messagewhich hasbeensent by the sender.
Message corruption: the receiver receivesa messagewhich di�ers from that sent by the

sender.
Spurious message: the receiver receivesa messagewhich hasnot beensent by the (ap-

parent) sender.

Other typesof error, such as duplication or misdelivery of messages,can be expressedas
combinations of thesebasicerror types.

A serviceis often described in terms of its error rate, which roughly speakingis the number
of erroneousunits of data as a fraction of the number of units of data which the sender
tries to send. Commonmeasuresof this are:

� Bit Error Rate (BER) , measuredasthe number of bits which arein error asa fraction
of the total number of bits sent.

� ResidualError Rate (RER), measuredas the number of erroneousblocks of data as
a fraction of the number of blocks sent:

RER =
N l + Nc + Nu

Ns + Nu

where Ns is the number of blocks sent by the sender,Nc the number of corrupted
blocks received, N l the number of lost blocks and Nu the number of spuriousblocks
received by the receiver (but not sent by the genuine sender).

4.1.4 Connection-orien tation

In a connection-mode service,the usersof the servicehave to establisha connection with
one another before they can exchange `real' data. The connection is a logical channel
through which the real data will be sent, and is set up by exchangeof particular typesof
messagein a so-calledconnection establishmentphaseof communication. This is followed
by the data transfer phaseof communication, in which actual data are exchanged, and
�nally by a connection release phase, in which the connection is broken. For a reliable
service,connectionreleasewill of coursebe somethingwhich the usersdecidevoluntarily
to do; an unreliable servicecan also produce involuntary releaseof a connection(in OSI
jargon known as a Provider Abort). You probably recognisethis style of operation from
the ordinary telephoneservice,which is the archetypal exampleof a connection-oriented
service,where you have to set up the connectionbeforeyou can exchange`data'. In the
caseof an old-fashionedtelephonethe data will of coursebe in the form of digital or analog
encoded speech; in more modern systemsother possibilitiesmay alsobe available.

The alternative to this mode of operation is seenin a connectionless-modeservice.Here, it
is not necessaryto setup a connectionbeforeexchangeof data. Essentially , each messageis
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then sent independently of the others,and the servicehasno memoryof what hasbeensent
previouslyto the samedestination. The obviousanalogyhereis to the postal service:when
you senda letter, you do not needto setup an agreement with the intendedreceiver before
you post the letter. Obviously, this mode of operation requireslessadministration, in the
form of connection establishment. The downside is that, since you have no guaranteed
logical channel through to the intended receiver, there is no way of guaranteeing that
messageswill arrive in the sameorder as they were sent { or even that they will arrive
at all. A common nickname for this style of serviceis send-and-pray ! Moreover, much
of the information transmitted during connection establishment, such as the addressof
the intended receiver and other properties to be supplied by the service,will have to be
repeatedfor each messagewhen a connectionless-mode serviceis used.

4.1.5 Multi-p eer operation

In a servicewhich o�ers point-to-point operation, only two usersare involved, and they can
communicate with one another. In the simplest case,the two parties have equal status,
and we speak of a two-peer or peer-to-peer service. Later in thesenotes,we shall seethat
there are other important forms of two-party communication, for examplein client-server
systems,wherethe parties have di�erent status.

In a servicewhich o�ers multi-peer operation, several userscan communicate with one
another during an instanceof communication. Multi-p eerservicesfall into variousclasses,
depending on the pattern of communication which can be achieved:

Broadcast: All available usersof the servicereceive a messagesent by oneof them.
Multicast: The sendercan selecta particular subsetof users(often known asa multicast

group) who are intended to receive a particular messageor messages.
In verse broadcast: A singlereceiver canreceivesimultaneouslyfrom all the other service

users.

4.1.6 Simplex/duplex/m ultiplex operation

A servicewhich o�ers simplexoperation is able to transfer messagesin onedirection only
through a logical or physical channel. In duplex operation, messagescan pass in both
directions. If they can passin both directions at once,we speakof full duplexoperation; if
in onedirection at a time, half duplexoperation.

A multiplex serviceo�ers accessto many usersat onceby providing somemechanism for
sharing the servicebetweenthem. A duplex serviceis a special caseof this, where there
are only two userswho sharethe service,sendingin di�erent directions.
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4.1.7 Exp edited data

Expedited data is an OSI term for data to be transferred with high priorit y. By de�nition,
expedited data will arrive not later than `ordinary' data sent subsequently to the same
destination, and may arrive beforeordinary data sent to the samedestination at an earlier
instant of time. Note that this is not a guarantee that they will arrive beforeordinary data
sent at the sametime! In Internet protocols, the term urgent data is usedfor essentially
the sameconcept.

To model this, we can model the serviceascontaining a prioritised queuefor the messages
in transit, so that queueelements sent via the expedited data servicecan overtake those
sent via the normal service. Obviously, this is in con
ict with the concept of sequence
preservation for messagessent between two serviceusers,seenfrom a universal point of
view. But the individual services(normal and expedited) may each possessthe sequence
preservation property when consideredseparately.

Although the OSI term is con�ned to a single high-priorit y service, the concept can be
generalisedto cover arbitrary numbersof priorit y levels. This type of serviceis commonly
o�ered at the hardware level in Local Area Networks. Examplesare the ISO/IEEE Token
Bus [11], which o�ers four levels of priorit y, and the ISO/IEEE Token Ring [12], which
o�ers eight levels.

4.1.8 Securit y

A secure serviceis onewhich prevents unauthorisedpersonsfrom obtaining accessto data
transferred by it. This meansthat data cannot be read or altered by parties other than
the intendedsenderand receiver(s). This is a matter of extremepractical importance,and
a great deal of e�ort hasbeenexpendedon developing methods to protect data in transit
from `intruders'.

Various typesof security can be identi�ed. A generallyacceptedclassi�cation is:

Con�den tialit y: A con�dential serviceprovides protection of data from unauthorised
disclosure.This protection may, for example,cover:

1. All data sent betweenusersof the service,
2. Particular �elds within data (for example,�elds containing passwords or keys),
3. Information about the amount of data tra�c being transmitted.

The primary mechanism for ensuringcon�dentialit y of data is encipherment, and a
study of cryptography is essential for understandingthe issuesinvolved.

In tegrit y: A serviceo�ering (data) integrity takesmeasuresto withstand active attempts
to modify data being passedvia the service.As with con�dentialit y, all data may be
protected, or only selected�elds.
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Av ailabilit y: A servicewhich ensuresavailabilit y is designedto make the serviceavailable
to (authorised) usersat all times. It is not possiblefor intruders to prevent accessby
attacking the systemswhich provide the service. As you may know, typical attacks
may comein the form of vira, worms, tro jan horsesor by the servicebeing 
o oded
with excessive numbers of messages(so-calleddenial of service (DoS) attacks).

Authen tication: An authenticated serviceo�ers its usersfacilities for con�rming that the
party which they arecommunicating with actually is the party that they believethey
are communicating with. You should be aware that this is not trivial in a network,
sinceyou cannot really `see'who you are talking to, and have to rely on moreindirect
methodsof identi�cation, which might befaked. Just imaginethe analogoussituation
in the telephonenetwork, illustrated in Figure 4.2: How can the man in the picture
tell whether the personon the other end of the phoneline really is Mary Smith from
the Town Hall, if he hasnever met or talked to Mary Smith before?

Non-repudiation: A servicewith non-repudiationo�ers undeniableproof that data have
been sent or received by a particular serviceuser. Non-repudiation with proof of
origin prevents the senderfrom falselydenying that it hassent data; non-repudiation
with proof of delivery prevents the receiver from falsely denying that it has received
data.

The �rst three of these(Con�dentialit y, Integrity, Availabilit y) are the most basicsecurity
properties, and are often (jokingly?) known as the CIA properties.

4.2 Qualit y of Service

This is Mary Smith
from the Town Hall here

Figure 4.2: An authentica-
tion problem

The quantitativ e properties of a serviceare commonly sum-
marisedin terms of a set of parameterscollectively known as
Quality of Service (QoS) parameters.Thesedescribefeatures
of the servicesuch as its:

Throughput: The number of bits of data which can be
transferred per unit time.

Dela y: The time required to:
1. Establish a connection
2. Transfera data block betweensenderand receiver
3. Releasea connection

Reliabilit y: The probability of failure in:
1. Establishing a connection
2. Transferring a data block betweensenderand re-

ceiver
3. Releasinga connection

Resilience: The probability of unrequesteddisconnection.
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Error rate: The BER and/or RER (as de�ned above).
Protection: Degreeof protection against intruders who attempt:

1. Passive monitoring of information in transit.
2. Active modi�cation, replay, addition or deletion of information in transit.

Priorit y: This can be understood in two senses:

1. Priorit y in delivery of data. High priorit y data is delivered\faster".
2. Priorit y in maintaining the requestedQoSif the serviceprovider hasto degrade

the servicefor someusers.A high priorit y servicein this senseis more likely to
get what was requested.

QoSparametersare often speci�ed in terms of a target (mean or median) value, together
with someindication of the acceptablespread of values, given for example in terms of
permissible maximum and minimum values or in terms of a variance. It may also be
relevant to specify a (prioritised) list of acceptablediscretevalues. For example,you might
want to state that a serviceo�ers (or is requestedto o�er):

� Throughput: Preferably 128kbit/s, but otherwise56 kbit/s.
� Delay in data transfer: 200ms., +5 ms./-10 ms.
� Resilience:1 � 10� 8

� BER: 1 � 10� 9.
� Priorit y in delivery: Highest.

The importance of the various parametersdepends strongly on the type of data being
transferred by the service.For example,the variation in data transfer delay (often known
asthe jitter ) is relatively unimportant for transfer of data such astext �les, whereasit is a
very important parameter for transfer of continuous media, such as live video or audio in
a multimedia application, where variations in the delay can markedly reducethe quality
of the user'sexperience.

4.3 Proto cols

A communication protocol is a setof ruleswhich describe how a setof parties areto behave
in order to achieve successfulcommunication, which in a layered architecture meansthat
they provide the servicewhich the layer is supposedto provide. Typically the rulesspecify:

� Which messagesare to be exchanged in responseto particular events which occur
either at the interface to the layer or internally (say in the form of timeouts). Such
rules are known as the rules of procedure for the protocol.

� The format and encoding of the messagesfor transfer betweenthe participating en-
tities.
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Figure 4.3: Embedding of a data unit suppliedby the user into a PDU

In OSI terminology, the messagesexchangedaspart of the protocol are known asProtocol
Data Units, or more commonly just as PDUs. An initial letter is often used to indicate
which layer the protocol belongsto: APDU for Application, TPDU for Transport, NPDU
for Network, DPDU for Data Link and so on, or more generally (N)-PDU for a PDU in
layer N of a layered architecture. A particular protocol may use several types of PDU;
theseare usually given descriptive names(Data PDU, ACK PDU, etc.). If you read about
non-OSI protocols,you may also �nd a number of other, rather lessprecise,terms in use:
packets, frames,blocks and soon, somewhatarbitrarily chosenfor the individual protocols.

4.3.1 Proto col Con trol Information

In layer N of a layeredarchitecture, any type of data to be sent betweenthe usersof the
layer (in layer N + 1) must be packed into an (N)-PDU, typically a Data PDU. This will
contain the data suppliedby the user,togetherwith information known asProtocol Control
Information (or just PCI), which is neededto control the exchangeof PDUs accordingto
the rules of the protocol. For example:

� Information identifying the sourceand destination of the PDU.
� Sequencenumbers,usedto detect missingor misorderedPDUs.
� Checksums,usedto detect corruption of PDUs.
� Timestamps,usedto detect stale information.

This is illustrated in Figure 4.3.
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The �gure illustrates a simple case,where the amount of data supplied (in the �gure
denotedthe Service Data Unit or SDU, in accordancewith OSI notation) canconveniently
�t into a singlePDU, and whereall the PCI is addedasa header at the start of the PDU.
In more complexcases,someof the PCI may appear in a trailer at the end of the PDU2,
or it may be necessaryto:

� Divide the data in the SDU up among several PDUs. This is usually known as
segmentation or fragmentation. The opposite process,known as reassemblytakes
place in the receiver, in order to recover the entire SDU with all its parts in the
correct order.

� Include several SDUs in a single PDU. This process,known as packing, may be
convenient for e�ciency reasons.The receiver will then have the task of unpacking
the SDUsfor delivery to the users.

Sometypesof PDU, usedfor purely administrative purposessuch asacknowledgingreceipt
of a PDU, do not needto contain data suppliedby the serviceuser,and thus consistsolely
of PCI.

4.3.2 PCI in a layered architecture

SincePCI hasto be addedin each layer of a layeredarchitecture, in order to suit the rules
of the various protocols in use,it should be clear that the actual data being exchangedby
an application can be embeddedin a large amount of headersand trailers originating in
the various layers. A simple exampleof this is illustrated in Figure 4.4, wherewe imagine
an Internet-style layeredarchitecture with an Application layer supported directly by the
Transport layer. In a full OSI architecture, two more layers of PCI, from the Sessionand
Presentation layers, have to be added. The actual application data are �rst embedded
in an APDU to be exchangedusing the chosenApplication layer protocol. This APDU
becomesdata to be sent in a TPDU to be exchangedusing the chosenTransport layer
protocol, and so on.

Figure 4.4 shows the simplest case, in which each (N)-PDU �ts into the payload of a
single (N-1)-PDU. In many practical cases,this may not be possible,as the rules of the
protocol may prescribe a maximum length for the PDUs which can be sent. If the (N)-
PDU cannot be embeddedinto a single(N-1)-PDU, then it must be segmented into several
(N-1)-PDUs. An exampleof what might happen is shown in Figure 4.5. Here the APDU
is divided amongtwo TPDUs, each of which givesrise to a singleNPDU, of which the �rst
has to be segmented and sent as two DPDUs, while the remaining one �ts into a single
DPDU.

2this is often convenient for checksums as the entire PDU usually has to be processedin order to
evaluate the checksum.
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(a)

(b) s d c

s d l b ct

t

DATA PDU

ACK PDU

Figure 4.6: Example formats for two PDU types

The PDU typesand �eld namesrefer to the examplein the main text.

A commonlyobserved practical consequenceof this is that the e�ective data rate available
for transfer of application data may drop suddenly when the application data reach a
certain critical size. Whether (and when) this happens depends on the maximum PDU
sizesdictated by the individual protocols in usein the protocol suite.

4.3.3 A simple data transfer proto col

As an example,supposewe wish layer N to provide a connectionless,block oriented data
transfer servicefor its users(in layer N + 1). A very simple data transfer protocol in layer
N for this purposemight specify:

1. Rules of pro cedure:

� If a user in layer N + 1 requeststransfer of a block of data b to a destination
d, this block will be embeddedin a DATA PDU and transmitted to d via the
serviceprovided by layer N � 1.

� If a DATA PDU with a correct checksum is received from sources, an ac-
knowledgment formatted asan ACK PDU will be sent back to s via the service
provided by layer N � 1.

� If a DATA PDU with an incorrect checksum is received from sources, it will be
ignored, i.e. no action will be taken and no acknowledgment sent.

� If no acknowledgment is received by the senderwithin a time T after the trans-
mission of a DATA PDU, the senderwill retransmit the PDU via the service
provided by layer N � 1.

2. PDU formats:

� A DATA PDU containing data b to be sent from sources to destination d will
be formatted asshown in Figure 4.6(a), wheret is the 8-bit sequence10000001,
s and d are represented by 32-bit IP addresses,l gives the number of octets3

of data in b expressedas a 16-bit unsignedbinary number, and c is a 32-bit
checksum �eld evaluated over all the other �elds of the PDU accordingto the
CRC-32 algorithm.

38-bit units
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� An ACK PDU to be sent from destination d to sources will be formatted as
shown in Figure 4.6(b), where t is the 8-bit sequence10000010, s and d are
represented by 32-bit IP addresses,and c is a 32-bit checksum �eld evaluated
over all the other �elds of the PDU accordingto the CRC-32 algorithm.

More complicatedrulesof procedureand a greatervariety of PDU formats canbe expected
to occur in more realistic examples. In such cases,a more formal notation than ordinary
proseis often preferred,in order to achieve a concisedescriptionwith a high degreeof pre-
cision. Most such notations are basedon oneof two principles for describingthe behaviour
of the protocol:

1. In terms of a state machine, which reacts to incoming events and producesoutgo-
ing events. Two well-known internationally standardisedlanguagesbasedon this
principle are SDL (standardised by the International Telecommunications Union,
ITU-T [29])and ESTELLE (standardisedby the International Organization for Stan-
dardization, ISO [10]).

2. In terms of a set of interacting processeswhich exchangemessages.Processalgebraic
languagessuch asCCS [30] and CSP [7], and the languageLOTOS (standardisedby
ISO [9]) are typical examplesof notations which have beenusedwith this approach.

5 Net work Technology

Thesenoteswill not deal in any depth with network technology, and if you needto know
moreyou will needto look at someof the moretechnology-oriented references.However, we
shall try to explain what someof the commonlyusedterms mean,so that you understand
what the salesmanis talking about when he calls to sell you somenetwork equipment.

Referring back to the introductory sectionon computer networks, you may be wondering
what exactly the communication nodesand the endsystemsconsistof, and how all this �ts
into the schemeof the OSI ReferenceModel (or its Internet variant). Onetypical answer is
shown in Figure 5.1. In this example,the communication nodesimplement the OSI layers
up to and including the Network layer, and are thus responsiblefor:

� Accepting PDUs on an incoming link from another node at the Data Link level.
� Routing thesePDUs to an outgoing link at the Network level.
� Transmitting PDUs on an outgoing link to another node at the Data Link level.

Sendingor receivingPDUs at the Data Link level of courserequiresthe node to activate
the facilities of the Physical layer in order to dealwith the task of signallingon the physical
medium.
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Figure 5.1: Layers in the communication nodesand end systemsin a computer network

5.1 Routers

A node which implements the layersup to the Network layer and is capableof choosinga
suitable route for sendingan NPDU on to its destination is known as a router. Although
this cannot be seenin Figure 5.1, a router will in generalhave a larger number of links
to deal with than just two { otherwisethere would be no needto make any choicesabout
which route to take. You shouldreferback to Figure 3.3for a view of the computernetwork
which should make this more clear.

When routing decisionshave to be made,most routers are alsoable to decidethat certain
PDUs are not to be passedon to the destination which has beenspeci�ed for them. This
activit y of removing irrelevant PDUs is known as �ltering . Typical reasonsfor doing this
include:

� The router can determine that the destination cannot be reached via any of the
outgoing links from the router.

� The router candeterminethat data from the given(or apparent) sourceis not desired
by the speci�ed destination system.

A router which can be programmedto refuseto passtra�c from certain sourcesor ad-
dressedto certain destinations or for use by certain applications is often simply known
as a (packet) �lter . A typical arrangement is as shown in Figure 5.2, where a combined
router and �lter is placed on the boundary of a company's internal network, and acts to
�lter tra�c passingbetween this network and the Internet. Since this type of �ltering
alsoacts to protect the systemsin the network from certain typesof ill-in tentioned tra�c,
�ltering is oneof the functions typically found in a �r ewall intended to protect a network
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To network B

To network C

Internal network

To network A

Internet

Router + Filter

Figure 5.2: A combined router and �lter on the boundary betweenan internal network and
the Internet.

or subnet from attack by intruders such ashackers. Many modern routers in fact combine
the functions of a router and a �rew all in the samepieceof equipment.

5.2 Bridges

From Figure 5.1 you might get the impressionthat there is always a direct connection
(via the Data Link layer) between any two routers in a network. This is not entirely
true. Often the subnet (the part of the network) which lies between two routers is, for
practical reasons,divided into a seriesof segments which are joined together by bridges.
Theseimplement a junction betweentwo parts of the network in the Data Link layer, as
illustrated in Figure 5.3.

D

Ph Ph

Medium Medium
Segment 1 Segment 2

Figure 5.3: A bridge betweentwo
network segments

Typical functions of a bridge are:

� To �lter tra�c passingin the subnet,sothat parts
of the tra�c which do not needto passthe bridge
in order to reach their destination are prevented
from doing so. The purposeof doing this in the
Data Link layer is to prevent unnecessarytra�c
from overloading the individual segments of the
network. Since the bridge operates in the Data
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Link layer, the �ltering decisionis basedon the addressesusedto identify systemsin
this layer (rather than the Network addressesusedby the router).

� To adapt between di�erent conventions for data transmissionused in the Physical
layer in di�erent segments which use the sameData Link protocol (seeSection5.3
below). For example,onesegment may useelectricalsignallingon twisted pair cable,
while the neighbouring segment usesa �bre optic connection.

A bridge usually possessesno real routing capability { the kind of yes/no decisionsmade
by a �lter do not qualify in this respect. However, a bridge will sometimesbe a collecting
point for several segments of a subnet,and in such a caseit will alsoprovide a rudimentary
form of routing, in order to passdata on to the appropriate segment.

5.3 LAN Technologies

A LAN is intended to o�er data communication facilities over a limited area, such as a
single building, a company premisesor an institution such as a university department or
an entire university. Over such a limited area, it becomestechnically feasibleto let all
the nodesattached to the network have sharedaccessto a commonmedium, which can
be basedon cablesor wirelessfacilities covering the area concerned.The Physical Layer
technologiesare thereforechosento suit such media, and the Data Link protocolscontrol
accessto the shared medium. Traditionally, the LAN Data Link layer is conceptually
divided into two sub-layers:

1. A lower, technology-dependent Medium AccessControl (MA C) sublayer, of which we
shall look at two examplesin detail below.

2. An upper Logical Link Control (LLC) sublayer, which is intended to provide a
technology-independent Data Link servicebasedon a variety of MAC sublayers.

Most LAN MAC sublayers in current use follow one of the IEEE standards from the so-
called 802.x series,which have beenmore or lesstaken over lock, stock and barrel by ISO
to form the various parts of the ISO8802standard. Theseare summarisedin Table 5.1.
You will notice that several numbers are missing in the table. Someof the missing items
cover generaltopics, such as LAN architecture (802.1), Logical Link Control (802.2) and
security (802.10); others have just never becomestandards. Many of the standardsalso
comein several variants, for di�erent Physical Layer data rates or di�erent physical media
(or both). We shall seesomeexamplesof this in the following sections.

5.3.1 CSMA/CD Technology

CSMA/CD technologyis nowadays the dominant technologyfor wired LANs, i.e. local area
networks wherethe signalsare transmitted via somekind of cablewhich is laid out round
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IEEE ISO Technology
802.3 8802-3 Carrier SenseMultiple Access/Collision Detect (CSMA/CD)
802.4 8802-4 Token Bus
802.5 8802-5 Token Ring
802.6 8802-6 Distributed QueueDual Bus (DQDB)
802.9 8802-9 Integrated Services(IS) LAN
802.11 8802-11 Wireless LAN
802.12 8802-12 Demand-priority Access
802.15 8802-15 Wireless PersonalArea Networks (WPAN)
802.16 8802-16 Fixed Broadband WirelessAccess(FBWA)

Table 5.1: IEEE and ISO standardisedLAN technologies

A B C D E F G

B C D E F GA

(a)

(b)

Figure 5.4: Propagation of signalsalong a sharedbus or cable.

(a) Signalsfrom a singlesender(C) propagatealong the bus in both directions.
(b) If two nodes (C, F) try to sendat the sametime, their signalscollide and

the transfer of data doesnot succeed.

the building(s) to be covered. Originally, the cablewas a thick coaxial cablewhich could
carry data at 10 Mbit/s; subsequently, thinner coaxial cablesand shieldedtwisted pairs of
wireshave beenused,and data rates from 1 to 1000Mbit/s have becomereadily available.
The original technologywasdeveloped by a consortiumof companies,and registeredunder
the trade name EthernetTM . This name is commonly (but not very correctly) used as
a synonym for CSMA/CD, so for example the technology for operating CSMA/CD at
1000Mbit/s is often referredto asGigabit Ethernet.

CSMA/CD is strictly speaking a MAC protocol, for gaining accessto a sharedbroadcast
medium. The cable works in this respect like a computer bus, so signalsfrom any node
attached to the medium will propagate in all directions out from the senderuntil they
reach the end of the bus. This is illustrated in Figure 5.4(a) If two nodestry to sendat
the sametime, a collision occursbetweentheir signals,asshown in Figure 5.4(b), with the
result that the intended receivers cannot make senseof the message.

This problem is a generalone in systemsbasedon the useof a sharedbroadcastmedium,
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Figure 5.5: Collision Detection and retransmissionin the CSMA/CD MAC protocol

where the nodese�ectively compete to get accessto the medium. The technical term for
this type of competition is contention. The CSMA/CD protocol introducestwo rules for
regulating accessto the medium to counteract the e�ects of contention:

CSMA: Listen beforesending. If the medium is occupied(indicated by the presenceof
signalsfrom other nodes), then wait until it is free.

CD: Listen while sending. If signalsfrom other nodesare also detected, then a collision
has occurred becauseseveral nodeshave found the medium free at the sametime.
Stop sendingand wait a random time beforetrying again.

The random time is assumedto be chosendi�erently for each node, so there is a high
statistical probability that one of the nodeswill �nd the medium free next time it tries,
though obviously this probability gets smaller and smaller as the intensity of the tra�c
increases.Figure 5.5 illustrates what happens if just two nodes try to sendat the same
time. In the �gure, the CD time is the time required for a node to detect that a collision
has taken place. Once it has detectedthis, it sendsa special Collision Enforcement (CE)
signal on the medium to inform all other nodesthat the current transmissionis worthless.
This signal lastsduring the CE time. After sendingthe CE signal, the colliding nodeseach
wait a randomly choseninterval beforetrying again.

Switch

A B C D EF G
Nodes

Figure 5.6: A switch connect-
ing seven nodes

The discussionherehasassumedthat the sharedmedium,
to which the nodes try to gain access,actually is a ca-
ble which runs round the building. This is not always
convenient, and many modern Ethernet installations use
a switch, instead of a passive cable, to connect a set of
nodes,as illustrated in Figure 5.6. This technology is of-
ten referredto asswitched Ethernet. If, for example,node
C in the �gure transmits a PDU addressedto nodeF, then
the switch will try to set up a path directly from C to F.
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If F is busy sendingto or receivingfrom another node, the path cannot be set up, and C
must try again later. But if the path can be set up, then C can sendthe PDU to F at the
full data rate allowed by the network technology. The switch enablesseveral pairs of nodes
to talk to one another using the full network bandwidth at the sametime, thus avoiding
much of the contention which arisesin the sharedmedium of a traditional shared Ethernet.
Of course,there will still be contention when several senderssimultaneously try to reach
the samedestination, but if this only happens rarely then switch technology allows you
to build a network with an bigger overall data carrying capacity than a sharedEthernet
operating at the samedata rate.

5.3.2 Wireless LAN Technology

WirelessLAN technology has becomevery important in recent years, as it o�ers a con-
venient way to achieve not just distributed computing but mobile computing, where the
computing systemsare allowed to move physically from onesite to another. In a Wireless
LAN, signalsfrom transmitting nodespropagatein all directions4, and can be picked up
by other nodeswhich are within a certain range,usually somewherebetween25m(inside a
building) and 300m(in the open air). There are three basicstylesof WirelessLAN, which
are illustrated in Figure 5.7. In the BSS architecture, a central, immobile AccessPoint
(AP) performscoordinating functions, and is usedasan intermediatestation for all tra�c
betweenthe setof mobilenodeswhich arewithin its range. In the ESSarchitecture, several
AccessPoints are connectedby a wired network, thus permitting mobile nodesto keepin
contact, as long as they are within range of at least one AccessPoint. Tra�c intended
for the di�erent AccessPoints is typically sent on di�erent radio channelsin the frequency
band in use. In the Ad hoc architecture, there is no AccessPoint, and all the mobile nodes
communicate directly with oneanother.

Practical computer systemswhich make use of Wireless LAN technology are nowadays
almost all basedon the IEEE 802.11standard5. This prescribes two alternative MAC
protocols,of which the most commonly usedis closelyrelated to the CSMA/CD protocol
described above, and is known as the Carrier SenseMultiple Access/Collision Avoidance
(CSMA/CA) protocol. The CA part of the namerefersto a slightly di�erent mechanism
used to deal with contention: Instead of letting all nodes with a pending transmission
sendas soon as the channel seemsto be unoccupied,and trying to detect collisions, the
nodesusea time slot mechanismto choosean instant at which to test whether the channel
really is unoccupied. Each node with a pending transmissionchoosesa slot at random,
and the one which choosesthe lowest number �nds the channel really is unoccupiedand
thus wins the \race" to be allowed to use the channel. In a wirelessnetwork, this is not
quite foolproof, asstations may not all be able to hearoneanother, sothe receivingstation

4At least in principle, sincesometimesthe sendingor receiving antenna is directional.
5Actually , it is a family of standards, as we shall seelater.
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(c)

(a) (b)Wired LAN Wired LAN

AP AP
AP

Figure 5.7: Basic architectures of WirelessLANs

(a) Basic ServiceSet (BSS)
(b) Extended ServiceSet (ESS)
(c) Ad hoc (IBSS or peer-to-peer)

must senda positive acknowledgment for receipt of a PDU. If the senderreceivesno ACK,
it retransmits the PDU after a new random delay. This is illustrated in Figure 5.8.

The basic 802.11WirelessLAN standard describes the operation of the Medium Access
protocol and three variants of the Physical Layer protocol for:

� Operation in the 2.4 GHz Industrial, Scienti�c and Medical (ISM) wirelessband,
usingthe frequency-hoppingspreadspectrum (FHSS) techniqueto achievea 1 Mbit/s
data rate.

� Operation in the 2.4 GHz wirelessband, using the direct sequencespreadspectrum
(DSSS)technique to achieve a 1 or 2 Mbit/s data rate.

� Operation in the infrared band to achieve a 1 or 2 Mbit/s data rate.

As time has passed,this standard has accumulated a considerablenumber of additional
variants and amendments, indicated by extra letters after the number. Someof the ones
you are most likely to meet are:

802.11a Describes the operation of the Physical Layer in the 5 GHz wirelessband, to
achieve a data rate up to 54 Mbit/s.

802.11b Describes the operation of the Physical Layer in the 2.4 GHz wirelessband, to
achieve a 1, 2, 5.5 or 11 Mbit/s data rate.

802.11e Enhancements to the Medium Accessprotocol to provide QoS.
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Figure 5.8: Contention Avoidancein the CSMA/CA protocol

IFS is the Inter-Frame Space,a period of silencewhich separatesone
transmissionfrom the �rst reservation slot for the next transmission.

802.11g Describesan extensionto achieve data rates of 22 or 54 Mbit/s in the 2.4 GHz
wirelessband.

802.11h Describesextensionsto achieve Spectrum and Transmit Power Management, in
order to usethe 5 GHz band in Europe.

802.11i Describessecurity enhancements to the Medium Accessprotocol.

In Europe, important parts of the 5 GHz wirelessband are reserved for other purposes,so
the 802.11atechnologyis unlikely to beused(even if 802.11his followed). Instead, the high
data rates o�ered by 802.11aare likely to be achieved by using equipment which follows
the 802.11gstandard.

6 Basic Proto cols in the In ternet

In these notes, most of the exampleswill be concernedwith the kind of protocols used
in the Internet. An overview of someof the best known onescan be seenin Figure 6.1.
There are no special Internet protocols assignedfor use in the Data Link or Physical
layers. The protocols in theselayers are very technology dependent, and the appropriate
choice will depend on the environment in which the network is to operate. For example,
if communication takes place within a single building or building complex, it would be
natural to base the network on LAN technology, and one of the IEEE 802.x protocols
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PHYSICAL MEDIUM

PHYSICAL

DATA LINK

NETWORK

TRANSPORT

Transfer of data between arbitrary
systems in arbitrary networks.

Transfer of data between neighbour
(or other directly connected) systems.

Transfer of physical data units (bits)
  between data link entities.  

Direct support to appl. processes.

APPLICATION

End-to-end transfer of data.

Transformation of data to syntactic
  form acceptable to local processes.

File transfer: 
E-mail: 
Web access:
News access:
Clock synchronisation: 

FTP

HTTP

NTP
NNTP

SMTP, POP, IMAP

Connection-mode:
Connectionless-mode:

TCP
UDP

Connectionless-mode:IP

Figure 6.1: Protocols in the Internet layeredarchitecture
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described in the previous sectionwould be usedin theselayers. If communication is also
to extend over a public WAN, an ITU-T protocol suite such as ATM would typically be
used; in practice, the choice of protocol in a WAN will be made by the Internet Service
Provider (ISP) who o�ers the IP service,and the user is unaware of what is going on in
the layers below the Network layer.

6.1 In ternet Proto col, IP

IP is the basicNetwork layer protocol usedin the Internet. The full nameof the protocol
may causeyou someconfusion,sincethe word \in ternet" has two meanings: When spelt
with a small \i" it refersto a type of protocol which is usedto o�er Network layer services
over a set of interconnectedsubnets,possiblybasedon di�erent technologies,while with a
large\I" it refers to the whole conceptof the modern Internet. A more correct name for
IP would really be\the Internet internet protocol", but by now it is too late to change!

IP is a connectionless-mode protocol which is usedto implement a connectionless-mode,
full duplex, point-to-p oint or multicast stream servicefor data transfer. IP o�ers facilities
for segmentation and reassembly, and for various forms of routing. It is de�ned in two
versions:

1. \Classic" IP, often known asIPv4, which identi�es the sourceand destination systems
by 32-bit addresses.This is described in the Internet document RFC791which forms
part of Internet Standard 5 [16].

2. Internet Protocol version 6, often just known as IPv6, which identi�es sourceand
destination by 128-bit addressesand includesmore comprehensive facilities for deal-
ing with di�erent classesof tra�c, incorporating security, and other features. The
protocol is described in RFC1883[26], and the addressingschemein RFC2373[24].

Most current ISPs support IPv4, but a considerableinternational e�ort is currently going
into the deployment of IPv6. An important reasonfor this is that the number of systems
attached to the Internet is increasingso rapidly that the supply of 32-bit addressesused
in IPv4 is running out.

The format of an IPv4 PDU is shown in Figure 6.2. The header consistsof all the �elds
from the version number up to and including the padding, while the rest of the PDU
contains the payload data, normally a PDU (or part of a PDU) from somehigher level
protocol such asTCP or UDP. The Protocol �eld contains information about which higher
level protocol it is: for example, the value 6 indicates TCP and 17 UDP. The length of
the header(in units of 32-bit words) is given by the Header Length �eld, while the Total
Length�eld givesthe length of the entire PDU in octets (8-bit units). The Type of Service
�eld contains information which in principle speci�es the quality of serviceto be o�ered
to the PDU, although very few IPv4 routers actually handle this �eld in practice. The
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Bit

Version Type of service Total length

Fragment info.

Header checksum

Identification

Time-to-live Protocol

Source address

Destination address

Padding

Data (payload)

31150
Header
length

Header options

Figure 6.2: Format of an IP version4 PDU
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Fragment Information �eld contains two 1-bit 
ags which indicate whether segmentation
(in IP known as\fragmentation" ) may take placeand whether this PDU contains the last
fragment or not, followed by a 13-bit sub-�eld giving the position of the fragment in the
unfragmented original, measuredin units of 8 octets, where the �rst fragment starts at
octet 0. The Time-to-Live �eld is used to ensurethat the PDU will be thrown away if
it does not reach its destination within a certain period of time. It is initialised to the
maximum acceptablelifetime for the PDU (in seconds),and decreasedby at least one
secondin every network node through which the PDU passes;if the PDU spends more
than onesecondin the node, the �eld is decreasedby the time actually spent. If the �eld
reacheszero,the PDU is discarded.This ensuresthat undeliverablePDUs do not continue
to wander round in the network, wasting its resources.Finally, the PDU may contain a
number of Option �elds, which specify information about which route is to be taken to
the destination, record information about the actual route, specify security parametersor
carry timestamps. The Padding �eld contains a number of 0-bits which ensurethat the
options (and thereforethe headeras a whole) �ll an integral number of 32-bit words. For
full details, you should look at RFC791[16].

6.1.1 IP Addresses

An IP addressdesignatesa system in a network which operates according to Internet
conventions6. IP addressescan be allocated to a system statically by a systemmanager
when the system is set up, or dynamically from a pool of available addresseswhen the
systemis booted. The dynamic method requiresyou to have accessto a server which can
supply your systemwith a currently free IP address.To contact this server, the operating
system usesthe Dynamic Host Con�guration Protocol (DHCP) [23], and the server is
thereforeusually called a DHCP server.

IPv4 addressesaretraditionally written asa sequenceof four decimalnumbersseparatedby
dots, for example130.225.76.44 , whereeach number lies in the range[0::255]and is the
decimal value corresponding to 8 bits of the address. IPv6 addressesare correspondingly
written as a sequenceof 8 hexadecimalnumbers separatedby colons,whereeach number
corresponds to 16 bits of the address.Both IPv4 and IPv6 addressesare structured, with
the leading bits of the addressdenoting the network or subnetwork in which the node is
placed, and the trailing bits denoting the particular system (well: interface) within this
network. How many bits are usedfor each purposedependson the so-calledclassof the
network, where the classre
ects some(historical) idea about how many end systemsthe
network is likely to host. The schemefor IPv4 addressesis shown in Figure 6.3. A subsetof
the IP addressesin each classare allocated for usein systemswhich will not be connected

6Strictly speaking the addressdesignatesnot the node or system itself, but a network interface in the
node, which in practice meansthat it is associated with a network adapter card. So if your system uses
several network cards at the sametime, it will normally useseveral IP addresses.
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Figure 6.3: IPv4 addresses(above) and Private Network addresses(below)
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to the Internet. Theseare known as Private Network (PN) addresses,and are of course
not globally unique: There can be many systemswith the address,say, 192.168.25.1 in
the world!

The number of bits which identify the network (or indicate that the addressis the address
of a multicast group) is often specifedby a so-callednetmask, which is the pattern of bits
which can be usedto remove the host id or multicast group id part of the address.This is
summarisedin Table 6.1. When you connecta systemto the Internet, you usually needto

Address Length of Netmask
Class Network id

A 8 255.0.0.0
B 16 255.255.0.0
C 24 255.255.255.0

Multicast 4 240.0.0.0

Table 6.1: IPv4 addressstructure and netmasks

supply a value for the netmaskto be usedin your part of the network.

6.1.2 In ternet Names

Finally, you may be wonderinghow the IP addressesare related to the Internet hostnames
which turn up in mail addresses,Web addressesand soon. For example:

www.rfc-editor.org
hobbits.middle_earth.net
esmeralda.imm.dtu.dk
stop.it

Like an IP address,a nameidenti�es a system(interface),but it hasno �xed length and its
structure re
ects the administrative domainswhich areresponsiblefor allocating the name.
The elements of the nameare given in order of increasingsigni�cance, separatedby dots.
For example, www.rfc-editor.org refers to the the system wwwwithin the sub-domain
rfc-editor within the top level domain org.

The top level domain is usually a two-letter code referring to a particular country (dk,
it , uk, ru ,. . . ) or to a general classof names(org, net , mil , com,. . . ), each of which
has its own naming authority responsible for allocating names. For example, namesin
the top level domain dk are registeredby the Danish naming authority, thosein ru by the
Russianauthority, and soon, while namesin org (which belongto non-pro�t organisations)
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are registeredby the Public Interest Registry in Virginia, USA, those in net and comby
Verisign Global Registry Servicesand so on. A full list of the rules hasbeenpublishedby
the Internet Assigned Numbers Authority (IANA) , which administersnamesand addresses
in the Internet, and can be found on the Web at:

http://www.iana.org/domain-names .htm

Note that, unlike (global) IP addresses,which refer to a physical network in a particular
physical location, Internet namesdo not necessarilytell you anything about where in the
world the systemis located, just asyour personalnamedoesnot tell anything about where
you are located either, whereasyour addressdoes! This is the essential di�erence between
a nameand an address. The Internet namejust tells you about wherethe namehasbeen
registered.

In many cases,for practical reasons,the top-level registration authority in fact delegates
the abilit y to register namesto the sub-domainsunder its control. So for example,with
a name such as esmeralda.imm.dtu.dk , the sub-domainname dtu would be registered
directly with the dk authority, the sub-sub-domainname immwould be alllocated by and
registeredwith an authority for dtu.dk , and the host nameesmeralda would be allocated
by and registeredwith an authority for imm.dtu.dk .

The mapping betweennamesand the corresponding addressesis maintained via the Do-
main Name Service (DNS), a large distributed databasefrom which information can be
retrieved by using the DNS Application layer protocol. This is a client-server protocol,
and when you attach a systemto the Internet, you usually needto supply the IP address
of the DNS server which your system(as client) will ask �rst, when it needsto �nd the
IP addresscorresponding to a given name. If this server doesnot know the answer, it will
passthe query on to other DNS servers, and so on.

6.2 Transmission Con trol Proto col, TCP

TCP is oneof several Transport layer protocols in commonusein the Internet, and is de-
scribed in Internet RFC793,alsoknown asInternet Standard 7 [17]. TCP is a connection-
mode protocol which is usedto implement a connection-mode, full duplex, point-to-p oint
stream servicefor data transfer, basedon a connectionless-mode Network service,as pro-
vided by IP. For tra�c betweena sourceidenti�ed by IP addressI Ps and a destination
identi�ed by I Pd, TCP makes it possibleto set up a large number of connectionsdis-
tinguished by so-calledport numbers. This provides a form of multiplexing, as illustrated
in Figure 6.4. Port numbers are integers in the range [0; 65535]. Many of the smaller
port numbers (up to 1023)are o�cially assigned for useby standard Internet application
servers. Attempts to make a connectionto assignedports shouldonly be madein order to
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Figure 6.4: TCP ports usedfor multiplexing tra�c betweentwo IP addresses

run the appropriate application protocol. Ports from 1024up to 49151can be registered
with the IANA for usewith speci�c applications, while those from 49152and up can be
usedfreely, for examplewhen ports have to be dynamically allocated. This is a common
strategy at the client end of a client-server connection.

SinceTCP is a connection-mode protocol, a TCP connectionneedsto be set up between
two suitableports beforedata canbe transferred. When oneor other of the communicating
parties has �nished sendingdata, it is allowed to initiate closingthe connection,a process
which is completedwhen the other party acknowledgesthat the connectionis closed. In
betweenthesetwo phases{ of setting up and closingthe connection{ full duplex exchange
of data is possible.

TCP is a stream-oriented protocol, so the data transferred in each direction is considered
as a potentially unlimited stream of octets, whoseposition in the stream is identi�ed by
consecutive sequence numbers. The initial sequencenumber for the �rst octet of data to
be sent in a given direction is agreedwhen the connectionis set up. All subsequent TCP
PDUs which carry data, say from A to B, contain:

� A sequence number, ns, which gives the number (modulo 232) of the �rst octet of
data in the PDU;

� An acknowledgment, ackr , which givesthe sequencenumber (modulo 232) of the next
octet expected from B. This implicitly acknowledgescorrect receipt of all the octets
with numbers up to and including (ackr � 1).

� A credit value, Wr , which givesthe number of data octets which A is willing to receive
from B. In e�ect, this says that the senderof the PDU is willing to receive octets
with numbers from ackr up to (ackr + Wr � 1). Wr is often known as the (receive)
window size.

Figure 6.5 illustrates the principle of such a window protocol. Thesemechanismsmake it
possibleto check for missingparts of the stream of data, acknowledgereceived data and
control the 
o w of data received from the other party. A checksum in the PDU header
allows the receivingparty to check that the PDU hasnot beencorrupted in transit. All in
all, TCP o�ers a reliable connection-oriented serviceto applications.
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The padding is usedto make the length of the headera multiple of 32
bits.
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The actual PDU is encoded as shown in Figure 6.6. There is only one format for PDUs,
but six control 
ags are usedto di�erentiate betweenvarious purposesfor which the PDU
may be used:

SYN: Senderis in the processof opening the connectionand wishesto synchronise se-
quencenumbers with the other party.

FIN: Senderhasno more data to send,and wishesto closeconnection.

RST: Senderhas detecteda failure in the operation of the protocol, and aborts the con-
nection.

UR G: Indicatesthat the Urgent Pointer is signi�cant, and that it givesthe o�set of Urgent
Data in the PDU.

A CK: Indicates that the Acknowledgement �eld is signi�cant.

PSH: Push Function.

For example, to set up a connection, the initiator sendsa PDU with the SYN 
ag set
and (a proposal for) an initial sequencenumber, say ns. The called party replies with
a PDU with the SYN and ACK 
ags set, and includes its own (proposal for an) initial
sequencenumber, say nr , and an acknowledgment with the initiator's initial sequence
number, (ns + 1). Finally, the initiator responds to this with a PDU with the ACK 
ag
set, with sequencenumber (ns + 1) and an acknowledgment with the responder's initial
sequencenumber, (nr + 1). Similarly, the FIN 
ag is usedto indicate that the senderhas
�nished sendingdata and wishesto closethe connection. If the other party hasmore data
to send,it may continue to do so,terminating with a PDU with the FIN 
ag set to indicate
that it, too, has �nished sendingdata. For full details of the operation of the protocol,
see[17].

6.3 User Datagram Proto col, UDP

UDP is an alternative Transport layer protocol which providesa connectionless-mode ser-
vice. It is described in RFC768, also known as Internet Standard 6 [15]. UDP usesthe
sameconceptof ports as TCP to provide multiplexing of several streamsof data between
systemswith a given pair of IP addresses,and the samerestrictions with respect to as-
signedports apply. Naturally the protocol contains no features for setting up or closing
connections,sequencenumbering or 
o w control, since all these things are meaningless
in a connectionlesscontext. Each UDP PDU is sent independently of the others via the
underlying IP service.
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6.4 In ternet Application Layer Proto cols

A large number of (more or less)standardisedprotocolsare in commonusein the Appli-
cation Layer of the Internet. We shall go into details with two of them later in thesenotes,
but a summary of someof the most important onesand their associated port numbers is
given in Table 6.2.

Port Protocol Application
20 FTP (data stream) File transfer
21 FTP (control stream)
23 TELNET Virtual terminal
25 SMTP Mail transfer
53 DNS Domain NameService
80 HTTP Web pageservice

110 POP3 Mail retrieval
119 NNTP Newsservice
123 NTP Clock synchronisation
143 IMAP Interactive mail retrieval
389 LDAP Lightweight directory access

Table 6.2: Internet Application Layer protocols

You can easily �nd a list of assignedport numbers and the associated applications if
you have accessto a systemwhich usesa Unix-basedoperating system,such as Linux or
Solaris: just look in the /etc/services �le. A completeand up-to-date list is maintained
by IANA, the authority which registersthe numbers, and can be seenon the Web page
http://www.iana.org/assignments/ port -numbers .

7 Simple Mail Transfer Proto col, SMTP

The �rst detailed exampleof an Internet Application layer protocol which we shall look at
is SMTP, of which a full description can be found in Internet RFC821, which forms part
of Internet Standard10 [18]. The purposeof SMTP is to transfer mail messagescomposed
by a user for transmissionto oneor more other users. In fact, in the Internet world, mail
is not sent directly to the recipient user (who of coursemight not be loggedon when the
messageis sent), but is transferred to a mailbox owned by the recipient instead. At some
convenient time, the recipient needsto use another protocol to retrieve his or her mail
from the mailbox so that it can be read (or whatever needsto be donewith it). The two
commonestprotocols for retrieving mail from a mailbox are:
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� The so-calledPost O�c e Protocol, usually just known as POP, of which the most
recent version is version 3 (\POP3" ). This is described in Internet RFC1939 [19],
which is Internet Standard 53.

� The Internet MessageAccessProtocol (IMAP) , of which the current versionis version
4 (\IMAP4" ), described in RFC2060[22].

The actual application is typically (but not necessarily)a so-calledmailer { a program
which looks after sendingand retrieving mail for a user. The mailer thereforeo�ers some
kind of user interface, via which the user can composemessages,specify who they are to
be sent to, retrieve incoming messagesand soon. The mailer usesSMTP in order actually
to transfer the outgoing mail.

7.1 The Basic SMTP proto col

SMTP is a so-calledclient-server protocol: One party acts as a client, which can send
requestsfor particular actions to be carried out by the server, which sendsa response.We
shall look at moresystemsorganisedin this way later in thesenotes. In the caseof SMTP,
the client is associated with the mailer from which the mail originates, and the server is
a mail server associated with the mailbox into which the mail is to be deposited. This is
illustrated in Figure 7.1.

The actual protocol is in many ways a typical exampleof an Internet Application layer
protocol. A sequenceof two-way exchangestakesplacebetweenthe client and server. In
each exchange, the client sendsa command identi�ed by a four-letter code (and usually
with other parameters),and the server responds with a reply containing a 3-digit return
code indicating the successor failure of the command.

In the basicSMTP protocol, all the commandsandacknowledgments aresent in the form of
ASCII charactersusinga 7-bit encoding. The basicprotocol described in RFC821provides
commandswhich enablethe userof the protocol amongstother things to:

SMTP
Client

SMTP
Server

Mailbox

SMTP command

SMTP reply

Mailer
application program

Figure 7.1: Typical SMTP client-server architecture
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� Sign on asClient to initiate a mail transfer dialogue(HELO).
� Give the addressto which repliesare to be sent (MAIL).
� Verify a username(VRFY). The server replieswith the full nameand mailbox address

of the given user.
� Expand distribution lists (EXPN). The server replies with a list of user namesand

mailbox addresses.
� Specify a destination addressfor a message(RCPT); several RCPTcommandsmay be

given for the samemessage,if it is to be sent to several recipients.
� Send the text of a message(DATA); this messagecan only be a portion of text in

ASCII code.
� Terminate the current dialogue(QUIT).

A slightly simpli�ed syntax for thesecommandsis given in ExtendedBNF in Table 7.1 on
the facing page. For a more completepresentation, seereference[18].

An simple exampleof a dialoguebetweena client on a systemcalled goofy.dtu.dk and a
server on systemdesign.fake.com is shown in Figure 7.2. The entire dialogueis passed

HELOgoofy.dtu.dk
250 design.fake.com

MAIL FROM:<bones@goofy.dtu.dk>
250 OK

RCPTTO:<snodgrass@design.fake.com>
250 OK

DATA
354 Start mail input; end with < CRLF> : < CRLF>

From: Alfred Bones <bones@goofy.dtu.dk>
To: William Snodgrass <snodgrass@design.fake.com>
Date: 21 Aug 2000 13:31:02 +0200
Subject: Client exploder

Here are the secret plans for the client exploder
etc. etc. etc.

.
250 OK

QUIT
221 design.fake.com

Figure 7.2: Exchangeof messagesin SMTP

Commandsfrom the client to the server are in typewriter font and
repliesfrom server to client are boxed in italic typewriter font.
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<command> ::= "HELO" <sp> <domain> <crlf>
| "MAIL" <sp> "FROM:" <reverse-path> <crlf>
| "RCPT" <sp> "TO:" <forward-path> <crlf>
| "VRFY" <sp> <string> <crlf>
| "EXPN" <sp> <string> <crlf>
| "DATA" <crlf>
| "QUIT" <crlf>

<forward-path> ::= <path>
<reverse-path> ::= <path>
<path> ::= "<" <mailbox> ">"
<mailbox> ::= <local-part> "@" <domain>
<local-part> ::= <string> { "." <string> }*
<domain> ::= <element> { "." <element> }*
<element> ::= <name>

| "#" <number>
| "[" <dotnum> "]"

<dotnum> ::= <number> "." <number> "." <number> "." <number>
<number> ::= { <digit> }+
<name> ::= <alpha> { <anh> }* <alphanum>

<alpha> ::= upper or lower case English letters
<digit> ::= decimal digits
<alphanum> ::= <alpha> | <digit>
<anh> ::= <alpha> | <digit> | "-"

Table 7.1: SMTP commandsyntax

The syntax is given in EBNF, where[x] indicatesan optional syntactic
element x, {x}* a repetition of 0 or moreelements and {x}+ a repetition
of 1 or more elements. The full SMTP syntax given in reference[18]
includesseveral more commands.
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betweenclient and server via a previously set up TCP connectionbetweengoofy.dtu.dk
and design.fake.com , using port number 25 at the server end. The signi�cance of the
exchangesin the dialogueis as follows:

1. The client signson as a client to the server, giving the name of the client's system
(goofy.dtu.dk ) as parameter to the HELOcommand. The server replies with the
return code 250, which meansthat the commandis accepted,and suppliesthe server
name(design.fake.com ) as parameter to the response.

2. The client informs the server whererepliesare to be sent, supplying the appropriate
mailbox name(herebones@goofy.dtu.dk) asparameterto the MAILcommand. The
server replieswith return code 250, indicating acceptance.

3. The client informs the server about who is intended to receive the mail, supplying
the appropriate mailbox name(here snodgrass@design.fake.com) asparameterto
the RCPTcommand. The server again givesa positive response.

4. The client asksthe server to prepareto receive the body of the message,by sending
the DATAcommand. The server again respondspositively, this time giving code 354,
together with instructions about the way in which the messageis to be sent.

5. The client sendsthe body of the message,terminating with a line containing only a
period (.). The server respondswith return code 250, indicating acceptance.

6. The client signso� (QUIT), and the server responds with a code 221, supplying the
nameof the server as parameter. (This is useful to the client, in caseit has signed
on to several servers...).

At this stagethe dialogue is complete. Note that in this exampleall the responsesfrom
the server have been positive ones. This is not always the case. The complete set of
reply codesis shown in Table 7.2. Codesof the form 2xy are positive responses,thoseof
form 3xy are informative (further information is neededin order to completethe requested
action), 4xy indicatesa possiblytransient error, meaningthat it may be sensibleto try the
samecommandagain slightly later, while 5xy indicates a permanent error, for examplea
meaninglesscommandor seriouslack of resourcesin the server.

7.2 MIME

The basicSMTP protocol as originally de�ned only madeit possibleto sendsimple mes-
sagescontaining characters from the ASCII character set (basically, the letters of the
English alphabet, digits and English punctuation marks). However, a substantial set of
extensionshave been de�ned for SMTP, of which someof the most important are the
group known as Multipurpose Internet Mail Extensions(MIME) , which enablemessages
to contain more complexdata than simple ASCII texts, by allowing the user to encode:

1. Messagebodiescontaining text in character setsother than US ASCII.
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Code Meaning
211 Systemstatus, or systemhelp reply
214 Help message[useful only to the human user]
220 <domain>Serviceready
221 <domain>Serviceclosing transmission channel
250 Requestedaction OK, completed
251 User not local; will forward to <forward-path>
354 Start mail input; end with <CRLF>.<CRLF>
421 <domain>Servicenot available, closing transmission channel
450 Requestedaction not taken: mailbox unavailable [E.g. mailbox busy]
451 Requestedaction aborted: local error in processing
452 Requestedaction not taken: insu�cien t systemstorage
500 Syntax error, command unrecognized
501 Syntax error in parametersor arguments
502 Command not implemented
503 Bad sequenceof commands
504 Command parameter not implemented
550 Requestedaction not taken: mailbox unavailable [E.g., mailbox not found, no access]
551 User not local; pleasetry <forward-path>
552 Requestedaction aborted: exceededstorageallocation
553 Requestedaction not taken: mailbox name not allowed [E.g., incorrect syntax]
554 Transaction failed

Table 7.2: SMTP reply codes
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2. Non-text messagebodies,such as images,audio and video.
3. Multi-part messagebodies.
4. Messageheadersin character setsother than US ASCII.
5. Authenticated and encrypted messagebodies.

Clients wishing to useSMTP extensionssuch as MIME must start their dialoguewith a
commandEHLO (instead of HELO) and a server which implements the extensionsmust
recognisethis new command.

MIME encoding is intended for usewith substantial chunks of data, such as entire docu-
ments or images.Each such chunk is known asa MIME entity [20]. An entit y is encodedas
a header followed by a body, wherethe headerconsistsof a sequenceof �elds which specify:

1. The content type of the body.
2. The encoding of the body.
3. A reference (for example,a serial number or identi�er) which can be usedto refer to

the body from other entities.
4. A textual description of the entit y.
5. Possibly someextension �elds, describing additional or non-standard attributes of

the entit y.

The content type header�eld speci�es a type and subtype, wherethe type canbe discrete
or composite. An entit y of a discrete type contains a single block of data representing a
text, image,audio stream, video stream or similar, while an entit y of a composite type is
composedfrom smallerentities, which may themselvesbe of discreteor composite type. A
number of standardisedtypesand subtypes are pre-de�ned in the MIME standards,and
others can be added either informally or via a formal registration processto the IETF.
The standard typesde�ned in Part 2 of the Internet MIME standard [21] can be seenin
Table 7.3.

For several of these types and subtypes, content type header�elds may also include pa-
rameters, for examplethe actual character set usedin a text/plain entit y, the delimiter
string in a multipart entit y, the fragment number in a message/partial entit y, the ac-
cesstype (FTP, ANON-FTP, LOCAL-FILE,. . . ), expiration date, sizeand accessrights (read,
read-write ) for a message/external-body entit y, and so on.

The encoding header �eld describes the way in which the content has been encoded in
addition to the encoding implied by the content type and subtype. An encoding which is
not an identit y transformation may be neededif the body of the entit y contains data which
for somereasoncannot be passedtransparently by the protocol in use. For example,basic
SMTP canonly beusedto transfer sequencesof ASCII charactersin a 7-bit representation.
The standard encodings are:
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Discrete type Subtypes Explanation
text plain Plain text, viewed as a sequence of charac-

ters, possibly with embedded line breaks or page
breaks.

enriched Text with embedded formatting commands in a
standard markup language.

image jpeg Images encoded in accordance with the JPEG
standard using JFIF encoding [13].

audio basic Single channel audio encoded using 8-bit ISDN
mu-law at a samplerate of 8000Hz. [28]

video mpeg Video encoded in accordance with the MPEG
standard [14].

application octet-stream Arbitrary binary data.
postscript Instructions for a PostScriptTM interpreter.
x-... User-de�ned application subtype.

Composite type Subtypes Explanation
message rfc822 A complete mail messagein accordancewith In-

ternet RFC822.
partial A (numbered) fragment of a larger MIME entit y.
external-body A referenceto the body of a mail messagewhich

is not embeddedin the current entit y.
multipart mixed A sequenceof independent body parts, each de-

limited by a unique sequenceof characters.
alternative A sequenceof body parts, each delimited by a

unique sequenceof characters,and each represent-
ing an alternativ eversionof the sameinformation.

digest A sequenceof independent body parts, which by
default are messages.

parallel A set of independent body parts, each delimited
by a unique sequenceof characters.

Table 7.3: Standard MIME entit y typesand subtypes[21]
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7bit No transformation has beenperformed on the data, which consist entirely of lines
of not more than 998 characters in a 7-bit representation, separatedby a CRLF
character pair.

8bit No transformation has beenperformed on the data, which consist entirely of lines
of not more than 998 characters in an 8-bit representation, separatedby a CRLF
character pair.

binary No transformation has beenperformed on the data, which consist of a sequence
of arbitrary octets.

quoted-prin table A transformation to quoted-printable form hastakenplaceon the data,
such that:

1. non-graphiccharacters,
2. characterswhich are not ASCII graphical characters,
3. the equalssign character,
4. white space(SP, TAB) charactersat the end of a line

are replacedby a 3-character code "=XY", where X and Y are two hexadecimaldig-
its which represent the code value of the character. US-ASCII graphical characters
(apart from =) may optionally be represented in the sameway or may appear liter-
ally. Lines longer than 76 charactersare split by the insertion of `soft line breaks'
(represented by an equalssignfollowedby a CRLF characterpair). Thus for example:

Les curieux =E9v=E9nementsqui font le sujet de cette chron=
ique se sont produits en 194., =E0 Oran.

represents the text Les curieux �ev�enementsqui font le sujet de cette chronique se
sont produits en 194., �a Oran. { the opening sentence of Albert Camus' novel \La
Peste". Here E9 is the code value for �e, E0 is the value for �a, and the equalssign
which endsthe �rst line indicates a soft line break. This transformation is intended
to allow text to passthrough systemswhich are restrictive with respect to line length
and character set.

base64 A transformation to base-64coding has taken place.
Here, each 24 bit sequenceof data is encoded as 4 characters from a 64-character
subsetof the US-ASCII set of graphicalcharacters,whereeach charactercorresponds
to 6 bits of the data, asshown in Table 7.4. For example:

101101011110000111010011

t e H T

001111101011111110000000

P r + A

Data sequenceswhich are not multiples of 6 bits are paddedon the right with 0-bits
to a multiple of 6 bits beforeconversionto charactersasabove; if they are then not a
multiple of 4 characters,they are further paddedon the right with the character "=" .
The charactersarebrokenup into linesof not morethan 76characters,the linesbeing
separatedby CRLF (which has no signi�cance for the coding). This transformation
is intended to allow binary data to passthrough systemswhich are restrictive with
respect to line length and character set.
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Data Character Data Character Data Character Data Character
000000 A 010000 Q 100000 g 110000 w
000001 B 010001 R 100001 h 110001 x
000010 C 010010 S 100010 i 110010 y
000011 D 010011 T 100011 j 110011 z
000100 E 010100 U 100100 k 110100 0
000101 F 010101 V 100101 l 110101 1
000110 G 010110 W 100110 m 110110 2
000111 H 010111 X 100111 n 110111 3
001000 I 011000 Y 101000 o 111000 4
001001 J 011001 Z 101001 p 111001 5
001010 K 011010 a 101010 q 111010 6
001011 L 011011 b 101011 r 111011 7
001100 M 011100 c 101100 s 111100 8
001101 N 011101 d 101101 t 111101 9
001110 O 011110 e 101110 u 111110 +
001111 P 011111 f 101111 v 111111 /

Table 7.4: Base64encoding of 6-bit binary sequences

A complete example of a mail messagebody, composedof a multipart entit y in MIME
encoding, and illustrating several of thesefeatures, is shown in Figure 7.3 on the follow-
ing page. Since the body has been converted into an encoding which exclusively uses
ASCII characters, it can be sent using SMTP, just like the simple messageseenin Fig-
ure 7.2, though in this casethe client systemis evidently bugeyed.monster and the server
tundranet.ice .

8 HTTP and the World Wide Web

The World Wide Web is a distributed system which o�ers global accessto information.
The basicarchitecture follows a Client-Server model, with a very large number of servers,
on which the information is stored, o�ering uniform accessto the clients. The unit of
information generallycorrespondsto a �le on the server, and is known asa (Web) resource.

8.1 Uniform Resource Iden ti�ers

Uniform accessis assuredby the use of a uni�ed, global naming scheme in which each
resourceis identi�ed by a Uniform Resource Identi�er (URI) which speci�es a so-called
schemeidentifying the accessprotocol to be used,the server(with optional user informa-
tion and information about the port to be accessedon the server side), and the path to
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From: Ebenezer Snurd <ebes@bugeyed.monster>
To: Rod Akromats <rak@tundranet.ice>
Date: Wed, 09 Aug 2000 12:34:56 +0100 (CET)
Subject: Finalised material
MIME-Version: 1.0
Content-type: multipart/mixed; boundary=5c12g7YTurbl9zp4Ux

This is the MIMEpreamble, which is to be ignored by
mail readers that understand multipart format messages.

--5c12g7YTurbl9zp4Ux
Content-type: text/plain; charset=ISO-8859-1
Content-transfer-encoding: 8bit

Dear Rod,
Here are some recent pictures, including the mail I told

you about from the Clones. Enjoy!
Ebe.

--5c12g7YTurbl9zp4Ux
Content-type: image/jpeg
Content-transfer-encoding: base64

Ap3u107+yacdfefe66menop4RorS8hach8tf3
...

--5c12g7YTurbl9zp4Ux
Content-type: message/external-body; access-type=local-file;

name="/usr/home/ebes/pix/clo08.p s";
site="drones.hive.co.uk"

Content-type: application/postscript
Content-id: <id003@woffly.speakers.com>
--5c12g7YTurbl9zp4Ux--

This is the MIMEepilogue. Like the preamble, it is
to be ignored.

Figure 7.3: MIME encoding of a messagebody with three parts

The parts are separatedby a boundary marker starting with "--" , fol-
lowed by the boundary string "5c12g7YTurbl9zp4Ux".
Header�elds areshown in typewriter font and bodiesin italic type-
writer font.
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<absoluteURI> ::= <scheme>"://" <server> <path> ["?" <query>]
<server> ::= [<userinfo> "@"] <hostport>
<hostport> ::= <host> [":" <port>]
<host> ::= <hostname>| <IPv4address>
<port> ::= { <digit> }*
<path> ::= "/" { <segment>"/" }*
<segment> ::= { <pchar> }*
<pchar> ::= <alpha> | <digit> | "-" | "_" | "." | "!" |

"~" | "*" | "'" | "(" | ")" | ":" | "@" |
"&" | "=" | "+" | "$" | ","

Figure 8.1: Syntax of Uniform ResourceIdenti�ers.

The syntax is given in EBNF, where[x] indicatesan optional syntactic
element x, and {x}* a repetition of 0 or more elements.

the �le. In addition, the URI may provide a query to be interpreted by the resource. A
slightly simpli�ed syntax (in Extended BNF notation) for URIs is given in Figure 8.1; a
more completedescription can be found in [25].

Someexamplesof URIs are as follows:

http://www.usenix.org/mem bership/renew.h tml
Refersto the resourceto be found via path /membership/renew.html on the server
with hostnamewww.usenix.org, to be accessedusing the HTTPprotocol.

http://ab c.com/~smith/index.h tml
Refersto the resourceto be found via the path ~smith/index.html on the server
with hostnameabc.com, to be accessedusing the HTTPprotocol.

http://ab c.com:80/~smith/index.h tml
Refersexplicitly to port 80 (the default port number for the HTTP protocol), but
otherwiseidentical to the secondexample.

http://www.bahn.de/bin/query?text=Berlin&maxresults=10
Refers to the resourceto be found via path /bin/query on the server with host-
namewww.bahn.de, to be accessedusing the HTTPprotocol.
The query text=Berlin&maxresults=10 will be passedon to the resource.

ftp://ftp.isi.edu/in-notes/rfc2396.txt
Refers to the resourceto be found via the path /in-notes/rfc2396.txt on the
server with hostnameftp.isi.edu , to be accessedusing the FTPprotocol.

telnet://ratb ert.comfy .com/
Refers to the resourceto be found via the path / on the server with hostname
ratbert.comfy.com , to be accessedusing the TELNETprotocol.
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Hostnamesare expressedusing the standard Internet naming conventions, as a sequence
of domain namesseparatedby dots. Paths are typically (depending on the protocol in
use and the type of resource)expressedrelative to somebasede�ned within the server.
User information, userinfo , is typically a user identi�er, possibly with security-related
parametersrequired to gain accessto the resource.

8.2 Hyp ertext Transfer Proto cols

Hypertext is a genericterm for the content of documents which potentially may involve
various typesof information, such as:

� Static elements of various types,such as text, imagesand sounds.
� Dynamic elements, which are to be created 'on the 
y' by the execution of pro-

grams.
� Em bedded links (so-calledhyperlinks) to resourcescontaining further information.

This information may be intended to be accessedautomatically when the document
containing the link is accessed,or it may requiresomeaction on the part of a human
user in order to activate the link.

The task of a hypertext transfer protocol is to provide a servicefor storing and retriev-
ing hypertext documents. The classicexample is currently the Internet/DoD Hypertext
Transfer Protocol (HTTP) , of which the most recent versionis version1.1 [4]. This makes
useof a seriesof two-way exchangesbetweena client, which is typically integrated into a
Web browser application, and one or more servers, in this context usually known as Web
servers. In each exchange,the client sendsa requestwhich identi�es a resource by giving
its URI, speci�es an action (known as a method) to be performed on the resource,and
optionally givesparametersdescribingthe action in more detail. The server replies with
a Responsewhich gives a status code for execution of the action, and possibly includes
further information about the resource.This information may include the content of the
resourceand/or other parameters. The overall architecture of the systemis illustrated in
Figure 8.2.

HTTP
Client

HTTP
Server

Web browser
application program

HTTP request

HTTP response Resource

Figure 8.2: Typical HTTP client-server architecture
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GEThttp://www.wpooh.org/~pooh/ind ex.ht ml HTTP/1.1
Host: www.wpooh.org

HTTP/1.1 200 OK
Date: Thu, 8 Aug 2002 08:12:31 EST
Content-Length: 332

<html>
<head>

<title>Pooh's Homepage</title>
</head>
<body>

<h1 align=center>Winnie the Pooh</h1>
<img src="http://www.wpooh.org/pooh.g if", alt=" Pooh">
<p>

Our little bear is short and fat
Which is not to be wondered at.

He gets what exercise he can
By falling off the ottoman.

</p>
</body>
</html>

Figure 8.3: Simple exchangeof messagesin HTTP

The requestfrom the client to the server is in typewriter font and the
reply from server to client is boxed in typewriter font. The actual
content of the resourcewithin the box is in italic typewriter font.
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A very simpleexampleof such an exchangeis shown in Figure 8.3. The GETrequestspeci�es
the URI from which the resourceis to be retrieved and the protocol version to be used
(here version 1.1). Sincethis requestrefers to a resourceon the systemwww.wpooh.org,
it must be assumedthat a TCP connectionfrom the client systemto www.wpooh.orghas
been(or will be) set up by the application beforethe exchangeof HTTP messagesactually
takesplace. It is a convention of HTTP/1.1 that the requestalso contains a header-line,
starting with the keyword Host: , and explicitly specifying the host on which the resourceis
ultimately located. In the examplein Figure 8.3, this is redundant information. However,
the samee�ect could be obtained without redundancyby using the request:

GET~pooh/index.html HTTP/1.1
Host: www.wpooh.org

Each requestendswith a blank line which terminates the request.

The responseis a code (200 OK) indicating success,followed by header�elds associated
with the responseand the actual content of the resource,which in the exampleis a docu-
ment in Hypertext Markup Language(HTML) . The document contains an embeddedlink to
a further resource,in this casecontaining an imageat URI http://www.wpooh.org/pooh.img .
It is the client's task to fetch this further resourcewhen required. Normally, the Web
browseror other application in which the client is embeddedwill determinewhen this will
take place,possiblyafter consulting the user. In more complexcases,documents may also
contain referencesto programs to be executedby the client (as so-calledapplets) or the
server (as so-called(active) serverpagesor serverscripts) in order to produceparts of the
content of the resourcedynamically.

The standard methods available via HTTP and their functions are:

GET Retrieve content of resource.
PUT Store new content in resource.
DELETE Delete resource.
OPTIONS Requestinformation about resourceor server.
HEAD Get headers(but not actual content) of resource.
POST Transferinformation to application, for examplefor transmissionasmail, process-

ing as a Web form, etc.
TRA CE Traceroute to server via loop-back connection.

Obviously, a given method can only be usedfor a particular resourceon a given server if
the useron the client hassuitable authorisation from the server.

More complexforms of requestallow the client to specify more closelywhat is required or
to describe its own abilities. This is doneby following the main requestwith further header
�elds, as in the conventions for using MIME. It is possible,for example,for the client to:
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GETpub/WWW/xy.html HTTP/1.1
Host: www.w3.org
Accept: text/html, text/x-dvi;q=0.8
Accept-Charset: iso-8859-1, unicode-1-1;q=0.5
Accept-Encoding: gzip, identity;q=0.5, *;q=0
Accept-Language: da, en-gb;q=0.8, en;q=0
Range: bytes=500-999
Cache-control: max-age=600

Figure 8.4: A more complexHTTP Get request

� De�ne acceptablemedia types (header �eld Accept), i.e. media types which the
client-side systemcan deal with. Theseare described in a notation similar to that
for MIME content-t ypes. For example: text/html , text/x-dvi , video/mpeg, etc.

� De�ne acceptablecharacter sets (header �eld Accept-Charset , specifying a list of
oneor more character sets).

� De�ne acceptablenatural languagesin which the document may be written (header
�eld Accept-Language, specifying a list or oneor more languagecodes).

� De�ne acceptableforms of compressionor encoding, such asgzip or the useof Unix
compress(header�eld Accept-Encoding, specifyinga list of oneor moreencodings).

� Specify that only part of the document is to be transferred (header �eld Range,
specifying a rangein bytes).

� Restrict the operation to resourceswhich obey given restrictions with respect to
their date of modi�cation (header �elds If-Modified-Since and If-Unmodified-
Since, specifying a date and time).

� Control caching of the document (header�eld Cache-Control , specifying rules such
as the maximum time for which a cached document is valid (max-age), or giving
directions not to store a document (no-store ) or always to retrieve it from the
original server rather than a cache (no-cache)).

� Provide security information for authorisation purposes(header�eld Authorization ,
specifying a list of credentials).

A completeexampleof a morecomplexGET requestis shown in Figure 8.4. This speci�es
that the content of the resourceat URI http://www.w3.org/pub/WWW/xy.htm l shouldbe
retrieved from www.w3.orgusing HTTP version 1.1. The further header�elds are to be
understood as follows:

� The client can accept contents in HTML or DVI syntax. The q-parameter, here
q=0.8, associated with the DVI media type meansthat the client will only give �les
of this type a relative preference of 0.8. Absenceof a q-parameterimplies q=1.0.

� The client will accept character sets iso-8859-1and unicode-1-1,but will only give
the latter a relative preferenceof 0.5.
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� The client will acceptgzip compressionwith preference1.0, while the identit y trans-
formation haspreference0.5and all other formsof compression(denotedby *) should
be avoided (q=0).

� The client will acceptdocuments in Danish (da) with preference1.0, British English
(en-gb) with preference0.8, and all other forms of English should be avoided (q=0).

� Bytes 500 to 999(inclusive) of the document are to be retrieved.
� The document can be taken from a cache unlessthe cached copy has an agewhich

exceeds600seconds.

The server is expected to respect the relative preferencevaluesgiven by the client, to the
extent that this is possible. So in this example, the server should provide the Danish
versionof the document, if such a versionis available; if not, then a British English version
should be provided, if available. If neither of theseare available, the server should give a
negative response.

More complex responsesthan in Figure 8.3 can be used to inform the client about the
content or encoding of the document, give the reasonsfor an error response,or provide
information about the server itself. As in the caseof requests,this information is provided
in the form of header �elds. The responseshown in Figure 8.3 is in fact the minimum
one,with header�elds giving only the obligatory information: The lengthof the document
retrieved and the date (and time) at which retrieval took place. Figure 8.5 shows a more
complexresponsewhich could have beenreceived after the samerequest,if the server had
included someof the optional header�elds. The Content-Type, Content-Encoding and
Content-Language give the actual valuesof theseparametersand should be expected to
correspond to the acceptablevalues, if any, speci�ed in the request. The Content-MD5
�eld givesa base64encoded checksum for the content evaluated using the MD5 message
digestalgorithm. The Age�eld is included if the content hasbeentaken from a cache, and
gives the length of time in secondsthat the content has been stored in the cache. The
Last-Modified �eld gives the date and time at which { to the server's best knowledge{
the content of the resourcewas last modi�ed. Such complex responsesare particularly
useful when the request is OPTIONS, where the purposeis to obtain information about
the capabilitiesof the server, such aswhich content typesor encodings it is able to handle.

9 Net work Programming with Sockets

To program a client or server aspart of an application, we needto have accessto program-
ming languagefacilities which enableus to set up a communication channel betweenthe
client and server processesin their respective systems.The usual abstraction for this pur-
poseis known asa socket. A socket is, strictly speaking,the endpoint of a channelbetween
two processes,and is identi�ed by the relevant IP addressand port number. The socket
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HTTP/1.1 200 OK
Date: Thu, 8 Aug 2002 08:12:31 EST
Content-Length: 332
Content-Type: text/html; charset=iso-8859-1
Content-Encoding: identity
Content-Language: en
Content-MD5: ohazEqjF+PGOc7B5xumdgQ==
Last-Modified: Mon, 29 Jul 2002 23:54:01 EST
Age: 243

<html>
...

</html>

Figure 8.5: A more complexresponseto a GET requestin HTTP

The actual content of the document, which starts (in italic type-
writer font) after the �rst blank line of the response,has beenabbre-
viated in the �gure.

abstraction wasoriginally developed for usein BSD Unix, but is now generallyavailable on
many platforms. Table 9.1 summarisesthe set of primitiv eso�ered in the Berkeley (BSD)
TCP/IP stream sockets interface.

In thesenotes,we shall considersockets as they are implemented in Java. This implemen-
tation is independent of the underlying operating system,and is thereforea good starting
point for getting to grips with the main ideasinvolved. Sockets for usein most other lan-
guages,such as C and C++, are usually provided via libraries associated with particular
versionsof particular operating systems,and are therefore much lessportable and more

Primitiv e Semantics
socket Create new communication endpoint
bind Associate local address(IP address+ port number) with socket
listen Announce willingness to accept connections
accept Block caller until a connection requestarrives
connect Initiate establishment of a connection
write/send Senddata over connection
read/recv Receive data over connection
close Releaseconnection

Table 9.1: Berkeley TCP/IP stream sockets interfaceprimitiv es
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subject to change. In fact, even the Java socket abstraction has changedsomewhatover
time; the discussionin thesenotes is basedon the Java 2 SDK Standard Edition version
1.4.0platform, and the exampleshave all beenrun using JDE version1.4.1.

9.1 Java Clien t Sockets

Java sockets for usein clients areobjects of the classSocket, which is part of the java.net
package. You should consult the documentation of this package in order to �nd the full
details of what is available. If you are already familiar with BSD socket primitiv es, you
will notice that the Java Socket classimplements the BSD socket primitiv e via the class
constructor, and the BSD bind , close and connect primitiv esas methods. The listen
and accept primitiv es are not relevant for clients, and the input/output primitiv es are
all implemented as methods of one of the Stream objects associated with the socket. We
return to a discussionof theseStream objects below. Note that the Socket classmakes
useof TCP connectionsto the server; to usea communication channel basedon UDP, an
object of the DatagramSocketclassis usedinstead.

To set up a client socket for a communication channel to port number p on the server with
names, the client only needsto createa suitable Socket object with p and s asparameters.
This results in an attempt to set up a TCP connection to port p on the server. If this
succeeds,methods of the Socket classcan be usedto create input and output streamsfor
receivingfrom and sendingto the server. If it fails, an Unkno wnHostException excep-
tion (indicating that the host nameis unknown) or an IOException exception(indicating
that someother type of error hasoccurred) will be thrown; thesecan be caught and dealt
with in the usual way. In a very simple case,the code for dealingwith all this could be as
shown in Figure 9.1.

In practice, this is not usuallya very convenient way to write codefor a client, asthe streams
set up by using the getInputStream and getOutputStream methods of the Socket class
are unbu�ered byte streams. This implies that:

1. Output hasto be converted by the client into byte arrays for transmission,and input
has to converted from a byte array into a value of an appropriate data type. For
example,input on stream si can be dealt with as follows:

byte b[] = new byte[256];
int n = si.read(b);
String dd = new String( b );

in order to producea string dd from the sequenceof bytes arriving on stream si .
2. Input and output are not bu�ered, so a call to the underlying systemwill occur for

each byte read or written. This is in many casesextremely ine�cien t.
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int portno = p ;
string servname = s ;
try
{ Socket serv = new Socket(servname, portno);

System.out.printl n(" Connecte d to server " + serv.getInetAddre ss( ));
InputStream si = serv.getInputStream () ;
OutputStream so = serv.getOutputStrea m();

... communicate with server via streams si and so

serv.close();
}
catch(IOException e)
{ System.out.printl n(" Err or in Connecting to Port "

+ Integer.toString(p ort no, 10)
+ " on " + servname); }

catch(UnknownHostExceptio n e)
{ System.out.printl n(" Cannot find server " + servname);};

Figure 9.1: Skeleton Java code for a simple client

To avoid theseproblems,the incoming stream can be passedthrough oneor more stream
�lters which convert it into a form which can be read directly as a sequenceof elements
of more convenient types,such as integers,Booleansand strings. Stream �lter classesare
all subclassesof the FilterInputStream class(for input) or FilterOutputStream class
(for output), and can thus be composedin any desiredcombinations. A number of useful
stream �lter and other stream conversion classesare shown in Table 9.2 on the following
page.

An exampleof a sequenceof �lters usedfor input and output is given in Figure 9.2. The
circlesrepresent transformationsperformedon the streamsasthey passon their way to or
from the socket. A further example,more in accordancewith typical usein Java 2, follows
in the code of Figure 9.3 on page61

A morecompleteexampleof code for a client is shown in Figures9.3on page61 and 9.4on
page62. This combines the ideaspresented above to communicate with an SMTP server,
in fact to produce the dialogue shown in Figure 7.2 on page 42. Of course, you may
complain that this is not a very useful client { after all, who wants a mail client which
always sendsthe samemessageto the samedestination? You might also like to make sure
that the namesand dates given in the body of the messagecorrespond to those used in
the rest of the dialoguewith the server, sothat the client cannot sendspoof messages,just
like sourcesof junk mail often do. Extending this code for usein a mailer which can send
arbitrary messagescorrectly to arbitrary destinationsis left asan exercisefor the reader.
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Class Description
BufferedOutputStr eam Provides bu�ering (default: 512 bytes)

Bu�er is emptied when full or if method flush() is called.
BufferedInputStre am Provides bu�ering (default: 512 bytes)
DataOutputStream Provides conversion of values of standard data types to se-

quencesof bytes.
Methods writeInt , writeChar , writeUTF etc. implement
conversion for valuesof individual data types.

DataInputStream Provides conversion of sequencesof bytes to valuesof stan-
dard data types.
Methods readInt , readChar, readUTFetc. implement con-
version for valuesof individual data types.

PrintStream Provides conversionof lines of output to sequencesof bytes.
Method println(s) converts a line of output consisting of
the string s terminated by a newline.

InputStreamReader Providesconversionof streamsof bytes into streamsof char-
acters.
Method read can be usedto read single characters.

BufferedReader Provides bu�ering for streamsof characters.
Method read can be usedto read single characters or char-
acter arrays.

Table 9.2: Stream�lter and converter classes

So
ck

et

InputStream

BufferedInputStream

DataInputStream

OutputStream

BufferedOutputStream

DataOutputStream

int, boolean, char,...

int, boolean, char,...

bytebyte

byte
byte

Figure 9.2: A sequenceof stream �lters applied to input and output
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import java.net.*;
import java.io.*;

public class SMTPclient
{ public static void main(String[] argc)

{ String servname = "design.fake.com";
int portno = 25;
String recip = "snodgrass";
String cliname = "goofy.dtu.dk";
String sender = "bones";

Socket s1;
PrintStream p1;
BufferedReader d1;
String recvreply;

try
{ s1=new Socket(servname,por tno );

System.out.println ("C onnected to server " + servname
+ " at " + new Date());

System.out.println ("- --- -- --- --- --- -- --- -") ;
// Set up input and output streams
d1=newBufferedReader(

new InputStreamReader(
new BufferedInputStream(

s1.getInputStream( ), 2500)) );
p1=newPrintStream(

new BufferedOutputStre am(
s1.getOutputStream( ),2 500), tru e);

recvreply = d1.readLine();
System.out.println ("S erv er Response: "+recvreply);

... Here we insert the code for the dialogue
with the server. See Figure 9.4

s1.close();
System.out.println ("C los ed connection to server"

+ " at " + new Date());
}
catch(IOException e)
{ System.out.println ("E rro r in Connecting to Port "

+ Integer.toString(por tn o,1 0)
+ " on " + servname); }

catch(UnknownHostExcept ion e)
{ System.out.println ("C annot find server " + servname); };

}
}

Figure 9.3: Skeleton Java Code for an SMTP client
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// Start dialogue with server
p1.println("HELO " + cliname);
recvreply = d1.readLine();
System.out.println (re cvr eply) ;

p1.println("MAIL FROM:<"+ sender + "@" + cliname + ">");
recvreply = d1.readLine();
System.out.println (re cvr eply) ;

p1.println("RCPT TO: <" + recip + "@" + servname + ">");
recvreply = d1.readLine();
System.out.println (re cvr eply) ;

p1.println("DATA") ;
recvreply = d1.readLine();
System.out.println (re cvr eply) ;
// Send body of message
p1.println("From: Alfred Bones <bones@goofy.dtu. dk>");
p1.println("To: W. Snodgrass <snodgrass@design.fa ke. com") ;
p1.println("Date: 21 Aug 2000 13:31:02 +0200");
p1.println("Subjec t: Client exploder");
p1.println("\r\n") ;
p1.println("Here are the secret plans...");
p1.println(" etc. etc. etc.");
p1.println(".");

p1.println("QUIT") ;
recvreply = d1.readLine();
System.out.println (re cvr eply) ;

Figure 9.4: Code to producethe client/server dialoguefrom Figure 7.2
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int portno = p ;
int timeout = t ;
try
{ ServerSocket serv = new ServerSocket( portno );

serv.setSoTimeout( timeout );
Socket client = serv.accept();
System.out.println ("C onnected to client " + client.getInetAddr ess()) ;
InputStream si = client.getInputStre am();
OutputStream so = client.getOutputStr eam();

... communicate with client via streams si and so

client.close();
}
catch (SocketTimeoutExcept io n e)
{ System.out.println ("S erv er socket timeout on port "

+ Integer.toString(por tn o,1 0)) ; }
catch (IOException e)
{ System.out.println ("C annot set up server on port "

+ Integer.toString(por tn o,1 0)) ; }

Figure 9.5: Skeleton Java code for setting up a simple server

9.2 Java Server Sockets

In contrast to the BSD socket API, where there is no basic di�erence betweenclient and
server sockets, Java sockets for usein serversare objects of the classServerSocket , which
like Socket is part of the java.net package. This classcontains methods such asaccept ,
bind and close which are appropriate for useon the server sideof a client-server system.
Like the Server class, the ServerSocket does not itself contain methods for input or
output, which must take placevia input and output streams.

To set up a server socket for port number p on server s, the server createsa suitable
ServerSocket object and activates its accept method in order to listen for an incoming
call from a client. This blocks the progressof the server until a client sets up a TCP
connectionto port p on the server. When the connectionis set up, the method returns a
referenceto the Socket associated with the client. Input and output can then take place
via the input and output streamsassociated with the client's socket. In a very simplecase,
the code for this could be as shown in Figure 9.5, which should be comparedwith the
code for the simple client given in Figure 9.1. Note that the accept method will throw a
SocketTimeoutException exceptionif the server waits longer than a timeout value, say t
milliseconds,previously de�ned by calling the ServerSocket's setSoTimeout method with
a parameter of value t. This is usedto improve the performanceof the server, so that it
doesnot just \hang" if no clients are active.
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The examplegiven hereis very simple,and for practical usewould needto be extendedin
several ways. Firstly, the code would usually be modi�ed to useappropriate stream�lters
on the input and output streams,as in the caseof the SMTP client shown in Figure 9.3.
Secondly, we note that the server only hasa singlethread of control, soonly oneclient can
be dealt with for each activation of the server. This is hardly appropriate for usein a real
system. As a minimum, the code shown here would be placed in a loop, so that several
clients could be dealt with sequentially . More typically, the server would be organisedto
start a new thread for dealing with each new client which calls up, and to kill the thread
when the dialoguewith the client terminates. Or, for increasede�ciency , the server could
set up a pool of threads in a wait state, releasingone of them whan a new client calls up
and returning the thread to the waiting pool when the client terminates. Extending the
code of Figure 9.5 to usethreads is left as an exercisefor the reader.

10 Remote Pro cedures and Ob jects

Simple network socket programming, where two parties interact by directly exchanging
messagesover a logical channel betweenthem, is the most basicparadigm for distributed
programming. However, if we pursuethe idea that a server's purposeis to o�er somekind
of servicesto its clients, then we would often prefer to hide the details of the exchange
of messages,and o�er the programmer a programming model which allows the client to
perform someaction on the remoteserver. In this sectionwe shall look at two such models:

Remote Pro cedure Call (RPC), where the client is able to call a procedurewhich is
executedon the server, possibly returning results to the client.

Remote Ob ject In vocation (R OI), wherethe client is able to activate a method on a
server, which is regardedas an object.

10.1 Remote Pro cedure Call

An essential element in distributed systemsbasedon the Client-Server paradigm is the
Remote Procedure Call (RPC) abstraction. This o�ers an interface which appears to be
identical with an ordinary procedurecall, but wherethe calledproceduremay be in another
processin the samemachine or on a remotesystem. RPC wasoriginally de�ned by Birrell
and Nelson[1] as\the synchronous language-leveltransfer of control between programs in
disjoint addressspaces, whoseprimary communication medium is a narrow channel", a
de�nition which stressesthree important properties of RPC:

1. The participants are in di�erent addressspaces.
2. There is a (logical) channelwhich permits transfer of data betweenthe participants.
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3. Transfer of data is associated with transfer of control, as in activation of ordinary
proceduresin classicalprogramming languages.

Subsequent work on RPC mechanisms has occasionallydeviated from the de�nition on
other points, for example by providing asynchronous (non-blocking) rather than syn-
chronous (blocking) transfer of control, while the narrownessof the channel depends on
the technology used,and can obviously be debated.

The semantics of actually executing the proceduremay in fact deviate from what would
be expected with a traditional procedurecall, since after a failure in a remote machine
it may be impossibleto tell whether a messagerequestingexecution of a procedurehas
been received and acted upon. Repeating the messagemay causethe procedure to be
executedmore than once; on the other hand, failing to repeat the messagemay result
in the procedurenot being executedat all. It has becomeconventional to refer to RPC
mechanismsashaving di�erent call semantics, dependingon what is guaranteed,asfollows:

Exactly-once: The systemguaranteesthat the procedurewill return a result after being
executedonce,just as in a traditional local procedurecall.

A t-most-once: The systemguaranteesthat the procedurewill return a result after being
executednot more than once.

A t-least-once: The systemguaranteesthat the procedurewill return a result after being
executedoneor more times.

Ma yb e: The systemmakesno guaranteesabout executionof the procedureor the return
of results after a failure.

Exactly-oncesemantics is unfortunately extremely costly, if not impossible,to achieve in
a distributed system;this may make it di�cult to ensurethat local and remoteRPC work
in the sameway. On the other hand, with at-most-onceor maybe semantics there is a risk
that the procedurewill not be executedat all, while a systemwith at-least-oncesemantics
will possiblyexecutethe procedureseveral times. This can be tolerated if the procedureis
idempotent, i.e. leadsto the sameresult regardlessof how many timesexecutionis repeated,
whereasit is a problem if the procedurehassidee�ects.

The standard view of a systemwhich usesRPC is shown in Figure 10.1. Both the calling
process(the caller) and the called procedure(the callee) seean interface just as if it were
a local procedurebeing activated. To make this possiblewhen the caller and calleereside
in di�erent addressspaces,each is extendedwith a stub, which passesthe parametersand
results to the underlying communication systemfor transfer between the processes.The
caller and its associated stub make up the client and the calleeand its stub make up the
server7.

7In someRPC-basedsystems,servers are known as objects, to underline the similarit y betweenclient-
server systemsand the caller/ob ject structure characteristic of object oriented systems.
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Figure 10.1: Procedurecall (above) and RemoteProcedureCall (below)

Stubs perform an activit y known asmarshalling to get parametersand results into a form
suitable for transfer as a messagevia the communication system. This involves trans-
forming data valuesto an appropriate transfer representation, including the linearisation
of complexdata structures and (as far as possible)the substitution of pointers by actual
values.Correspondingly, the stub at the receivingendunmarshalsthe contents of incoming
messagesand passesthe parametersor results on acrossthe procedureinterface. Usually,
a stub procedureis available for each procedurein the interface which can be called, and
on the server sidea despatcherwill parsethe incoming messagesand selectthe appropriate
stub procedure. If the server is required to be able to deal with requestsfrom several
clients at the sametime, as is often the case,then the despatcher will also be responsible
for creating a thread (or reusingan existing thread) in which the called procedurecan be
executed.

RPC stubsare nowadays compiledfrom descriptionsof the interfacesfor the proceduresto
be called, written in an Interface De�nition Language(IDL) . Thesedescriptionstypically
have the form of procedureheadersor function prototypes,usually taggedwith additional
information about whether the parametersare to be passedto, from or both to and from
the procedure.Two well-known IDLs for usein RPC systemsare the Sun RPC IDL, based
on Sun XDR, which was originally designedfor use in systemsusing the Network File
System(NFS), and the ANSA IDL, usedin the ANSA RPC toolkit. Sincein thesenotes
we shall try to con�ne our attention to Java-basedsystems,which generallyusethe RMI
mechanism to be described in Section10.3 below, we shall not give details of theseIDLs
here. However, we return to this topic in discussingCORBA later in thesenotes.

From the IDL description, the stub compiler generatesstub code in someconvenient im-
plementation language,which will marshal and unmarshal arguments and results of the
appropriate types in an e�cien t manner. If a type cannot be dealt with automatically
by the compiler, for examplebecauseit exploits pointers in someway which the compiler
cannot analyse,the usermay have to supply a suitable portion of code.
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10.2 Binding

In a systemwhich supports remote operations via RPC or ROI, clients must be able to
�nd serverso�ering the interfacesin which they are interested. The client may be provided
with the nameof the server asan item of `commonknowledge',or may �nd an appropriate
server via a registry or trader, which maintains a databaseof available interfacesand the
servers which provide them. Typical registries,such as the one for RMI discussedin the
next section,o�er at least the four operations:

bind: Registersa serviceinterfaceand associatesit with a network nameor URI.
rebind: Associates a new service interface with an already registerednetwork name or

URI.
unbind: Removes information about a service interface with a given network name or

URI.
lookup: Obtains a referenceto a serviceinterfacewith a given network nameor URI.

bind , rebind and unbind are usedby the server to register its services,while lookup is
usedby the client to �nd a desiredservice.

In many practical RPC systems,the lookup function will also deal with importing the
necessarystub code, identifying the client to the server and soon. Sometimesthis activit y
is (rather confusingly)denotedclient binding, asit setsup a relationship betweenthe client
and the server. This is especially important in securesystems,where the server needsto
have convincing information about the identit y of the client, before it will allow actual
RPC calls to be executed. The identit y may be supplied in various ways, for example
(with increasingsecurity):

� As a processidenti�er .
� As a previously agreed(identi�er,p assword) pair .
� As a digital signature.

In a securesystem,the server will check the identit y of the client during client binding, and
may also require identit y information to be supplied together with each call of a remote
procedure.

10.3 Remote Ob ject In vocation

RemoteObject Invocation (ROI) systemsare more complex than plain RPC systemsbe-
causeof the needto passreferencesto remoteobjects through a distributed system. The
object itself, including all its state, continuesto resideon the server sideof the system. On
the client side,a so-called(object) proxy is imported from the server. This is illustrated in
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Figure 10.2: Architecture of a systemwith RemoteObject Invocation

Figure 10.2. The proxy is the object-oriented versionof the client-side stubusedin simple
RPC systems,and { like the stub { it o�ers the sameinterfaceto the client as the remote
object would. The server-sidestub is in ROI systemsoften known as the skeleton. As in
the caseof RPC, it may not be possibleto �nd a suitable marshalling algorithm for all
typesof object; the type must be serializable. Typically, the proxy is set up when (client)
binding takes place, and contains code for marshalling, unmarshalling, handling security
and soon. This code is imported from the server, and many ROI systemssimply represent
remote object referencesby network references,which specify the server nameor address
and a path to the �le on the server containing the proxy code. For example,the URIs used
in HTTP and other systems(as discussedin Section 8 on page49) are suitable for this
purpose.

As an exampleof an ROI systemwe shall considerJava RemoteMethod Invocation (RMI) .
To illustrate the idea, let us consider the very simple Java program Blipper shown in
Figure 10.3. This program performs a (rather trivial) task, involving the useof methods
start , stop andadd, in order to manipulatea counter in an object of the classBliptarget .
The start(n) method initialises and activatesthe counter, the add(i) method increments
the counter by i if it is active and returns its new value, and the stop method deactivates
the counter.

This could be implemented usingRMI by making the Bliptarget objects remoteobjects. As
in the caseof RPC, this requiresthe de�nition of an interface which de�nes the methods
which can be accessedin theseobjects. However, sinceRMI is completely integrated into
the Java language,no additional IDL is required { the IDL is Java itself. More exactly,
the interface is de�ned as a remote interface which is a subclassof the java.rmi.Remote
interface, and which de�nes the methods which can be accessedremotely. The code for
doing this is shown in Figure 10.4 on page70. All the methods must be declaredin the
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import java.io.*;
import java.util.*;

public class Blipper
{ public void blip(Bliptarget b, int i)

{ int nblip = b.add(i);
System.out.printl n(new Date() + ": " + Integer.toString(nbl ip ,10 )

+ " blips");
}

public static void main(String args[])
{ Bliptarget t = new Bliptarget();

Blipper b = new Blipper();
t.start(20);
b.blip(t,1);
b.blip(t,4);
t.stop();

}
}

==============================Targe t================================
import java.io.*;
import java.util.*;

public class Bliptarget
{ static int bcount;

static boolean active;

public void start(int n)
{ System.out.printl n(new Date() + ": Target activated.");

bcount = n;
active = true;

}

public int add(int i)
{ if( active ) bcount = bcount + i;

return bcount;
}

public void stop()
{ System.out.printl n(new Date() + ": Target deactivated.");

active = false;
}

}

Figure 10.3: The Blipper program in a non-distributed version
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import java.rmi.*;
import java.rmi.server.*;

public interface RemoteTarget extends Remote
{ public void start(int n) throws java.rmi.RemoteExce pti on;

public int add(int i) throws java.rmi.RemoteExce pti on;

public void stop() throws java.rmi.RemoteExce pti on;
}

Figure 10.4: Declaration of the remote interface for the Blipper

interface de�nition as raising the java.rmi.RemoteException exception. The reasonfor
this is that in a distributed system,such asonebasedon RMI, the network or the remote
systemcanfail during a remotecall of a method. The RemoteExceptionexceptionindicates
that somesuch failure has taken place. The remote interfacede�nition is compiled in the
usual way: for example,if it lies in the �le RemoteTarget.java , the Unix command

javac RemoteTarget.java

will compile the de�nition into the �le RemoteTarget.class .

The remoteobject must implement this interfaceandalsoinherit from the classRemoteObject
of packagejava.rmi.server (or oneof its subclasses).Typically, in simplecases,the sub-
classUnicastRemoteObject is used; this enablesthe remote object to be contacted by
point-to-p oint communication via sockets. Suitable code for this implementation in our
exampleis shown in Figure 10.5 on the facing page. Sincethe interface requiresthat ob-
jects which implement it throw the RemoteException exception, the constructor for the
remote object must also declare its abilit y to throw this exception. However, this does
not mean that the code explicitly has to throw such an exception { it will be generated
behind the scenesif a communication error occurs. Note alsothat the constructor usesthe
method super without parametersto activate the default constructor for objects of the
parent UnicastRemoteObject class,which will communicate via an unspeci�ed port. You
should consult the classdocumentation for further possibilities.

In the main method of the implementation, the remoteobject is constructedand registered
in the RMI registry, sothat its methodscanbeactivatedby clients. Registration takesplace
by useof the bind or rebind methods of the classjava.rmi.Naming , which correspond
to the classicmethods described above in Section 10.2. In the caseof RMI, (re)bind
associates a referenceto a remote object with a network referencegiven as an URI, and
therefore in principle specifying an accessprotocol (typically, but not necessarily, rmi ), a
host name,a port number, and a path to the object, accordingto the syntax:
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import java.io.*;
import java.util.*;
import java.rmi.*;
import java.rmi.server.*;

public class Target extends UnicastRemoteObject
implements RemoteTarget

{ static int bcount;
static boolean active;

public Target() throws RemoteException
{ super();
}

public void start(int n)
{ System.out.println( new Date() + ": Target activated.");

bcount = n;
active = true;

}

public int add(int i)
{ if( active ) bcount = bcount + i;

return bcount;
}

public void stop()
{ System.out.println( new Date() + ": Target deactivated.");

active = false;
}

public static void main(String args[])
{ try

{ Target t = new Target();
String url = "rmi://localhost/T ar get ";
Naming.rebind(url, t);
System.out.println( "Bound server at " + url + " to registry" );

}
catch(Exception e){ e.printStackTrace( ); }

}
}

Figure 10.5: Implementation of the remote object for the Blipper
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URI ::= [<scheme> "://"] [<host> [":" <port>]] <path>

As can be seen,most parts of the URI are optional. If the schemeis omitted, rmi is used,
if the host nameis omitted, the nameof the host on which the object is executedis used,
while if the portname is omitted, port 1099 is used. The path is taken relative to the
directory speci�ed by the CLASSPATH property in the shell from which the compiler is
run. The implementation is compiled in the usual way; for example, if it lies in the �le
Target.java , it will be compiled into the class�le Target.class . This should be stored
in a directory accessiblevia the CLASSPATH, if any.

The client for such a remoteobject could then, for example,be asshown in Figure 10.6on
the next page. There are several featuresto take note of in connectionwith this program,
which you should comparewith Figure 10.3:

1. A referenceto the server is foundby usingthe method lookup of the classjava.rmi.Naming ,
giving a suitable URI as argument to the method.

2. Referencesto the remote object refer to the implemented interfaceRemoteTarget.
3. It is necessaryto dealwith issuesof security. This requirement hasbeenstrengthened

in Java 2, to avoid several potential risks associated with remoteoperations. In par-
ticular, it is usually necessaryto set up a suitable security managerto check that the
requestedremote operations are permitted. In the example,this is the default RMI
security manager,createdasan object of the classjava.rmi.RMISecurityManager ,
and selectedfor use via a call of the method System.setSecurityManager . Since
a variety of security exceptionsmay alsooccur, the implementation shown herealso
speci�cally attempts to catch them.

This implementation is also compiled in the usual way; for example if the code is in
Blipper.java , the compiledcode will appear in the class�le Blipper.class , which must
be stored in a directory accessiblevia the CLASSPATH, if any.

To get the entire systemto work together, four important stepsnow have to be performed:

1. The code for the client and server stubshas to be created. This is done in RMI by
using the rmic stub compiler, and specifying the classname of the remote object
implementation. In our simple example,where the classis not de�ned as part of a
package,this can be doneby using the Unix command:

rmic Target

If the implementation is part of a package, the fully quali�ed packagename of the
classneedsto be supplied. The rmic compiler producestwo �les, in the example
here Target_Stub.class and Target_Skel.class , containing code for the client-
side (proxy) stub and the server-side (skeleton) stub respectively. As indicated in
Figure 10.2, thesestubs implement exactly the sameremote interfaceas the remote
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import java.io.*;
import java.util.*;
import java.rmi.*;

public class Blipper
{ public Target t;

public void blip(RemoteTarget b, int i)
{ try

{ int nblip = b.add(i);
System.out.printl n(new Date() + ": " + Integer.toString(nbl ip ,10 )

+ " blips");
}
catch (RemoteException e) { System.out.println ("b lip : " + e); }

}

public static void main(String args[])
{ Blipper b = new Blipper();

String server = "localhost";
try
{ if (System.getSecurity Manager() == null)

{ System.setSecurity Manager( new RMISecurityManager()) ;
};
if (args.length != 0) server = args[0];
String url = "rmi://" + server + "/Target";
RemoteTarget rTarget =

(RemoteTarget) Naming.lookup( url );
rTarget.start(20) ;
b.blip(rTarget, 1);
b.blip(rTarget, 4);
rTarget.stop();

}
catch (SecurityException e)
{ System.out.println(" Bl ipp er: Security exception.");

e.printStackTrace(); }
catch (Exception e)
{ System.out.println(" Bl ipp er: Other exception.");

e.printStackTrace(); }
}

}

Figure 10.6: Implementation of an RMI client for the Blipper
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grant {
// Allow socket operations on free ports
permission java.net.SocketPermi ssi on "localhost:1024-",

"connect, accept, resolve";
permission java.net.SocketPermi ssi on "goofy.dtu.dk:1024- ",

"connect, accept, resolve";
};

Figure 10.7: A security policy �le for simple RMI applications

object itself. The class�les shouldbe storedin a directory accessiblevia the CLASS-
PATH, if any.

2. The RMI registry hasto be started. This is actually a simpleserver-sidenameserver,
typically activated by using the Unix command:

rmiregistry &
As previously stated, communication to the registry goesby default via port 1099.

3. The remoteobject has to be activated. This can be done in our simple exampleby
using the Unix command:

java Target &
Again, if the remote object classis part of a package, the full packagename of the
classneedsto be given. It may alsobe necessaryto give a value for:

� The java.rmi.server.codebase property, giving an URI which speci�es the
accessschemeand path to the class�les on the systemhosting the remoteobject
(the server). You can omit this information if the class�les are in the current
directory on the local host.

� The java.security.policy property, giving the path to the �le containing
security rules which regulatewhat Java programsare allowed to do. As a min-
imum, you will needthe policy �le to contain rules which allow both client and
server to accessthe registry (which by default usesport 1099) and to contact
one another, which they typically do via a port with a dynamically allocatable
number (49152or larger).
To test out the RMI system,you will �nd it easiestto run both client and remote
object on the local host on which you are doing the development. In this case
you just needto keepa �le called .java.policy in your homedirectory, with
a content in the style of that shown in Figure 10.7. This policy �le allows the
client and server to sendto and receive from sockets with port numbers from
1024and up on the local host, herewith the Internet namegoofy.dtu.dk . Of
courseyou will needto replacethis by the Internet name of your actual local
host.

4. One or more clients have to be activated. This can be done in our simple example
by using the Unix command:

java Blipper
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This client will accessa\remote" object on the local host. If an IP addressis supplied
after the name of the client class,then the an object on the host with this speci�c
IP addresswill be accessed.If all goeswell, you are now in business!

This may all seemvery complex { with many stepswhich have to be carried out in the
right order. The advantage o�ered by RMI and other ROI systemsin return for all this is
that there is no needfor the code to dealexplicitly with communication betweenthe client
and the remoteobject whosemethods are to be called. The way in which this is donehas
beenabstractedinto the stubswhich, \convert" callsof the methodsof the remoteinterface
into appropriate exchangesof messages.The programmerhasno needto know about what
happensin detail.

The instructions above are adequateonly in simple cases,and you will almost certainly
needto read more about RMI in order to solve anything but the simplest problems. Sun
Microsystemshave produceda useful tutorial introduction and a FAQ, which you can �nd
on the Web at:

http://java.sun.com/j2se/1.4/doc s/gui de/rmi/get start .doc .html
http://java.sun.com/j2se/1.4/doc s/gui de/rmi/faq .html

The tutorial also illustrates how to useRMI in a Windows environment. Further details
about security issuesare dealt with at:

http://java.sun.com/j2se/1.4/doc s/gui de/securit y/Pol icyF iles. html
http://java.sun.com/j2se/1.4/doc s/gui de/securit y/per missions. html

Finally, you should note that the instructions above apply to a remoteobject which (once
started) runs continously. Remoteobjects which areactivated whena client requestoccurs
are dealt with in:

http://java.sun.com/j2se/1.4/doc s/gui de/rmi/act ivati on.html

11 CORBA

RPC and ROI/RMI introduce a level of abstraction into the software which enablesthe
programmerto forget about the details of marshalling, the protocol usedto exchangedata
between client and server, and other features which were very prominent in the simple
network programming approach. In this section we shall look at a further approach to
programming network applications which introduceseven more abstraction into the soft-
ware, by o�ering a software environment which can operate with software components
irrespective of their implementation language.
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Figure 11.1: Architecture of a systembasedon CORBA

CORBA is a software architecture and environment for developing and implementing dis-
tributed applications, which has been developed by a consortium known as the Object
ManagementGroup (OMG) , and is now widely acceptedas an industry standard. The
current versionof CORBA is version2.3.1[32]. The acronym CORBA standsfor Common
Object Request Broker Architecture, where the Object RequestBroker (ORB for short)
refers to a \software bus" which can be usedto connectmany di�erent kinds of software
component in a software system. The sameapproach to software system design, some-
times known ascomponent-based programming, lies behind Microsoft's proprietary DCOM
architecture. The CORBA documentation explainshow thesetwo systemscan interwork.

11.1 The Ob ject Request Brok er

The ORB is de�ned via a speci�cation of its interface, and can be implemented in any
way the ORB implementer likes,as long as the interfacefollows the standard. In practice,
the ORBs which are available from di�erent sourcesdi�er substantially in their internal
architecture; sometimesthis even gives rise to di�erences which can be noticed at the
application level, for examplein the areaof thread management. Thesenotesare basedon
the Sun Java ORB, but follow a set of conventions designedto make the implementations
portable to di�erent ORBs. For more details of how to produceportable implementations,
you should consult the documentation for the Java org.omg.CORBA.portable package.

Figure 11.1 shows the internal structure of a systembasedon an ORB according to the
CORBA standards, and the way in which call information passesfrom the caller to the
called method. Featuressuch as the client-side stubs and the skeleton (server-sidestub)
should be familiar after our discussionof RMI, and have similar functions in the CORBA
architecture. But in relation to Figure 10.2, you will notice that several new items have
appeared:
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� An Interface Repository, which contains information about all registeredinterfaces
and the methods which they make available. The client can accessthis repository
via a standard programming interface. This makes it possiblefor clients to invoke
objects whoseinterfacewas not known when the client was compiled.

� An Implementation Repository, which providesa nameservicefor objects, making it
possibleto register, locateand activate object implementations. The implementation
repository will also typically be usedin connectionwith installation of implementa-
tions, for controlling policiesrelated to their activation and execution,and for storing
information about the implementations, such astheir resourcerequirements, security
requirements and debugginginformation.

� An Object Adapter on the server side, which acts as an interface to the ORB. This
starts and instantiates the object implementations when required, managesthe as-
signment of unique referencesto new object instancesand passescalls up to the
implementations. In principle, an ORB implementation can o�er several object
adapters, but in CORBA version 2.3 there is a preferred object adapter for stan-
dard useknown asthe PortableObject Adapter (POA) , which is designedspeci�cally
for usewith multiple ORB implementations. Weshall discussthe POA in moredetail
below.

� A Dynamic Invocation Interface (DII) , which (in contrast to a stub) allows the client
to activate a method in an object whoseinterfacewas not known at compile time.

Finally, both the client and the server have direct accessto the ORB via an ORB interface,
usedprimarily for starting and initialising the ORB.

An important feature of CORBA which is not explicitly shown in Figure 11.1 is that a
variety of serviceswhich are useful to many applications have beende�ned as part of the
project of developing the CORBA framework. These are generally known as Common
Object Services (COS), and include such servicesas:

Naming Service: for registration of bindings betweennamesand object references.
Event Service: for dealing with asynchronous events in CORBA-basedsystems,allow-

ing components on the ORB to register and de-register their interest in receiving
particular events.

Securit y Service: which providessecurity facilities, such asauthentication, non-repudiation
and audit trails.

Concurrency Service: which provides a lock manager.
Time Service: which o�ers a servicefor clock synchronisation over multiple computers,

a feature necessaryfor accuratetimestamping in distributed applications.

Like all other CORBA services,theseappear asobjects with speci�ed interfaces,accessed
via the ORB.
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module BlipTarget
{ interface Blip

{ void start(in long n);
long add (in long i);
void stop ();
oneway void shutdown();

};
};

Figure 11.2: Interfacede�nition for Blipper server in CORBA IDL

IDL type Java type
boolean boolean
char char
octet byte
string java.lang.String
long int
long long long

oat 
oat
double double
�xed java.math.BigDecimal

Table 11.1: Mapping betweenCORBA IDL typesand Java types

11.2 CORBA In terfaces and the CORBA IDL

As in the caseof RPC and RMI, it is necessaryto de�ne an interface which the server
presents to its clients. Onceagain, this interface is de�ned using an IDL, in this caseone
specially designedfor usewith CORBA. This CORBA IDL has a syntax basedon C++,
with well-de�ned mappingsof the IDL's types,constants and exceptionsto constructs in
a range of implementation languagessuch as C++ itself, Java, C, SmallTalk, Cobol and
other languages.This makesCORBA especially valuablefor developingapplicationswhere
di�erent parts of the application software have been(or will be) implemented in di�erent
languages.In thesenotes,we shall con�ne our attention to the CORBA IDL to Java map-
ping. For details of other mappings,you needto consult the CORBA documentation [32].

An interfacede�nition for the Blipper server is shown in Figure 11.2. Comparingthis with
the RMI interfacede�nition given in Figure 10.4,you notice:

� The useof\C++" types. The mappingbetweensomeof the most important CORBA
IDL and Java basic typesis shown in Table 11.1.

� The annotations indicating the direction in which parameter values
o w in relation
to the server: in meansthat the parameter carries input to the server, out that it
carries output from the server, and in out that the parameter carries both input
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and output.
� The addition of a method shutdown, whose implementation must shut down the

server. This is a technical conveniencewhich is standard practice in CORBA-based
implementations.

� The removal of information about the generationof remote exceptions.

Although not shown in the examplehere, the interface may, in addition to de�nitions of
methods which can be activated on the server, include de�nitions of exceptionsand data
types,and the methods may be declaredas raising namedexceptions.

If the aim is to producea Java implementation, the interfacede�nition needsto becompiled
by using the Java/IDL compiler. If the de�nition is in, say, Blip.idl , this can be doneby
using the Unix command:

idlj -fall Blip.idl

This will producea number of .java �les in the directory BlipApp , which are neededfor
the subsequent compilation of the client and server. Amongst other things, these�les will
include de�nitions of one or more helper classes,for example for dealing with complex
typesand with featuresof the CORBA IDL which Java doesnot directly support, such as
out parametersand data type de�nitions.

11.3 CORBA Clien ts and Servers

Basedon the requiredinterfacede�nition, client and server codearedeveloped in a manner
quite similar to that usedfor RMI. In rough terms, the server has to register its presence
with the ORB and its naming service,and the client likewisehas to register its presence
and obtain a referenceto the server by looking up in the naming service,after which it can
invoke the methodsof the server object. In detail, things look rather morecomplicated. An
extra complication is that there areseveral quite di�erent stylesof writing servers,soif you
look in other books on Java and CORBA you may �nd quite di�erent setsof instructions
for what to do. The instructions given here are basedon the useof the Portable Object
Adapter (POA) , which, as previously mentioned, is the standard way of implementing
servers in Java 2 SE version1.4, basedon CORBA version2.3. The POA relieson what is
known as an Inheritance Model, so that the implementation of the IDL interface usesan
implementation classwhich extendsthe skeleton generatedby the IDL compiler.

In the Blipper example,compilation of the interfaceBlip (seeFigure 11.2) in �le Blip.idl
will producea skeletonBlipPOA.java containing a de�nition of an abstract classBlipPOA.
On the server side,BlipPOA is usedas the superclassfor a servant classBlipImpl , which
contains implementations of the methods de�ned in the IDL. BlipPOA inherits in its turn
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from org.omg.PortableServer.Servant , the baseclassfor all POA servant implementa-
tions. The servant, which is shown in Figure 11.3 on the next page,cooperateswith the
actual server class,BlipServer , shown in Figure 11.4 on page82. As usual, the server
classcontains a main() method, which here must perform all the basic bookkeeping in
connectionwith the ORB, including:

� Creating and initialising an instanceof an ORB by calling the ORB's init() method.
This is typically usedto passthe server's commandline arguments, which makes it
possibleto set properties for the server at runtime.

� Getting a referenceto the root POA and activating the POA manager.
� Creating an instanceof the servant and registering it with the ORB.
� Getting a CORBA object referencefor a naming context in which to registerthe new

CORBA object, and registeringthe object with the COS Naming Service.
� Waiting for calls from the client which invoke the new object.

It should be clear that large parts of this code are independent of the speci�c servant,
and can be usedin other applications. The servant and server code are kept in the same
�le, namedafter the server, hereBlipTarget.java , and are compiled in the usual way to
producea class�le BlipTarget.class .

The client code is shown in Figure 11.5on page83, and as in the RMI case(Figure 10.6)
contains a main method, with a number of calls of server methods, embeddedin adminis-
trativ e code related to the CORBA environment. The administrative code is responsible
for:

� Creating and initialising an instanceof an ORB by calling the ORB's init() method.
This is typically usedto passthe client's commandline arguments, which makes it
possibleto set properties for the client at runtime.

� Getting a CORBA object referencefor a naming context in which to look up the new
CORBA object, and looking up the object via the COS Naming Service.

� Shutting down the ORB after all the client calls have beenmade.

The client code is compiledin the usualway. If it is kept in the �le BlipClient.java , the
compiledcode will appear in the class�le BlipClient.class .

To put the entire application together, it is necessary, after compiling the interface and
the server and client code as described above, also to compile the .java �les producedby
the IDL compiler from the interfacede�nition. In relation to the directory containing the
interface de�nition Blip.idl , these�les are placed in subdirectory BlipApp , and can be
compiledby the Unix command:

javac BlipApp/*.java
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// Package containing stubs
import BlipApp.*;
// Packages for using the COSNaming Service
import org.omg.CosNaming.*;
import org.omg.CosNaming.NamingCont ext Package. *;
// Packages for general use in CORBA
import org.omg.CORBA.*;
// Packages for Portable Server inheritance model
import org.omg.PortableServ er. *;
import org.omg.PortableServ er. POA;

import java.util.*;

class BlipImpl extends BlipPOA
{ private ORBorb;

static int bcount;
static boolean active;

public void setORB(ORBorb_val)
{ orb = orb_val;
}

public void start(int n)
{ System.out.println (new Date() + ": Target activated.");

bcount = n;
active = true;

}

public int add(int i)
{ if( active ) bcount = bcount + i;

return bcount;
}

public void stop()
{ System.out.println (new Date() + ": Target deactivated.");

active = false;
}

public void shutdown()
{ orb.shutdown( false );
}

}

Figure 11.3: Implementation of the servant classfor the Blipper

The remainderof the server code is shown in Figure 11.4.
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public class BlipTarget
{ public static void main(String args[])

{ try
{ ORBorb = ORB.init(args, null);

POArootpoa =
POAHelper.narrow( orb.resolve_initia l_r efe re nces(" RootPOA") );

rootpoa.the_POAManager() .a cti vat e() ;
// Create servant and register it with ORB
BlipImpl blipImpl = new BlipImpl();
blipImpl.setORB( orb );
// Get object reference from servant
org.omg.CORBA.Object ref = rootpoa.servant_to_ re fer ence( blipImpl );
Blip href = BlipHelper.narrow( ref );
// Get root naming context
org.omg.CORBA.Object objRef =

orb.resolve_initial_ re fer ences( "NameService" );
NamingContextExt ncRef = NamingContextExtHelpe r. nar row( objRef );
// Bind object reference in Naming Service
String service = "Blip";
NameComponentpath[] = ncRef.to_name( service );
ncRef.rebind( path, href );
// Wait for incoming calls from clients
System.out.println (new Date() + ": Server "

+ service + " waiting for calls.");
orb.run();

}
catch(Exception e)
{ System.err.println ("B lip server exception: " + e );

e.printStackTrace( ); }

System.out.printl n(new Date() + ": Server "
+ service + " closing down.");

}
}

Figure 11.4: Implementation of a CORBA server for the Blipper
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import BlipApp.*;
import org.omg.CosNaming.*;
import org.omg.CosNaming.NamingCont ext Package. *;
import org.omg.CORBA.*;
import java.util.*;

public class BlipClient
{ static Blip blipImpl;

public void blip(Blip b, int i)
{ int nblip = b.add(i);

System.out.println (new Date() + ": " + Integer.toString( nbl ip, 10)
+ " blips");

}

public static void main(String args[])
{ try

{ BlipClient b = new BlipClient();
// Create and initialise the ORB
ORBorb = ORB.init(args, null);
// Get root naming context
org.omg.CORBA.Object objRef =

orb.resolve_initial_ re fer ences( "NameServic e" );
NamingContextExt ncRef = NamingContextExtHelpe r. nar row( objRef );
// Resolve object reference in Naming Service
String service = "Blip";
blipImpl = BlipHelper.narrow( ncRef.resolve_str( ser vic e) );
System.out.println ("Got handle on server object: " + blipImpl );
// Call server methods
blipImpl.start(20);
b.blip(blipImpl, 1);
b.blip(blipImpl, 4);
blipImpl.stop();

blipImpl.shutdown( );
}
catch (Exception e)
{ System.out.println ("B lip per client exception: " + e );

e.printStackTrace( System.o ut) ; }

}
}

Figure 11.5: Implementation of a CORBA client for the Blipper
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This produces a set of class �les in the BlipApp directory. With these available, the
application can be run by performing the following steps:

1. Start the nameservicedaemonorbd as a background task by using the Unix com-
mand:

orbd -ORBInitialPort 1050 &

This starts the daemonand speci�es that port 1050is to be usedfor contacting the
nameservice.

2. Start the server for the application as a background task. In this example,this can
be doneby using the Unix command:

java BlipTarget -ORBInitialPort 1050 -ORBInitialHost localhost &

This is appropriate if the nameserver is running on samemachine asthe Blip server.
If the name server is to run on a remote host, the name of this host should be
substituted for localhost .

3. Start the client. In this example,this can be doneby using the Unix command:

java BlipClient -ORBInitialPort 1050 -ORBInitialHost localhost

As in the caseof the server, this is appropriate if the nameserver is running on the
samemachine as the Blip client. If the nameserver is to run on a remote host, the
nameof this host should be substituted for localhost .

4. When the client has �nished running, it will closethe ORB down by invoking the
shutdown(false) method. However, this still leaves the name server demon orbd
running, waiting for things to do. You must explicitly kill the Unix processwhich
is running the name server: Use the Unix ps command to look up the number of
the orbd process,then kill the processexplicitly, for example by using the Unix
command:

kill -9 12345

where12345(or whatever) is the number of the process.

As with RMI, you may like (or need) to �nd out more details about how to useCORBA
in connectionwith Java. However, you needto be careful what you read: Although there
are several bookson the subject, many of them are not up to date, becausethey deal with
how to use older versionsof Java, or older versionsof CORBA, or other techniques for
implementing the server-sidecode. A current tutorial and a glossaryof terms canbe found
on the Web at:

http://java.sun.com/j2se/1.4/doc s/gui de/id l/jid lExample. html
http://java.sun.com/j2se/1.4/doc s/gui de/id l/jid lGlos sary .html

These contain a number of links to further material on CORBA, the CORBA-to-Java
mapping and other useful topics.
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This short presentation of CORBA has focussedon using CORBA in the classicmanner,
with interfacesdescribed in the CORBA IDL, and using standard CORBA tools for pro-
ducing an implementation in a particular programminglanguage,in this caseJava. This is
not the only approach to combining CORBA and Java. One commonalternative is to use
the RMI-basedInternet Inter-ORB Protocol, usually known asRMI-IIOP , which makesit
possibleto program using RMI conventions, but to useI IOP as the underlying transport
mechanism. RMI-I IOP provides interoperability with other CORBA objects implemented
in various languagesif all the remoteinterfaces are de�ned as Java RMI interfaces. Doc-
umentation on RMI-I IOP and a tutorial covering this approach can be found on the Web
at:

http://java.sun.com/j2se/1.4/doc s/gui de/rmi-iio p/ind ex.h tml
http://java.sun.com/j2se/1.4/doc s/gui de/rmi-iio p/rmi iiop example.ht ml

12 Web Services and SOAP

RMI and CORBA represent approaches to programming distributed systemswhich es-
sentially build on standard network programming techniques for setting up socket-based
communication betweenthe client and server, and for passingserialisedrepresentations of
valuesand objects between them. The focus is largely on hiding the details of how this
is done from the programmer. A rather di�erent approach to distributed object-oriented
programming is the so-calledWeb Servicesparadigm, where the arguments and results
are passedto the object via a Web server. The advantage of this is that in order to use
the technique you only needto have a Web server with suitable capabilities. The object
itself is just a Web resource. Typically, the arguments for the method to be invoked are
transmitted in an HTTP POST request(seepage54) from a Web client to a Web server,
which passesthem on to the object whosemethod is to be invoked; the results are passed
back the opposite way in a POST response.This is illustrated in Figure 12.1.

A commonlyusedprotocol for this purposeis the Simple Object AccessProtocol (SOAP) ,
de�ned in [38]. This is in reality just an extensionto HTTP, which introducessomenew
forms of headerline which enablethe remote object to be identi�ed. The description of

Client
Web

Server
Web Object

HTTP POST response

HTTP POST request

results in

arguments in

Figure 12.1: Object accessin simple Web services
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the method to be invoked and the arguments to be usedis provided as a so-calledSOAP
requestwhich forms the body of the HTTP POST request. Similarly, the results returned
by the invoked method are returned in the form of a SOAP responsewhich makesup the
body of the HTTP POST response.

SOAP requestsand responsesare both examplesof SOAP messages. Theseare encoded
in ExtensibleMarkup Language(XML) [37], a notation originally developed for describing
the structure of documents, but now moregenerallyemployed for describinghierarchically
structured data of any kind. Each SOAP messageis syntactically an XML document, made
up of a SOAP envelope, which contains zeroor moreheaderelements describingattributes,
an optional SOAP header and a mandatory SOAP body. The headermay contain one or
more header entries, typically specifying instructions for how to processthe body, and the
body may contain one or more body entries. This hierarchical structure is illustrated in
Figure 12.2. Each of the parts is syntactically an XML element. We shall describe the
structure of such elements in more detail below.
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Figure 12.2: Hierarchical structure of a SOAP message

Let us now return to the simple Blipper application, which we have seenimplementations
of basedon RMI and CORBA. A completeHTTP request for invoking the add method
of the Blipper could in a simple casethen be as shown in Figure 12.3. The HTTP re-
quest header indicates that the resourceis to be found via the URI /Blipper on host
www.blipper.dtu.dk . The SOAPAction: header�eld characterisesthis requestas being
a SOAP request. The information after the keyword SOAPActionindicates the intent of
the request. Typically this is just speci�ed as the URI of the resourcewhich will handle
the request, and thus contains the sameinformation as the path speci�ed in the HTTP
requestheader.
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POST /Blipper HTTP/1.1
Host: www.blipper.dtu.dk
Content-type: text/xml; charset="utf-8"
Content-length: 448
SOAPAction: "/Blipper"

<?xml version="1.0"?>
<SOAP-ENV:Envelope

xmlns:SOAP-ENC:encodi ngSty le= "ht tp: // schemas.x mlsoap.o rg/ soap/ encodi ng/"
xmlns:SOAP-ENV:encodi ngSty le= "ht tp: // schemas.x mlsoap.o rg/ soap/ envelo pe/"
xmlns:xsd="http:// www.w3.o rg/ 2001/XMLSchema"
xmlns:xsi="http:// www.w3.o rg/ 2001/XMLSchema-in st ance">

<SOAP-ENV:Body>
<m:add xmlns:m="http://www .s oapware.o rg /">

<n xsi:type="xsd:int" > 3 </n>
</m:add>

</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

Figure 12.3: An HTTP requestto invoke the Blipper add method

The request header is in typewriter font and the request body is in
italic typewriter font. This body hasthe form of an XML encoded
SOAP message.The box contains the body of the message.
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As the body of the HTTP requestis an XML encoded SOAP message,the Content-type
header �eld speci�es that the body is of type text/xml . The character set defaults to
us-ascii , but Unicode character setssuch asutf-8 or utf-16 are usually chosen,asthey
generallyensurebetter interoperability.

12.1 XML Enco ding of the Request Message

The body of the request must be a well-formed XML document. This starts with an
XML declaration specifying the XML version being used. The remainder of the body is
an XML element which represents the SOAP Envelope of the message. In this simple
example, the SOAP Envelope contains a SOAP Body but no SOAP Header; thesemust
also (if present) be XML elements. Like the HTML elements which we have seenearlier,
such elements start and end with matching tags which identify the content of the element.
Thus the SOAP Envelope starts with a <SOAP-ENV:Envelope>start tag and �nishes with
</SOAP-ENV:Envelope>end tag, and similarly for the other elements which appear. The
namesof the tags must be unique within the XML namespace which is speci�ed by the
namespaceidenti�er at the beginningof the tag: In the caseof the Envelope, the SOAP-ENV:
namespace.Information about which namespacesare usedis given by namespacedeclara-
tions which are embeddedin the Envelope start tag. Each namespacedeclaration starts
with the namexmlns: (which is itself the nameof a standard namespace)and speci�es a
resourcewherethe relevant mapping betweennamesand their meaningsis to be found.

The SOAP Body within the Envelope of the requestspeci�es the method to be invoked and
the argumentvaluesto be used. The method is speci�ed by an XML element delimited by
<m>tags, which hereof courserefersto the method add as de�ned within the namespace
speci�ed by http://www.soapware.org/ . The argument valuesare embeddedwithin the
method element, with tags identi�ed by the namesof the arguments. Sinceaddhasa single
argument n of type integer, a singleargument element is used,herewith the content:

<n xsi:type="xsd:int"> 3 </n>

which speci�es the type of the argument (here int from the standard XML schemade�ni-
tion namespacexsd: ) and its value (here 3).

12.2 SOAP Response Messages

Whereas SOAP request messagesare used to convey information to the object whose
method is to be invoked, SOAP responsemessagescorrespondingly convey return informa-
tion to the calling system. Responsesfall into two categories:
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1. Normal responses,carrying return valuessuch as function values.
2. Fault responses,indicating that the method invocation has failed.

Examplesin the caseof the add method are shown in Figure 12.4. In the caseof a normal
response,the SOAP Body contains a singleXML element whosetag nameis derived from
the name of the invoked method by appending the character sequenceResponse, here
giving the tag <m:addResponse>. This element contains a single XML element which
describesthe return value from the invocation, here:

<addresult xsi:type="xsd:int"> 27 </addresult>

which describesa singleintegerwith value27. The tag for this return element must match
the nameof the object createdby the Client to contain the return value (seeSection12.4
below).

In the caseof a fault response,the SOAP body contains a singleXML element with the tag
<SOAP-ENV:Fault>, which contains a description of the fault. Typically, this description
contains two XML elements: a faultcode (tag <faultcode> ) and an explanatory text (tag
<faultstring> ). Currently, four standard faultcodesare de�ned, as listed in Table 12.1.

Faultcode Explanation
VersionMismatch An invalid namespacewas referred to in the SOAP Envelope element.
MustUnderstand One of the immediate children of the SOAP Header element contained a

mustUnderstand attribute, but could not be dealt with.
Client The SOAP request was incorrectly formed or contained insu�cien t infor-

mation to enable it to be processed.
Server The server was unable to processthe SOAP request (even though it was

correctly formed).

Table 12.1: Standard faultcodesin SOAP

12.3 SOAP T yp es

The types which may be used to specify method arguments and results in SOAP are
a subset of the types permitted in XML, and described in reference[40]. As in most
modern programming languages,SOAP types fall into two categories: Simple types and
compound types. An element of a simple type describesa scalarvalue, i.e. a value without
distinguishable inner parts, such as an integer, a real, or a string. Someof the simple
typesavailable in version1.1 of SOAP are summarisedin Table 12.2. The namespacexsd
referredto in most of the type namesis the XML standard namespacewhich contains the
de�nitions of XML SchemaData types.
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(a) HTTP/1.1 200 OK
Content-type: text/xml; charset="utf-8"
Content-length: 481
Date: Wed, 01 Oct 2003 04:05:06 GMT

<?xml version="1.0"?>
<SOAP-ENV:Envelope

xmlns:SOAP-ENC:encodi ngSty le= "ht tp: // schemas.x mlsoap.o rg/ soap/ encodi ng/"
xmlns:SOAP-ENV:encodi ngSty le= "ht tp: // schemas.x mlsoap.o rg/ soap/ envelo pe/"
xmlns:xsd="http:// www.w3.o rg/ 2001/XMLSchema"
xmlns:xsi="http:// www.w3.o rg/ 2001/XMLSchema-in st ance">

<SOAP-ENV:Body>
<m:addResponsexmlns:m="http://www .so apware.o rg/ ">

<addresult xsi:type="xsd:int" > 27 </addresult>
</m:addResponse>

</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

================================================================

(b) HTTP/1.1 500 Server Error
Content-type: text/xml; charset="utf-8"
Content-length: 552
Date: Wed, 01 Oct 2003 04:05:08 GMT

<?xml version="1.0"?>
<SOAP-ENV:Envelope

xmlns:SOAP-ENC:encodi ngSty le= "ht tp: // schemas.x mlsoap.o rg/ soap/ encodi ng/"
xmlns:SOAP-ENV:encodi ngSty le= "ht tp: // schemas.x mlsoap.o rg/ soap/ envelo pe/"
xmlns:xsd="http:// www.w3.o rg/ 2001/XMLSchema"
xmlns:xsi="http:// www.w3.o rg/ 2001/XMLSchema-in st ance">

<SOAP-ENV:Body>
<SOAP-ENV:Fault>

<faultcode>SOAP-ENV:Clie nt </f aul tco de>
<faultstring>Clien t error.

Too many parameters in call of "add".
</faultstring>

</SOAP-ENV:Fault>
</SOAP-ENV:Body>

</SOAP-ENV:Envelope>

Figure 12.4: HTTP responsesto an invokation of the Blipper add method

(a) Normal responsewith return value.
(b) Fault responsedue to an error on the client side.

The responseheadersare in typewriter font and the responsebodiesin
italic typewriter font. The body has the form of an XML encoded
SOAP message.The box contains the body of the message.
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Set of valuesin type Type name Value Example
Decimal fractions xsd:decimal 12.345
Signed
oating point numbers xsd:
oat -12.345E3
Signeddouble precisionnumbers xsd:double -12.345E3
Booleanvalues xsd:boolean true
Strings of characters xsd:string good morning
Date/times xsd:dateTime 2001-10-01T04:05:06
Base64encoded binary SOAP-ENC:base64 GWalP2A=
32-bit signedintegers xsd:int -1234567
16-bit signedintegers xsd:short -1234
Negative integers xsd:negativeInteger -32768

Table 12.2: Simple SOAP types

The types above the line are primitive types, and those below the line
are derived types, in this casederived from the type decimal by various
forms of restriction.

As in many programming languages,XML also makes it possibleto derive enumerations,
which are setsof valuestaken from some(simple) basetype.

An element of a compound type is made up of one or more individually identi�able sub-
parts. Examples are structs, arrays, vectors and objects. In SOAP, a struct is merely
an XML element with named sub-elements, which themselves can be of any (possibly
compound) types. The namesof the sub-elements in a struct are signi�cant; their order is
not signi�cant. For example:

<e:Bibentry>
<author>Alfons Aaberg</author>
<title>My life as a latchkey child</title>
<pubyear>2015</pubyear>

</e:Bibentry>

is a value of a struct type with three elements, two strings and an integer.

An array is an orderedsequenceof elements. Thus the order of the elements is signi�cant,
but the namesof the elements are not. The elements may be of the sametype, as in:

<Primes SOAP-ENC:arrayType="xsd:int[5]">
<item xsi:type="xsd:int">2</item>
<item xsi:type="xsd:int">3</item>
<item xsi:type="xsd:int">5</item>
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<item xsi:type="xsd:int">7</item>
<item xsi:type="xsd:int">11</item>

</Primes>

which is an example of an array with �v e elements of int type (i.e. an array of type
int[5] ). Or they may be of di�erent types,as in:

<Notes SOAP-ENC:arrayType="xsd:ur-type[4] ">
<item xsi:type="xsd:decimal">11.3</item >
<item xsi:type="xsd:float">-27.517E03</ item>
<item xsi:type="xsd:string">Monday morning</item>
<item xsi:type="xsd:string">Friday after 3.00pm</item>

</Notes>

which is an exampleof an array with four elements of mixed types: a decimal fraction, a

oating point number and two strings. Note that the type of the array is here given as
ur-type[4] , whereur-type denotesthe union of all types(i.e. \any type").

In XML it is possible to de�ne and give names to complex derived types and to new
derived types. We shall not go into details here,but refer you to the XML documentation
on datatypes[40].

12.4 Web Service Clien ts and Servers

It would obviously be possibleto implement the Client and Server by meansof programs
which directly create and transmit or receive and interpret the HTTP requestsand re-
sponsesrequired. Not surprisingly, however, there are several programming environments
which hide all this from the user, just as RMI provides a way of programming remote
method invocations which hides the details of the underlying exchange of messages.In
these notes we shall brie
y describe the Java environment associated with the Apache
SOAP system. Other well-known systemswhich support the useof SOAP are SOAP::Lite ,
which is basedon Perl, and the Microsoft .NET environment; for details of these,you will
needto consult the relevant documentation.

To implement the server using Apache SOAP, which is basedon Java, it is necessaryto
de�ne and implement a Java interface describing the service. In the caseof the Blipper
service,the interfaceand its implementation could be as shown in Figure 12.5. Note that
this strongly resemblesthe non-distributed Blipper implementation shown in Figure 10.3on
page69. This interface and its implementation are compiled in the usual way. The web
servicethen needsto bedeployed on somesuitablehost system,sothat it becomesavailable
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public interface IBlip
{ public void start(int n);

public int add(int i);
public void stop();

}

==========================================================================

public class WSBlip implements IBlip
{ static int bcount;

static boolean active;

public void start(int n)
{ System.out.println (new Date() + ": Target activated.");

bcount = n;
active = true;

}

public int add(int i)
{ if( active ) bcount = bcount + i;

return bcount;
}

public void stop()
{ System.out.println (new Date() + ": Target deactivated.");

active = false;
}

}

Figure 12.5: The serviceinterface and its implementation for the Blipper Web Servicein
Apache SOAP
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for useand canbefound by the SOAP lookup service.In particular, this involvespublishing
the existenceof the web servicein a service registry, in a manner analogousto what we
have seenin the caseof Corba. Details of how to do this can be found on the Web at:

http://xml.apache.org/soap/docs/ index .html

The Client for an ApacheSOAP webservicehasto construct the SOAP messagesto besent
to the Server, and must receive and analysethe responses.To facilitate this, ApacheSOAP
provides a number of classesfrom packagesunder org.apache.soap for constructing and
manipulating essential objects for SOAP. The most important of theseare summarisedin
Table 12.3.

Class Objects
RPCMessage SOAP requests.
Call Remotemethod invocations.
Parameter Arguments or return valuesof methods.
Response Responsesto calls.
Fault SOAP fault elements.

Table 12.3: Main classesin the Apache SOAP environment

A completeskeleton for a Client for the Blipper web serviceis shown in Figure 12.6. To
completethe Client, it is necessaryto provide implementations for all the methods; as an
example, the complete implementation of the add method is shown in Figure 12.7. It is
important to note that, in relation to the exampleswhich we have seenpreviously, the
methods all carry a URL as an extra parameter,namely the URL at which the serviceis
available.

To make useof a web servicein a practical application a descriptionof the servicemust be
producedin a standard format. This document, which is encodedasan XML document, is
structured accordingto the rules of the Web Service Description Language(WSDL) [39],
and includes:

� A de�nition of the service interface;
� A de�nition of the service implementation;
� If it is a concreteimplementation rather than an abstract servicedescription which

is being described, a description of the service endpoint (typically the URL usedfor
contacting the service).

As in the casesof RMI and CORBA, the description must be propagatedto the service
registry as part of the processof publication of the service. A protocol known as the Uni-
versalDescription, Discoveryand Integration (UDDI) protocol is usedby serviceproviders
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import java.io.*;
import java.net.*;
import java.util.*;
import org.apache.soap.uti l. xml.*;
import org.apache.soap.*;
import org.apache.soap.rpc .* ;

public class BlipClient
{ public void blip(URL url, int i) throws Exception

{ int nblip = add(url, i)
System.out.println( new Date() + ": " + Integer.toString(n bli p,1 0)

+ " blips");
}

public static void main(String[] args)
{ try

{ URLurl = new URL("http://xxxxxx xxx");
start(url,20);
blip (url, 1);
blip (url, 4);
stop (url);

}
catch (Exception e)
{ e.printStackTrace(); }

}

public static void start(URL url, int i) throws Exception
{ // implementation of start
}

public static int add(URL url, int n) throws Exception
{ // implementation of add
}

public static int stop(URL url) throws Exception
{ // implementation of stop
}

Figure 12.6: Skeleton for a Java client for the Blipper web service
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public static int add(URL url, int n) throws Exception
{ // Set up call of remote method

Call call = new Call();
// SOAPencoding specification
String encodingStyleURI = Constants.NS_URI_SOAP_ENC;
call.setEncodingSt yle URI( encodingStyleURI );
// Set parameters for service locator
call.setTargetObje ctURI( "urn:xmethods-Blip per " );
call.setMethodName ( "add" );

// Create vector with parameter(s) and insert into Call object
Parameter param1 = new Parameter("n", int.class, n, null);
Vector params = new Vector();
params.addElement( param1 );
call.setParams( params );

// Invoke the remote service
Response resp = call.invoke(url, "/Blipper");

// Deal with the response
if( resp.generatedFault( ) )
{ // The call did not succeed.

Fault f = resp.getFault();
System.err.println( "Fault= " + f.getFaultCode()

+ ", " + f.getFaultString() );
throw new Exception();

} else
{ // The call was successful. Retrieve return value.

Parameter result = resp.getReturnValue ();
Int addobj = (Int) result.getValue();
return addobj.intValue() ;

}
}

Figure 12.7: Implementation of method add for the Blipper web service
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for registering the description and by servicerequestors(i.e. Clients) for discovering the
service[31]. Thus in reality, the Web servicearchitecture is considerablymore complex
than the simple description at the start of Section12 might get you to imagine, as it es-
sentially consistsof several layerswhich are addedon to the chosendata transfer protocol,
which in full generality doesnot even needto be HTTP. The completearchitecture of the
Web Servicesprotocol stack is illustrated conceptually in Figure 12.8. The function of the
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WSFL

UDDI

WSDL

SOAP

HTTP, FTP, SMTP, ...

Language/ProtocolFunctionality

Interoperable
base stack

Service description

XML based messaging

Networking

Figure 12.8: Web ServicesArchitecture conceptualstack

uppermost layer, associated with ServiceFlow, is to make it possibleto composesimpler
web servicesinto more complexones. The way in which this layer works is not yet 100%
standardisedamong various suppliers of Web services,and we shall not go into details
about it in thesenotes. A good review of the entire architecture from the perspective of
oneof the main players in the Web servicesarena(IBM) can be found on the Web at:

http://www-3.ibm.com/software/so lutio ns/webserv ices/ pdf/ WSCA.pdf

while organisationssuch as SoapWare, which acts as a forum for SOAP developers, have
produceda number of more specialisedtutorials on the useof SOAP, which can be found
on SoapWare's websiteat www.soapware.org.

13 Further Reading

There are many books and other sourcesfor more information about the topics of these
notes. For a gentle, but more detailed, introduction to Internet protocols,Comer's\Com-
puter Networksand Internets" [3] is an excellent starting point. More information about
computernetworks in generalcanbe found in the booksby Tanenbaum [36], Halsall [6] and
Stallings [34], while local areanetworks are treated in detail in [35]. Of course,thesebooks
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Figure 13.1: A multi-tier systemwith three tiers

The Client is a client of the middle-tier server, which deals with the
actual application and is itself a client of the databaseserver in the
lowest tier.

cover a lot of ground, and run to several hundred pages,so they are not really suitable as
introductory material.

For full details of Internet protocols, you needto refer to the Internet Requestsfor Com-
ments (RFC's), of which several important onesare listed in the Bibliography. Thesecan
all be obtained from the Internet itself via the Web page:

http://www.rfc-editor.org/rfcsea rch.h tml

from whereyou can search for and retrieve RFCs by number or keyword. It is not possible
to seedirectly from an RFC which status it has, i.e. whether it describes an accepted
standard, a proposedstandard or just a draft for comment. To �nd this out, you need
to look at the latest version of the list of Internet standards; this list is itself an RFC,
currently RFC3300. Standards from the International Telecommunications Union (ITU-
T), the International Organization for Standardization (ISO) and IEEE can be purchased
from theseorganisations.

Thesenoteshave focussedon how to construct distributed applications basedon the sim-
plest form of client-server model, with oneor more clients and a singleserver. While this
is an important and very much usedmodel, it is by no meansthe only one. Many inter-
esting systemsusemulti-tier models,wherea server can itself be a client for one or more
other servers. A simple exampleof this is shown in Figure 13.1,which shows a three-tier
architecture, involving presentation, an actual application and data storage.

A further development of this is to usehierarchical architectures, in which participating
processesare organisedin a tree-like structure, and whereinformation passesup and down
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the branchesof the tree. Other systemsmakeuseof a setof cooperating agents. Agents may
bestatic (permanently resident on particular systems)or mobile,and exchangeinformation
in an intelligent mannerin order to solvesomeproblem. A good sourceof information about
this type of systemis the book by Omicini et al. [33], which describes the architecture of
agent systemsand how agents communicate in order to solve their given problems,while
reference[2] gives a speci�c exampleof the useof agents for information retrieval in the
Internet.

Finally, you may �nd it interesting to look at the so-calledGRID architecture, a recent
trend in the designof very large distributed systems,which potentially o�ers usersglobal
accessto computational power and other resources.The essenceof a GRID is { by analogy
with the electric grid { that it o�ers accessto resourceswithout the usershaving any idea
wherethe resourcesactually comefrom. Reference[5] describesthe ideasin detail.

c
 Robin Sharp 2004



100 13 FURTHER READING



REFERENCES 101

References

[1] Andrew D. Birrell and Bruce Jay Nelson.Implementing remoteprocedurecalls. ACM
Transactionson Computer Systems, 2(1):29{59, February 1984.

[2] B. Brewington, R. Gray, K. Moizumi, D. Kotz, G. Cybenko, andD. Rus. Mobile agents
for distributed information retrieval. In M. Klusch, editor, Intel ligent Information
Agents, pages355{395.Springer-Verlag, 1999.

[3] D. Comer. Computer Networks and Internets. Prentice Hall, secondedition, 1999.
ISBN 0-13-084222-2.

[4] R. Fielding, J. C. Mogul, H. Frystyk, L. Masinter, P. Leach, and T. Berners-Lee.RFC
2616: Hypertext Transfer Protocol { HTTP/1.1 , June 1999.

[5] Ian Foster and Carl Kesselman,editors. The Grid: Blueprint for a New Computing
Infr astructure. Morgan Kaufmann, 1999. ISBN 1-55860-475-8.

[6] F. Halsall. Data Communications and ComputerNetworksand OSI. Addison-Wesley,
fourth edition, 1995. ISBN 0-20-142293-X.

[7] C. A. R. Hoare. Communicating Sequential Processes. Prentice-Hall International,
1985.

[8] International StandardsOrganisation. International Standard ISO7498: Information
ProcessingSystems{ Open SystemsInterconnection { Basic Reference Model, 1984.
This is identical to ITU-T RecommendationX.200.

[9] International StandardsOrganisation. International Standard ISO8807: Information
ProcessingSystems{ Open SystemsInterconnection { LOTOS: A Formal Description
Techniquebased on the Temporal Ordering of ObservationalBehaviour, 1988.

[10] International StandardsOrganisation. International Standard ISO9074: Information
ProcessingSystems{ Open SystemsInterconnection { Estelle (Formal Description
Techniquebased on an Extended State Transition Model), 1989.

[11] International StandardsOrganisation. International Standard ISO8802-4: Informa-
tion ProcessingSystems{ Local Area Networks { Part 4: Token bus accessmethod
and physical layer speci�c ation, 1990. This is identical to IEEE Standard 802.4.

[12] International StandardsOrganisation. International Standard ISO8802-5: Informa-
tion ProcessingSystems{ Local Area Networks { Part 5: Token ring accessmethod
and physical layer speci�c ation, 1990. This is identical to IEEE Standard 802.5.

[13] International StandardsOrganisation. International Standard ISO10918-1: Informa-
tion Technology { Digital compressionand coding of continuous-tone stil l images{
Part 1: Requirementsand guidelines, 1994.

[14] International StandardsOrganisation. International Standard ISO13818-2: Informa-
tion Technology { Generic Coding of Moving Picturesand Associated Audio Informa-
tion { Part 2: Video, 1996.

[15] Internet. RFC 768: User Datagram Protocol (UDP) , August 1980.
[16] Internet. RFC 791: Internet Protocol, September 1981. Identical to U.S. Department

of Defense:MIL-STD 1777: Military Standard Internet Protocol.



102 REFERENCES

[17] Internet. RFC 793: TransmissionControl Protocol, September 1981.Identical to U.S.
Department of Defense: MIL-STD 1778: Military Standard Transmission Control
Protocol.

[18] Internet. RFC 821: Simple Mail Transfer Protocol (SMTP) , August 1982.
[19] Internet. RFC 1939: Post O�c e Protocol { Version 3, May 1996.
[20] Internet. RFC 2045: MultipurposeInternet Mail Extensions(MIME) Part One: For-

mat of Internet MessageBodies, November 1996.
[21] Internet. RFC 2046: MultipurposeInternet Mail Extensions(MIME) Part Two: Me-

dia Types, November 1996.
[22] Internet. RFC 2060: Internet MessageAccessProtocol, Version 4, rev.1, December

1996.
[23] Internet. RFC 2131: Dynamic Host Con�guration Protocol, March 1997.
[24] Internet. RFC 2373: IP Version 6 AddressingArchitecture, July 1998.
[25] Internet. RFC 2396: Uniform Resource Identi�ers (URI): Generic Syntax, August

1998.
[26] Internet. RFC 2460: Internet Protocol, Version 6 (IPv6) Speci�c ation, December

1998.
[27] ITU-T. RecommendationI.321: B-ISDN Protocol Reference Model, 1972.
[28] ITU-T. RecommendationG.711: PulseCodeModulation (PCM) of Voice Frequencies,

1988.
[29] ITU-T. RecommendationZ.100: Speci�c ation and Description LanguageSDL, 2002.
[30] R. Milner. Communication and Concurrency. Prentice-Hall International, 1989.
[31] OASIS. UDDI Version 2.04 API Speci�c ation, July 2002.
[32] Object Management Group, Inc. CommonObject RequestBroker Architecture, V2.3,

June 1999.
[33] A. Omicini, F. Zambonelli, M. Klusch, and R. Tolksdorf, editors. Coordination of

Internet Agents: Models,Technologies,and Applications. Springer-Verlag,2001.ISBN
3-540-41613-7.

[34] W. Stallings. Data and Computer Communications. Prentice Hall, �fth edition, 1997.
ISBN 0-13-084370-9.

[35] W. Stallings. Local and Metropolitan Area Networks. Prentice Hall, sixth edition,
2000. ISBN 0-13-012939-9.

[36] A. Tanenbaum. Computer Networks. Prentice Hall, fourth edition, 2002. ISBN 0-13-
066102-3.

[37] W3C. ExtensibleMarkup Language(XML) 1.0, secondedition, October 2000.
[38] W3C. Simple Object AccessProtocol (SOAP) 1.1, May 2000.
[39] W3C. Web ServicesDescription Language(WSDL) 1.1, March 2001.
[40] W3C. XML SchemaPart 2: Datatypes, May 2001.

c
 Robin Sharp 2004



Index
NET, 92

AccessPoint, 27
acknowledgment, 37
active server page,54
agent, 99
applet, 54
assignedport, 36
at-least-oncesemantics, 65
at-most-oncesemantics, 65
authentication, 15
availabilit y, 15

base64encoding, 49
binding, 67{68
Bit Error Rate (BER), 12
bridge, 23
Broadband ISDN (B-ISDN), 10
broadcast, 13
BSD socket, 57

CIA properties, 15
client, 41, 65
Common Object Services(COS), 77
communication link, 3
communication node, 3
component-based programming, 76
con�dentialit y, 14
contention, 26
CORBA, 75{85

client, 80, 83, 84
DI I, 77
IDL, 78
interface, 78
object adapter, 77
servant, 79, 81
server, 79{80, 82

country code, 35
credit, 37
CSMA/CD, 24{27

data con�dentialit y, 14
data integrit y, 14
DCOM, 76

DECNET, 8
despatcher, 66
DHCP server, 33
domain, 35
Domain Name Service(DNS), 36
Dynamic Host Con�guration Protocol (DHCP),

33
Dynamic Invocation Interface (DI I), 77
dynamically allocated port, 37, 74

end system, 3
entit y, 4
Ethernet, 24{27

gigabit, 25
shared,27
switched, 26

exactly-oncesemantics, 65
expedited data, 14
Extensible Markup Language(XML), 86

�lter, 22
�rew all, 22
fragmentation, 18, 33

GRID, 99

header,18
HTTP , 52{56

cache control, 55
compression,55
credentials, 55
GET method, 55, 57
media type, 55
method, 52, 54
OPTIONS method, 56
request,52, 85
response,52, 85

hyperlink, 52
Hypertext Transfer Protocol (HTTP), 52{56
HypertextMarkup Language(HTML), 54

IANA, 36, 37, 40
implementation repository, 77
inheritance model, 79

103



104 INDEX

integrit y, 14
interface, 78
Interface De�nition Language(IDL), 66, 68,

78
interface repository, 77
International Organization for Standardisa-

tion (ISO), 21
International Telecommunications Union (ITU-

T), 21
Internet, 8

protocol, 8
Internet Application Layer, 40
Internet MessageAccess Protocol (IMAP),

41
Internet Protocol (IP), 31{36
IPv4, 31
IPv6, 31
ISO, 21
ITU-T, 21

Java
codebase,74
IDL, 78, 79
remote exception, 70
remote interface, 68, 70
remote object, 68, 71
RMI, 68{75
security manager,72
security policy, 74

jitter, 16

LAN, 14
layer, 4
layered architecture, 4{10
link, 52, 54
Local Area Network (LAN), 3, 14
Logical Link Control (LLC), 24

mailbox, 40
mailer, 41
marshalling, 66
maybe semantics, 65
MD5, 56
Medium AccessControl (MA C), 24
method

accept, 63

HTTP , 52, 54
Metropolitan Area Network (MAN), 3
MIME, 44{50

body, 46
composite type, 46, 47
discrete type, 46, 47
entit y, 46
header,46
subtype, 46, 47
type, 46, 47, 55

multi-tier model, 98
multicast, 13
multicast group, 13, 35
multiplexing, 13

(N)-entit y, 4
(N)-proto col, 4
name, 35
naming authorit y, 35
naming domain, 35
netmask, 35
network class,33
node, 3

communication, 3
non-repudiation, 15

object, 65
object adapter, 77
Object Management Group (OMG), 76
Object RequestBroker (ORB), 76
Open SystemsInterconnection (OSI), 4
OSI ReferenceModel, 4{8

packing, 18
path, 49
PDU format, 20
port, 36, 39, 49

assigned,36
dynamically allocated, 37, 74
registered,37

portable implementation, 76
Portable Object Adapter (POA), 77, 79
Post O�ce Protocol (POP), 41
Private Network (PN), 35
protocol, 4, 10
Protocol Control Information (PCI), 17{20



INDEX 105

Protocol Data Unit (PDU), 17
proxy

object, 67

Qualit y of Service(QoS), 15{16
query, 51

reassembly, 18
receive window, 37
registeredport, 37
registry, 67, 70, 74, 94
remote interface, 68, 70
Remote Method Invocation (RMI), 68{75
remote object, 67, 68, 74
Remote Object Invocation (ROI), 67{75
Remote ProcedureCall (RPC), 64{66
Residual Error Rate (RER), 12
resource,49
RFC, 98
RMI-I IOP, 85
rmic, 72
ROI, 67{75
router, 22
RPC, 64{66

call semantics, 65
idempotent, 65
marshalling, 66
stub, 65

Rules of procedure,20

scheme,49
secureservice,14
security, 14{15
security manager,72
security policy, 74
segmentation, 18, 33
sequencenumber, 37
sequencepreservation, 14
serialise,68
servant, 79
server, 41, 65, 80
server script, 54
service,4, 10{16

authenticated, 15
block oriented, 11
broadcast, 13

con�dential, 14
connection-mode, 12
connectionless-mode, 12
duplex, 13
integrit y of, 14
inversebroadcast, 13
messageoriented, 11
multi-p eer, 13
multicast, 13
multiplex, 13
non-repudiating, 15
peer-to-peer, 13
secure,14
sequencepreserving,10
simplex, 13
stream oriented, 11
two-peer, 13

ServiceData Unit (SDU), 18
Simple Mail Transfer Protocol (SMTP), 40{

49
Simple Object AccessProtocol (SOAP), 85{

97
skeleton, 76
SMTP

command, 41{43
extensions,44
reply, 41, 44{45

SNA, 8
SOAP, 85{97

Apache, 92
body, 86, 88
body entry, 86
compound type, 89
envelope, 86
faultcode, 89
header,86
headerentry , 86
message,86
request,86
response,86, 88{89
simple type, 89
type, 89{92

socket, 56
BSD, 57
Java client, 58{59



106 INDEX

Java server, 63{64
software component, 76
stream, 11
stream �lter, 59
stub, 65, 68, 72, 76
stub compiler, 72
Sun RPC, 66
switch, 26

thread, 64, 66
time-to-liv e, 33
timeout, 63
token bus, 14
token ring, 14
trader, 67
trailer, 18
TransmissionControl Protocol (TCP), 36{39
type

serialisable,68

Uniform ResourceIdenti�er (URI), 49{52
Universal Description, Discovery and Inte-

gration (UDDI), 94
urgent data, 14
URI, 49{52, 68, 70

path, 49
port, 49
query, 51
scheme,49

User Datagram Protocol (UDP), 39

Web resource,49
Web service,85, 94{97

publication, 94
registry, 94

Web ServiceDescription Language(WSDL),
94

Wide Area Network (WAN), 3
window, 37
window protocol, 37
Wireless LAN, 27{29
World Wide Web, 49{56

XML, 86, 88{92
array, 91
datatype, 89{92
declaration, 88

derived type, 92
document, 86
element, 86, 88
enumeration type, 91
namespace,88
struct, 91
ur-t ype, 92


